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egrep
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user$ egrep ‘^flags.*(vmx|svm)’ /proc/cpuinfo
flags : fpu vme de pse tsc msr pae mce cx8 apic mtrr pge mca cmov pat pse36

clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe nx lm constant_tsc pni
monitor ds_cpl vmx est tm2 ssse3 cx16 xtpr lahf_lm

flags : fpu vme de pse tsc msr pae mce cx8 apic mtrr pge mca cmov pat pse36
clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe nx lm constant_tsc pni
monitor ds_cpl vmx est tm2 ssse3 cx16 xtpr lahf_lm

root# dd if=/dev/scd0 of= iso bs=2048
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40



41
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vboxdrv
vboxnetadp vboxnetfit

root# /etc/init.d/vboxdrv setup
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gcc

root# chmod u+x VirtualBox_n.run install
root# ./VirtualBox_n.run install

/etc/init.d/vboxdrv 
setup dkms

/etc/apt/sources.list

debhttp://download.virtualbox.org/virtualbox

root# wget -q http://download.virtualbox.org/virtualbox/debian/sun_vbox.asc
root# apt-key add sun_vbox.asc

apt-get aptitude

root# apt-get install virtualbox-3.0

root# wget -q http://download.virtualbox.org/virtualbox/debian/sun_vbox.asc
root# rpm --import sun_vbox.asc
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*.repo
/etc/yum.repos.d

[virtualbox]
name=VirtualBox
baseurl=http://download.virtualbox.org/virtualbox/rpm/fedora/$releasever
enabled=1
gpgcheck=1

install zypper
install

/dev/vboxdrv

root# usermod -a -G vboxusers kofler  (Fedora, ,
root# groupmod -A kofler vboxusers

/etc/init.d/vboxdrv

VirtualBox

~/.VirtualBox
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Рис. 1.1. Конфигурация виртуальной машины в VirtualBox
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Таблица 1.1. Горячие клавиши в VirtualBox

mount

root# sh /media/cdrom/VBoxLinuxAdditions-x86.run
root# sh /media/cdrom/VBoxLinuxAdditions-amd64.run

vboxadd
vboxvideo vboxvfs
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uname -a

root# aptitude install gcc make linux-headers-n.n-plattform
root# yum install gcc make kernel-headers kernel-devel
root# zypper install gcc make kernel-source kernel-syms

uname –r
pae

kernel-devel

Рис. 1.2. Альфа-версия Fedora 12 с виртуальной машиной VirtualBox
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xorg.conf

root# cp /etc/X11/xorg.conf.install /etc/X11/xorg.conf

Рис. 1.3. 64-битная версия Windows 7 RC в виртуальной машине VirtualBox
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myshare
mount

root@gast# mkdir /media/vbox-share
root@gast# mount -t vboxsf myshare /media/vbox-share

\\vboxsrv\myshare
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qemu-img

qemu-img –f

user$ qemu-img create -f qcow2 qemu.img 10G

qemu qemu-xxx qemu

user$ qemu [ ]

qemu

qemu

-boot a/c/d

-cd-rom

-k 
de

en-us

-localtime

-m n
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-net

-no-acpi

-snapshot

Таблица 1.2. Горячие клавиши KVM/QEMU

user$ qemu-img create -f qcow2 qemu.img 500M
user$ qemu -m 16 -boot d -cdrom fdbasecd.iso qemu.img

user$ qemu -m 16 qemu.img
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Рис. 1.4. FreeDOS в качестве гостевой системы на виртуальной машине от QEMU

kvm
kvm-intel

kvm-amd
kvm

root# modprobe kvm-intel (
root# modprobe kvm-amd   (

/dev/kvm

/dev/kvm

kvm qemu-kvm
qemu
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user$ kvm create -f qcow2 ubuntu.img 8G
user$ qemu -m 384 -boot d -cdrom ubuntu.iso ubuntu.img
user$ qemu -m 384 ubuntu.img

Рис. 1.5. Ubuntu в качестве гостевой системы на виртуальной машине KVM

user$ qemu-img create -f qcow2 winxp.img 10G
user$ kvm -m 256 -boot d -cdrom win-install-cd.iso -localtime winxp.img
user$ kvm -m 256 -localtime winxp.img
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Рис. 1.6. Конфигурирование Wine с помощью программы winecfg
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wine programmname.exe

user$ wine /usr/lib32/wine/notepad.exe.so

user$ cd /
user$ wine setup.exe

find

user$ find ~/.wine -cmin -60 -iname ‘*.exe’

~/wine/drive_c
/
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winecfg

user$ wget http://www.tatanka.com.br/ies4linux/downloads/ies4linux-latest.tar.gz
user$ tar zxvf ies4linux-latest.tar.gz
user$ cd ies4linux-*
user$ ./ies4linux
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~/bin/
ie6 ~/bin/ie7

Рис. 1.7. Internet Explorer 6 в Linux

BC31
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rpm
--ignorearch

cxinstallwizard
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Рис. 1.8. Установка программ Windows с помощью CrossOver
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~/.cxoffice/default/drive_c/
windows/win.ini

win.ini ~/.cxoffice/name
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ls cp mv ln rm find grep locate
ping ifconfig ssh
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root

Таблица 2.1. Сочетания клавиш для активизации текстовых консолей
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Рис. 2.1. Окно консоли

gnome-terminal konsole
xterm

nautilus-open-terminal
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Таблица 2.2. Сочетания клавиш для ввода команд в оболочке bash

gpm

ls

user$ ls -l

...
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user$

root#
user$ root#

user$ root#

\

root# mkinitrd /boot/initrd-2.6.29.4-162.fc11.i686.PAE.img \
      2.6.29.4-162.fc11.i686.PAE

\ \

&

firefox &

su - l

exit

sudo
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less

user$ less
user$ ls –l | less

Таблица 2.3. Клавиши и их сочетания для работы с командой less

less
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less

less
/usr/bin/lessfile.sh less
/usr/bin/lessopen.sh

lessfile lesspipe.sh lesspipe
less lessfile

less
lesspipe

~/.bashrc

kate gedit

Таблица 2.4. Сочетания клавиш для работы с Emacs



72

vi

:

Таблица 2.5. Сочетания клавиш для работы с Vi

Таблица 2.6. Сочетания клавиш для работы в режиме complex command

man joe
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Таблица 2.7. Сочетания клавиш для работы с Joe

Рис. 2.2. Редактор Nano в окне консоли

etc/
profile ~/.profile
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2.3.
ls cp top

 -help

man man

help
cd alias

info man

man info
man

ls cp man

man
man

3 printf C printf
man

man
man

man
-a

man

man
n

1

2

3
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6

7

8

n

less

/etc/
manpath.config

man ls man

user$ gnome-help man:ls
user$ khelpcenter man:ls
user$ khelpcenter ’man:(index)’

konqueror man
#

man
help

info

info info

info
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Таблица 2.8. Клавиши для работы с info

info info

info pinfo
info
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/etc/fstab mount
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bootutils.gz

1s

"a b"

/home/
loginname/ /root

/home/loginname/
~

~loginname
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.

..

Таблица 3.1. Специальные символы, используемые при работе с каталогами

~

.

..

cp
/etc/fstab /home/

name /home/name/fstab

user$ cp /etc/fstab .

cd
~/linux8 cp fileuse.
tex ~/fileuse.
tex.bak

user$ cd ~/linux8
user$ cp fileuse.tex ../fileuse.tex.bak

/home/name
/home/name/linux8/fileuse.tex
/home/name/fileuse.tex.bak

Таблица 3.2. Команды для работы с каталогами
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ls
-a

-l
ls

-t -S
-X –r

user$ ls -l -S linuxbuch/*.tex
...

...

ls

- d b
c l

rwx

kofler

ls

--color
ls

| less
ls less

user$ ls -lR | less
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cp
cp  ... 

user$ cd linuxbuch
user$ mkdir bak
user$ cp *.tex bak/

cp -a cd

user$ cd
user$ cp -a linuxbuch linuxbuch-bak

rm rm

rmdir

rm –rf

rm –rf

user$ rm -rf linuxbuch-bak/

ls –l

df du

df

–h

df
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user$ df -h

/dev/sda G G G

...

df
/home/kofler /

dev/sda6 /home

user$ df -h /home/kofler/

du
–h

du
baobag

user$ du -h fotos/2008

...
G fotos

Таблица 3.3. Джокерные символы для имен файлов
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? *

*

* *.*

*graf*
graf grafik.doc apfelgraf

* ?
[abc]

a b c

[a-f]* a f

*[ _.-]*
* .[hc]

.c .h

*/*.tex

/usr/ * bin/*
/usr/bin /usr/sbin

user$ cp project/*.c .

echo jokerzeichen
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*
ls*

* ls
-d

*/

user$ echo */.

ls

*.tex
ls

*.tex ls

find
find

user$ find . -name ‘*.tex’

*.x *.y
mv *.x *.y

*.x
*.y

mv *.y
mv

markus.x peter.x ulrike.x
mv *.x *.y *.x

*.y
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mv

user$ mv markus.x peter.x ulrike.x *.y

markus.x peter.x 
ulrike.x markus.y peter.y ulrike.y

mv

sed
sed

ls
sed sed

s cp
sh

*.xxx *.yyy

user$ ls *.xxx | sed ‘s/\(.*\)\.xxx$/cp & \1.yyy/’ | sh

*.tex
tex ~ ~

user$ for i in *.tex; do cp $i $i~; done

*

.*

. . ..

.[!.]*
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user$ echo .[!.]*

ls –a

*rc* –a
ls

find

user$ find . -name ‘.*’

ls –F

user$ ls -lF
... 13. Apr 11:31 bak/
... 11. Apr 12:21 grepalltex*
...

Таблица 3.4. Идентификация специальных файлов

=



87

/bin /lib /usr/bin /usr/
lib ls -l

abc ln abc xyz
xyz abc xyz

ls –l

-i ls

user$ ls -li

user$ ln abc xyz
user$ ls -li

ln –s

ls
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user$ ln -s abc efg
user$ ls -li

abc
efg
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Таблица 3.5. Конфигурационные файлы MIME

mime.types

application/pdf
mime.types

application/x-name

# in /etc/mime.types
...
application/pdf pdf



90

mailcap

evince
mime.types mailcap

# in /etc/mailcap

*.ps

file

file

/etc/magic in~/.magic

Таблица 3.6. Инструменты для поиска файлов

which

which
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user$ which emacs
/usr/bin/emacs

whereis
man

whereis which

man whereis

user$ whereis fstab

locate
locate

locate

locate

xorg.conf

user$ locate xorg.conf
/etc/X11/xorg.conf
/etc/X11/xorg.conf.backup
/etc/X11/xorg.conf~

dvips

wc

user$ locate dvips | wc -l

dvips

user$ locate ‘*dvips’
/usr/bin/dvips
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/usr/bin/odvips
/usr/bin/opdvips
/usr/bin/pdvips
/usr/local/texmf/dvips
/usr/local/texmf/fonts/map/dvips
...

locate
updatedb updatedb

locate updatedb

/var/lib/mlocate/mlocate.db
/etc/cron.daily/mlocate

/etc/updatedb.conf

locate

findutils-locate updatedb

/etc/cron.daily/suse.de-updatedb
/etc/sysconfig/locate

find

man 
find find

find

find

user$ find
...
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.e

user$ find -name ‘.e*’
./.evolution
./.emacs
./.emacs~
./.esd_auth
...

find /usr/share/texmf
*.tex latex

user$ find /usr/share/texmf -path ‘*latex/*.tex’

/usr/share/texmf/ptex/platex/base/kinsoku.tex
...

find /etc/
/etc/.

sort

root# find /etc -type d | sort
/etc
/etc/acpi
/etc/acpi/actions
...

find /home

root# find /home -group users -ctime -5
...

find
rm ($(

user$ rm $(find . -name ‘*~’)

*~

-exec- find
xargs
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emacs

user$ grep emacs *.tex
...

grep arctan

user$ grep -c arctan\(.*\) *.c

grep -v

grep configfile #
cat

nocomments

user$ grep -v ‘^#’ configfile | cat -s > nocomments

find grep
find

emacs

–print –exec
grep emacs *.tex

user$ find -name ‘*.tex’ -type f -exec grep -q emacs {} \; -print
...

case.*in
resultat

user$ find -name ‘*’ -maxdepth 1 -size -10k -exec grep -q \
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locate

beagle-search kerry

beagle-query

 -
.pdf
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user_xattr /etc/fstab

/etc/fstab

tracker-search-tool

Рис. 3.1. Программы Tracker для локального поиска
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~/.cache/tracker

tracker-preferences

strigi*

strigiclient

rm-rf

rsync

file-roller ark
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Таблица 3.7. Инструменты для сжатия и архивирования файлов

gzip
.gz gunzip

user$ ls -l filesystem.tex

user$ gzip filesystem.tex
user$ ls -l filesystem.tex.gz

user$ gunzip filesystem.tex.gz

gzip gunzip

.bz2

user$ bzip2 filesystem.tex
user$ ls -l filesystem.tex.bz2

user$ bunzip2 filesystem.tex.bz2

tar
gzip bzip2 tar

buch.tgz
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tar z
gzip f tar

.tar.gz .tgz

user$ tar -czf meinarchiv.tgz buch/

tar -tzf
less

user$ tar -tzf meinarchiv.tgz
linux8/
linux8/lanserver.tex
linux8/security.tex~
linux8/buch.tex

...

tar -xzf

user$ cd /
user$ tar -xzf meinarchiv.tgz

tar

user$ tar -xzf meinarchiv.tgz ‘*.tex’

bzip2 gzip
z j

myarchive.zip
user$ zip meinarchiv.zip *.html

–r

user$ zip -r meinarchiv.zip mywebsite/

zipinfo
user$ zipinfo meinarchiv.zip

...
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user$ cd /
user$ unzip meinarchiv.zip

rsync

cp

user$ rsync /*.jpg /

–a

user$ rsync -a / /

rsync

--delete

--delete

-v
rsync

#!/bin/sh

rsync -av --delete /folder1/* /backup/rechnerX/folder1/
rsync -av --delete /folder2/* /backup/rechnerX/folder2/
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rsync rdiff-backup
rsync

rdiff-backup

rdiff-backup Time Machine

rdiff-backup

root# rdiff-backup /home /home-backup

rdiff-backup

.diff

/home-backup
/home

cp-a rsync –a --delete

rdiff-backup –r
now

root# rdiff-backup -r now /home-backhup /tmp/home-aktuell
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rdiff-backup /home

root# rdiff-backup -r 10D /home-backup/ /tmp/home-historisch

h
W

root# rdiff-backup -r 10D /home-backup/file file-historisch
root# rdiff-backup -r 10D /home-backup/folder/ folder-historisch

rdiff-backup

root# rdiff-backup --remove-older-than 4M --force /home-backup/

root# rdiff-backup --remove-older-than 3B --force /home-backup/

rdiff-backup
rsync rdiff-backup

rdiff-backup

rsync

root# rdiff-backup user@firma-abc.de::/home /home-backup

rdiff-backup

rdiff-backup
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rdiff-backup

rsync
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Рис. 3.2. Окно программы PyBackPack
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rdiff-backup
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burncdda

/dev/scd1
/dev/sr1

/dev/hda /dev/hdb

readcd -scanbus

genisoimage
mkisofs

dd readcd

genisoimage
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genisoimage

-output-charset

/master /tmp/master.iso
-r

Linux -V

user$ genisoimage -o /tmp/master.iso -r -J -V Linux /master

user$ genisoimage -o /tmp/master.iso -r -J /master -b images/boot.img -c boot.
catalog

-graft-points

user$ genisoimage -o /tmp/master.iso -r -graft-points /master=/master

user$ chown -R root.root /master
user$ chmod -R a+r /master
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dd
/dev/cdrom

user$ dd if=/dev/cdrom of=/usr/local/iso.img bs=2048

dd readcd readom

dd
readcd

dd

readcd -scanbus

user$ readcd dev=0,0,0 f=iso.img

readcd
-clone

-noerror -noclone –w readcd

mount

modprobe

master.iso

root# mkdir /iso-test
root# mount -t iso9660 -o loop,ro /tmp/master.iso /iso-test/

cdrecord
cdrecord

cdrecord
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wodim
cdrkit cdrecord

mkisofs genisoimage cdda2wav icedax
wodim genisoimage

icedax cdrecord
cdrecord /usr/bin/cdrecord wodim

genisoimage
-dummy

root# wodim -dummy -v speed=16 dev=/dev/scd0 iso.img
root# wodim -v speed=16 dev=/dev/scd0 iso.img

genisoimage wodim

root# genisoimage -r /master | wodim -v speed=16 dev=/dev/scd0 -

root# wodim -v speed=16 dev=0,5,0 -pad -dao -audio *.wav

wodim cdrdao

cdrdao
cdrdao data.bin

data.toc

readcd 
-scanbus

user$ cd tmp/
user$ cdrdao read-cd --device 0,0,0 data.toc
user$ cdrdao write --device 0,0,0 --buffers 64 data.toc

diff.log /media/cdrom

root# diff -qrd /master /media/cdrom/ >& ~/diff.log
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diff.log tail

root# tail -f ~/diff.log

root# dd if=/dev/cdrom of=/dev/null

dvd+rw-tools

wodim

wodim

dvd+rw-tools

dvd+rw-tool

dvd+rw-tools

growisofs -Z
growisofs -M

dvd+rw-format
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growisofs-Z

genisoimage

genisoimage -r

/dev/srn /dev/scdn

user$ growisofs -r -J -Z /dev/sr0 data/

-M -Z

user$ growisofs -r -J -M /dev/sr0 moredata/

user$ dvd+rw-format -lead-out /dev/sr0
user$ dvd+rw-booktype -dvd-rom -media /dev/sr0

growisofs -Z -M
genisoimage genisoimage

-Z device=isofile
user$ growisofs -Z /dev/sr0=data.iso

dvd+rw-format

user$ dvd+rw-format /dev/sr0
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dvd+rw-format

–blank

growisofs

growisofs
dvd+rw-format

–blank

–Z device=/dev/zero

dvd+rw-mediainfo

user$ dvd+rw-mediainfo /dev/sr0

...
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rwxrwxrwx read/write/execute

r w x

ls -l
ls

michael$ ls -l .txt
.txt

d l
x

r
chmod

michael$ chmod o-r .txt
michael$ ls .txt -l

.txt

.txt
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chgrp

michael$ chgrp dokuteam .txt
michael$ ls .txt -l

.txt

rwxrwxrwx

2 1 r w x
rw-rw---- 777 rwxrwxrwx

Setuid Setgid Sticky
chmod

user$ chmod 640 .txt

ls

user$ ls -l | awk ‘{k=0;
for(i=0;i<=8;i++)k+=((substr($1,i+2,1)~/[rwx]/)*2^(8-i));
if(k)printf("%0o ",k);print}’

...

r
ls x

cd x w
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/dev/ttyS*

root# ls -l /dev/ttyS1

root# usermod -a -G dialout hubert

rwxrwxrwx

suid

Setuid

Setuid
mount Setuid

sudo
ls -l

s x chmod

root# ls -l /bin/mount

Setuid

ls -l
s x



116

Setgid

Sticky

/tmp

ls -l
t x

Sticky

user$ ls -ld /tmp/

ls -l
S T

Setuid Setgid Sticky

S Setuid Setgid x Setuid
Setgid

Sticky x

x xxx

man 2 stat
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touch

myFile1

michael$ touch myFile1
michael$ ls -l myFile1

groups

newgrp

michael$ groups
michael adm admin cdrom dokuteam dialout lpadmin plugdev sambashare
michael$ newgrp dokuteam
michael$ touch myFile2
michael$ ls -l myFile2

myFile2 newgrp

chgrp newgrp

newgrp

Setgid

rw-rw-rw 666

rwxrwxrwx 777
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umask ----w--w-
rw-r--r--

rwxr-xr-x umask

michael$ umask

umask

umask /etc/profile /etc/bashrc
~/.bashrc

# in ~/.bashrc

rw-r-----
rwxr-x---
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acl

charset utf8

mount
user_xattr

man acl getfacl setfacl
getfattr getsattr

attr attr getfattr setfattr
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mount

user$ mount
...

...

mount /etc/fstab

mount /etc/
fstab

getfacl

user$ touch 1
user$ getfacl 1
# file: 1
# owner: kofler
# group: kofler
user::rwgroup::
r--
other::r--
user$ ls -l 1
-rw-r--r-- 1 kofler kofler ... 2

setfacl

user$ setfacl -m gabi:rw 1
user$ setfacl -m g:docuteam:rw 1
user$ setfacl -m kathrin:- 1

getfacl ls

+

user$ getfacl 1
# file: 1
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# owner: kofler
# group: kofler
user::rwuser:
gabi:rwuser:
kathrin:---
group::r--
group:docuteam:rwmask::
rwother::
r--
user$ ls -l 1
-rw-rw-r--+ 1 kofler kofler ... 1

setfacl -m :rw 

r

setfacl

getfacl ls -l
setfacl -m m:rwx 

file

-n
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cp

cp
-p

tar rsync

tar star

user$ getfacl -R --skip-base . > acl-backup
user$ setfacl --restore=acl-backup           (  ACL-

setfattr getfattr

user$ touch 2
user$ setfattr -n user.language -v ru 2
user$ setfattr --name=user.charset --value=utf8 2
user$ getfattr -d 2
# file: 2
user.charset="utf8"
user.language="ru"

getfattr
user

-n -m

user$ getfattr -n security.selinux -d tst
# file: tst

cp -p

user$ getfattr -R . > ea-backup
user$ setfattr --restore=ea-backup
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/bin

/usr/bin

/boot

/dev

/etc

/etc/X11
/etc

/home

/root

/lib/
modules
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/lib/firmware

/lost+found

fsck

fsck /lost+found

fsck

/media

/mnt /media

/opt

/proc
/proc

/root

/sbin

/share

/usr/share

/srv
/srv/www /srv/ftp

/sys

/tmp
/var/tmp

/usr

/var
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/var

spool/mail

/usr /var

/usr/bin/X11

/usr

Таблица 3.8. Каталоги из /usr
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/dev ls -l

b c

user$ ls -l /dev/sda?

...

/dev

mknod

/dev/
null

/dev/zero

/dev/random /dev/urandom
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Таблица 3.9. Важные файлы устройств
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/etc/udev



4

ls

x
server.tex

sichere

sichere
x

user$ ls -l s*
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x

xterm konsole

user$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games

./mojaprogramma

&

user$ emacs &
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&

bg

user$ emacs

[1]+ Stopped emacs
user$ bg
[1]+ emacs &

bg fg

/dev/null

root# mkfs.ext3 /dev/sdc > /dev/null &

ps

ps

user$ ps ax

...

pts S bash

top ps
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...

kill

S

T
top

top
ksysguard gnome-system-

monitor

Рис. 4.1. Обзор процессов с помощью программы gnome-system-monitor



133

pidof
pidof

root# pidof nscd

fuser

/media/dvd

root# fuser -v /media/dvd

/media/dvd   kofler   2183  ..c..   bash

/var/run

init

pstree
-h

pstree



134

Рис. 4.2. Обзор процессов с помощью команды pstree

top
ps kill

user$ kill -9 2725

kill
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top

user$ kill -9 2725

xkill

xkill
xkill

xkill

top ps kill

top

kill

sshd

shutdown

ulimit

ulimit /etc/profile
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nice
nice

user$ nice -n 10 sichere

renice

top ps
renice man top

z

user$ ls xy > z
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grep
mysql

sort

| rpm grep
sort |

user$ rpm -qa | grep -i mysql | sort

mysql-connect
...

r x
/usr/sbin

su ssh
sudo
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su name

xterm konsole
exit

user$ su -l root
Password: xxx
root# mount -t ext2 /test /dev/hdc7
root# <Ctrl>+<D>
logout
user$ ls /test

su
-l

kdesu

user$ kdesu kate /etc/fstab

kdesu kdesud

kdesu kdesu -helpall kdesu

kdesu
kdesu gksu

man gksu

su-to-root
man su-to-root
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gksu
consolehelper

/usr/sbin

/usr/bin consolehelper
system-

config-network

user$ ls -l /usr/sbin/system-config-network /usr/bin/system-config-network
-rwxr-xr-x ... root root /usr/sbin/system-config-network

system-config-network
/usr/sbin/system-config-network

system-config-network consolehelper
consolehelper

system-config-network
su

xhost

kdesu gksu consolehelper ssh

user$ ssh -X -l user localhost

sudo
suid guid

sudo
suid guid

sudo
su
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sudo

sudo

/var/log/messages
sudo

sudo
/etc/sudoers

timestamp_timeout

sudo /etc/sudoers

/sbin/fdisk ALL

# in /etc/sudoers

sudoers

man sudoers

fdisk
fdisk

fdisk
sudo 

kathrin$ sudo /sbin/fdisk /dev/sda
Password: xxxxxx
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sudo sudoers

sudoers

sudo
sudo -s

gksudo

Рис. 4.3. Запуск административной программы с применением программы gksudo

/etc/sudoers
man

sudo sudoers sudo

su ssh -l root
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sudo /etc/sudoers

/etc/sudoers
apt-get

sudo
sudo

sudo sudo

#
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*.auths
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Рис. 4.4. Аутентификация с помощью PolicyKit

polkit-gnome-
authorization

polkit-auth
polkit-action
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Рис. 4.5. Администрирование с помощью PolicyKit

httpd apache2
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Таблица 4.1. Важные системные процессы
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httpd

ps axu

kblockd/1

Таблица 4.2. Важные потоки ядра
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apache2 httpd

root# /etc/init.d/ start
root# invoke.rc start
root# service start
root# rc start
root# start               (

root# /etc/init.d/ stop
root# invoke.rc stop
root# service stop
root# rc stop
root# stop

reload

reload
restart

root# /etc/init.d/ reload/restart
root# invoke.rc reload/restart
root# service reload/restart
root# rc reload/restart
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update-rc.d

n1 n2
chkconfig

3

root# update-rc.d  defaults [n1 n2]
root# chkconfig --add
root# chkconfig --level 35 on
root# insserv

stop

root# update-rc.d -f remove
root# chkconfig --del
root# insserv -r

cron

crontab

cron /etc/crontab
cron

/var/spool/cron/tabs/user
cron

/var/spool/cron/allow /deny allow cron
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/deny
cron

/etc/crontab /etc/cron.d

# in /etc/crontab

Таблица 4.3. Столбцы crontab

*

*/n
n

man 

/var/spool/cron/tabs/user crontab

cron /etc/
crontab /etc/cron*

cron
crontab -e

cron crontab
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/etc/crontab
/etc/cron.hourly/*

/etc/cron.daily/*
/etc/crontab

# /etc/crontab

17 *   * * *   root   cd / && run-parts --report /etc/cron.hourly

cron

/etc/cron.hourly

/etc/cron.daily

/etc/cron.weekly

/etc/cron.monthly

/etc/cron.daily -.weekly
-.monthly

/etc/cron.hourly -.daily -.weekly
-.monthly execute chmod a+x 

crontab
/etc/cron.xxx /etc/crontab

/etc/cron.d
cron

cron /etc/init.d/cron stop

cron



152

/etc/
cron.daily -.weekly -.monthly cron

/var/spool/
anacron

/etc/anacrontab



5

convert

image.png

user$ convert bild.jpg bild.png

user$ convert -resize 100x100 bild.jpg bild.png
user$ convert -type Grayscale bild.jpg bild.eps
user$ convert -quality 80 bild.bmp bild.jpg
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mogrify convert

user$ mogrify -resize 50% test.jpg

compare
conjure

identify
import

montage

user$ identify -verbose bild.png
Image: bild.png

  Type: TrueColor
  ...

user$ tifftopnm bild.tif | pnmnorm | pnmtops -noturn -rle -scale 0.5 > bild.eps

libtiff

bmp2tiff gif2tiff tiff2pdf tiff2ps
tiffcp tiffinfo

tiffsplit
libwmf

wmf2eps wmf2svg wmf2gd

librsvg2 librsvg2-bin
rsvg rsvgconvert

exif exiftran exiv2
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dcraw

Таблица 5.1. Аудио- и видеоконвертер

man

cdparanoia icedax
cdda2wav cdparanoia

audio.wav

root# icedax -D /dev/scd0 -t 3
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cdda.wav

root# cdparanoia -d /dev/scd0 "4"

lame
lame input.wav output.mp3

user$ mpg321 -s in.mp3 -w - | oggenc - -o out.ogg

mp32ogg

flac
sox

sfconvert sox xsox
gsox

audiofile

sfconvert
sfinfo

soundconverter

*.ogg
ffmpeg

ffmpeg -formats

user$ ffmpeg -i in.avi out.mpg
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man ffmpeg

recode iconv unix2dos dos2unix

dosdat

user$ recode ibmpc..latin1 < dosdat > linuxdat

recode latin1dat

user$ recode latin1..u8 < latin1dat > utf8dat

recode iconv

user$ iconv -f latin1 -t utf-8 latin1dat > utf8dat

user$ dos2unix .txt

convmv
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convmv

user$ convmv -r -i --notest -f iso-8859-1 -t utf8 _

convmv
--notest convmv

convmv

--nosmart

Таблица 5.2. Конвертер документов

lpr

a2ps enscript mpage
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user$ a2ps text.txt -o postscript.ps

a2ps

user$ a2ps .c .c 3.h -4 -o postscript.ps

user$ enscript -M A4 --landscape -3 text.txt -p postscript.ps

user$ mpage -2 -bA4 text.txt > postscript.ps

cnprint

user$ html2text .html > text.txt
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html2text
/etc/html2textrc

~/.html2textrc man html2textrc

html2ps .
.ps

ps2pdf

ps2pdf12 ps2pdf13

ps2pdf

epstopdf

epstopdf tetex
ps2pdf

epstopdf epstopdf

--nocompress
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pdf2ps ps2pdf pdf2ps
gs

pdftops pdf2ps

gs
ghostscript-fonts
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gs gs

@ .upp

test.ps
out.hp

user$ gs -sDEVICE=ljet3 -sOutputFile=out.hp -sPAPERSIZE=a4 -dNOPAUSE -dBATCH test.ps

ps2pdf
gs

user$ gs -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=out.pdf test.ps

user$ gs -dNOPAUSE -dBATCH -sDEVICE=png16m -sOutputFile=out.png \
         -dEPSCrop -r100 bild.eps

psutils

Таблица 5.3. Команды пакета psutils
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user$ psnup -b-0.4cm -64 -q < linux.ps > preview.ps

gs

user$ gs -sDEVICE=pswrite -sOutputFile=out.ps -dNOPAUSE -dBATCH in1.ps in2.ps ...

psutils
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in.pdf
out.pdf

user$ pdftk in.pdf cat 10-20 30-40 output out.pdf

cat

user$ pdftk in1.pdf in2.pdf in3.pdf cat output out.pdf

in.pdf
pg_n n

user$ pdftk in.pdf burst

xxx
owner_pw user_pw

user$ pdftk in.pdf output encrpyted.pdf owner_pw xxx

poppler-utils

pdftops
pdfinfo

pdfimages pdftotext

pdfnup pdfjoin
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*.tex

latex .tex

xdvi kdvi dvips

user$ dvips [ ] -o .dvi .ps

dvips
ps2pdf

dvipdf dvipdfm
dvipdf

dvips/ps2pdf dvipdf

dvipdfm \special



6
ssh
wget

rsync

sudo

/sbin /usr/sbin
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ifconfig
ethn pppn

lo

root# ifconfig
eth Link encap: Address F

lo      Link encap:local loop

        inet6 Address: ::1/128 Scope:Machine
        ...

ping

user$ ping localhost
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...

ping
-c 2

ping

user$ ping -c 2 192.168.0.99

...

/etc/hosts
ping

user$ ping -c 2 mars

--- mars.sol ping statistics ---

user$ ping -c 2 www.yahoo.com

--- www.yahoo-ht2.akadns.net ping statistics ---

ping

ping: unknown host 
yahoo.com /etc/resolv.conf
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connect: 
route -n

Gateway

root# route -n

traceroute

traceroute

user$ traceroute google.at

...

gnome-nettool
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Рис. 6.1. Диагностика сети в Gnome

telnet rlogin ssh

ssh
telnet rlogin

ssh
sshd

openssh-server

man ssh man ssh_config
ssh
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user@uranus$ ssh mars
user@mars's password: xxx

of known hosts.

ssh

ssh
~/.ssh/

known_hosts

-l

user@uranus$ ssh -l root mars
root@mars's password: xxx

ssh

ssh ssh

user@uranus$ ssh mars
user@mars's password: xxx

tar
-f

|
tar

htdocs kofler.cc ~/bak

user$ ssh -l username kofler.cc tar -cf - htdocs | tar -xC ~/bak/ -f -
username@kofler.cc's password: ******
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-X
/etc/ssh_config ForwardX11 yes -X

ssh

user@uranus$ ssh -X mars
user@mars's password: xxx
user@mars$ xemacs &

scp

user$ scp [[user1@]host1:]  [[user2@]host2:][ ]
user2@host2's password: ******

-r

~

abc.txt ~/efg
scp

gabi@uranus$ scp abc.txt mars:~/efg/
gabi@mars's password: ******
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-L localport:remotehost:remoteport

-l name

user@uranus$ ssh -L 3307:mars:3306 mars
user@mars's password: ******

ssh

mysql

user@uranus$ mysql -u mysqllogin -P 3307 -h 127.0.0.1 -p
*******

ssh
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ssh scp

ssh-keygen
passphrase

key

user@client$ ssh-keygen
Generating public/private rsa key pair.

<Return>
********

********

user@client$ scp .ssh/id_rsa.pub user@server:key
user@server's password: *******

/home/user/.ssh

.ssh/authorized_keys

user@server$ mkdir -p .ssh
user@server$ cat key >> .ssh/authorized_keys

ssh

passphrase

ssh-agent

user$ eval $(ssh-agent)

ssh-agent ssh-add

user$ ssh-add ~/.ssh/id_rsa
******
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ssh ssh-agent

ssh-agent

gnome-keyring

seahorse

ftp

ftp cd
ftp @

ftp
anonymous

cd pwd
ls

get
put
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/pub/incoming quit bye

Таблица 6.1. Команды для работы с FTP

user$ cd ~/src
user$ ftp ftp.kernel.org
Connected to zeus-pub.kernel.org.

anonymous
331 Please specify the password.
Password: name@mysite.de

cd pub/linux/kernel/v2.6

ls
...
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get linux-2.6.29.tar.bz2

...
quit

ftp

gftp

ncftp
ftp

sftp ftp

wget curl lftp rsync mirror sitecopy

anonymous

ftp:// @

sftp openssh sftp
ftp ssh
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sftp
ftp sftp -b 

sftp

gftp

sftp:// @

sftp
fish:// @

ftp

wget

wget

user$ wget ftp://myftpserver.de/ .abc

-c

user$ wget -c ftp://myftpserver.de/ .abc

--retry-connrefused
connection refused
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user$ wget -t 20 --retry-connrefused http://mydownloadserver.de/ .iso

-p
-k

user$ wget -p -k -E -H http://mysite.com/site.html

-r

user$ wget -r -l 4 -p -E -k http://mysite.com

curl
man
curl

curl

*.tar.gz

user$ curl -T  -u : ftp://backupserver/dir

-T

tar name.tgz

user$ tar czf - dir/ | curl -T - -u usern:pw ftp://bserver/ .tgz

lftp
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lftp
-c

-f

user ,

root# lftp -c "open -u , backupserver; put www.tgz"

-o lftp

mirror

root# lftp -c "open -u usern,passw bserver; mirror -R directory"

lftp du

-s
-m

user$ lftp -c "open -u , bserver; du -s -m"
2378 .

cut -f 1

user$ lftp -c "open -u usern,passw bserver; du -s -m" | cut -f 1
2378

rsync

cp

rsync

rsync
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rsync
cp

rsync

rsync

rsync
rsync /etc/rsyncd.conf

man
/etc/init.d/rsyncd

rsync
rsync -e ssh
rsync

-z
rsync

: @ :

username@saturn.sol$ rsync -e ssh -az dir1/ mars.sol:dir2/
username@mars.sol's password: ******

rsync

username@saturn.sol$ rsync -e ssh -az mars.sol:dir2/ dir3/
username@mars.sol's password: ******
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rsync

Passphrase

rsync
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Рис. 6.2. Закачка с помощью KTorrent

bittorrent-curses
bittorent-console bittorrent
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vi vim
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gvim

vim-X11 vim-gnome

Рис. 7.1. Графический вариант редактора vim

vimtutor
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: help uganda

vim

5
.
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: w : q

:q!

: w

Таблица 7.1. Основные команды

.

: help : help 
abc

: help abc
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:q

Таблица 7.2. Сочетания клавиш для перемещения курсора при работе 
в обычном режиме

 |
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set ~/.vimrc
M 

' '
' [ ' ]

=

~

. n . n

Таблица 7.3. Команды для удаления текста
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C

C

Таблица 7.4. Копирование текста в буфер обмена

V

Таблица 7.5. Выделение текста

V
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Таблица 7.6. Работа с выделенным текстом

~

=

< <

< : set shiftwidth=n

:set cindent

autoindent

smartindent autoindent

shiftwidth
=

cindent smartindent

: help 
C-indenting
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Таблица 7.7. Работа с обычным текстом

autoindent textwidth textwidth

formatoptions

/

?

Таблица 7.8. Специальные символы, используемые при поиске текста

.

\>  \>

\=
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/c
:set ignorecase

:setincsearch
/

:nohlsearch
abc efg

' '

n
\n

:help substitute

Таблица 7.9. Команды для поиска и замены

:e

:e!
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:help tabpage

Рис. 7.2. Три файла в трех вкладках

: new : tabnew
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vim

–o -p

Таблица 7.10. Команды для работы с файлами, буфером и окнами

:set
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:setglobal

Таблица 7.11. Команды для работы с параметрами

’

=

&

~/.vimrc "

~/.vimrc
~/.vimrc

Set mouse=a

Set backup

Set incsearch

Set expandtab

~/.vimr source
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.swp
.mycode.c.swp

encoding
fileencoding

fileencodings

fileencodings utf-8, latin1

:set fileencoding? :set
fileencoding=

:

~/.viminfo

:
:tabn :tabnext
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:set number
:set nonumber

:set backup altername~
set backup

~/.vimrc

:set mouse=a

:set expandtab ~/.vimrc

:retab
:set unexpandtab :retab

.
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@

@A
@@

:! !ls

:sh

vim -y
: setinsert-mode

evim
gvim

man
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.com
konsole gnome-terminal

xterm
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shopt –s /etc/bashrc

user$ echo $BASH_VERSION

man
info bash

bashref.html

exit

user$ zsh
ls

...
exit

user$

user$ echo$0
-bash

/etc/passwd



202

chsh
/bin

/bin/csh
/etc/shells

#!/bin/sh
/bin/sh

/bin/sh

#!/bin/bash

user$ ls –l /bin/sh

/etc/inputrc
~/.inputrc

inputrc

etc/inputrcbzw.~/.inputrc
setmeta-flagon
setconvert-metaoff
setoutput-metaon
"\e[1~":beginning-of-line
"\e[3~":delete-char

readline
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$ ~

/etc/bash.bashrc
/etc/bashrc

PS1="\s-\v\$"
~/.profile

PS1="\w\$"

\w

~/.bash_history
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user$ em Tab com Tab

user$ emacs command.tex

command.tex
em

user$ ls/usr/sh Tab

user$ ls/usr/share/

user$ e Tab Tab

e

whereis

which

which



205

type which

~ko ~kofler/
$PAT

latex .tex
*.tex man 

man

complete
complete

bash-completion

/etc/bash_completion

/etc/bash_completion.d/*

/etc/profile.d/complete.bash

/etc/profile.d/bash_completion.sh
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cp
rm rm

Таблица 8.1. Сочетания клавиш в bash
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readline
man readline

alias

;

user$ alias cdb=’cd~kofler/linuxbuch’

cdb
~kofler/linuxbuch

alias
alias

user$ alias more=less

more
less more

/bin/more
\more

alias unalias

alias /etc/bashrc ~/.bashrc

rm
rm=rm -i

alias

:                   /etc/bash.bashrc                      ~/.bashrc

$1 $2
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ls

user$ ls *.tex > content

content

<

dat

Таблица 8.2. Переадресация ввода и вывода
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|

less

user$ ls -l | less

less

user$ rpm -qa | sort

|

user$ mkfifo fifo
user$ ls -l > fifo &
user$ less < fifo

ls
less

xargs
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tee

user$ ls | tee content

content
tee

tee

user$ ls | tee content1 > content2

content1 content2

user$ ls -l | tee content1 | sort +4 > content2

content1
ls sort

content2

*.tex

&

find / -name ‘*sh’ > result &



211

result

kill

&

bg

&

find
ls

user$ find / -name ‘*sh’ > result & ls

&

user$ ls; date

user$ (ls; date) > content

content ls
date

&& ||

user$  && 

user$  || 

if
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Таблица 8.3. Выполнение команд

ls *.tex *.tex
buch.tex .tex

var _
text

rm *.bak rm
.bak

*.bak

?
*

[a,b,e-h]*
a b e f g h
!
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echo

a f

user$ echo /*
/bin /boot /dev /etc /home /lib /lost+found /media /misc /mnt /net /opt
/proc /root /sbin /selinux /srv /sys /tmp /usr /var
user$ echo /[a-f]*
/bin /boot /dev /etc

ls *

ls *
ls

-d

set -x

*

glob_dot_-

**

globstar shopt -s

user$ shopt -s globstar
user$ echo **
...

part1 part2a part2b
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* ?

mkdir

user$ echo {a,b}{1,2,3}
a1 a2 a3 b1 b2 b3
user$ echo {ab,cd}{123,456,789}-{I,II}

a b

user$ echo {1..5}

user$ echo {z..t}
z y x w v u t

$

user$ echo $[2+3]

+ – * /
== != < <= <<

! && ||

$
expr

` $(

" ' `
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user$ ls -lgo  `find /usr/share -name ‘*README*’`
user$ ls -lgo $(find /usr/share -name ‘*README*’)

find /usr/share -

/usr/share
find

user$ ls -lgo /usr/share/a2ps/ppd/README \

...

| ls
find

find

user$ find /usr/share -name ‘*README*’ | ls -l 

xargs

user$ find /usr/share -name ‘*README*’ | xargs ls -l

xargs
xargs

find
xargs -null

execute

user$ find -type d -print0 | xargs --null chmod a+x
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\

ab* $cd

user$ rm ‘ab* $cd’

'
`

$ \ `

$

user$ echo "This is the access path: $PATH"

This
is the access path

echo

Таблица 8.4. Механизмы подстановки

~

.

..
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8.

=
echo

$

user$ var=abc
user$ echo $var
abc

= var = abc

user$ var=’abc efg’

xxx

user$ a=3
user$ a=$a’xxx’$a
user$ echo $a
3xxx3

user$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
user$ PATH=$PATH’:/home/kofler/bin’
user$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/home/kofler/bin

user$ a=3
user$ a=$[$a*4]
user$ echo $a
12
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$(

user$ a=$(pwd)
user$ echo $a
/home/kofler

/etc/profile .
profile

echo

user$ echo $var > file

export declare -x

export declare -x

let a
let

export
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x=...
export x

~/.profile

glob_dot_
*

unset glob_dot_

/home/mk

MAIL

/etc/profile
/etc/profile.d
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./

PS1

\t \d
\w \W

X11 /usr/bin/X11 \u \h
\$ \$ #

PS2 PS1

\

printenv 1 sort
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ls -l /bin/sh

/bin/bash /bin/sh

#!/bin/bash

find/grep /etc/

\#! ... sh
list

user$ find /etc -type f -perm +111 -exec grep -q ‘#!.*sh’ {} \; -print > list

grep find

user$ find . -type f -exec grep -q searchtext {} \; -print

grepall

grepall

#!/bin/sh

#!
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grepall

x
cmod grepall 

abc
abc

user$ ./grepall abc
bash: ./grepall: Permission denied
user$ chmod a+x grepall
user$ ./grepall abc
./bashprg.tex

grepall
grepall

/usr/local/bin

root# cp grepall /usr/local/bin

stripcomments
grep

;

#!/bin/sh

#

-v grep

grep ;
grep
$ grep
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applysedfile

user$ applysedfile *.tex

*.tex *.bak
sed

*.tex
./sedfile applysedfile

applysedfile

#! /bin/bash
#  sedfile
# : applysedfile *.tex

sedfile
for i in $*
do
 echo "process $i"
 # 

 # 

done

for
i $*

cp

.bak
sed sedfile

s.da..dass.g
s.mu..muss.g
s.pa.t.passt.g
s.la.t.lasst.g

sed
s g
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*.tex
backup.tgz

/backup
/backup

$(date "
date

#! /bin/sh

tar czfv backup.tgz *.tex

makethumbs *.jpg
400 400

convert
-resize –size

#!/bin/sh

fi
for filename do # process all files
echo "processing $filename"

done
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#!

#!/bin/sh
#!/bin/bash

r x

exec

~/bin
.profile

~/bin

# Addition in ~/.profile or in ~/.bashrc

$* $?
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export declare -x

source

addpwd

#! /bin/sh
# shell program addpwd adds the current directory to the path name
#

pwd
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addpwd
addpwd

addpwd

user$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
user$ addpwd
user$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
user$ . addpwd
user$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/home/user

$

Таблица 8.5. $-переменные

$# $*

shift

shift

$?

if $?
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$$

tmp.nnn

x[1]='b'
x[2]='c'

declare -A

y[efg]=xxx

mapfile

mapfile z < 
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$
$

* ? [abc]

user$ dat=/home/mk/buch/buch.tar.gz
user$ echo ${dat#*/}
home/mk/buch/buch.tar.gz
user$ echo ${dat#*.}
tar.gz

user$ dat=/home/mk/buch/buch.tar.gz
user$ echo ${dat##*/}
buch.tar.gz
user$ echo ${dat##*.}
gz

user$ dat=/home/mk/buch/buch.tar.gz
user$ echo ${dat%/*}
/home/mk/buch
user$ echo ${dat%.*}
/home/mk/buch/buch.tar
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user$ dat=/home/mk/buch/buch.tar.gz
user$ echo ${dat%%/*}

user$ echo ${dat%%.*}
/home/mk/buch/buch

find
replace

user$ x=’abcdeab12ab’
user$ echo echo ${x/ab/xy}
xycdeab12ab

find
replace

user$ x=’abcdeab12ab’
user$ echo echo ${x//ab/xy}
xycdexy12xy

var

user$ abc="123"
user$ efg=abc
user$ echo ${!efg}
123

read
echo

y/n
-n

echo
read

while
a

user$ readvar
a

12
12
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read

while

#! /bin/sh

while [ -z "$a" ]; do

 read a

 if [ -z "$a" ]; then

 fi
done
echo $a

if
case if case

iftst if

exit

#! /bin/sh
#  iftst
if test $# -ne 2; then

 exit 1
else

fi
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user$ iftst a

user$ iftst a b
 1: a,  2: b

then
then

test
–ne test

test

if echo
exit fi

#! /bin/sh
#  iftst, 2. 
if [ $# -ne 2 ]; then

 exit 1
fi

<

test test
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test
1

test

test "$x" x

x
x -gt

-eq
-ne -lt -le -ge

test -f $x x

test
$?

echo

user$ a=20
user$ test $a -eq 20; echo $?

user$ test $a -gt 20; echo $?
1

case case

in

|
*.c *.h

else
*

case

casetst case
i
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case
- opt dat

#! /bin/sh

dat=

case "$i" in

 esac
done     # 

echo "Files: $dat"

user$ casetst -x -y dat1 dat2 -z dat3

Files: dat1 dat2 dat3

case

*.abc case
/usr/bin/gnroff nroff

groff

for
while

until

break continue

i
a b c do done

echo

user$ for i in a b c; do echo $i; done
a
b
c



235

#! /bin/sh
for i in a b c; do
echo $i
done

for

*.tex *.tex~ ~
cp

$file

user$ for file in *.tex; do cp "$file" "$file~"; done

for in ...
in $*

case

i 1
do done

if test

user$ i=1; while [ $i -le 5 ]; do echo $i; i=$[$i+1]; done
1
2
3

ls *.jpg

ls *.jpg | while read file
do
echo "$file"
done

while until
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while
-gt

user$ i=1; until [ $i -gt 5 ]; do echo $i; i=$[$i+1]; done
1
2
3

Таблица 8.6. Специальные символы, используемые в bash

.

&
&&
&>
|
||

~
>
>>
>&
2>



237

`...`
\



9
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drakconf
system-xxx



240
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/etc

/etc/X11

/etc/default

/etc/init.d /etc/rc.d

/etc/event.d

/etc/sysconfig

/etc

root# mkdir /etc-backup
root# cp -a /etc/* /etc-backup

locate find grep

abcde /etc

root# cd /etc
root# find -type f -exec grep -q abcde {} \; -print

grepall

root# /etc/init.d/function name restart
root# /etc/init.d/function name reload
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kbd console

console-data /etc/

/etc/console/bootime.kmap.gz
loadkeys

/usr/share/keymaps install-keymap
i386/quertz/de-latin1.kmap.gz

de-latin1-nodeadkeys.kmap.gz
` ' ~

nodeadkey

dpkg-reconfigure 
console-data

loadkeys

root# loadkeys de-latin1
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kbd
Initrd

/etc/sysconfig/
keyboard

Initrd
/etc/sysconfig/keyboard

kbd /etc/
sysconfig/keyboard

/etc/init.d/kbd

console-setup
/etc/default/console-setup

# /etc/default/console-setup
...
#

#

/bin/setupcon
/etc/init.d/keyboard-setup /etc/init.d/console-

setup

ckbcomp
kbd

loadkeys kbd
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/etc/console-tools/config

setfont
Initrd /etc/sysconfig/i18n

Initrd

/etc/init.d/kbd
/etc/sysconfig/console

setfont

/etc/
default/console-setup setupcon

/etc/init.d/console-setup

gpm

gpm
/etc/gpm.conf /etc/

sysconfig/mouse

root# /etc/init.d/gpm start
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ls -l

hwclock

/etc/sysconfig/clock

/etc/default/rcS
/etc/timezone

ls

glibc /etc/localtime
/usr/share/zoneinfo localtime

time-admin
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tzconfig

system-config-date

users-admin gnome-system-tools

system-config-users
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Рис. 9.1. Управление пользователями в Fedora

root# useradd -m testuser
root# passwd testuser

xxx
xxx

Таблица 9.1. Команды для управления пользователями и группами
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adduser useradd adduser addgroup
deluser delgroup

useradd groupadd
/etc/

adduser.conf /etc/deluser.conf

adduser addgroup deluser delgroup

useradd groupadd userdel groupdel adduser useradd
adduser

adduser/-group 
deluser/-group groupadd/-del/-mod useradd/-del/-mod

/etc/passwd
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/etc/passwd

daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
...

passwd

/etc/passwd x
/etc/shadow

/home/login-name

.emacs

ls -la

/etc/
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skel

/etc/skel

passwd

passwd
/bin/bash

/etc/group
/etc/group

group

daemon:x:1:
bin:x:2:
...

...

...

...

/etc/passwd

/etc/passwd

/etc/group
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/etc/login.defs

/etc/passwd
/etc/shadow

/etc/passwd /etc/group
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/etc/shadow

shadow

...

d1-d6

d1

d2

d3

d6

d1-d3

d1-d6
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/etc/login.defs

passwd

passwd

passwd

root# passwd hofer

Password changed.

mount -t ext3 /dev/xxx /dir
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/etc/login.defs
/var/log/

faillog

faillog -u 

faillog 
-u  -r

faillog -m max

gpasswd

/etc/gshadow
newgrp

passwd groups shadow passwd

#  /etc/passwd

kofler

/home/kofler
/bin/bash

/etc/shadow
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kofler:

* !

/etc/passwd /etc/group

/etc/passwd

su sudo ssh
passwd

/etc/passwd
/etc/shadow
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system-config-authentication

pam-auth-update

/etc/pam.d/
/etc/pam.conf

 [ ]

pam.conf
/etc/pam.d

common-account
common-auth common-password common-session

account

auth

password

session

required requisite
[success=1 new_authtok_reqd=done 

default=ignore]

Таблица 9.2. Реакция на нарушение правил PAM
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[ = =  ...]
value

result

ignore bad die ok done reset

requisite  = [success=ok new_authtok_reqd=ok ignore=ignore default=die]
required   = [success=ok new_authtok_reqd=ok ignore=ignore default=bad]
sufficient = [success=done new_authtok_reqd=done default=ignore]
optional   = [success=ok new_authtok_reqd=ok default=ignore]

pam_unix.so
/etc/passwd /etc/shadow nullok

nullok_secure
/etc/securetty

/dev/ttyn obscure

common-xxx

#  /etc/pam.d/password-auth
auth      required    pam_env.so
auth      sufficient  pam_unix.so nullok try_first_pass

auth      required    pam_deny.so
account   required    pam_unix.so
account   sufficient  pam_localuser.so
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account   required    pam_permit.so
password  requisite   pam_cracklib.so try_first_pass retry=3

password  required    pam_deny.so
session   optional    pam_keyinit.so revoke
session   required    pam_limits.so
session   [success=1 default=ignore] pam_succeed_if.so service in crond quiet use_uid
session   required    pam_unix.so

/etc/passwd /etc/group /etc/hosts /etc/services

libc

/etc/nsswitch.conf

#  /etc/nsswitch.conf
passwd:      compat
group:       compat
shadow:      compat

networks:    files
protocols:   db files
...

nsswitch.conf

man nsswitch.conf

files
/etc/passwd /etc/group

compat files
+ -

db

dns

mdns
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libnss_db db

nscd

nscd

nscd
nscd

nscd /etc/nscd.conf
passwd

group host
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261

äöü.txt

recode iconf

äöü.txt
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convmv

dpkg-reconfigure locales

system-config-language

gnome-language-selector

kdm
gdm

/etc/default/locale

/etc/sysconfig/i18n

/etc/sysconfig/language

~/.i18n
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glibc

Таблица 9.3. Важнейшие локализационные переменные

LC_

LC_ALL LC_ALL

LC

/usr/share/locale*/

man locale

locale LC_ALL
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user$ locale

...
LC_ALL=

mount

mount

user$ mount /xy

env

user$ env LANG=C mount /xy
mount: can't find /xy in /etc/fstab or /etc/mtab

user$ env LANG=C LANGUAGE=C mount /xy
mount: can't find /xy in /etc/fstab or /etc/mtab

export 

locale -a

deutsch german
/usr/share/locale/locale.alias
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man

/dev/sda



266

/proc /sys

/etc/mmodprobe.conf /etc/modprobe.conf.d/*

lshal lspci lsusb
dmesg

/proc/cpuinfo

model
name

user$ cat /proc/cpuinfo

...
processor    : 1

...

cpufreq

/sys/devices/system/cpu/cpun/cpufreq/

free
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dmesg | grep ACPI
kacpid
acpid

/etc/acpi
acpi -V /proc/acpi
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powertop

root# powertop
version 1.11   (C Intel Corporation

C2                   17,7ms
C ms

interrupt ehci_hcd:usb1, uhci_hcd:usb2, uhci_hcd:usb3,

powertop

root# echo 5 > /proc/sys/vm/laptop_mode
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laptop-mode-tools

/etc/laptop-mode laptop-mode.conf
laptop-mode-tools

/etc/default/acpi-support

#  /etc/default/acpi-support
true

laptop-
mode-tools

/dev/ttySn /dev/
lpn

lsscsi

/sys/bus/ide/*

/sys/bus/scsi/*

/proc/scsi/*

/proc/usb
/sys/bus/usb

lsusb -v usbutils
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lspci /proc/bus/pci/ /sys/bus/pci/

root# lspci

        Controller

Controller

pccardctl

pccardctl
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/sbin/hotplug

udev

udev
hald

lshal

hotplug hald

hald

libdbus

dbus-daemon

udev
/etc/hal /etc/dbus-1 /etc/udev /lib/udev/rules.d
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udev

snd-pcm-oss sndseq-oss
snd-mixer-oss

snd lsmod
grep snd

/proc/
asound

/etc/alsa/* /etc/asound.
conf ~/.asoundrc
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alsactl
alsamixer

aplay
arecord
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esd

pavucontrol
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dpkg

/var/log

sysklogd klogd

syslogd sysklogd

klogd
syslogd

syslog.conf

root# cd /var/log
root# ls $(find -user syslog)

syslogd sysklogd
sysklogd

klogd
sysklogd

dsyslog rsyslog
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syslog-ng
sysklogd

/etc/syslog.conf

\

.

uth authpriv cron daemon ftp kern lpr mail
news syslog user uucp local7 *

debug info notice warning warn error err crit alert emerg panic
warn error panic

warning err emerg *
none

mail.err
crit alert emerg

= mail.=err

-

| /dev/xconsole

*

syslog.conf
man
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auth,authpriv.*          /var/log/auth.log
*.*;auth,authpriv.none  -/var/log/syslog
daemon.*                -/var/log/daemon.log
kern.*                  -/var/log/kern.log
lpr.*                   -/var/log/lpr.log
user.*                  -/var/log/user.log
*.=debug;\
auth,authpriv.none;\
news.none;\
mail.none               -/var/log/debug
*.=info;\
*.=notice;\
*.=warn;\
auth,authpriv.none;\
cron,daemon.none;\
mail,news.none          -/var/log/messages
*.emerg *
daemon.*;\
mail.*;\
news.err;\
*.=debug;\
*.=info;\
*.=notice;\
*.=warn                 |/dev/xconsole

/var/log/auth

sudo
auth

/var/log/syslog

/var/log/daemon

dhcpd kadmind mountd named pptpd squid
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/var/log/kern.log

/var/log/lpr

/var/log/cups/

/var/log/user

/var/log/debug
auth authpriv news mail

/var/log/messages

xconsole

dmesg -c

/proc/
kmsg

dd
/proc/kmsg /var/run/klogd/kmsg

klogd syslogd
dmesg [nnn.

nnnnnn]

/var/log/kern.log

root# less /var/log/kern.log
...

                                           as /devices/virtual/input/input2
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                                           please use bus_type methods

                                           please use bus_type methods

...

/var/log/boot.log /var/log/
boot.msg

/var/log

logrotate /etc/cron.daily/
logrotate

/etc/logrotate.d
logrotate

logrotate
.3.gz .2.gz

logrotate

logrotate /
etc/init.d/  reload

logrotate .1 delaycompress

gz

/etc/logrotate.conf
logrotate

/etc/logrotate.d

/etc/logrotate.d/samba
logrotate
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logrotate

#  /etc/logrotate.d/apache

  weekly
  missingok

  compress
  delaycompress
  notifempty

  sharedscripts
  postrotate
    if [ -f "`. /etc/apache2/envvars ; \

fi
  endscript

reload



10
setup.exe

rpm dpkg

rpm dpkg
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update-manager

packagekit

pirut pup

gnome-app-install gnome-language-selector

tar
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tar czf .tgz

rpm

/var/
lib/rpm

.
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abc

rpm

/var/lib/rpm

rpm -e
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applydeltarpm

applydeltarpm deltarpm
applydeltarpm

rpm

tar

rpm

rpm

/var/lib/rpm

rpm

rm -f/var/lib/rpm/__db* rpm --rebuilddb

rpm rpm --help man rpm

abc
root# rpm -i abc-2.0.7-1.i386.rpm
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root# rpm --import http://myserver.com/RPM-myserver-GPG-KEY

abc

root# rpm -U http://myserver.com/mypath/abc-2.1.0-2.i386.rpm

abc

root# rpm -V abc

abc

root# rpm -e abc

root# rpm -qa

root# rpm -qa --last

mysql

root# rpm -qa | grep -i mysql

perl

root# rpm -qi perl

perl

root# rpm -ql perl

perl

root# rpm -qd perl

cups

root# rpm -qc cups

root# rpm -qip abc-2.0.7-1.i386.rpm

/usr/lib/libz.so

root# rpm -qf rpm -qf /usr/lib/libkdnssd.so

php-mysql
ysql.so mysqli.so pdo_mysql.so php-mysqli php_database
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root# rpm -q --provides php-mysql

php-mysql

libc.so.6 libm.so.6 libmysqlclient.so.16
php-pdo

root# rpm -q --requires php-mysql

rpm -q --provides rpm -q –provides
-p

alien

root# rpm -q --requires -p alien-8.56-2.i586.rpm

mysqli.so
php-mysql

root# rpm -q --whatprovides mysqli.so

glibc

root# rpm -q --whatrequires libpthread.so.0

rpm -qi name

32bit
rpm -qa grep 32bit
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/var/run/yum.pid
ps grep id

/etc/init.d/yum-updatesd stop
start
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/etc/yum.conf

#  /etc/yum.conf
[main]
cachedir=/var/cache/yum/$basearch/$releasever

debuglevel=2
logfile=/var/log/yum.log
exactarch=1
obsoletes=1
gpgcheck=1
plugins=1
installonly_limit=3

keepcache=1
/var/cache/yum

yum clean packages
exaktarch=1

gpgcheck=1
gpgcheck yum.conf

plugins

installonlypkgs
kernel kernel-smp kernel-bigmem kernel-enterprise kernel-debug

kernel-unsupported installonly_limit yum.conf

/etc/yum.repos.d

[fedora]
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name=Fedora $releasever - $basearch
failovermethod=priority
mirrorlist=
  https://mirrors.fedoraproject.org/metalink?repo=fedora-$releasever&arch=$basearch
enabled=1
metadata_expire=7d
gpgcheck=1

baseurl=... mirrorlist=...

$releasever $arch
$basearch

$arch uname
uname

$basearch $arch

$releasever edhat-release fedora-release
yum.conf

distroverpkg

metadata_expires

yum clean 
metadata

metadata_expires

yum.conf *.repo exclude 

exclude xemacs*

/etc/yum/pluginconf.d

yum install yum-presto
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fedora-release-n.noarch.rpm fedora-release-n.noarch.rpm
yum upgrade

yum

root# yum check-update
...

...
root# yum update
...
Transaction Summary

y
...
root# yum install emacs
...
Installing:

Installing for dependencies:

Transaction Summary

Total download size: 22 M
y

...

yum
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yum grouplist yum groupinfo name
yum groupinfo

mandatory default
optional yum groupinstall 

yum

yum.conf

#  /etc/yum.conf
group_package_types = mandatory default optional

yum groupupdate
yum groupremove

yum
yumdownloader yum-utils

source *.repo

source *.repo

user$ yumdownloader --source gedit

yum-updatesd
yum-updatesd

yum-updatesd
/etc/yum/yum-updatesd.conf

no yes

# /etc/yum/yum-updatesd.conf
[main]

emit_via = dbus

do_download = no
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do_download_deps = no

do_update = no

yum-updatesd
updatesd

root# /etc/init.d/yum-updatesd stop
root#
root# /etc/init.d/yum-updatesd start

Рис. 10.1. Управление пакетами с помощью Yum Extender
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libzypp

/var/lib/zypp
libzypp

/etc/zypp/repos.d

[repo-oss]

enabled=1
autorefresh=1
baseurl=http://download.opensuse.org/distribution/11.2/repo/oss/
path=/
type=yast2

libzypp zypper
aptget yum

zypper

man zypper
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zypper

root# zypper repos

--+------------------------+-------------------------------------+---------+--------

...
root# zypper refresh

root# zypper install nano

yes

root# zypper list-updates
...

         |              |   |     | 

...

zypper search 
-t zypper info -t 

zypper install 
-t

/var/log/zypp/history

root# zypper updates
root# ...
root# zypper dup
root# reboot

dpkg
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rpm

dpkg

apt-get
aptitude

rpm
dpkg apt

dpkg dpkg --help man dpkg

dpkg

root# dpkg --install test.deb
...

root# dpkg --search /etc/mediaprm
fdutils: /etc/mediaprm
root# dpkg --listfiles fdutils
/.
/usr
/usr/bin
/usr/bin/diskd
...

dpkg --list

u unknown i install r remove p purge h hold
n not i installed c config files
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u unpacked f failed config h half installed h hold
r reinstall required x hold reinstall required

root# dpkg --list | grep hplip

ii rc

dpkg--purge
hold

hold

root# echo " _  hold"   | dpkg --set-selections
root# echo " _  install | dpkg --set-selections

man dpkg

dpkg-reconfigure

dpkg

dctrl-tools

man grep-dctrl

apt-get aptitude

apt-get install 
aptitude install 



298

apt-get
aptitude

apt.conf.d/* sources.list
/etc/apt

sources.list.d
apt.conf.d/*

man
apt.conf sources.list man sources.list

pakettyp uri distribution [ ] [ ] [ ] ...

deb
deb-src

apt-cdrom deb cdrom

main restricted universe multiverse
main contrib non-free

#  /etc/apt/sources.list
deb http://de.archive.ubuntu.com/ubuntu/ karmic          main restricted universe 
multiverse
deb http://de.archive.ubuntu.com/ubuntu/ karmic-updates  main restricted universe 
multiverse
deb http://security.ubuntu.com/ubuntu    karmic-security main restricted universe 
multiverse

sources.list
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apt-cdrom add

sources.lst apt-cdrom
-d

root# apt-cdrom -d /media/dvd add

apt-key

root# apt-key add _ .gpg

apt-get aptitude
apt-get

apt-get update

apt-get install

apt-get
apt-get

root# apt-get update

...
root# apt-get install apache2
...

:
apache2-mpm-worker apache2-utils apache2.2-common libapr1 libaprutil1

:
apache2-doc apache2-suexec apache2-suexec-custom

:
apache2 apache2-mpm-worker apache2-utils apache2.2-common libapr1 libaprutil1



300

...

apt-get remove paketname

apt-get autoremove
apt-get dist-upgrade

root# apt-get upgrade
...

Y
...

apt-get dist-upgrade upgrade

apt-get source 

aptitude
aptitude install 

apt-get

apt-get aptitude

lib-abc lib-efg

aptget lib-abc
lib-efg

aptitude apt-get
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apt-get aptitude

html2ps

html2ps
aptitude

root# aptitude install html2ps

...

gs-gpl html2ps libcompress-zlib-perl libfont-afm-perl libhtml-format-perl
libhtml-parser-perl libhtml-tagset-perl libhtml-tree-perl libmailtools-perl
...

Y
...
root# aptitude remove html2ps
...

libfont-afm-perl libhtml-format-perl libhtml-parser-perl libhtml-tagset-perl
libhtml-tree-perl libmailtools-perl libtimedate-perl liburi-perl libwww-perl
perlmagick
...

Рис. 10.2. Управление пакетами с помощью программы aptitude
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build-essential
Compiler make

tasksel

tasksel

tasksel --list-task
tasksel install groupname tasksel

apt-cache

root# apt-cache show apache2
Package: apache2
Priority: optional
Section: web
...

, , -

...

unattended-upgrades

/etc/cron.daily/apt

upgrades unattended-upgrade
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//
//
APT::Periodic::Unattended-Upgrade "1";

"Ubuntu karmic-updates";

// "vim";
// ...

Package-Blacklist
mail

unattended-upgrade

mailx

/etc/cron.daily/apt sleep

/usr/bin/unattended-upgrade
/var/log/unattended-upgrade

/etc/cron.daily/apt /var/lib/apt/periodic/

unattended-upgrade

unattended-upgrade
reboot
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apt-get dist-upgrade

/etc/apt/sources.list

do-release-update -m desktop -m server

/etc/updatemanager/release-upgrades
Prompt normal lts

apt-cacher

apt-cacher apt-cacher

apt-cacher
apt-cacher

root# apt-get install apt-cacher
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apt-cacher
/etc/default/apt-cacher

#  /etc/default/apt-cacher

...

/etc/apt-cacher/
apt-cacher.conf

/var/cache/apt-cacher

#  /etc/apt-cacher/apt-cacher.conf
...
daemon_addr=192.168.0.1
allowed_hosts=192.168.0.0/24
...

apt-cacher

root# /etc/init.d/apt-cacher start

apt-cacher
/var/log/apt-cacher

/var/cache/apt/archive

apt-cacher

root# cd /usr/share/apt-cacher
root# ./apt-cacher-import.pl /var/cache/apt/archives

apt-cacher

apt-cacher
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apt-cacher

apt-get
mein-apt-cacher

//

//

Рис. 10.3. Окно программы Synaptic
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root# rm /var/lib/dpkg/lock
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packagekit
packagekitbackend-apt

gnome-packagekit kpackagekit

packagekitd

pkcon

pkcon --help
pkcon

pkmon

gpk-application
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Рис. 10.4. Окно программы PackageKit, используемой для установки пакетов

gpk-update-icon

gpk-update-viewer

gzip
*.tgz *.tar.gz tar

root# tar -tzf archiv.tar.gz
root# tar -xzf archiv.tar.gz
root# tar -xzf archiv.tar.gz "*.tex"
root# tar -xzf archiv.tar.gz -C dir

bzip2 *.tar.bz2
–z tar -j

tar –tjf archiv.tar.bz2
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gcc make

alien

alien

alien

--to-deb
--to-rpm --to-tgz alien

root# alien --to-rpm paket.deb

tar less
tar

ark file-roller

root# alien --to-tgz paket.rpm
root# tar -xzf paket.tgz ./usr/share/doc/packages/paket/TODO
root# less ./usr/share/doc/packages/paket/TODO
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/etc/alternatives

update-alternatives

dpkg

chkconfig

update-alternatives

java /usr/bin/java /etc/alternatives/
java

user$ ls -l /usr/bin/java

user$ ls -l /etc/alternatives/java

update-alternatives
alternatives

update-alternatives --display

slave
man

update-alternatives

root# update-alternatives --display java
update-alternatives --display java
java - Auto-Modus

 /usr/lib/jvm/java-6-openjdk/jre/bin/java
/usr/lib/jvm/java-6-openjdk/jre/bin/java —
Slave java.1.gz: /usr/lib/jvm/java-6-openjdk/jre/man/man1/java.1.gz
/usr/lib/jvm/java-6-sun/jre/bin/java —  63
Slave java.1.gz: /usr/lib/jvm/java-6-sun/jre/man/man1/java.1.gz

/usr/lib/jvm/
java-6-openjdk/jre/bin/java
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update-alternative

update-alternatives –config

update-alternatives
update-alternatives -auto

root# update-alternatives --config java

------------------------------------------------------------

2      /usr/lib/jvm/java-6-sun/jre/bin/java      63

2

/var/lib/alternatives /var/lib/rpm/alternatives
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libc glibc
libc glibc

glibc glibc

root# programmxy
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ldd
ldd

user$ ldd /bin/cp

ldd not a dynamic executable

ls libc
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/lib /usr/
lib /usr/local/lib /opt/lib

cp

user$ ls -l /lib/ld*

/etc/ld.so.cache

/etc/ld.so.cache ldconfig
/etc/ld.so.conf

/lib /usr/lib ld.so.conf
/lib /usr/lib

ld.so.conf
ldconfig

/etc/
ld.so.conf
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/lib32

prelink

/etc/prelink.conf
prelink

/etc/sysconfig/prelink /etc/default/prelink

prelink -ua
man

prelink /etc/default/prelink

/etc/cron.daily/prelink
/etc/sysconfig/prelink

prelink /etc/sys-config/prelink
prelink

prelink
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gcc gcc-c++

make automake
autoconf

-devel
-dev glibc-devel libc6-dev

glibc

build-essential

yum groupinstall development-tools

kde-software-development gnome-software-development

zypper
zypper install -t  devel_basis devel_kde bzw. devel_gnome

*.tar.
gz *.tgz *.tar.bz2

user$ tar xzf .tar.gz
user$ tar xjf .tar.bz2 bz
user$ cd
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*.src.rpm rpm -i

root# rpm -i .src.rpm

/usr/src/redhat/ /usr/src/
packages/

.tar.xxx

-xxx.patch .dif

user$ cd
user$ patch < .dif/patch

-p1 man patch

.spec

rpmbuild
man rpmbuild

apt-get source

user$ apg-get

.dsc

.orig.tar.gz

.diff.gz

/
.diff.gz
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./configure make make install

./configure
Makefile

configure
make

user$ ./configure

user$ make

./

make install

root# make install

configure

configure
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gcc

rpm nodeps -force
make install

hello.c

// hello.c

user$ gcc -o hello hello.c
user$ ./hello

// hello.cpp
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gcc g++

user$ g++ -o hello hello.cpp
user$ ./hello
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Таблица 11.1. Сокращения Java

Таблица 11.2. Номера версий Java SE

1996 1.0 1.0
1997 1.1 1.1
1998 1.2 1.2
2000 1.3 1.3
2002 1.4 1.4
2004 5 1.5
2006 6 1.6

7 1.7

java

user$ java -version
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325

mono-xxx
mono-core

*.dll
/usr/lib/mono/gac

/etc/mono

mono

/usr/bin/f-spot
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327



328



329



330



331



332

/usr/lib/libGL.*
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kdm gdm
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xdm

gdm
kdm

/etc/init.d/gdm /etc/init.d/kdm
/etc/init.d/xdm

/etc/event.d/prefdm /etc/init/gdm.conf

kdm gdm xdm

root# /etc/init.d/gdm restart

root# stop prefdm
root# start prefdm

init 3 3

root# init 3

gdm kdm xdm

root# /etc/init.d/gdm|kdm|xdm stop

3
initdefault /etc/inittab

etc/inittab (Fedora, ,
...

id:3:initdefault:
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gdm kdm xdm

root# update-rc.d -f gdm remove
root# update-rc.d gdm stop 1 0 1 2 3 4 5 6 .

1

root# update-rc.d -f gdm remove
root# update-rc.d gdm defaults 30 1

/etc/init/gdm.conf

startx
startx

root# init 5

root# /etc/init.d/gdm|kdm|xdm start  ( ,

root# start gdm

/etc/X11/Xsession
/etc/X11/Xsession.d
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gnome-keyboard-properties

/etc/
X11/xorg.conf "ZapWarning" "on"

/etc/X11/xorg.conf

...
Section "ServerFlags"

/etc/gdm /etc/X11/gdm

gdmsetup

gdm kdm kdmrc
gdm.conf

kdmrc

/etc/kden/kdm/kdmrc

/opt/kden/share/config/kdm/kdmrc

kdmrc

gdm kdm

.desktop /usr/
share/xsession gdm

...
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gdm [daemon]
custom.conf

#  /etc/gdm/custom.conf
...
[daemon]
    AutomaticLoginEnable=true
    AutomaticLogin=loginname

gdm
gdmsetup

kdmrc

#
...
AutoLoginUser=loginname

kdm
gdm

**

++

==

--

!!

II

WW

/var/log/
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user$ X -showconfig
...

...

xdpyinfo

user$ xdpyinfo | grep release

/etc/X11/xorg.conf

xorg.conf

xorg.conf

xorg.conf

xorg.conf

xorg.
conf

amdccle

dpkg-reconfigure xserver-

nvidia-settings
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xorg.conf

/etc/X11/xorg.conf Section 
" "

Таблица 12.1. Разделы xorg.conf

xorg.conf
xorg.conf

Section "Files"
  FontPath     "/usr/share/fonts/Type1"
  ...

Section "ServerFlags"

Section "Module"
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  Load         "dri"
  Load         "dbe"
  ...

  Identifier   "Mouse[1]"

Section "Monitor"

Section "Screen"

Section "ServerLayout"
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  Identifier   "Layout[all]"

ion

  Group        "video"
  Mode

Identifier
Screen

xorg.conf
Board Vendor

man xorg.conf

Monitor

Section "Monitor"
  ...

ModeLine
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343

-scanpci

lspci
root# lspci

...

man
man radeon

man nv

ChipId

pci.ids
/usr/share/misc

man
man radeon
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Screen

Monitor

Screen

Section "Screen"

Modes

Files

Section "Files"
  FontPath "/etc/X11/fonts/Type1"
...
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Module Load

Section "Module"
  Load "modulname"
  ...

Module
/usr/lib/xorg/

modules/

root# grep LoadModule /var/log/Xorg.0.log

...

ServerFlags

Section "ServerFlags"

man xorg.conf
off on

ServerLayout xorg.conf

true false

gnome-keyboard-properties
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man 
radeon

xorg.conf

man radeon
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MonitorLayout

MergedFB

MetaModes

aticonfig --initial
xorg.conf
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aticonfig

aticonfig --initial=dual aticonfig

xorg.conf

lsmod grep fglrx

m-a a-i fglrx

aticonfig
fireglcontrol

xorg.conf

sh

root# sh ./ati-driver-installer-<n.n>-x86.x86_64.run

/usr/share/ati/
fglrx-install.log

lsmod grep fglrx

atidriver-installer --listpkg
ati-driver-installer --buildpkg distribution/version
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aticonfig xorg.conf

root# aticonfig --initial

root# /usr/share/ati/fglrx-uninstall.sh

amdccle

aticonfig
xorg.conf

/etc/ati

man intel
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Рис. 12.1. Конфигурация драйвера ATI/AMD



351

man nv

man nouveau

libGL /usr/lib/
libGL*

nvidia-installer -- uninstall

nvidia-xconfig xorg.conf

nvidia-xconfig
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man

xorg.conf Load "dri"

Section "Module"

    ...

nvidia-settings

xorg.conf

Рис. 12.2. Конфигурация драйвера NVIDIA

xorg.conf
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xorg.conf

Section "Screen"
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C-Compiler make
xorg-x11-server-sdk xserver-xorg-dev

pkgconfig pgk-config

init 3 /etc/init.d/gdm stop

root# sh NVIDIA-Linux- .run

libGL
nvidia-xconfig

/var/log/
nvidiainstaller.log

xorg.conf
libGL

root# nvidia-installer --uninstall
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# in /etc/X11/xorg.conf
...

/proc/fb

vga=n n
hwinfo -framebuffer

Таблица 12.2. Десятичные значения для параметра ядра

768 769 771 874 773 869 775 864 796
797 784 787 875 790 870 793 865 797

798 785 788 876 791 871 794 866 798

799 786 789 877 79 872 795 867 799
834 809 814 878 824 873 829 868 834
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xorg.conf

# in /etc/X11/xorg.conf
...

man vga

root# grep LoadModule /var/log/Xorg.0.log
...

/usr/bin/fedora-setup-keyboard /etc/sysconfig/keyboard
/usr/lib/hal/debian-setup-keyboard

/etc/default/console-setup
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xorg.conf

xorg.conf

XkbXxx

xorg

XkbModel

XkbLayout
us

de ru

XkbVariant
nodeadkeys

~ ' `

setxkbmap
-option
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man lineakd

  Identifier  "myMouse"

Protocol

Auto

IMPS/2

IntelliMouse

PS/2

/dev/input/mousen /dev/input/mice

Buttons

ZAxisMapping
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/dev/input/mice

xorg.conf
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  Identifier  "Synaptics"

man synaptics

Synaptics xorg.conf

synclient
gsynaptics synclient name=value

synclient -l

gnome-keyboard-properties

xrandr
man

xrandr
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xrandr -q

user$ xrandr

xrandr

user$ xrandr --size 1280x1024

--auto

user$ xrandr --output DVI-I-0 --auto --output VGA-0 --auto
user$ xrandr --output VGA-0 --off    (

gnome-display-
properties
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xorg.conf

gnome-display-properties ~/.config/monitors.xml

gnome-display-properties
gnome-

display-properties ~/.kde/share/config/krandrrc

Рис. 12.3. Изменение настроек RandR в Gnome
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gconf
integer 1

user$ gconftool-2 --set "/apps/panel/toplevels/top_panel_screen0/monitor" \
--type integer "0"

Screen

xrandr

xorg.conf

Screen xorg.conf
Screen

xorg.conf
Identifier Screen

Screen

Section "Screen"
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xrandr

user$ xrandr

user$ xrandr --output HDMI-1 --mode 1600x1200 --right-of LVDS

root# xrandr -fb 3864x2415 --output DVI-I-0 --scale 2.3x2.3 \
             --output VGA-0 --pos 0x0 \
             --panning 3864x2415+0+0/3864x2415+0+0/256/256/256/256

xorg.conf
Monitor

Below xrandr

monitor-xxx
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monitor-

xrandr

# /etc/X11/xorg.conf
Section "Monitor"

Section "Monitor"

xorg.conf
xrandr

xorg.conf
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# /etc/X11/xorg.conf

Section "Screen"

Monitor Screen ServerLayout

Section "Monitor"
  Identifier "Monitor1"
  ...

Section "Monitor"
  Identifier "Monitor2"
  ...



367

  Identifier "Videocard1a"

  ...

  Identifier "Videocard1b"

  Screen      1
  ...

#  Screen,  Monitor
Section "Screen"
  Identifier "Screen1a"

  Monitor    "Monitor1"

Section "Screen"
  Identifier "Screen1b"

  Monitor    "Monitor2"

#  ServerLayout,  Screen
Section "ServerLayout"
  Identifier "Layout1"

  Screen      1 "Screen1b"

xorg.conf ServerLayout

Layout1
Layout2 ServerLayout

ServerFlags
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gnome-display-properties
xorg.conf

xorg.conf

Section "Monitor"
  ...
  HorizSync    31.5 - 53
  VertRefresh  57-63

Section "Screen"
  ...

    Modes    "1024x768"
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glxinfo

grep

root# glxinfo | grep render

root# glxinfo | grep render

t
root# glxinfo | grep render

3

root# 3Ddiag
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Рис. 12.4. Программа Google Earth

setup
~/google-earth

user$ sh GoogleEarthLinux.bin  (
user$ google-earth/googleearth (

ia32-libs lib32nss-mdns
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Рис. 12.5. Перемещение окна на трехмерном рабочем столе
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Рис. 12.6. Переход между окнами с помощью переключателя окон

compiz

Compiz-decorator
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simple-ccsm

ccsm
compizconfigsettings-manager

simple-ccsm

Рис. 12.7. Конфигурация Compiz — продвинутый уровень

Module
xvinfo
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dga

ssh

ssh -X
ssh -X root@localhost
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:n ::nnnn

user$ vncviewer 192.168.0.17:0
user$ vncviewer 192.168.0.17::5901

vino-preferences
vino-server

krfb
krdc
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xterm

fc-list xlsfonts

/etc/X11/fonts /usr/share/fonts

~/.fonts
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fontconfig fontconfig
fontconfig /etc/fonts/

fonts.conf

Files
xorg.conf

#  /etc/X11/xorg.conf
Section "Files"
  FontPath "/usr/share/fonts/myown"
...

root# xset fp rehash

fc-list sort

xlsfonts

xfontsel

gucharmap

xfd -fn 

xlsfonts

/usr/share/fonts/encodings

/usr/share/fonts/X11/encodings

user$ xlsfonts ‘*iso10646-1*’
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xorg.conf
~/.fonts

fc-cache fonts.cache
fontconfig Xft

~/.fonts

msttcorefonts update-ms-fonts

/usr/share/fonts/truetype/msttcorefonts

fetchmsttfonts

/usr/share/fonts/truetype



379

/etc/fonts/fonts.conf /etc/fonts/conf.d/*.conf

gnome-appearance-properties
gconf desktop/gnome/font_rendering

Рис. 12.8. Конфигурация сглаживания в Gnome
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Monitor

Section "Monitor"
  ...

xdpyinfo

root# xdpyinfo | grep -C 1 dimensions
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/dev/hda /dev/sdc3

/etc/fstab



382



383

/dev/sda /dev/sdb /dev/hda
/deb/hdb /dev/sda /dev/sdb

/dev/sda1

/etc/fstab

/mnt /media /media/dvd
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mount
unmount

Таблица 13.1. Сокращения

/

/data /media/win
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/dev/
sdxy /dev/sda /dev/sdb

/dev/sda /dev/sdb

/dev/sdb /dev/sdc

/dev/sda /dev/sdb

/
dev/hda /dev/hdc

/dev/sda /dev/sdb

/dev/sda /dev/sdc

/dev/sdc
/dev/sdd

/dev/scdn /dev/srn
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Таблица 13.2. Названия устройств

/dev/hda /dev/hdb
/dev/hda

/dev/hdb
/dev/hdc /dev/hdd

/dev/hda /dev/hdc /dev/hdb

Таблица 13.3. Пример нумерации разделов
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/dev/disk

dev/disk/by-id/id

/dev/disk/by-label/label

/dev/disk/by-path/path

/dev/disk/by-uuid/uuid

/dev/disk /dev/disk/
by-label by-uuid

ls

user$ cd /dev/
user$ ls -lR disk/
disk/by-id:

  ...
disk/by-path:
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disk/by-uuid:

  e a fe df d e ed sda3

fdisk parted gparted
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390

fdisk

df du fdisk

fdisk parted



391

parted

fdisk
/dev/sdc

-l fdisk

fdisk

fdisk
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fdisk

+nM +nG

P

fdisk

L

fdisk
V

fdisk
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Таблица 13.4. Клавиши для выполнения команд fdisk

V

fdisk

fdisk

/boot

root# fdisk /dev/sdb

, /2
p
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/dev/sdb Linux

n

e

<Return>

<Return>

m for help n
<Return>

+50G
p

dev/sdb

 = 

/dev/sdb Linux

w
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fdisk parted fdisk
parted

parted

parted
parted

fdisk

fdisk

parted

root# parted /dev/sdb
p

: msdos

mkpart rm

parted

parted

7 /dev/sda7

set
boot swap lvm raid
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root# parted /dev/sdb
print

: msdos

mkpart primary ext3 0     1GB
mkpart primary ext3 1GB   3GB
mkpart primary ext3 3GB -50MB
set 1 raid on
set 2 raid on
set 3 raid on
print

: msdos

quit

fdisk parted sfdisk

sfdisk

sfdisk-d /dev/sda
sfdisk |

sfdisk

root# sfdisk -d /dev/sda | sfdisk /dev/sdb



397

sfdisk
dmesg | 

grep sdb sfdisk --force

root# sfdisk -d /dev/sda | sfdisk --force /dev/sdb
root# reboot

--force sfdisk

parted gparted

gparted

parted gparted

gparted

Рис. 13.1. Программа gparted
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gparted

df -T

ls cp



399



400



401

/proc/filesystems nodev

/dev/pts/*

xterm /dev/
ttypn

/proc /sys

/dev/shm

/var/run /var/lock

/
var/run /var/lock

auto /etc/fstab mount



402

mount

umount

/etc/init.d/
autofs automount

/etc/auto.master

/etc/auto.master /etc/auto.misc

mount



403

mount /etc/fstab none
bind

/proc/filesystems

lib/modules/n/kernel/fs/



404

mount umount /etc/fstab

mount umount

/etc/fstab

/etc/fstab

mount
/etc/fstab

df

user$ mount



405

...

mount
/etc/mtab /proc/mounts

mount /etc/mtab

mtab /etc/fstab
/proc/mounts
/etc/fstab mount

mount

mount

mount

mount [options] device directory

[-t xxx]

mkdir
mount

/etc/fstab
user users

mount

/windows

root# mkdir /windows
root# mount -t vfat /dev/sda1 /windows

/media/cdrom
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root# mount -t iso9660 /dev/scd0 /media/cdrom

/etc/fstab

root# mount/media/cdrom

mount –o remount

exec

root# mount /media/dvd -o remount,exec

/etc/fstab

root# mount -o remount,rw /

umount
root# umount /media/dvd

mount
/etc/fstab

fstab

fstab

/dev/sda2  /      ext3  defaults   1   1

...



407

sda2

/proc

fstab

nnn-nnn
blkid

root# blkid /dev/sda9

/dev/sdc
/dev/sde

fstab

fstab
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mount

Таблица 13.5. Файловые системы

mount
defaults

Таблица 13.6. Основные параметры команды mount
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dump

1

1

2

/etc/fstab
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/etc/fstab
/etc/fstab

mount
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fsck

unmount

unmount
touch/forcefsck

forcefsck shutdown
-F

/forcefsck
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fsck

glibc
glibc LFS

Таблица 13.7. Названия устройств разделов жесткого диска

16 777 216 16 777 216
2
16
8 16
8
9 437 134 9 437 134
16 777 216 16 777 216
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unmount

tune2fs
/etc/fstab

/dev/sdb8   / ext defaults        1  1



414

data=ordered

data=ordered

data=ordered
fsync

fsync fsync

data=writeback ordered

fsync

data=journal



415

commit
mount laptop-mode

commit
kjournald

mount

fsync

rename ftruncate

nodelalloc mount



416

mount /etc/fstab

data=ordered

data=writeback

data=ordered

data=ordered
mount

root# dmesg | grep EXT

mount /etc/fstab data=xxx
nodelalloc



417

mkfs.ext2
mkfs.ext3

mke2fs

-i n
n

root# mkfs.ext4 /dev/mapper/vg1-test

tune2fs



418

mount -o remount

root# tune2fs -O extents /dev/sda5
root# umount /dev/sda5
root# mount /dev/sda5 /home

mount

mount

fstab
fstab

unmount

root# fsck.ext4 -f /dev/mapper/vg1-test

/lost+found



419

tune2fs
-c mount

–i

root# tune2fs -l /dev/mapper/vg1-test
...
Mount count:           1

...
root# tune2fs -c 100 -i 90 /dev/mapper/vg1-test

e2label

root# e2label /dev/sda1 mylabel

/etc/fstab

vol_id /lib/udev/vol_id

umount

root# tune2fs -U random /dev/sda1             (
root# tune2fs -U f7c49568-8955-4ffa-9f52-9b2ba9877021 /dev/sda1  (

resize2fs

lvextend

root# lvextend -L 40G /dev/mapper/vg1-test
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root# resize2fs /dev/mapper/vg1-test

 /dev/mapper/vg1-test  /test;

old desc_blocks = 2, new_desc_blocks = 3
 /dev/mapper/vg1-test



421

man xfs

/etc/
fstab
mount man mount

# /etc/fstab

mkfs.xfs

root# mkfs.xfs /dev/sdc1

mount

root# mount -t xfs /dev/sdc1 /test

mount
xfs_check



422

xfs_repair

fsck.xfs

xfs_growfs

xfs_admin
Label

unmount

mount/fstab



423

mkfs.vfat
mkfs.ntfs mkfs.ntfs

ntfsprogs

uid gid umask
fmask dmask

mount
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/etc/fstab

# /etc/fstab

fstab
noauto users

mount

# /etc/fstab

fstab

# /etc/fstab
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streams_interface
xattr

get setfattr

getfattr -d -e text

root# mount /dev/sda1 /media/win
root# cd /media/win
root# cat > streamtest
abc (Ctrl)+(D)
root# setfattr -n user.stream1 -v "efg" streamtest
root# setfattr -n user.stream2 -v "xyz" streamtest
root# cat streamtest
abc
root# getfattr -d -e text streamtest
# file: streamtest
user.stream1="efg"
user.stream2="xyz"
root# cd
root# umount /media/win

streams_interface=windows
:

root# mount -o streams_interface=windows /dev/sda1 /media/win
root# cd /media/win
root# cat streamtest
abc
root# cat streamtest:stream1
efg

ntfsprogs

Таблица 13.8. Команды из пакета ntfsprogs
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/dev/hda
/dev/hdb /dev/cdrom /dev/dvd
/dev/dvd-recorder

Таблица 13.9. Названия устройств CD/DVD
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root# mount -t iso9660 -o ro /dev/scd0 /media/dvd
root# mount -t udf -o ro /dev/scd0 /media/dvd

exec
iocharset=utf8 utf8

unmount

root# umount /media/dvd

unmount

cd
fuser

fuser -m /cdrom

unmount

/etc/fstab

# /etc/fstab
/dev/scd media/dvd udf,iso users,noauto,ro

mount /media/dvd mount /media/dvd



428

mount

wodim

mount

root# mount -t vfat /dev/fd0 /media/floppy

mtools mcopy mdir
mount

fdformat
mkfs.vfat
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supermount magicdev subfs/submount

mount
/dev/sdx x

fdisk -l /dev/sdf1

root# fdisk -l
...



430

/dev/sda
/dev/sda1

mount

root# mkdir /media/memorystick
root# mount /dev/sdf1 /media/memorystick

unmount
unmount

root# umount /media/memorystick

mount

fstab
users

mount /media/memorystick

/dev/sdg
/media/memorystick

fstab

/etc/fstab
by-uuid

blkid

root# blkid /dev/sdf1



431

fstab

fstab mount
unmount
mount

/etc/mtab unmount
/etc/fstab /etc/mtab

ping

nfs-common
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/data
/media/nfsdata /media/nfsdata

mount

root# mount -t nfs mars:/data /media/nfsdata

mars:/data

/etc/hosts
unmount

unmount
–f

mount

root# umount /media/nfsdata

/etc/fstab

bg mount

#  /etc/fstab

/etc/fstab

root# insserv nfs
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mount –t mount

mount mount.cifs smbmount
man mount.cifs man smbmount
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root# mount -t cifs //venus/myshare /media/winshare
root# mount -t cifs -o username=name //venus/myshare /media/winshare

/media/winshare
mount

root# mount -t cifs -o username=name,password=pw //venus/myshare /media/winshare

/etc/fstab
/etc/fstab

#  /etc/fstab

/etc/fstab

root# insserv smbfs

/etc/.winshare-pw

username=name
password=xxxx

root# chmod go-rw /etc/.winshare-pw



435

fstab credentials
.winshare-pw

#  /etc/fstab

free

root# free -m
             total    used     free    shared    buffers    cached

/
etc/fstab pri

defaults

/dev/sda swap swap pri
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/proc/sys/vm/swappiness

swappiness

swappiness



437

kill

fdisk 82 fdisk
mkswap swapon

etc/fstab
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/dev
dd

/dev/zero

mkswap swapon

root# dd bs=1024 if=/dev/zero of=/swapfile count=1000

root# mkswap /swapfile 1000

root# sync
root# swapon -v /swapfile
swapon on device /swapfile

fstab

#  /etc/fstab

mdadm

mdadm

apt-get --no-install-recommends
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md_mod
md dmesg

/proc/mdstat

md_mod

/dev/mdn

/dev/mdn
/etc/mdadm/

mdadm.conf

/usr/share/mdadm/mkconf

mdadm
mdadm.conf

mdadm --examine –scan

root# mdadm --examine --scan >> /etc/mdadm/mdadm.conf

mdadm.conf

mdadm.conf

#  /etc/mdadm/mdadm.conf

/proc/mdstat

up

root# cat /proc/mdstat
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mdadm --monitor
/etc/init.d/mdadm

mdadm

root# dpkg-reconfigure mdadm

mdadm

checkarray /etc/cron.d/mdadm

mdadm --monitor
/etc/init.d/mdadm /etc/default/mdadm

/etc/mdadm/mdadm.conf
mdadm

/etc/mdadm/mdadm.conf

grub.cfg
Initrd

grub-install /dev/mdn



441

fdisk
fd

T parted set 
 raid on

/dev/sda3 /dev/sdc1
fdisk -l

root# fdisk -l /dev/sda /dev/sdc

mdadm
/dev/sda3 /dev/sdc1

root# mdadm --create /dev/md0 --level=0 --raid-devices=2 /dev/sda3 /dev/sdc1

/
mount

/striped

root# mkfs.ext4 /dev/md0
root# mkdir /striped
root# mount /dev/md0 /striped/

/etc/
fstab

# in /etc/fstab

/
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mdadm.conf mdadm --examine --scan

--level=1

root# mdadm --create /dev/md0 --level=1 --raid-devices=2 /dev/sda3 /dev/sdc1

root# mkfs.ext4 /dev/md0

mdadm –stop
mdadm --create mdadm

/dev/sda3 /dev/sdc1

root# mdadm /dev/md0 --fail /dev/sdc1

mdadm --monitor

/proc/mdstat
up _

root# cat /proc/mdstat

/dev/sdc1

root# mdadm --remove /dev/md0 /dev/sdc1
root# mdadm --add /dev/md0 /dev/sdc1

root# cat /proc/mdstat
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root# mdadm --detail /dev/md0
...
          State : clean, degraded, recovering

...

    2        22        2         1          spare rebuilding  /dev/sdc1
root# mdadm --detail /dev/md0
...
          State : clean

2

...

    1        22        2         1          active sync   /dev/sdc1

mdadm

root# mdadm --remove /dev/md0 /dev/sdc1
...

hdparm smartctl

root# smartctl -i /dev/sdc
...
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root# hdparm -i /dev/sdc
/dev/sdb:
...

sfdisk

fd

root# mdadm --add /dev/md0 /dev/sdc1
...

cat /proc/mdstat

mdadm --stop

umount

root# umount /mount-verzeichnis/
root# mdadm --stop /dev/md0

mdadm --stop

mdadm --assemble

root# mdadm --assemble /dev/md0 /dev/sda3 /dev/sdc1

mdadm
mdadm --query

root# mdadm --query /dev/sda3
/dev/sda3: is not an md array
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  for more detail.
root# mdadm --query /dev/md0

mdadm --examine

root# mdadm --examine /dev/sda3
/dev/sda3:

          State : clean

1   1        22        1          1         active sync   /dev/sdc1

mdadm --detail

root# mdadm --detail /dev/md0

mdadm

root# mdadm --zero-superblock /dev/sda3
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system-config-lvm

dm_mod
lsmod

/dev/mdn

lvcreate -i n
n

pv vg lv
pv vg

lv
lvm2
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Таблица 13.10. Обзор команд для работы с LVM

/dev/sdc

root# fdisk -l /dev/sdc

modprobe vgscan

root# modprobe dm_mod
root# vgscan

/dev/sdc1
/dev/sdc2



448

pvcreate

root# pvcreate /dev/sdc1

vgcreate
myvg1

root# vgcreate myvg1 /dev/sdc1

myvg1
myvg1

lvcreate

root# lvcreate -L 2G -n myvol1 myvg1

/dev/myvg1/myvol1
/dev/mapper/myvg1-myvol1

mkfs.xfs

root# mkfs.ext4 /dev/myvg1/myvol1

mount

root# mkdir /test
root# mount /dev/myvg1/myvol1 /test

dev/myvg1/myvol1 /test df
/test

root# df -h -T /test

/dev/mapper/myvg1-myvol1

lvextend

root# lvextend -L 3G /dev/myvg1/myvol1

root# resize2fs /dev/myvg1/myvol1
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df

root# df -h -T /test

/dev/mapper/myvg1-myvol1

resize2fs
lvreduce

vgextend

/dev/sdc2 myvg1

root# pvcreate /dev/sdc2

root# vgextend myvg1 /dev/sdc2

root# vgdisplay myvg1
...

...



450

hdparm -I/dev/sdx

man smartctl -d

smartctl
smartctl -i

smartctl -s
smartctl

smartmontools

apt-get --no-install-recommends

root# smartctl -i /dev/sdb

smartctl --health

smartctl

root# smartctl -H /dev/sda
...
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smartctl –A smartctl –attributes

root# smartctl -A /dev/sda
...

...

smartctl -l error

root# smartctl -l error /dev/sda

smartctl -t short/long
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long

smartctl -l 
selftest

LifeTime
LBA

root# smartctl -t short /dev/sda

smartctl

smartd

smartd /etc/smartd.conf
/etc/sysconfig/smartmontools /

etc/default/smartmontools
smartd smartmontools

start_smartd=yes
/dev/

sda /dev/sdb

#  /etc/smartd.conf

smartd

-d sat -M test

smartd

root# /etc/init.d/smartd start

-M test smartd.conf smartmontools
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smart-notifier
smartd.conf

# /etc/smartd.conf

smartd-runner
smartd

smartd
smart-notifier

/etc/xdg/autostart
-M exec smartd.conf

-m
-M test

Рис. 13.2. Информация о SMART в Palimpsest
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gpg
gpg -c

file.gpg

gpg -d

user$ gpg -c file
**********
**********

user$ gpg -d .gpg > file
**********

gpg

man
gpg

dm_crypt

dm_crypt

dm_crypt
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cryptsetup
/dev/sdh1

luksFormat
mycontainer

passphrase

/dev/mapper/mycontainer

unmount
/dev/sdh1

root# cryptsetup luksFormat /dev/sdh1

YES
**********
**********

root# cryptsetup luksOpen /dev/sdh1 mycontainer
**********

root# mkfs.ext3 /dev/mapper/mycontainer
root# mount /dev/mapper/mycontainer /test
root# touch /test/xy
root# umount /test/
root# cryptsetup luksClose mycontainer

/dev/sdh1

cryptsetup

root# cryptsetup luksDump /dev/sdh1

Version:        1
Cipher name:    aes

...

-c -s cryptsetup
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luksFormat cat /proc/
crypto

cryptsetup luksFormat
mkfs.vfat

-t

/dev/mapper luks_crypto_uuid
luksClose

Рис. 13.3. Использование криптоустройства в Gnome

cryptsetup
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/etc/crypttab
/dev/

mapper
none

/dev/sda7 /dev/
mapper/cdisk1

man crypttab

cdisk1             /dev/sda7 none luks

/etc/fstab
/media/private-data

#  /etc/fstab
...

dm_crypt

dm_crypt

/etc/crypttab
/home
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Initrd cryptsetup

/home

/var/cache /var/tmp

/var/log
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Рис. 13.4. Полностью зашифрованная система Linux

/dev/urandom



14

init

init
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info grub

stage1



462

stage2
stage2

/boot/vmlinuz
z

root=/dev/sdb13

/sbin/init

Initrd
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Initrd /boot/initrd /boot/initrd.gz

Initrd
mkinitrd

/boot/grub/menu.lst

help
help
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kernel /boot/vmlinuz root=/dev/sdb13
initrd /boot/initrd

kernel

C

Рис. 14.1. Меню GRUB
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/dev/sdb13

root (hd1,12)
kernel /boot/vmlinuz root=/dev/sdb13
initrd /boot/initrd
boot

cat

Рис. 14.2. Пример интерактивного использования GRUB

/boot/grub/menu.lst
title root kernel chainloader
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/boot/grub/menu.lst
grub.conf /boot/grub/menu.lst /etc/grub.
conf

menu.lst

menu.lst

Таблица 14.1. Названия разделов GRUB

/dev/sda1 /dev/sda2 /dev/
/dev/sda6
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/boot/
grub/devices.map

devices.map

#  /boot/grub/devices.map

title
menu.lst

menu.lst

default
default saved

savedefault menu.lst
default

fallback
fallback

timeout
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timeout

hiddenmenu
timeout

color fg/bg menufg/menubg
fg bg

menufg menubg
color

splashimage

splashimage

splashimage

gfxmenu

mkbootmsg
gfxboot.html

menu.lst
title

title

menu.lst
title

boot
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root

kernel initrd

root=/dev/sdb13

vmlinuz initrd Initrd

# Linux  /dev/sdb13
title Linux

  kernel /boot/vmlinuz root=/dev/sdb13
initrd /boot/initrd

root

#  Linux  /dev/sdb13 
title Linux

initrd
root uuid

uuid

  initrd  /initrd.img-2.6.28-13-generic
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menu.lst
kernel

title Linux

  kernel /boot/vmlinuz root=/dev/sdb13 vga=normal
initrd /boot/initrd

root=/dev/xxx ro quiet

root=/dev/xxx resume=/dev/xxx splash=silent showopts vga=n

root
rootnoverify chainloader +1

#  Windows  /dev/sda1
title Windows

  chainloader +1

title Windows

  map (hd hd
chainloader +1
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menu.lst

title Boot-Loader in /dev/sda7

  chainloader +1

menu.lst

menu.lst default saved
savedefault

title Linux

  kernel /boot/vmlinuz root=/dev/sdb13
initrd /boot/initrd

  savedefault

root# grub
configfile (hd1,12)/boot/grub/menu.lst
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update-grub /boot vmlinuz-*

initrd-* update-
gru

menu.lst
man

update-grub kopt
menu.lst

menu.lst
kopt update-grub

# /etc/boot/menu.lst
...

#

# altoptions=(single-user mode single

/boot/grub/
menu.lst



473



474

root# dd if=/dev/sda of=/boot/bootsektor.scsi bs=1 count=446

root# dd if=/boot/bootsektor.scsi of=/dev/sda bs=1 count=446

/boot/grub/menu.lst /boot/grub stage1 stage2

/usr/share/grub/i386-redhat

root# cp /usr/lib/grub/* /boot/grub

setup

/boot /boot

root# grub
root (hd1,12)

grub setup (hd0)
grub quit
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/etc/grub.conf

grub < /etc/grub.conf
/etc/grub.conf

/boot/grub/grub.conf
menu.lst grub.conf

fdisk
toggle a bootable flag

/dev/sda7

setup

root# grub
root (hd1,12)
setup (hd0,6)
quit
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/boot/
grub/devices.map

(hdn n

/dev/sdb13

root# grub
root (hd1,12)
setup (hd2)
quit

menu.lst

cat

menu.lst
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Initrd

Initrd

(/dev/sda /dev/sdb
/etc/fstab

kernel menu.lst
menu.lst

uuid
Initrd

Initrd

cat

grub

root# grub
md5crypt

Password: ******
: $1$FWk

password
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title lock

lock

grub

/boot/grub/*
menu.lst

df

root# df /

root# grub
root (hd0,2)
setup (hd0,2)

/media/
windows

root# mount /media/floppy
root# dd if=/dev/sdb13 of=/media/windows/grubfile bs=512 count=1
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grubfile C:\boot.ini

bcdedit
bcdedit

Рис. 14.3. Окно программы EasyBCD
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hdb13

...

.
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menu.lst

  chainloader +1

  chainloader +1

  chainloader +1

menu.lst

/dev/sda1
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/dev/sda2

/dev/sda6 /dev/sda
/boot/grub/menu.lst

title

title  Windows

  chainloader +1

/dev/sda7
/dev/sda7

/boot/
grub/menu.lst

/boot/grub/menu.lst

title

  initrd /boot/initrd
title

  chainloader +1
title  Windows
  rootnoverify (hd
  chainloader +1

/dev/sda7
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/boot

Initrd

Initrd
/boot

Initrd

Initrd

Initrd

Initrd

Initrd

Initrd

Initrd
Initrd

Initrd

initrd
Initrd

initramfs
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Initrd
Initrd

Initrd

Initrd

Initrd

Initrd
update-initramfs

-u Initrd
Initrd

-k -k all Initrd

-c -d update-initramfs
Initrd

-k

root# update-initramfs -c -k 2.6.28-13-generic
update-initramfs: Generating /boot/initrd.img-2.6.28-13-generic

Initrd
update-initramfs mkinitramfs

/etc/initramfs-tools/initramfs.conf
/etc/initramfs-tools/conf.d Initrd

/etc/initramfs-tools/modules

mkinitramfs
initramfs.conf Initrd

mkinitramfs
Initrd -o

Initrd

root# mkinitramfs -o myinitrd 2.6.28-13-generic

Initrd
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mkinitrd
/etc/modprobe.conf

--with=
--with

--with
--preload=

-f
man mkinitrd

root# mkinitrd /boot/initrd-2.6.29.4-162.fc11.i686.PAE.img \
2.6.29.4-162.fc11.i686.PAE

mkinitrd
dracut

mkinitrd

initrd /boot
/boot/initrd-nnn nnn

mkinitrd /boot/initrd initrd
vmlinuz

initrd
initrd –k –i

/boot mkinitrd
/etc/sysconfig/kernel

#  /etc/sysconfig/kernel

jbd ext3 edd"

-m
mkinitrd -h man mkinitrd

/sbin/mkinitrd

initrd
initramfs Initrd

root# cd /boot
root# cp initrd-n.n initrd-test.gz
root# gunzip initrd-test
root# mkdir test
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root# cd test
root# cpio -i < ../initrd-test
root# ls -lR

ramfs-rootfs-initramfs.txt

initrd

/boot/grub
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stage1 stage2

su -l
sudo -s

/boot

root# mkdir /test
root# mount /dev/sda3 /test

/boot
vmlinuzxxx /boot/grub /boot/

grub/menu.lst
/boot vmlinuzxxx

/
dev/sda3 /dev/sda3

root# grub
root (hd0,2)
setup (hd0)
quit
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/boot

/boot

grub.cfg
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C

grub-common
grub-pc

grub-pc
grub-efi-ia32 grub-coreboot

grub-pc os-prober

os-prober

grub2-splashimages
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grub-rescue-pc

/boot/grub/grub.cfg

/etc/grub.d
/etc/default/grub

update-grub
grub.cfg

insmod ext2

load_env

  save_env saved_entry
  prev_saved_entry=
  save_env prev_saved_entry
fi

insmod ext2

# ,
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if loadfont /usr/share/grub/unicode.pf2 ; then

  insmod gfxterm
  insmod vbe
fi

  set timeout=-1
else
  set timeout=1
fi

set menu_color_normal=cyan/blue
set menu_color_highlight=white/blue
#

  recordfail=1
  save_env recordfail
  set quiet=1
  insmod ext2

  initrd /boot/initrd.img-2.6.31-13-generic

#

  linux16 /boot/memtest86+.bin

#

  insmod ntfs

  chainloader +1

update-grub grub.cfg
grub.cfg

update-grub
grub-mkconfig

/boot
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update-grub

/etc/default/grub

update-grub

"saved"

update-grub
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/dev/sda1

update-grub

/etc/grub.d
grub.cfg update-grub
grub.d

Таблица 14.2. Файлы каталога /etc/grub.d/

/boot/

os-prober

os-prober dpkg -L 
os-prober
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grub.cfg
grub.d

grub.cfg
grub.cfg

tail
-n +3 tail

#!/bin/sh

...

grub.cfg

set =
$
echo $

set

efault timeout color_xxx menu_color_xxx root
root

/boot/grub/grub-editenv

root# grub-editenv /boot/grub/grubenv create

save_env
load_env

root
grub-editenv
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grub.cfg

root

--set
root

insmod
name.mod

/boot/grub root
raid raid6rec mdraid lvm gfxterm

vbe jpeg tga png

menuentry

  linux /boot/vmlinuz-n.n.n root=... ro quiet splash
  initrd /boot/initrd.img-n.n.n

set root
initrd linux initrd

root
ro
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set root linux initrd

  linux /vmlinuz-n.n.n root=... ro quiet splash
  initrd /initrd.img-n.n.n

initrd

raid6rec set root
(lv (mdn

  insmod raid mdraid

  linux /boot/vmlinuz-n.n.n root=... ro quiet splash
  initrd /boot/initrd.img-n.n.n

  insmod lvm

  linux /boot/vmlinuz-n.n.n root=... ro quiet splash
  initrd /boot/initrd.img-n.n.n

  linux /boot/vmlinuz-n.n.n root=/dev/mapper/... ro quiet splash
  initrd /boot/initrd.img-n.n.n

search
root

set root
search

  linux /boot/vmlinuz-n.n.n root=... ro quiet splash
  initrd /boot/initrd.img-n.n.n

search
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set root
chainloader +1

bootmgr bootsect.bak

search
drivemap

set root=(hd

  chainloader +1

set root search chainloader +1

chainloader +1

os-probe

/etc/default/grub
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jpeg png tga

/boot/grub/foto.jpg

#
...
for i in /boot/grub/foto.jpg ; do

set color_xxx
theme

black
update-grub

grub.cfg

...

insmod jpeg
if background_image /boot/grub/foto.jpg ; then
  set color_normal=black/black
  set color_highlight=magenta/black
else
  set menu_color_normal=cyan/blue
  set menu_color_highlight=white/blue
fi

Рис. 14.4. GRUB 2 с индивидуально подобранным фоном
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/etc/default/grub

/etc/grub.d

#!/bin/sh

#

chainloader +1

grub-install

/dev/sda1

/dev/sda1
grub-install

grub.cfg

/usr/lib/grub-rescue/grub-rescue-floppy.img grub-
rescuecdrom.iso grub-rescue

C

set root=(hd0,1)
linux /vmlinuz root=/dev/sda1
initrd /initrd.img
boot



500

/dev/sda1
/vmlinuz /initrd.img

initrd /boot
initrd

sudo -s
/dev /proc /sys

chroot

grub-install

/dev/sdan n

root# mkdir /syspart
root# mount /dev/sda2 /syspart   (
root# mount -o bind /dev /syspart/dev
root# mount -o bind /proc /syspart/proc
root# mount -o bind /sys /syspart/sys
root# chroot /syspart
root# mount /dev/sda1 /boot      ( ,
root# update-grub
root# grub-install /dev/sda
root# exit
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initrd

lilo

initrd

initrd

xyz

boot: <Tab>
linux windows
boot: linux xyz=123
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/etc/lilo.conf lilo

lilo.conf

lilo.conf liloconfig

lilo.conf
image other

#

lilo.conf

message
keytable password

boot /etc/lilo.conf boot=

/dev/sda

prompt "boot:"

prompt prompt

delay
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prompt delay

read-only

lba32 lilo

lba

map
/boot/map

map

install
/boot/boot.b

#

linear
disk bios sectors heads cylinders

lilo.conf
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image
/boot/vmlinuz

other

initrd

initrd

label

root

append

/etc/modprob.conf
lilo.conf lilo

image = /boot/vmlinuz
initrd = /boot/initrd Initrd

# append = "optionen"    # 

other

other = /dev/sda Windows
label = Windows

lilo.conf

boot /dev/sda
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read-only
image = /boot/vmlinuz  # Linux
  initrd = /boot/initrd
  root = /dev/sda8
  label = Linux
other=/dev/hda1        # Windows
label = Windows

lilo

root# lilo
Added Linux *
Added Windows

lilo -u

/dev/sda3
/boot

root# mkdir /test
root# mount /dev/sda3 /test
root# chroot /test
root# lilo

= = ,

mem=
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/etc/modprobe.conf

man bootparam

root=/dev/sdb3

label

/
e2label

tune2fs

n
n

/lib/udev/vol_id

ro

init /sbin/init

init
init=/bin/sh

single emergency

/sbin/init
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initrd=name
initrd

initrd= noinitrd

reserve

pci=bios|nobios

pci=bios

pci=nommconf

quiet

maxcpus=1

nosmp

nosmp

noht

nolapic

nolapic

noapic nolapic
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lapic

apm=on/off

acpi=on/off

acpi=oldboot

pci=noacpi

noresume
noresume

/sbin/init
init

init

init
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/sbin/init

init /etc/inittab

init

init /etc/rc.d/rc /etc/init.d/rc
rc

/etc/rcn.d /etc/init.d/rcn.d
rc

/etc/rcn.d /etc/init.d/rcn.d

/sbin/init

man init init

init pstree
init

init

/etc/inittab

1 S

2
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3

6

1 S

1 2 3
S

single

2 S

S

1

6

init x
x

shutdown

initdefault /etc/inittab
2

/etc/inittab
/etc/init/rc-sysinit.conf
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init /etc/inittab

id-code:runlevel:action:command

id-code

runlevel

action init

command

action
man inittab

Таблица 14.3. Ключевые слова

inittab
2 init

rc.sysinit 1–6
mingetty

7

#  /etc/inittab

id:2:initdefault:

si::sysinit:/etc/init.d/rcS

~~:S:wait:/sbin/sulogin

l1:1:wait:/etc/init.d/rc 1
l2:2:wait:/etc/init.d/rc 2
l3:3:wait:/etc/init.d/rc 3

l6:6:wait:/etc/init.d/rc 6
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z6:6:respawn:/sbin/sulogin
ete

-

pf::powerwait:/etc/init.d/powerfail start
pn::powerfailnow:/etc/init.d/powerfail now
po::powerokwait:/etc/init.d/powerfail stop

shutdown ca:
-h -r

ca: #

rc runlevel-

si: inittab

/etc/init.d/rcS

/etc/rc.d/rc.sysinit

/etc/init.d/boot

/proc
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.

rcS /etc/rcS.d/S*

/etc/inittab

/etc/init.d /etc/rc.d/init.d

init /etc/rc.d/rc
/etc/init.d/rc rc n

rc

rcn.d/S*

rc

user$ cd /etc/rc.d
user$ ls rcS.d/ rc2.d/ rc6.d/
rcS.d/: (
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rc6.d/: (

kerneloops system-tools-ba S urandom

rcn.d

/etc/rc.d/init.d
/etc/init.d

root# cd /etc
root# ls -l rc2.d/S20cups

S=start S
rc

start stop

network
rc

rc
start stop

S
rcn.d

2
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root# cd /etc/
root# ln init.d/samba rc0.d/K19samba
root# ln init.d/samba rc1.d/K19samba
root# ln init.d/samba rc2.d/S20samba
root# ln init.d/samba rc3.d/S20samba
root# ln init.d/samba rc4.d/S20samba
root# ln init.d/samba rc5.d/S20samba
root# ln init.d/samba rc6.d/K15samba

root# rm rc?.d/*samba

ln rm
insserv chkconfig

update-rc.d

root# /etc/init.d/samba stop

service samba stop rcsamba stop

start

stop

status

reload

restart

reload restart
stop start
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readahead

preload
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init initctl telinit runlevel

/sbin/init
init

init init

startup
/sbin/init

runlevel n

/etc/inittab
/etc/init

/etc/events.d /etc/jobs.d /sbin/init

# /etc/init/tty1.conf

respawn

getty
exec

start
getty

stop on respawn getty
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exec
script / end script

/bin/sh

per-start script / end script
post-stop script / end script console output

/dev/null
control-alt-delete.conf

/etc/init.d/rc
/etc/rc.d/rc rc.conf
rcS.conf /etc/init.d/rc

/etc/rcn.d

/etc/init.d/
/lib/init/upstart-job

/etc/init.d/gdm upstart-job stop gdm
/etc/init.d

ls -l /etc/init.d

invoke.rc update-rc.d
start stop

/etc/event.d status

root# status tty2

root# stop tty2
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initctl
man 

initctl initctl emit eventname

initclt list

root# initctl list

...

runlevel telinit n
init n n

2

rc
start stop

Таблица 14.4. Конфигурация запуска системы в Debian



520

Рис. 14.5. Старт системы на уровне запуска 2 в Debian

invoke.rc

root# invoke.rc samba restart

gdm

#  /etc/init.d/rc
...
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/etc/init.d/rc.local

2 3

update-rc.d

update-rc.d

update-rc.d  remove

/etc/init.d/
-f

update-rc.d  defaults
1 6

13 1

root# update-rc.d gdm defaults 30 1

update-rc.d  start|stop nn runlevel nn

root# update-rc.d gdm start 30 2 3 4 5 . stop 1 0 1 6 .
Adding system startup for /etc/init.d/gdm ...
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services-admin

/
etc/init.d/masquerading

#!/bin/sh
="masquerading

-

 iptables
if [ -z $IPT ]; then
  [ -x /sbin/iptables ] && IPT=/sbin/iptables
  [ -x /usr/sbin/iptables ] && IPT=/usr/sbin/iptables
fi

#  start, stop  restart
case "$1" in

    log_begin_msg "Starting masquerading ..."

;;

    log_begin_msg "Stopping masquerading ..."

    ;;

    ;;
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exit 1
    ;;
esac

root# update-rc.d masquerading defaults 40 1

Рис. 14.6. Старт системы на уровне запуска 5 в дистрибутиве Fedora
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Таблица 14.5. Конфигурация Fedora при запуске системы

/etc/inittab

plymouth

prefdm
prefdm

plymouth 1 7

/etc/init.d/rc.local

2 3

touch
/var/run/confirm

/etc/rc.d/rc
rcn.d
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service

root# service samba start
root# service samba stop
root# service samba status
samba

/var/lock/subsys

/usr/
share/doc/initscripts-n

chkconfig
--list

xinetd

root# chkconfig --list

...
 xinetd:

...

--del

rcn.d

root# chkconfig --del samba

chkconfig --add
--add

chkconfig
--level n  on/off
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/etc/rc.d/init.d/httpd

chkconfig --add
chkconfig --level 3 chkconfig 

--list

root# chkconfig --add httpd
root# chkconfig --level 35 httpd on
root# chkconfig --list httpd

chkconfig --add chkconfig --del xinetd
Xinetd

chkconfig
system-config-services

serviceconf
xinetd

#!/bin/bash

#

# processname: httpd
# config: /etc/httpd/conf/httpd.conf
# config: /etc/sysconfig/httpd
# pidfile: /var/run/httpd/httpd.pid

# Provides: httpd

# Should-Start: distcache

. /etc/rc.d/init.d/functions
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if [ -f /etc/sysconfig/httpd ]; then
      . /etc/sysconfig/httpd
fi

apachectl=/usr/sbin/apachectl

prog=httpd

...
#  start, stop  reload

  echo -n $"Starting $prog: "
  check13 || exit 1

  echo

#
case "$1" in

    start
    ;;

    stop
    ;;

    stop
    start
    ;;

    exit 1
esac

chkconfig

chkconfig runlevel start stop start

3
chkconfig--level
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start

stop
chkconfig

description
case

/usr/share/doc/initscripts-nnn/sysvinitfiles

#!/bin/bash
# /etc/rc.d/init.d/masq
#

# description: 
. /etc/rc.d/init.d/functions

case "$1" in

    echo -n $"Starting masquerading: "

    touch /var/lock/subsys/masq
    echo_success
    ;;

    echo -n $"Stopping masquerading: "

    rm -f /var/lock/subsys/masq
    echo_success
    ;;

exit 1
esac
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Рис. 14.7. Старт системы на уровне запуска 5 в дистрибутиве SUSE

Таблица 14.6. Конфигурация запуска системы SUSE

/etc/rc.d/boot.local

modprobe
boot.local

rc
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confirm

/etc/init.d/
rc rcsmb

/usr/sbin
xdm

/etc/sysconfig/displaymanager

earlyxdm
preload

/etc/init.d/rc
etc/init.d/rcnew.d rcold.d

/etc/init.d/rcnew.d/S*

/etc/sysconfig/
boot

insserv
.depend.*

init.d

bootsplash

splash=silent 1
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splash=verbose 1

splash=native 1

/
boot/grub/menu.lst

append lilo

root# echo 0 > /proc/splash

/etc/init.d/rcn.d
insserv

root# insserv squid

insserv
-r

insserv

insserv
Provides

chkconfig -add -del -list
chkconfig

insserv

#! /bin/sh
# /etc/init.d/sshd

# Provides:       sshd
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. /etc/rc.status

rc_reset
case "$1" in

    rc_status -v
    ;;

    rc_status -v
    ;;

    ... diverse weitere Varianten

exit 1
    ;;
esac
rc_exit

insserv

/etc/init.d/skeleton
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#! /bin/sh
# /etc/init.d/masq
###
# Provides:       masq

. /etc/rc.status

case "$1" in

    echo -n "Starting masquerading"

    rc_status -v
    ;;

    echo -n "Shutting down masquerading"

    rc_status -v
    ;;

    exit 1
    ;;
esac
rc_exit

2

Таблица 14.7. Конфигурация запуска системы Ubuntu
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Рис. 14.8. Старт системы на уровне запуска 2 в Ubuntu

/etc/init/
rc-sysinit.conf

service service apache2 start
/etc/init.d/apache2 start

/etc/init/gdm.conf
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inetd

openbsd-inetd xinetd

inetd

/etc/services

...

openbsd-inetd
/etc/inetd.conf
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inetd.conf

/etc/services

nowait

wait

#  /etc/inetd.conf

...

inetd.
conf inetd inetd.conf

inetd.
conf /etc/init.d/openbsd-inetd reload

/etc/xinetd.conf xinetd

includedir
/etc/

xinetd.d

/etc/xinetd.d
xinetd /etc/xinetd.d

xinetd
~

# /etc/xinetd.d/rsync
service rsync

  disable        = yes
  socket_type    = stream
  wait           = no
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  user           = root
  server         = /usr/bin/rsync
  server_args    = --daemon

xinetd man xinetd.conf

service /etc/services

socket_type protocol

xinetd

server xinetd

server_args

user

xinetd chkconfig 
--del chkconfig --add 

disable

log_*

xinetd

hosts.allow hosts.deny
openbsd-inetd

openbsd-inetd -l
/etc/default/openbsd-inetd

#
TCP-Wrapper

="-l"

inetd.conf



15

/proc /sys
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kmod
/etc/modprobe.conf

/lib/modules/

module versioning

module versioning
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module versioning kernel-syms module 
versioning kernel symbol versions modversions

mount

vfat

/lib/modules/n n
*.ko

uname -r

user$ uname -r
2.6.28-13-generic

insmod

root# insmod /lib/modules/2.6.28-13-generic/kernel/fs/fuse/fuse.ko

insmod -f

insmod modprobe

/etc/modprobe.conf modprobe
modprobe.conf modules.dep

root# modprobe fuse

lsmod

root# lsmod | sort
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...

...

rmmod

rmmod -a

root# rmmod fuse

modinfo

root# modinfo e1000

license:      GPL

...
depends:
vermagic:     2.6.28-13-generic SMP mod_unload modversions

...

kmod

initrd
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modprobe
grep modprobe /etc/init.d/*

/etc/modprobe.conf /etc/modprobe.d

blacklist

/etc/udev/rules.d

*.*map /lib/modules/kernelversion/

nfs
lockd nfs_acl sunrpc

/lib/modules/n/modules.dep

/etc/init.d/module-init-tools
/etc/modules

/etc/modules
modprobe 

/etc/rc.d/rc.local

/etc/init.d/boot.local
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linux-restricted-modules-arch
/lib/linux-restricted-modules

linuxrestricted-modules-common
lrm-manager /lib/

modules/kernelversion/generic

depmod

restricted-modules
/etc/default/linux-restricted-

modules-common

modprobe.conf modprobe.d/
man modprobe.conf

/dev/xxx

mknod alias
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options

include
install

snd

remove

blacklist
blacklist /etc/

modprobe.d/blacklist

blacklist usbmouse

gcc make

apt-get install build-essential

yum groupinstall development-tools

zypper install -t pattern devel_basis
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uname -a

linux-headers- - /usr/include/linux

/lib/modules/ /build/include

kernel-source /usr/src/linux- /include

linux-headers-generic /usr/include/linux

/lib/modules/ /build/include

uname -r
pae

kernel-devel

make

user$ cd source code directory
user$ make clean
user$ make
root# make install
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module-assistant m-a

module-assistant m-a prepare
m-a update module-assistant m-a list

m-a

root# apt-get install module-assistant
root# m-a prepare
root# m-a update

m-a auto-install m-a a-i
-source

/etc/apt/sources.list
contrib non-free restricted

universe multiverse

root# m-a auto-install nvidia

m-a a-i

module-assistant

m-a m-a
m-a

dkms

/etc/init.d/dkms_autoinstaller
module-assistant

/usr/src/name-version
dkms.conf
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dkms add

root# dkms add -m nvidia -v 180.44
root# dkms build -m nvidia -v 180.44
root# dkms install -m nvidia -v 180.44

dkms status /var/lib/dkms



548



549

uname

root# uname -r
2.6.28-13-generic

man

/usr/src/

/usr/src/
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/usr/src/linux

linux-source-

kernel-

kernel-source

/usr/src
tar xjf linux-

.tar.bz2

/usr/src

yumutils yumdownloader rpmdevtools rpmdev-
setuptree
rpmdev-setuptree ~/rpmbuild

yumdownloader
kerneln.n.src.rpm

user$ su -c ‘yum install yumutils rpmdevtools’
user$ rpmdev-setuptree
user$ yumdownloader --source kernel

yum-builddep
rpm -i

linux- .tar.bz2
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rpmbuild

user$ su -c ‘yum-builddep kernel-n.n.src.rpm’
user$ rpm -i kernel-n.n.src.rpm
user$ cd ~/rpmbuild/SPECS
user$ rpmbuild -bp --target=$(uname -m) kernel.spec

/vanilla-

/linux-

/usr/src

root# cd /usr/src
root# tar xjf linux-2.6.30.2.tar.bz2

/usr/src/
/usr/src/linux

root# ln -s linux-2.6.30.2 linux
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patch bunzip2 bunzip2
patch

patch -p1 < 
--dry-run

Makefile

root# cd /usr/src/linux-2.6-30.5
root# bunzip2 -c patch-2.6.30.5.bz2 | patch -R -p1 --dry-run  (

...
root# bunzip2 -c patch-2.6.30.5.bz2 | patch -R -p1 
root# bunzip2 -c patch-2.6.30.6.bz2 | patch -p1 --dry-run  (

root# bunzip2 -c patch-2.6.30.6.bz2 | patch -p1
root# cd /usr/src
root# mv linux-2.6-30.5 linux-2.6-30.6

patch
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.config
/usr/src/linux-

=y
=m

=
.config

root# cp old-config /usr/src/linux-n.n/.config

root# cd /usr/src/linux-n.n
root# make oldconfig

/boot /boot/config-

/linux- /configs/

cloneconfig /proc/config.gz
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.config
make 

cloneconfig .config

Module
Module

initrd

.config
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make 
xxxconfig

make

root# cd /usr/src/linux-n.n
root# make config
root# make menuconfig
root# make xconfig -

root# make gconfig -

make config

make menuconfig
ncurses-devel libncurses-dev

make config

make xconfig
g++

qt3-devel libqt3-mt-dev
make qconf

Рис. 15.1. Конфигурирование ядра с помощью программы make xconfig
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Module

Module

make gconfig gconf
qconf

[lib]gtk2-devel libglade2-devel
gconf

make -j n all make
n

root# cd /usr/src/linux-n.n
root# make all
root# make modules_install  (

bzImage /usr/src/
linux- /arch/x86/boot

make modules_install
insmod /lib/

modules/n n
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/boot
vmlinuz-

root# cp /usr/src/linux-n.n/arch/x86/boot/bzImage /boot/vmlinuz-n.n
root# cp /usr/src/linux-n.n/.config /boot/config-n.n

initrd
mkinitrd mkinitramfs

update-initramfs

update-grub

/boot/grub/menu.lst

menu.lst

title kernel-n.n

/etc/lilo.conf lilo

image = /boot/vmlinuz-n.n
initrd = /boot/initrd-n.n  #  Initrd

        root = /dev/sda
label = kernel-n.n
append = "options

root# cd /usr/src/linux-n.n
root# make clean
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/proc /sys

/proc /sys

/proc/kcore

/proc /sys
cat less

less
/proc

top ps

Таблица 15.1. Важные файлы каталога /proc
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/sys
/proc /sys

/sys

Таблица 15.2. Важные файлы /sys

/proc

root# echo 1 > /proc/sys/net/ipv4/ip_forward
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sysctl

root# sysctl -w net.ipv4.ip_forward=1

sysctl -a
sysctl -p

sysctl /etc/
sysctl.conf sysctl.conf



16

Рис. 16.1. Главное меню программы Network Manager
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nm-tool

/etc/
network/interfaces

#
auto lo
iface lo inet loopback

systemconfig-network
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Рис. 16.2. Статическая конфигурация WLAN
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seahorse



565

network-manager-openvpn -pptp -vpnc
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system-config-network

system-config-network

Рис. 16.3. Конфигурация сети в Fedora и Red Hat
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gnome-ppp

gnome-ppp

gnome-ppp

pppoeconf
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root# pon dsl-provider
...
root# poff dsl-provider
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ping



570

lo
eth1 pppn



571

/etc/hosts



572



573

/etc/hosts



574

ping

user$ ping localhost

--- localhost ping statistics ---

ping

ping localhost
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:

::

::1

IPv
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577



578



579



580



581

iwconfig iwlist
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/lib/firmware

ndisgtk
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lspci

root# lspci | grep -i net

...

/lib/modules/ /net/*

root# modinfo e1000

license:     GPL

...

lsmod

modprobe

root# modprobe e1000



584

dmesg
link is not ready

root# dmesg -c
...

...

ethtool man ethtool

ifconfig

root# ifconfig eth0 up

ifconfig dmesg

root# dmesg -c

ifconfig

root# ifconfig eth0 192.168.0.2
root# ifconfig eth0
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ping
-c 2

ping

root# ping -c 2 192.168.0.1

ping

/etc/resolv.conf

# /etc/resolv.conv

route

root# route add default gw 192.168.0.1
root# route -n

root# ping -c 2 yahoo.com
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--- yahoo.com ping statistics ---

dhclient3

root# dhclient3 eth0
...

Sending on Socket/fallback

dhcpcd

root# dhcpcd eth0

dhclient
dhclient

ifconfig
down

root# ifconfig eth0 down

eth1



587

iwconfig

root# iwconfig
lo no wireless extensions. (

       Power Management:off

iwconfig
modprobe

dmesg /var/log/messages

root# dmesg | grep ipw2100

lspci lspcmcia

root# lspci
...

ethn wlann athn

eth1
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iwconfig

root# iwconfig eth1 mode managed
root# iwconfig eth1 essid wlan-sol

iwconfig

root# iwconfig eth1 key c8192b13adf4ee58309953eebe

dmesg -c

root# dmesg -c

eth1: no IPv6 routers present

wpa_supplicant
/etc/wpa_supplicant.conf

ssid
psk

# /etc/wpa_supplicant.conf
ctrl_interface=/var/run/wpa_supplicant

    ssid="sol"

    ssid="wlan-sol2"

wpa_passphrase
wpa_supplicant.conf
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root#

    ssid="sol"

wpa_supplicant

-i
-c

man wpa_supplicant

root# wpa_supplicant -i eth1 -D wext -c /etc/wpa_supplicant.conf

id_str=]
...

wpasupplicant man wpa_supplicant
wpa_supplicant.conf

/usr/share/doc/wpasupplicant/

ifconfig

root# ifconfig eth1 up 192.168.0.12

ping
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iwconfig

root# iwconfig eth1

      Power Management:off

/proc/net/wireless

root# cat /proc/net/wireless

 face | tus | link level noise | nwid crypt frag retry misc | beacon | 22

iwlist

root# iwlist eth1 channel

       ...

root# iwlist eth1 scan
eth1   Scan completed :

                 Mode:Master
                 Channel:6

                 ...

                 ...
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/etc/hosts

# /etc/hosts

...

::1
localhost

localhost.localdomain

# /etc/hosts  Fedora
::1 l     localhost.localdomain localhost
...

hosts

/etc/hosts

...



592

/etc/hosts
ping saturn

...

/etc/hosts

/etc/hosts

/etc/hosts localhost
/etc/resolv.conf

/etc/hosts

/etc/host.conf

/etc/hosts hosts
/etc/resolv.conf bind

/etc/hosts

# /etc/host.conf
order hosts, bind
multi on

hosts.conf
domain search

search
domain domain search

domain
/etc/resolv.conf nameserver
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# /etc/resolv.conf

resolv.conf

nameserver /etc/
resolv.conv

nameserver

resolv.conf

usepeerdns /etc/ppp/peers/name

dhclient.conf

# /etc/dhcp3/dhclient.conf
...
supersede domain-name "sol";

ifcfg-xxx



594

/etc/network/interfaces

gateway

#
...

route

root# route add default gw 192.168.0.1
root# route del default gw 192.168.0.1

hostname

/etc/hostname

/etc/sysconfig/network /etc/hosts

ethn
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net_persistent_names.rules

#

.local



596

avahi-daemon /etc/
avahi/avahi-daemon.conf

enable-dbus

avahi-daemon.conf

# /etc/avahi/avahi-daemon.conf
[server]
...
enable-dbus=yes

root# /etc/init.d/avahi-daemon restart

ping merkur.local
avahi-dnsconfd

avahi-
dnsconfd libnss-mdns hosts:

/etc/nsswitch.conf

...

...
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avahi-browse -a –t avahi-discovery

kde-zeroconf

Рис. 16.4. Просмотр ресурсов сети с помощью программы Avahi Discovery

pppd

pppd



598

pppd
pppd

/etc/ppp/options pppd
pppd

pppd
options

/etc/ppp/peers/



599

/etc/ppp/peers/name
pppd

root# pppd call 

/etc/ppp/peers/name /etc/ppp/options

ap-secrets chap-secrets

#/etc/ppp/pap-secrets  /etc/ppp/chap-secrets

*

pppd pap-secrets chap-secrets

/etc/ppp/ip-up /etc/
ppp/ip-down

/etc/resolv.conf

ipparam
usepeerdns
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pppd
/etc/ppp/options /etc/ppp/peers/name

man pppd

connect pppd
chat

demand connect
/bin/true

crtscts
crtscts

debug
syslogd /var/log/xxx

syslogd

defaultroute

ip-up

demand

connect demand persist
nopersist

idle n n

ipparam
pppd

/etc/ppp/ip-up

/etc/sysconfig/network-scripts/ifcfg-ipparam

ktune pppd
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lcp-echo-interval n n

lcp-echo-failure n
pppd persist/nopersist

pppd

linkname
/var/run/ppp- .pid

/var/run/pppn.pid

lock pppd

mru n mtu n

ifconfig

name "abc" pppd
abc

pppd abc

noauth pppd
pppd "peer"

noaccomp nopcomp novj novjccomp nobsdcomp nodeflate noccp

nopcomp

nodetach

noipdefault



602

nopersist persist pppd
idle

persist pppd
demand

plugin .so pppd .so
/usr/lib/pppd/n/

pty

pppd

refuse-pap -chap -mschap-v2

require-pap -chap -mschap-v2 -mppe -mppe-128

pppd

usepeerdns
usepeerdns pppd

ip-up

/etc/resolv.conf
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dmesg

root# dmesg
...

...

usbcore: registered new interface driver option

n /dev/ttyACMn /dev/nozomin

nnnn



604

pppoe-config
system-config-network



605



606

pppd
rp-pppoe.so

pppd
pppd

/etc/ppp/peers/ /etc/
options

#/etc/ppp/peers/adsl

pluginrp-pppoe.so

lock
noauth
noipdefault
defaultroute
usepeerdns
#  /etc/ppp/pap-secrets  chap-secrets
name"hofer"

persist

#
ipparam"adsl"
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name chap-secrets pap-secrets
persist

holdoff
maxfail

pppd

idle n n

ipparam

#/etc/sysconfig/network-scripts/ifcfg-adsl

pppd

pppd
persist

lcp-echo-failure2
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pppd

root# pppd call adsl

pppd
killall

root# killall pppd

pon adsl poff adsl

#/etc/init.d/adsl

case "$1" in

    echo "Starting adsl"
    pppd call adsl
    ;;

    echo "Shutting down adsl"
    [-f/var/run/ppp-adsl.pid] && \

    exit 1
;;

esac

killall pppd
pppd killall

pppd /var/run/ppp-adsl.pid

head -1 kill



609

pppd /var/run/
ppp-adsl.pid pppd

linkname "adsl"

/etc/init.d/adsl start
stop

pppd

iptables

root# iptables -o eth0 --insert FORWARD 1-p tcp --tcp-flags SYN, RST SYN \
               -m tcpmss --mss 1400:1536 –j TCPMSS --clamp-mss-to-pmtu

pptp

pptpconfig

pptp
pptpd
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ping

root# ping 10.0.0.138

...

pppd
/etc/ppp/peers/

/etc/options

# /etc/ppp/peers/adsl

# require-mppe-128

nobsdcomp
nodeflate

name "hofer"

lock
noauth
noipdefault
defaultroute
usepeerdns

persist

#
ipparam "adsl"

pty pptp –nolaunchpppd pptp
pppd pppd

pptp
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name chap- secrets
pap-secrets

ipparam

# /etc/sysconfig/network-scripts/ifcfg-adsl

pppd

root# pppd call adsl
root# killall pppd



612

pppd pptp

/etc/ppp/peers/vpn /etc/ppp/
chap-secrets

/etc/ppp/peers/vpn

/etc/ppp/peers/

# /etc/ppp/peers/vpn

user "vpnclient"
noauth
require-mppe-128
defaultroute
usepeerdns
ipparam "vpn"     #  Fedora

pty
pptp

/etc/ppp/chap-secrets
chap-secrets

noauth

require-mppe-128

requiremschap-v2



613

defaultroute

usepeerdns
/etc/resolv.conf

ipparam
vpn /etc/

sysconfig/network-scripts/ifcfg-vpn

/etc/ppp/chap-secrets

# /etc/ppp/chap-secrets

"venusvpn"   *        "venusvpnpassw"   *

root# /usr/sbin/pppd call vpn

/etc/ppp/options nodetach
pppd

ifconfig route

root# ifconfig
lo Link encap:local loop

    ...

     ...
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     ...
root# route -n

eth1

eth1

root# killall pptp

pon pptp
poff pptp

/etc/sudoers
sudo
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616

dnsmasq

dhcpd bind



617

systemconfig-xxx



618

Рис. 17.1. Примерная топология сети

libnm* network-manager*
/etc/network/interfaces

auto iface
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address
netmask gateway

eth1

# /etc/network/interfaces
auto lo
iface lo inet loopback

auto eth1
iface eth1 inet static

interfaces

gateway

# /etc/network/interfaces
...

/etc/init.d/networking
ifup

ifupdown ifup -a
/etc/network/interfaces

ifup
dhclient

/etc/dhcp3/dhclient.conf



620

/etc/resolv.conf /etc/
hosts

root# /etc/init.d/NetworkManager stop
root# /etc/init.d/network start
root# chkconfig --level 35 NetworkManager off
root# chkconfig --level 35 network on

system-config-network

root# /etc/init.d/network restart

system-config-network-tui

system-config-network
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iptables



622

root# echo 1 > /proc/sys/net/ipv4/ip_forward
root# iptables -A POSTROUTING -t nat -o eth0 -j MASQUERADE

echo

echo sysctl

root# sysctl -w net.ipv4.ip_forward=1

iptables

root# iptables -t nat -D POSTROUTING -o eth0 -j MASQUERADE
root# echo 0 > /proc/sys/net/ipv4/ip_forward

echo
sysctl

root# sysctl -w net.ipv4.ip_forward=0

ip-up ip-down /etc/
ppp
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nf_nat_ftp

modprobe

root# modprobe nf_nat_ftp
root# modprobe nf_conntrack_ftp

iptables

root# iptables -I FORWARD -p tcp --tcp-flags SYN,RST SYN \
        -j TCPMSS --clamp-mss-to-pmtu

/etc/resolv.conf



624



625

ping saturn

dnsmasq
dhcpd

bind

dnsmasq dhcpd
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/etc/
hosts

dnsmasq

/etc/hosts

dnsmasq /etc/dnsmasq.conf

dnsmasq.conf.orig grep

root# cd /etc
root# cp dnsmasq.conf dnsmasq.conf.orig
root# grep -v ‘^#’ /etc/dnsmasq.conf.orig | cat -s > dnsmasq.conf0

dnsmasq /etc/dnsmasq.conf /
etc/hosts /etc/resolv.conf

dnsmasq

root# /etc/init.d/dnsmasq restart



627

dnsmasq

dnsmasq.conf

domain-needed
bogus-priv
interface=eth1

domain-needed bogus-priv
dnsmasq

interface dnsmasq

eth1
dhcp-range

dnsmasq /etc/resolv.conf

dnsmasq
/etc/hosts

dnsmasq
dnsmasq.conf

dnsmasq

...
local=/sol/
domain=sol
expand-hosts



628

local
dnsmasq

domain dnsmasq
local

expand-hosts
domain

ping uranus dnsmasq
dnsmasq

dnsmasq

dhcp-host

...

iconfig

dnsmasq
/var/lib/misc/dnsmasq.

leases

dnsmasq

infinite
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...

man dnsmaq /etc/dnsmasq.conf.orig
dhcp-host

dnsmasq

/etc/
resolv.conf

dnsmasq

/etc/resolv.conf dnsmasq

resolv.conf

resolv.conf

dnsmasq resolv.conf

dnsmasq.conf server

resolv.conf

...

static
  address 10.0.0.1
  netmask 255.255.255.0
  gateway 10.0.0.138
...



630

/etc/resolv.conf sol
dnsmasq

# /etc/resolv.conf
search sol
nameserver 192.168.0.1

dnsmasq
resolv.conf

resolv.conf no-resolv
server

# /etc/dnsmasq.conf
...
no-resolv
server=10.0.0.138
...

dnsmasq
dnsmasq.conf

# /etc/dnsmasq.conf

interface=eth1

domain-needed
bogus-priv
#  sol 
local=/sol/
domain=sol
expand-hosts

no-resolv
#

#

dnsmasq
/var/lib/misc/dnsmasq.leases

dnsmasq dnsmasq.conf
log-queries

/var/log/syslog /var/log/messages
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/etc/dhcp3/dhclient.conf dhclient

...

system-config-network=neat

root# /etc/init.d/network restart
root# /etc/init.d/networking restart

iconfig
/etc/resolv.conf



632

ipconfig /renew

dhcpd

dnsmasq

dhcpd

dhcpd3-server dhcp
dhcp-server dnsmasq

/etc/hosts

man dhcpd dhcpd.conf
dhcp

dhcp3-server
dhcpd

root# /etc/init.d/dhcpd restart
root# /etc/init.d/dhcp3-server restart

dhcpd dhcpd.conf
/etc/dhcp /etc/dhcp3
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# /etc/dhcp[3]/dhcpd.conf
#
authoritative;

max-lease-time

option domain-name               "sol";

authoritative

default-lease-time maxlease-time

broadcast-address subnet-mask
routers

domain-name-servers

/etc/
resolv.conf

domain-name-server

dhcpd.conf ddns-updates

ddns-updates off;
ddns-update-style interim;

/etc/sysconfig/dhcpd

netbiosname-servers
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use-host-decl-names on
dhcpd

...

use-host-decl-names on;

...

# /etc/dhcp3/dhcpd.conf

max-lease-time
...

...

group



635

dhcpd

routers
domain-name-servers

routers domain-name-servers

# /etc/dhcp[3]/dhcpd.conf

#
...
#

  option domain-name-servers

#

!
!

dhcpd.conf
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/etc/default/
dhcp3-server

#
...

/etc/sysconfig/dhcpd

#

/etc/sysconfig/dhcpd

dhcpd /var/
lib/dhcp[3]/dhcpd.leases

/var/log/messages syslog

ddns

dhcpd named

dnsmasq dhcpd

named
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bind

bind

caching-nameserver

bind

bind bind

bind
named.conf

/etc /etc/bind/

/etc/bind
var/named /var/lib/

/etc/
bind/named.conf file directory

#
#
include "/etc/bind/named.conf.options";

zone "." 
  type hint;
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type master;

  type master;

  type master;

  type master;
  file "/etc/bind/db

include "/etc/bind/named.conf.local";

/etc/bind/named.conf.local

/etc/bind/named.conf.options
forwarders

named

query-source-address
bind bind

query-source
bind

#  /etc/bind/named.conf.options

  # 
  directory "/var/cache/bind";

#

  auth-nxdomain no;

db.root
bind

bind bind
db.root
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db.root

etc/bind/db.root
...

...

db.local db.1 db.127

db.local

                          1          ; Serial

;

/etc/named.
conf

named
var/named

/var/named/named.ca

named

listen-on
allow-query

#

!

  directory "/var/named";
  dump-file "/var/named/data/cache_dump.db";
  statistics-file "/var/named/data/named_stats.txt";
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  memstatistics-file "/var/named/data/named_mem_stats.txt";
!

  recursion yes;
  dnssec-enable yes;
  dnssec-validation yes;
  dnssec-lookaside . trust-anchor dlv.isc.org.;

    file "data/named.run";
    severity dynamic;

  type hint;
  file "named.ca";

include "/etc/named.dnssec.keys";
include "/etc/pki/dnssec-keys/dlv/dlv.isc.org.conf";

/var/named
chroot

bind-chroot

/etc/named.conf /etc/named.
conf.include

/etc/named.d
/etc/sysconfig/

named

/var/lib/named /var/log/
named/root.hint

#

  directory "/var/lib/named";
  dump-file "/var/log/named_dump.db";
  statistics-file "/var/log/named.stats";

  notify no;

  type hint;
  file "root.hint";
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  type master;
  file "localhost.zone";

  type master;

include "/etc/named.conf.include";

named chroot /var/lib/named

chroot

named
/etc/resolv.conf /etc/nsswitch.conf

bind

/etc/resolv.conf

nameserver /etc/resolv

# /etc/resolv.conf
search sol

/etc/resolv.conf

/etc/resolv.conf

usepeerdns /etc/ppp/options /etc/ppp/
peers/connection name

/etc/sysconfig/network/config
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named

root# /etc/init.d/bind9 reload
root# /etc/init.d/named reload

named.conf.local

    severity dynamic;
    print-category yes;
    print-severity yes;
    print-time yes;

    severity debug;
    print-severity yes;
    print-time yes;

named

root# mkdir /var/log/named
root# touch /var/log/named/named.log
root# touch /var/log/named/named-query.log
root# chown -R bind:bind /var/log/named
root# chown -R named:named /var/log/named

named named
bind named

/var/named/
/var/named/data/named.run
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ping

host

root# host yahoo.com
host yahoo.com

yahoo.com mail is handled by 1 d.mx.mail.yahoo.com.
yahoo.com mail is handled by 1 e.mx.mail.yahoo.com.
...
root# host 69.147.114.224

dhcpd.conf

dhcpd.conf

dhcpd.conf
/etc/resolv.conf

search sol

option domain-name "sol";
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db.sol

dnssec-keygen

root# dnssec-keygen  -a HMAC-MD5 -b 128 -r /dev/urandom \
-n USER DHCP_UPDATER

dnssec-keygen
*.private

root# cat Kdhcp*.private
Private-key-format: v1.2

Bits: AAA=

key ddns.key
man dhcpd.conf

#  /root/ddns.key

/etc/bind /etc/dhcp3

root# cp ddns.key /etc/bind/
root# cp ddns.key /etc/dhcp3/
root# chown root:bind /etc/bind/ddns.key
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root# chown root:dhcpd /etc/dhcp3/ddns.key
root# chmod 640 /etc/bind/ddns.key
root# chmod 640 /etc/dhcp3/ddns.key
root# ls -l /etc/*/ddns.key
-rw-r----- 1 root bind ... /etc/bind/ddns.key
-rw-r----- 1 root dhcpd ... /etc/dhcp3/ddns.key

/etc/
dhcp3/dhcpd.conf dhcpd.conf

...
include               "/etc/dhcp3/ddns.key";
ddns-updates          on;
ddns-update-style     interim;
ddns-domainname       "sol.";
update-static-leases  on;

include
ddns-updates

ddns-update-style

man dhcpd.conf
ddns-domainname

update-static-leases

zone
primary key

ddns.key

named
named.conf.local

named
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notify no named

named.conf
.in-addr.arpa

db.sol

#  /etc/bind/named.conf.local
include "/etc/bind/ddns.key";

zone "sol"
type master;

  notify no;
  file "/var/cache/bind/db.sol";

  type master;
  notify no;

/etc/bind/db.sol sol. root.sol. sol

etc/bind/db.sol

sol.  root.sol.     (
                                1             ; Serial

mars.sol.
mars      IN      A       192.168.0.1

/etc/bind
db.sol
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etc/bind/db.sol

sol.  root.sol.     (
                                1             ; Serial

mars.sol.
1         IN      PTR     mars.sol

named.conf.local
/var/cache/bind /etc/bind

named
*.jnl

*.db

*.jnl /var/
cache/bind

/etc/bind

root# cd /var/cache/bind/
root# ln -s /etc/bind/db.sol .
root# ln -s /etc/bind/db.192.168.0 .

ddns.key

root# cp ddns.key /var/named/
root# cp ddns.key /etc/dhcp/

include  "/etc/dhcp/ddns.key";

db.sol
/var/named/

dynamic named.conf

#  /etc/named.conf
include "/var/named/ddns.key";

  type master;
  notify no;
  file "/var/named/dynamic/db.sol";

  type master;
  notify no;
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chroot
ddns.key

root# cp ddns.key /var/lib/dhcp
root# cp ddns.key /var/lib/named

ddns.key

# in /etc/dhcpd.conf
include    "ddns.key";

db.sol /var/lib/named/
dyn named.conf

include "ddns.key";

  type master;
  notify no;
  file "dyn/db.sol";

  type master;
  notify no;

named

db.root named.ca root.hint

root# dig @A.ROOT-SERVERS.NET

...
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...

A
...

dig etc/bind/db.root

root# cd /etc/bind
root# cp db.root db.root.bak
root# dig @A.ROOT-SERVERS.NET > db.root

Рис. 17.2. Создание WLAN-соединения через сетевой концентратор
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Рис. 17.3. Прямое подключение WLAN к интернет-шлюзу
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18
chroot

iptables
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Таблица 18.1. Важнейшие сокращения сетевых терминов

/etc/services

ping



654

iptables

Таблица 18.2. Важнейшие IP-порты

ssh 22

25

53

67

68

80

88

110

111

123

137

138

139

143

443

445

515

631

901

1099

1723

2049

3128

3306

5353

9100
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netstat

established
a

tu pe

root# netstat -atupe

...

udp   *:nfs                  *:*                   root    -
udp   mars.local:netbios-ns  *:*                   root    6231/nmbd
udp   mars.sol:netbios-ns    *:*                   root    6231/nmbd
udp   *:netbios-ns           *:*                   root    6231/nmbd
udp   mars.local:netbios-dgm *:*                   root    6231/nmbd
udp   mars.sol:netbios-dgm   *:*                   root    6231/nmbd
udp   *:netbios-dgm          *:*                   root    6231/nmbd

...



656

root# netstat -tuep

lsof

root# lsof -i udp

...
root# lsof -i :22

netstat lsof

nmap

nmap
nmap

root# nmap -v -A mars

...

...
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...

111/tcp open    rpcbind

...

nmap
zenmap

nmap-frontend
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chroot

/etc/hosts.allow /etc/hosts.deny

tcpd

hosts.allow

hosts.deny

/etc/hosts.allow /etc/hosts.deny
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all:all /etc/
hosts.deny spawn

/var/log/deny.log
/var/log/deny.log

# /etc/hosts.deny

#

/etc/hosts.allow

ssh

# /etc/hosts.allow

#

hosts.allow hosts.deny

cupsd

/etc/cups/cups.conf
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ldd
libwrap cupsd sshd

user$ ldd /usr/sbin/cupsd | grep wrap

user$ ldd /usr/sbin/sshd | grep wrap

user$ ldd /usr/sbin/cupsd | grep wrap
user$ ldd /usr/sbin/sshd | grep wrap

ps axu

root# ps axu | grep apache2
root ... /usr/sbin/apache2 -k start
www-data ... /usr/sbin/apache2 -k start
www-data ... /usr/sbin/apache2 -k start
...

su
 -c 

chroot
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chroot
chroot

chroot
dhcpd chroot

-chroot
chroot -t

chroot
chroot
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Рис. 18.1. Брандмауэр для локальной сети

iptables
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system-config-firewall

/etc/sysconfig/iptables

/etc/init.d/iptables

ufw

iptables

ufw
ufw

ufw

man ufw ufw enable

ufw disable ufw 
default allow|deny

deny
ufw allow|deny n ufw allow|deny service
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/etc/ufw. ufw 
status

user$ sudo -s
root# ufw enable
root# ufw allow ssh
root# ufw status
Firewall loaded
To           Action    From
-- ------ ----

dhcpd
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Рис. 18.2. Разрешаем доступ к сетевым каталогам Windows для компьютеров 
из адресного пространства 192.168.0.*

iptables -L | wc -l
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Рис. 18.3. Упрощенное представление системы iptables/netfilter
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Accept
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iptables
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myfirewall
iptables sysctl IPT

/etc/default/myfirewall

/etc/myfirewall/*.conf

#!/bin/sh -e

# Provides:        firewall

#
. /lib/lsb/init-functions

#
if [ ! -e /etc/default/myfirewall ]; then
  echo "/etc/default/myfirewall is missing"

fi
. /etc/default/myfirewall

  echo "Firewall disabled in /etc/default/myfirewall"

fi
#  start, stop  restart
case "$1" in

    log_begin_msg "Starting firewall and masquerading ..."
    . /etc/myfirewall/myfirewall-stop.conf
    . /etc/myfirewall/myfirewall-start.conf
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    ;;

    log_begin_msg "Stopping firewall and masquerading ..."
    . /etc/myfirewall/myfirewall-stop.conf

    ;;

exit 1
    ;;
esac

root# cd /etc/rcS.d
root# ln -s ../init.d/myfirewall S41myfirewall

/etc/myfirewall/myfirewall-start.conf

/etc/myfirewall/myfirewall-stop.conf

/etc/default/myfirewall

etc/default/myfirewall

# : yes/no

#

#

#  iptables
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$IPT -F
$IPT -F -t nat
$IPT –X
#

iptables iptables –P
iptables –F

iptables –X

myfirewall-start.conf

iptables

iptables

for

#   23 (telnet

.
CIFS Samba/SMB
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done

wall

wall

wall

#  /etc/myfirewall/myfirewall-start.conf (
#

fi
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ifconfig

ipsec
openswan
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676
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Рис. 18.4. Топология сети VPN
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eth1

eth2

bind
dhcpd pptpd

eth2

/etc/network/interfaces

...

auto eth2
iface eth2 inet static

dhcpd.conf

routers
domain-name-servers

# /etc/dhcp3/dhcpd.conf
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#
...
#

  option domain-name-servers

root# /etc/init.d/dhcp3-server restart

pptpd

/etc/pptpd.conf pptpd

dnsmasq.conf

# /etc/pptpd.conf
option /etc/ppp/pptpd-options pptptd
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/etc/ppp/pptpd-options

option /etc/pptpd.conf

# /etc/ppp/pptpd-options

chap-secrets
lock
require-mschap-v2
require-mppe-128
refuse-pap
refuse-chap
refuse-mschap
proxyarp
ms-dns PPTP

pptpd
name

chap-secrets
require refuse

require-mppe-128

proxyarp

ms-dns

/etc/ppp/chap-secrets

name pptpd-options
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remoteip
remoteip

# /etc/ppp/chap-secrets

"vpnclient"  "pptpd"      "vpntestpassw"    *

root# /etc/init.d/pptpd restart

pptpd

ppp ppp1
ifconfig

lo
eth1 eth2

root# ifconfig
lo   Protocol:Local loop

     ...

     ...

     ...

     ...

...
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/etc/default/myfirewall

#  etc/default/myfirewall
...

/etc/myfirewall/myfirewall-start.conf

#  etc/myfirewall/myfirewall-start.conf
...

#!/bin/sh
IPT=/sbin/iptables

#
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#
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/etc/squid/squid.conf

grep –v
# cat

root# cd /etc/squid
root# mv squid.conf squid.conf.orig
root# grep -v ‘^#’ squid.conf.orig | cat -s > squid.conf

squid.conf

/var/spool/squid

acl localnet localnet
http_access

localnet

# /etc/squid/squid.conf

visible_hostname mars.sol
#

acl localnet src 192.168.0.0/255.255.255.0
acl manager proto cache_object

acl SSL_ports port 873          # rsync

acl Safe_ports port 21          # ftp

acl Safe_ports port 777         # multiling http
acl Safe_ports port 631         # cups
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acl Safe_ports port 873         # rsync

#
http_access allow manager localhost
http_access deny manager
http_access allow purge localhost
http_access deny purge
http_access deny !Safe_ports

http_access allow localhost
http_access allow localnet
http_access deny all
icp_access allow all

http_port 3128

cache_mem 64 MB
cache_dir

access_log none
# :
# access_log /var/log/squid/access.log squid

hierarchy_stoplist cgi-bin ?

#

broken_vary_encoding allow apache

hosts_file /etc/hosts
coredump_dir /var/spool/squid

root# /etc/init.d/squid reload

cache_peer

default no-query

# cache_peer icp
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no_cache

acl mars dstdomain .uranus .uranus.sol
no_cache deny uranus

/var/log/
squid/access.log

squid.conf http_port
transparent

...
http_port 3128 transparent
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root# echo 1 > /proc/sys/net/ipv4/ip_forward

eth1

root# iptables -A PREROUTING -t nat -i eth1 -p tcp \
               --dport 80 -j REDIRECT --to-port 3128

/var/log/squid/access.log

iptables

#  /etc/myfirewall/myfirewall-start.conf
...
i
  # 

  # -

fi

squid.conf



688

/etc/dansguardian/
dansguardian.conf

'access denied'
language='russian'

virusscan=off

# /etc/dansguardian/dansguardian.conf (
reportinglevel = 3
languagedir = '/etc/dansguardian/languages'
language = 'german'
loglevel = 1
logexceptionhits = on
logfileformat = 1
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proxyport = 3128
...

root# /etc/init.d/dansguardian start

eth1

#

http_access allow localnet

/etc/dansguardian/
dansguardianf1.conf

naughtynesslimit

-# /etc/dansguardian/dansguardianf1.conf (

bannedphraselist    = '/etc/dansguardian/bannedphraselist'
weightedphraselist  = '/etc/dansguardian/weightedphraselist'
exceptionphraselist = '/etc/dansguardian/exceptionphraselist'
bannedsitelist      = '/etc/dansguardian/bannedsitelist'
greysitelist        = '/etc/dansguardian/greysitelist'
exceptionsitelist   = '/etc/dansguardian/exceptionsitelist'
bannedurllist       = '/etc/dansguardian/bannedurllist'
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greyurllist         = '/etc/dansguardian/greyurllist'
exceptionurllist    = '/etc/dansguardian/exceptionurllist'
bannedregexpurllist = '/etc/dansguardian/bannedregexpurllist'
bannedextensionlist = '/etc/dansguardian/bannedextensionlist'
bannedmimetypelist  = '/etc/dansguardian/bannedmimetypelist'
picsfile            = '/etc/dansguardian/pics'
contentregexplist   = '/etc/dansguardian/contentregexplist'
#

...

/etc/dansguardian/languages/
german/template.html

Рис. 18.5. DansGuardian и Squid блокируют доступ к сайту

/etc/
dansguardian
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Таблица 18.3. Конфигурационные файлы DansGuardian

bannedphraselist
weightedphraselist exceptionphraselist

/etc/dansguardian/phraselists

/var/log/dansguardian/access.log

bannedsitelist bannedurllist

bannedmimetypelist bannedextensionlist

bannedextensionlist
bannedmimetypelist dansguardianf1.conf

exceptionip



692



693

setuid
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ls -Z etfattr -n security.selinux -d 

user$ ls -Z /usr/sbin/httpd

user$ ls -Z /etc/httpd/conf/httpd.conf

user$ getfattr -n security.selinux -d /etc/httpd/conf/httpd.conf

# file: etc/httpd/conf/httpd.conf

chcon

user$ chcon user_u:object_r:user_home_t _

ps axZ

user$ ps axZ | grep httpd
usr/sbin/httpd

user_u:system_r:httpd_t=s
...

: : :

allow _t _t:
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httpd_t httpd_log_t

allow httpd_t httpd_log_t:dir create;

Strict strict

Targeted
targeted

man
ftpd_selinux httpd_selinux named_selinux nfs_selinux samba_selinux

user$ rpm -qd selinux-policy | grep man8

selinux-policy-mls
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targeted

systemconfig-selinux
getsebool

setsebool

Рис. 18.6. Изменение параметров SELinux

/etc/selinux
/etc/selinux/config

enforcing permissive disabled
strict targeted

# /etc/selinux/config

setstatus
targeted

root# sestatus
 enabled
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/selinux
Current mode: enforcing
Mode from config file:     enforcing

Policy from config file:   targeted

system-config-security

/var/www/html cp -a
cp –a

/var/www/html

system_u:object_r:nfs_t user_u:object_r: 
httpd_sys_content_t cp -a

cp -r

/var/log/messages

root# less /var/log/messages
...

seapplet
setroubleshoot

restorecon

root# restorecon -R -v /var/www/html/*
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system-
config-security Permissive

/var/log/messages

Рис. 18.7. Сообщение об ошибке SELinux

system-config-security

restorecon
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/etc/init.d/boot.apparmor
/lib/apparmor/rc.apparmor.

functions boot.apparmor /
etc/apparmor /etc/apparmor.d

/etc/apparmor/profiles/extras

root# /etc/init.d/boot.apparmor restart  (
root# /etc/init.d/boot.apparmor reload   (

man capabilities

#

  # 
  capability sys_admin,
  network inet stream,
  /boot/System.map* r,

r,
r,

  /dev/tty rw,
  /sbin/klogd rmix,
  /var/log/boot.msg         rwl,
  /var/run/klogd.pid        krwl,
  /var/run/klogd/klogd.pid  krwl,
  /var/run/klogd/kmsg       r,

*

** /
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?x

Таблица 18.4. Простейшие права доступа AppArmor

a

aa-status

root# aa-status
apparmor module is loaded.

  /usr/sbin/ntpd
  /usr/sbin/identd
  /sbin/klogd
  /sbin/syslogd
  /sbin/syslog-ng
  /usr/sbin/traceroute
  /usr/sbin/nscd
  /usr/sbin/mdnsd
  /bin/ping
  /usr/sbin/avahi-daemon

2 processes have profiles defined.
2 processes are in enforce mode :

/sys/kernel/security

/var/log/apparmor
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enforce complain complain

Рис. 18.8. Конфигурация AppArmor с помощью YaST

/etc/apparmor.d/programmname
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706

ssh

openssh-server openssh

sshd

/etc/ssh/
sshd /etc/ssh

sshd_config

man

sftp

/var/log/auth.log

makepasswd
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/etc/shadow

* !

su sudo

...
no

sshd

root# root /etc/init.d/ssh reload

port

ssh
-p

scp -P -p
preserve



708

sshd_config

...
PasswordAuthentication no

no

/etc/hosts.allow /etc/hosts.deny

/etc/hosts.deny
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/etc/|denyhosts.conf

#  /etc/denyhosts.conf

yum groupinstall 'Web-Server'

apt-get apache2-mpm-prefork
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perchild prefork worker

prefork

apache2 httpd

ps axu

Таблица 19.1. Название программы, учетная запись и каталог DocumentRoot Apache

http://localhost/ http:// /

Рис. 19.1. Тестовая страница Apache на компьютере с Ubuntu
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httpd.conf

include

user$ cd /etc/httpd  cd /etc/apache2
user$ find -type f -exec grep -i -q  ^; -print

Таблица 19.2. Конфигурация Apache в Debian и Ubuntu

Таблица 19.3. Конфигурация Apache в Fedora и Red Hat

Таблица 19.4. Конфигурация Apache в SUSE
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*.load
*.conf

a2enmod a2dismod

a2ensite a2dissite
default /

var/www

sysconf.d
/etc/init.d/apache2

/etc/sysconfig/apache2

httpd -t httpd2 -t apache2 -t

envvars

root# . /etc/apache2/envvars
root# apache2 -t

root# /etc/init.d/  reload

#
#

/etc/sysconfig/apache2
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...

AddCharset utf-8 .utf8
.utf8

AddCharset

/etc/apache2/conf.d/charset

AddCharset
.

htaccess
.htaccess

FileInfo

/etc/httpd/conf/httpd.conf
/var/www/html

/etc/apache2/mod_mime-defaults.conf
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/srv/www/htdocs
/etc/apache2/default-server.conf

Allow

deny,allow
/var/www/html/public Indexes

index.html

  Allow from localhost      #  localhost
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PhpMyAdmin

htpasswd htpasswd2
-c create

user$ cd /private
user$ htpasswd -c passwords.pwd 

Adding password for user 

htpasswd
-c

user$ cd /private
user$ htpasswd passwords.pwd 2

Adding password for user 

httpd.conf
.htaccess

httpd.conf

  AuthType Basic
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 "admin"
valid-user

user

.htaccess

AuthType
.htaccess

httpd.conf
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*.php
<?php

  <meta http-equiv="Content-Type"

  <?php echo date("G:i:s"); ?>

php.ini

/etc/php.ini
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phptest.
php

x

Рис. 19.2. Тестовая страница PHP

/srv/www/htdocs/phpinfo.php
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mysql-client mysql-common mysql-server

mysql mysql-server

mysql mysql-client libmysqlclientn

root# yum groupinstall mysql

mysql mysqld
/var/lib/

mysql /var/log/syslog
/var/lib/mysql/ /var/log/mysql*

/etc/my.cnf /etc/mysql/
my.cnf

[ ] [mysqld]

old_passwords=1

my.cnf



721

skip-networking

/etc/mysql/debian.cnf
/etc/mysql/debian-start

debian.cnf

user$ mysql -u root
UPDATE mysql.user SET password=PASSWORD(‘xxx’) WHERE user=’root’;
FLUSH PRIVILEGES;
exit

mysql

user$ mysql -u root -p
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mysql
user

user$ mysql -u root -p

SELECT user, host, password FROM mysql.user;
+------+----------------+-------------------------------------------+
| user | host           | password                                  |
+------+----------------+-------------------------------------------+
| root | localhost      | *FACF 6836B8 1

|      | localhost | |
|      | uranus-suse111 |  |
+------+----------------+-------------------------------------------+

DELETE FROM mysql.user WHERE user=’’;
FLUSH PRIVILEGES;
exit

mydatabase

mysql

user$ mysql -u root -p
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...
CREATE DATABASE mydatabase;
GRANT ALL ON mydatabase.* TO newuser@localhost

       IDENTIFIED BY ‘xxxxxxxxx’;
mysql exit

id

user$ mysql -u newuser -p

USE mydatabase;
CREATE TABLE mytable (

         id INT NOT NULL AUTO_INCREMENT,
         txt VARCHAR(100),
         n INT,
         PRIMARY KEY(id));

INSERT INTO mytable (txt, n) VALUES(‘abc’, 123);
INSERT INTO mytable (txt, n) VALUES(‘efgsd’, -4);
INSERT INTO mytable (txt, n) VALUES(NULL, 0);
SELECT * FROM mytable;

+----+-------+------+
| id | txt | n |
+----+-------+------+
| 1 | abc | 123 |
| 2 | efgsd | |

| |
+----+-------+------+

exit

mysql mysqladmin
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Рис. 19.3. Окно программы MySQL Administrator

PhpMyAdmin

PhpMyAdmin

PhpMyAdmin
localhost/phpmyadmin

PhpMyAdmin
tar

phpMyAdmin-n

cd

root# cd /srv/www/htdocs/
root# tar xzf phpMyAdmin-3.2.0-rc1-all-languages.tar.gz
root# mv phpMyAdmin-3.2.0-rc1-all-languages phpmyadmin
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PhpMyAdmin

config.inc.php
PhpMyAdmin

Рис. 19.4. PhpMyAdmin
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mod_dav

vsftpd

vsftpd
xinetd

vsftpd.conf

vsftpd /etc/vsftpd.conf /etc/vsftpd/
vsftpd.conf

locale_enable

write_enable
vsftpd.conf vsftpd
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/etc/hosts.allow /etc/hosts.deny
vsftpd.conf

...
 FTP-

...

...

 hosts.allow  hosts.deny

ftp localhost

vsftpd.conf vsftpd

vsftpd

/etc/
passwd

/home/ftp

/var/ftp/

/srv/ftp/

/var/ftp/upload

root# mkdir /var/ftp/upload
root# chown ftp upload
root# chmod 730 upload
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vsftpd
/etc/pam.d/vsftpd

etc/vsftpd/ftpusers

/etc/vsftpd.user_list
vsftpd.conf userlist_

vsftpd
/etc/pam.d/vsftpd /etc/ftpusers
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nfsd

portmap

rpc-mountd mount

nfs-kernel-server

nfs-utils rpcbind

/etc/exports /etc/hosts.allow
/etc/hosts.deny

/etc/exports

*

/usr/local
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/usr/share /usr/local exports

# ro = read only, rw = read write

/etc/exports

man exports

ro read-only rw read-write

sync async
sync

async
sync async

async

insecure

no_subtree_check subtree_check

no_subtree_check

man exports

/etc/
exports no_root_squash

/etc/exports
exportfs

root# exportfs -a
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hosts.allow hosts.deny
/etc/exports

hosts.allow hosts.deny

portmap mountd

/etc/defaults/nfs-common /etc/defaults/nfs-kernel-server

/etc/sysconfig/nfs

root# chkconfig --level 35 nfs on
root# /etc/init.d/nfs start
root# insserv nfsserver
root# /etc/init.d/nfsserver start

mount
nfs-common

user@uranus$ mkdir /test
user@uranus$ mount -t nfs mars:/usr/share /test
user@uranus$ ...
user@uranus$ umount /test

portmap nsfd
rpc.*d

rpcinfo

root# rpcinfo -p
Program   Vers   Proto    Port
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...

showmounts

root# showmount -a
All mount points on mars:

showmount -a /var/lib/nfs/rmtab
rpc.mountd

man rpc.mountd
showmount

showmount

/etc/passwd
/etc/group /etc/shadow
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rpc.idmapd

rpc.idmapd nfs-common

/etc/exports /etc/fstab

/etc/default/nfs-common
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rpc.imapd /etc/
init.d/nfs

/etc/sysconfig/nfs
rpc.idmapd

/etc/init.d/nfskernel

rpc.idmapd /etc/idmap.conf

/data/audio /data/pictures/photos
/nfsexport

root# mkdir /nfsexport
root# mkdir /nfsexport/audio
root# mkdir /nfsexport/photos

/data/audio /data/pictures/photos
nfsexports /data/audio
/nfsexport/audio /data/pictures/

photos /nfsexport/photos

root# mount -t none -o bind /nfsexport/audio/  /data/audio/
root# mount -t none -o bind /nfsexport/photos/ /data/pictures/photos/

/etc/
fstab

# /etc/fstab
...

/etc/exports

crossmnt

crossmnt
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nohide

# /etc/exports
...

exportfs -a

rpc.idmapd

mount

nfsexport /media/nfsdata

/ /nfsexport

root# mkdir /media/nfsdata
root# mount -t nfs4 mars:/ /media/nfsdata
root# ls /media/nfsdata
audio photos

root# mkdir /media/photos
root# mount -t nfs4 mars:/photos /media/photos
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740
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samba
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nmbd

smbd

/etc/init.d/samba

/etc/init.d/smb smbd /etc/init.d/nmb
nmbd

/etc/samba/
smb.conf [global]

[ ] # ;

[printers] [print$]

[global]

  dns proxy              = no

  max log size

  passdb backend         = tdbsam
  unix password sync     = yes

  passwd chat            = ...
  pam password change    = yes
  map to guest           = bad user
  usershare allow guests = yes
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workgroup

server string

dns proxy=no

yes
no

log file max log size syslog

panic-action

panic-action
passdb backend

smbpasswd
tdbsam ldap-sam

tdbsam smbpasswd

unix password sync passwd chat pam password change

map to guest usershare guest

guest

security=user

security

smb.conf

encrypt passwords=true
obey

pam restrictions=yes
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man smb.conf

smb.conf

root# /etc/init.d/samba reload

smb.conf
testparam

root# testparm
Load smb config files from /etc/samba/smb.conf
Processing section "[printers]"
Processing section "[print$]"

Press enter to see a dump of your service definitions <Return>
[global]

  ...

testparam –v
smb.conf

smbstatus

interfaces

localhost
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interfaces
bind interfaces only

hosts allow

hosts allow
interfaces hosts deny

map to guest

# /etc/samba/smb.cnf
[global]
  ...
  bind interfaces only = yes

  hosts allow          = clientA clientB clientC
  map to guest         = never

smbd nmbd /var/log/
samba/log.smbd log.nmbd

smb.conf
log file smb.conf

/var/log/

log.hostname

name.old syslog
/var/log/syslog

1 2 3

logrotate

log.smbd log.nmbd
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logrotate
log.hostname

/var/log/samba

# /etc/logrotate.d/samba  Fedora 

  notifempty
  olddir /var/log/samba/old
missingok
sharedscripts
copytruncate

smb.conf log 
file=/var/log/samba/log.smbd smbd

smb.conf

smb.
conf

openbsd-inetd
/etc/inetd.conf

openbsd-inetd

root# /etc/init.d/openbsd-inetd restart

sudo passwd root

samba-swat
xinetd

/etc/xinet.d/swat disable=yes disable=no
xinetd

root# /etc/init.d/xinetd start
root# chkconfig --add xinetd
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samba
/etc/xinet.d/swat disable=yes disable=no

xinetd

root# insserv xinetd
root# /etc/init.d/xinetd start

http://

Рис. 20.1. Конфигурация Samba с помощью SWAT

smb.conf

smb.conf

smb.conf
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/etc/hosts.deny hosts.allow

#  /etc/hosts.allow

#  /etc/hosts.deny
swat : ALL

/etc/xinet.d/swat

security=user

smb.conf
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passdb backend=smbpasswd

/etc/samba/smbpasswd

passdb backend=tdbsam

smbpasswd

/var/lib/samba/passdb.tdb

/var/lib/samba/secret/passdb.tdb

smb.conf
smbpasswd

pdbedit

pdbedit -L -v
smb.conf

smbpasswd tdbsam ldapsam

smbpasswd

smbpasswd
-a

root# smbpasswd -a peter

Added user peter.
Password changed for user peter.
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sbmpasswd
/etc/passwd

useradd
adduser

smbpasswd
smbpasswd

[global]
...
  unix password sync = yes
  pam password change = yes

                        *password\supdated\ssuccessfully*

unix password sync=yes
pam password change

passwd program
passwd

passwd chat

smb.conf

smbpasswd
smbpasswd
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smbpasswd

passwd

unix password sync=no

smb.conf
username map

# /etc/samba/smb.conf
[global]
  ...
  username map = /etc/samba/smbusers

smbusers
=

# /etc/samba/smbusers
peter = "Peter Mayer"
...
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root# chmod 644 /etc/samba/smbusers

smbusers

passwd

smbpasswd

[ ] smb.conf
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#  /etc/samba/smb.conf
...
[directory1]
  user      = peter
  path      = /data/dir1
  writeable = yes

smbusers
/data/dir1

directory1

user user
users username

path
path

writeable=yes

/data/dir1

smb.conf

[username]

  writeable = yes

smb.conf

#  /etc/samba/smb.conf
...
[homes]
  writeable  = yes
  browseable = no
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browseable=no

user @

#  /etc/samba/smb.conf
...
[salesdata]
  user = @sales
  path = /data/sales
  writeable = yes
  force group = +sales
  create mask 

force 
group=+sales sales

sales

create mask directory mask

chmod man chmod
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...
[share]
  path = /data/share
  read only = yes

writable=yes

force group
mask

#  /etc/samba/smb.conf
[global]
  ...
  map to guest = bad user
  usershare allow guests = yes
  guest account          = nobody

map to guest=bad user

usershare allow guests=yes

guest ok guest only guest account

guest ok=ok
read only=yes
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[guest]
path      = /data/guest
guest ok  = yes

  read only = yes

guest ok guest only=yes

[global] map to guest=never

smb.conf

nautilus-share

Рис. 20.2. Предоставление каталога с помощью Nautilus/Gnome
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/var/
lib/samba/usershares

sambashare

#
#  /var/lib/samba/usershares/testdir
path = /myhome/kofler/testdir
comment =
usershare_acl = S
guest_ok      = n

smbpasswd nautilus-share
smbpasswd

sudo

kdenetwork-filesharing

smb.conf /var/lib/
samba/usershares
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Рис. 20.3. Предоставление каталога в общий доступ с помощью Dolphin/KDE
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useradd --create-home
/etc/skel

root# groupadd parents
root# groupadd children
root# groupadd family
root# useradd --create-home --groups parents,family father
root# useradd --create-home --groups parents,family mother
root# useradd --create-home --groups children,family son
root# useradd --create-home --groups children,family daughter
root# rm -rf /home/{father,mother,daughter/son}/*     (

useradd

root# usermod -a -G newgroup user
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root# smbpasswd -a father

root# smbpasswd -a mother
...
root# smbpasswd -a son
root# smbpasswd -a daughter

root# mkdir /shared-data
root# mkdir /shared-data/{parents,children,family,audio,photos}
root# cd /shared-data
root# chown :parents parents/
root# chown :children children/
root# chown :famile family/ audio/ photos/
root# chmod 770 *
root# chmod 770 /home/{father,mother,son,daughter}

smb.conf

[global]
  workgroup          = home

  security           = user
  passdb backend     = tdbsam
  unix password sync = no
  invalid users      = root
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  map to guest       = never

  dns proxy          = no

[homes]
  browseable = no
  writeable = yes
[parents]
  user               = @parents
  path               = /shared-data/parents
  writeable          = yes
  force group        = +parents

[children]
  user               = @children
  path               = /shared-data/children
  writeable          = yes
  force group        = +children

  directory mask 
[family]
  user               = @family
  path               = /shared-data/family
  writeable          = yes
  force group        = +family

[photos]
  user               = @family
  path               = /shared-data/photos
  ...  [family]
[audio]
  user               = @family
  path               = /shared-data/audio

family]

browseable=no
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hide unreadable=yes hide unwriteable=yes

samba-common smbclient libsambaclient

smb:// /

root# mount -t cifs //venus/myshare /media/
root# mount -t cifs -o username=  //venus/myshare /media/winshare
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/media/winshare
mount

root# mount -t cifs -o username= ,password=xxxxxxxx \
//venus/myshare /media/winshare

/etc/fstab

#  /etc/fstab

smbclient

smbclient -L localhost

localhost
smbclient

smbclient

user$ smbclient -U  -W  -L venus

smbclient

\\ \
\

ls cd
get

put
help

man smbclient

user$ smbclient -U name -W wgname \\\\venus\\myshare
Password: xxxxxx

ls
Thu Sep 7



764



765

cupsenable

/etc/cups/printers.conf

cp

root#
root#
root#
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user$ lpr -P

-P

gs
gs

gs
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mypicture.png

user$ lpr -Ppluto mypicture.png

lpr

mypicture.png

cupsd

/etc/printcap

/etc/cups

Таблица 20.1. Конфигурационные файлы в /etc/cups
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cupsd.conf

/etc/cups/ppd printers.
conf

lpoptions

~/.cups/lpoptions
mime.types

mime.convs
/usr/lib/cups/

filter

gs

...

...

ppds.dat
ppds.dat



769

/var/cache/cups

gs

hplip-toolbox
hplip-gui

hp-toolbox

lpd
cups-lpd xinetd

xinetd man cups-lpd

/var/spool/cups/*

cupsd

/etc/cups/cupsd.conf
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ldd

user$ ldd /usr/sbin/cupsd | grep wrap
...

/etc/hosts.deny /etc/hosts.allow
cupsd

/etc/hosts.allow hosts.deny

Рис. 20.4. Конфигурация CUPS в браузере
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cups.conf

Port 631

...
  Allow @LOCAL

...
  Allow @LOCAL

...
  Allow @LOCAL

root# /etc/init.d/cupsys reload

lpr lpq lprm lpc

lpr
-P

-P

user$ lpr -P
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lpr -l

lpr

ls

user$ ls -l *.tex | lpr

lpr lp man 1 lp

lpq –P

lprm -P  id
lpq

user$ lpq

user$ lprm 20
user$ lprm 21

lpc

status help topq

lpc topq
exit bye quit lpc

lpstat
lpinfo
lpadmin

lpoptions

user$ lpoptions -o PageSize=A4
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user$ lpadmin -E 
user$ accept

reject

user$ reject

system-config-printer
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775

lpstat -v

user@uranus$ lpstat -v

lpr -P

@ lpr -Plp@jupiter
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lp

/etc/cups/printers.conf

#  /etc/cups/printers.conf

  Location pluto

  State Idle

printers.conf

Таблица 20.2. Адреса CUPS-URI
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cupsd.conf
cupsys

#  /cups/cupsd.conf
Listen 631
Browsing On
BrowseOrder allow,deny
BrowseAddress @LOCAL

  ...
  Allow @LOCAL

Listen 631
Listen localhost:631
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cupsd.conf Browse
BrowseAllow

BrowseXxx

.
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/etc/cups/mime.convs

/etc/samba/smb.conf

#  /etc/samba/smb.conf
...

[printers]
  comment = All Printers
  browseable = no
  path = /var/spool/samba
  printable    = yes
  guest ok     = no
  read only    = yes

[printers] browseable=no

[printers]
/etc/printcap

lp1 hp3

#  etc/samba/smb.conf
...

  printer      = pluto
  browseable   = no
  path         = /var/spool/samba/
  printable    = yes
  guest ok     = no
  read only    = yes
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/var/lib/samba/printers

#  /etc/samba/smb.conf
...
[print$]
  comment 
  path = /var/lib/samba/printers
  browseable  = yes
  read only   = yes
  guest ok    = no

man cupsaddsmb

ntpdate

ntpd

ntpd

ntpd ntpdate
ntpd
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ntpd
/etc/ntp.conf

#  /etc/ntp.conf
driftfile /var/lib/ntp/ntp.drift
statistics loopstats peerstats clockstats
filegen loopstats file loopstats type day enable
filegen peerstats file peerstats type day enable
filegen clockstats file clockstats type day enable

server de.pool.ntp.org
server ch.pool.ntp.org

restrict -6 default kod notrap nomodify nopeer noquery

restrict ::1

ntpdate ntpd
ntpdate

/etc/network/if-up.d/
ntpdate

ntpd ntp
/etc/ntp.conf

ntpq -p ntpd
offset

ntpq -p
ntpd

ntpd
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root# ntpq -p
remote           refid  st  t  when  poll  reach   delay   offset  jitter
=========================================================================
europium.canoni  ...     2 u
www.alter-provi  ...     2 u

offset
ntpdate

ntpd ntpdate

root# /etc/init.d/ntpd stop
root# ntpdate de.pool.ntp.org

root# /etc/init.d/ntpd start

system-config-date

ntpq -p

ntpd
ntpdate

root# /etc/init.d/ntpd stop
root# /etc/init.d/ntpdate start
root# /etc/init.d/ntpd start

ntpdate

ntpd ntp
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