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NPEANCIIOBUE

YuebHoe nmocobue «PaspaboTka MporpaMMHBIX KOMIUIEKCOB Ha SI3bI-
Ke JavaScript» HalMcaHO aBTOpaMI Ha OCHOBE OIIbITa UTeHMs Kypca « Web
u DHTML» B YpanbckoM ¢esiepanbHoM yHUBepcuTete. Llenpb yae6HOTO
10co6usA — u3ydeHue 06beKTHO-OPUEHTHPOBAHHOT'O ITPOTrPaMMIpPOBa-
HMA Ha JavaScript M IpoTOTUITHOTO HaclefoBanus, Same Origin Policy
Y METOJIOB pe/laKCallyM TeX SKeCTKUX OrpaHNUYeHNil, KOTopble TaHHas
HO/IMTHKA Hak/IaJIbIBaeT, a TaKXKe 3HAKOMCTBO ¢ (ppefiMBopKoM Express.

Yue6Hoe 1oco6ye Ipu3BaHO IIOMOUD CTYJICHTaM B 0CBOCHNY Kypca
«Web 1 DHTML» u orpaxaet ero crpykrypy. llocobue pazbéuro Ha
raBbl. Kakjlas I1aBa COOTBETCTBYET paccMaTpUBaeMoil Ha 3aHATUSX
TeMe M COJIep>KUT HeoOXOMMMBIe TeopeTUIecKye CBeleHMsI, IIPUMepHI,
BCeCTOPOHHE WUTIOCTPHUPYIOIIVE TeOPUIO, ¥ MHOTTIA TUCTUHIY LIPOTPaMM.
Kpome Toro, B KOHIIe I71aB HPUBOJIATCS BOIIPOCHI JI/ISI CAMOKOHTPOJISL.

IIpu nopiroroBke yae6HOro Hoco6us aBTOPLI B OCHOBHOM o6pariia-
JICh K HePBOMCTOUHNKAM, T. €. K OPUIIMA/ILHBIM CTAHIAPTaM U JIOKY-
MeHTaIVMN.

Pa6oTa BBIIIO/IHeHA B paMKax VCCIeOBAaHNIT YPaTbCKOTO MaTeMa-
TUUECKOT'O IIeHTpa.



[naBa 1
OCHOBHDIE NMOHATUA
N NCTOPUA A3bIKA JAVASCRIPT

1.1. KpaTkaa ncropus nosisneHms sisbika JavaScript:
NPVUYUHBI N NPeANOCbUIKN

Heo6x0MM0 TOHMMATh, YTO S3BIKY IIPOTPaMMIPOBAHNS CO3MIAIOTCS
B KOHTEKCTe OIIpefie/IecHHBIX MICTOPUYCCKUX pealil, ¥ HY>KHa JOCTaTOUHO
CUIbHAA MOTUBAITVA JUIST pa3paboTKU HOBOTO fA3bIKa. PaspaboTumkm
A3bIKa CTAaBAT Ilepe]] cOO0IT BIIONHEe KOHKPeTHbIE 11/, a 5TO, B CBOIO
ouepefb, opefe/naeT BOSMOXXHOCTH A3bIKa, pealn3yeMble B HeM Ilapa-
JUCMBL B CBA3M ¢ 5TUM MBI JaiVIM ICTOPMYECKYIO CIIPABKY O ITOABICHUN
U Pa3BUTUM A3bIKa JavaScript, a IOTOM oXapaKTepusyeM ero B obIieM
U 1IeIOM.

Havano 1990-X IT. 03HaMeHOBaHO OYpHBIM pa3BuTHeM VIHTepHeTa
u ocoberno World Wide Web. Pazpaborunku 6paysepoB (Ha TOT MO-
MeHT ObUTO JIBa OCHOBHBIX Gpaysepa — Internet Explorer u Netscape
Navigator) crapaanch cjielaThb CBOM IPOIYKTHI O0/1ee P OIBUHY THIMM,
peannsoBaTh B HUX MOJIECPXKKY HOBBIX BO3MOXKHOCTEN U TeM CaMbIM
BBITECHUTH KOHKYPEHTOB 1 3aBOEBaTh PbIHOK. BbITlo/IHeHNe B Gpaysepe
IPOrpaMMHOTO Kojia 6bIIO OJJHOM M3 TaKUX BO3MOXKHOCTei1. UTo 1po-
ucxopuino B Mupe I'T B To Bpems?

B 1992 r. kommanyst Nombas Hauajia paspaGoTKy CKpUIITOBOTO SI3bIKa
Cmm (Cu-MuHyc-MMHYC), KOTOPBIIA, T10 3aMBICTY pa3paboTUnKOB, H0JI-
KeH ObUI CTaTh JJOCTATOYHO MOIIHBIM, YTOOBI 3aMEeHUTh MaKpOCHI, CO-
XpaHsAA IIPU 9TOM CX0XkKeCTb ¢ Cu, YToObI pa3paboTuiKaM He COCTaBUIO
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60/IbIIOrO TPY/ja U3YUUTD ero. IltaBHpIM oTmuneM ot Cu 6bi1a paboTta
C IIaMATBI0. B HOBOM A3bIKe BCe YIIpaBjIeHMe TaMATBIO OCYIECTBIIAIOCh
aBTOMATUYECKN: He 6bII0 HeoOXOMMOCTH co3/[aBaTh Oydepsl, 00bsB-
JIATh IIepeMeHHBIe, OCYIeCTBIATD IpeobpasoBaHye TUIIOB. B ocrabHOM
A3BIKY NOXOAVMJIA JPYT Ha pyra: B 4aCTHOCTH, Cmm IoAjep>KuBal
cTaHjapTHEIe GyHKIMK U ollepaTopbl Cu. Cmm 6bUI IIeperMeHOBaH
B ScriptEase, IIOCKONBKY MCXOIHOE Ha3BaHMe 3BYyYajlo CAMIIKOM Hera-
TUBHO, a YIIOMIHaHMe B HeM CH OTITyIMBaJIO IOJIEi.

Ha ocHoBe 3T0r0 f3blKa 6bUI CO3/[aH IPONIPUETAPHBIN MPOIYKT
CEnvi. B xonie Hos6ps 1995 1. Nombas paspaborana Bepcuto CEnvi
JULA BHeIpeHUS B BeO-CcTpaHuI[bl. CTpaHNUIIBI, KOTOPBIe MOXKHO OBLIO M3-
MEHATD C [IOMOIBI0 CKPUIITOBOIO S3bIKa, IIO/IyYy/iy HazBaHue Espresso
Pages — oHU IeMOHCTpHpPOBaJIV MICHIO/Ib30BaHVe CKPUIITOBOT'O S3bIKa JIJLS
CO3JIaHVIS UTPBL, IIPOBEPKY II0/Ib30BaTe/IbCKOT0 BBOJIA B (POPMBI M CO3[1a-
HA aHMMaLyn. Espresso Pages o3MIIMOHMP OBa/NCh Kak JIeMOBEpCu,
IpY3BaHHaA [IOMOYb IIPEJICTaBUTD, YTO CIyUUTCs, ec/iu B Opaysep Oyjer
BHeJIpeH sA3plk Cmm. PaboTam oHM TonbKo B 16-6utoBoMm Netscape
Navigator nopt yrpasieHneM Windows.

Takum obpasom, ujes, 4to Gpaysep JO/KeH HOAEPKUBATD SI3BIK
HporpaMMMUpoBaHu, BcTpanBaeMblil B HTML-koj crpanniisl, BuTana
B IT-coobrecTBe; A3bIK JavaScript cosjiaBajicsi He Ha ITyCTOM MecTe.

B ampene 1995 r. kommannsa Netscape 1ocTaBula repey| bpeHmaHoM
DifXoM 3ajjauy — BHEJIpUTD B Gpaysep Netscape M0JIjIepXKKy s3bIKa IIPoO-
rpaMMupoBaHus. AHOHC JavaScript nipefcraBureaMu Netscape 1 Sun
COCTOSUICS HaKaHYHe BBIITycKa BTopoii 6eTa-Bepcun Netscape Navigator.

B mionie 1996 1. komirauus Microsoft BbITycTHIIa aHAJIOT SI3bIKa Java-
Script, HazBaHHbI JScript. IlepBbiM GpaysepoM, TOIIePKUBAIOIIVM 3Ty
peanmsanuio, 6611 Internet Explorer 3.0.

ITo ununuaTuBe KoMmanuy Netscape 6bUIa IIpoBeleHa CTaHAap-
TU3aluA A3blka accoryanyeit ECMA. CranjilapTusupoBaHHas Bepcus,
ommcbiBaeMas ctangaproM ECMA-262, uMmeeT HasBanue ECMAScript.
[lepBoii Bepcun crielmpUKAIMM COOTBETCTBOBAI JavaScript Bepcun 1.1,
a Tak>Ke A3BIK JScript.



1.2. Tesaypyc
(ocHOBHbIe MOHATUA N CBA3N MeXAY HUMMW)

[Ipexxie ueM IepeXofMTh K OIMCAHMIO A3bIKa JavaScript, Heo6X0/[Mo
faThb 6a30Bble OIpefie/lcHUA M yCTAaHOBUTD CBA3U MeXKly HUMM. [leno
B TOM, UTO B y4eOHUKaAX ¥ 0COGCHHO B 3IeKTPOHHBIX pecypcax 3ada-
CTYI0 IMeeT MeCTO CMeTlleHVIe M/ VU TIofiMeHa ITOHATHIA, YTO BBI3bIBAeT
HeMa/IyIo Ty TaHUITY.

B aToM pasjiesie 6ylyT yKa3aHbl CeMaHTUYECKIe OTHOIIECHM MEXK]TY
TepMUHAMMU. DTO [103BOIUT BBIABUTD CMBIC/ TEPMIHOB He TOBKO € I10-
MOIIIBIO OIpeie/IeHNit, HO Y TIOCPEJICTBOM MX COOTHECEHM C JIPYTUMU
HOHATUAMY M MX IpynniamMu. B cBoto odepefip, clielyia/ibHas TepMUHONIO-
IV JIO/DKHA CII0COOCTBOBATD IIPaBIIBHON JIGKCUUECKOT, KOPHOPATUBHON
KOMMYHMKaIyu (06TIeHNIO M B3aUMOJICICTBUIO JINI], CBSA3AHHBIX OJ[HO
JMCITATDIMHON Wiy Tipodeccueit).

S3pIk JavaScript, crenuuKaiusa — onmcanue s3bIKa, paspabo-
TaHHOTO B KoMiranuu Netscape. CymiecTByeT B Bijie (popMaJbHOTO
JIOKyMeHTa, KOTOPBIil, B YaCTHOCTY, PasbsACHAET CYI[eCTBYIONIVIE TUITBI
JIaHHDIX, 3ape3epBUPOBaHHBIC C/IOBA A3bIKA, UX CMHTAKCUC U CCMAaHTHKY.
SI3bIK JavaScript pasBuBaJICs, GbUIN BBIITYIIEHBI HOBBIC PE/U3EL, I7le ObUN
fo6aB/IeHbl TOTIOTHUTEIbHBIE A3BIKOBBIC BOSMOXKHOCTY (HallpuMep,
CTpe/ovHble (PYHKITNN, O10UHBIe 00/IaCTH BUTIMMOCTH U T.11.).

Ha JavaScript MoXXHO HamycaTh IIPOIPaMMHBIN KO, OTHAKO ITOOBI
5TOT KOJ| BBIIOIHUTD, HeOOXO[IMMO Ha/MuMe IpOrpaMMbI-MHTepIIpe-
Tatopa JavaScript-koma. Takum o6pazoM, Hapsiy co crerdukanyei
A3BIKA CYIIeCTBYeT ellle pea/msalys A3blKa — IporpaMMa, KoTopast
yMeeT IIPOUNTHIBATD KOJI, HallMCaHHBbIIA Ha JavaScript, ¥ BBHIITONHATD €TI0
(cM. 1BIDKOK JavaScript).

Haspanmne JavaScript aBndercsa 3aperucTpupoBaHHON TOProBoi
MapKOIL.

A3bIk JScript, crienudukanusa — onucanne sA3bpika, paspaboTaH-
HOro B KoMIlaHum Microsoft. Jlajee MOXHO IIOBTOPUTD Bce, YTO OBITO
Bblllle HallMcaHo 1po JavaScript. [Tockonbky unes Netscape BBIIIOTHATD
CKPMIITBHI Ha BeO-CTpaHUITaX OKasalach IPUBJIeKaTeIbHOM, KOMITaHVS
Microsoft Tak>xe pea/M3oBaa 9Ty UjIelo B CBOUX Opaysepax.



CnoBo «JavaScript» ABIeTCA 3aperucTpUPOBAHHON TOProBoi Map-
KO, a IIOTOMY BO M36eXaHMe I0pUMdecKuX KOH(GIUKTOB KOPIIopaIys
Microsoft fo/kHa 6bUTa IPUIYMaTh MHOE Ha3BaHMe IS CBOETO A3BIKa,
KOTOPBII ITOYTU MJIeHTUYEH A3BIKY JavaScript.

OTMeTnM, 4TO IepBBle peU3bl JavaScript u Jscript cocrosumch
1o BeIxofia fokyMenTauuy ECMAScript.

Kak JavaScript, Tak 1 Jscript Ha MOMEHT UX ITy 6/IMKaIINy OBUIN «<KOP-
HOPATUBHBIMI» CTaHJAPTaMI, T. €. He ObI/IM YTBePIK/IeHbI He3aBUCYMBIMMU
OpraHMsalysAMy 110 CTaHJjapTU3alyy, TaKUMU, HallpuMep, Kak [SO, IETF
wm ECMA. Ilo nanmaryse komiaauy Netscape ObITa IIpoBeJieHa CTaH-
JapTusanyd asbika acconyanyeit ECMA. CranmapTisipoBaHHas BepCys
uMmeeT HasBaHue ECMAScript, onuceiBaeTca cranapToM ECMA-262.

ECMAScript, cienumkanms — olnmcanue si3bika, BOSHUKIIETO
Ha 0CHOBE HECKO/IbKMX TeXHO/IOIMI, CAMbIMU M3BECTHBIMY U3 KOTOPBIX
ABJIAIOTCA A3BIKM JavaScript u JScript. PaspaboTka mepBoit peflakimm
crenuduKayy Hauaaach B Hosiope 1996 1. [IpuHaATHE crienmduKaim
CoCTOANIOCh B MIoHe 1997 1. fI3p1k ECMAScript cTaHmapTH3poBaH Me-
XKAyHapojHoil oprauusaimeit ECMA B cienndmkarmm ECMA-262;
5Ta Ke OpTaHu3alMs 3aHNMaeTCs MOJIeP>KKOI M pasBUTHEM SI3BIKA.

Kak yxasano B [1], «<ECMAScript is based on several originating
technologies, the most well-known being JavaScript (Netscape) and
JScript (Microsoft). The language was invented by Brendan Eich at Net-
scape and first appeared in that company’s Navigator 2.0 browser. It has
appeared in all subsequent browsers from Netscape and in all browsers
from Microsoft starting with Internet Explorer 3.0». [IpuBesiem niepeBor
ororo ¢parmenta. I3pik ECMAScript ocHOBaH Ha HeCKOJIBKUX OpHIa-
Ha/IbHbIX TeXHOOTYAX, Habojlee N3BECTHBIMYU M3 KOTOPBIX SB/ISIIOTCS
JavaScript (Netscape) u JScript (Microsoft). SI3bik 601 nipefyiosken bpen-
JlaHOM I¥11XoM U3 KoMIlaHuy Netscape, BIlepBbIe IIOSABIUICS B ee Gpaysepe
Navigator 2.0. 9TOT SI3BIK BXOAWI TaK)Xe B COCTaB BCeX IMOCICHYIONTIX
OpaysepoB komitaHuy Netscape 1 BeeX OpaysepoB KoMitannu Microsoft,
HaunHasi ¢ Internet Explorer 3.0.

ECMAScript — 5T0 abcTpakTHO€e ONMCaHue SI3bIKa, CYMIeCTBYIO-
miee ToNbKO Ha 6ymare. VisHadanpHo ECMASCript BO3HUK Ha OCHOBE
JavaScript wm JScript Kak IONBITKA UX CTaHAAPTU3ALUN, M aBTOPHI
CTaHjlapTa CrpeMIWINCh COOTBETCTBOBATh pea/m3alysiM. Teriepb, Hao60-
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POT, CTaHJAPT Pa3sBUBAETCA OTHOCUTE/IBHO CAMOCTOATE/IBHO, a aBTOPBI
peanmsanuit (HanGosee M3BECTHBIMYU M3 KOTOPBIX ABJIAIOTCA JavaScript
u JScript) CTpeMsATCsA COOTBETCTBOBATD CTAH/IAPTY.

Peaymsanu JavaScript u JScript, KoTopble TaK>Ke Ha3bIBalOT pacllin-
peHMAMM A3bIKa, He Ha 100 % coBMecTuMBbI co cranfapToM ECMAScript.

JBIDKOK JavaScript — mmporpamma, KoTopas BRIIONHAET JavaScript-
Kofl. MoXkeT OBITh pealnsoBaHa KaK TPa/[MIIMOHHBI MHTepIIpeTaTop
WIN KaK just in time (Ha /1eTy, BO BpeMst MCIIOTHEeHNS) KOMITVISATOP.

Koryia MbI ToBOpuM 0 peamsanym ctanjiapra ECMAScript, Mbl ro-
BOPUM, BO-IIEPBBIX, O IBIDKKE, Pealu3ylolieM CTaHIapT, a BO-BTOPDIX,
0 BO3MO>KHBIX IIPOIIPHeTapPHBIX paciiNp eHUX A3bIKa.

K KoMITe TeHIIMY IBYDKKOB OTHOCATCS BOIIPOCHI ONTUMM3alUM, CKO-
POCTH BBIIIOJTHEHU A KOJIa, pacXofla oIlepaTUBHON IaMATH U T. . Cyllle-
CTBYIOT peamsaniuy JiBvkkoB mof, Windows, Linux, MacOS, a crieru-
¢dukaruit nog Windows, Linux Het — crieliuuKaIms oHa.

[IpuBenem mpuMepbl IBUKKOB:

1) SpiderMonkey — caMBbIii TIepBBIi IBVKOK JavaScript, cosjiaHHbIi
bpenpanom JiixoM B Netscape Communications;

2) Rhino, paspa6arsiBaembiit Mozilla Foundation jipiokok JavaScript
C OTKPHITHIM MICXOIHBIM KOJOM, IIOJIHOCTBIO HaIlMICAHHDBIN Ha Java;

3) V8-IBIXOK, pa3paboTaHHBIN JJATCKUM OTJ[e/leHeM KOMITaHUI
Google.

Cpefa BBINOTHEHNA — IIPporpaMMHasl IaTgopMa, OKpyKeHue,
B KOTOpOM paboTaeT IBIKOK JavaScript.

HauyHas myicaTh epBbie MPOrpaMMBbl Ha JavaScript, MBI MCIIOIb3yeM
console.log i setTimeout, oHaKO B CTaHAApTe SA3bIKa HUUETO STOTO
He oIcaHo. COOTBeTCTBEHHO, IBVDKOK JavaScript 9TUX GpyHKIIMI 1/ v
00'beKTOB He 3HaeT. BO3HMKaeT BOIIPOC: a KaK JKe 5TO Torya paboraer?
Heno B ToM, 4To IporpaMMHBIN Kof| Ha JavaScript MCIIO/THAETCA B cpejie
BBINIOJIHEHN S, Hanboee paclpoCTpaHeHHON CPelo ABIAI0TCI Beb-
6paysep u Node.js. Cpefia BBIIIOTHEHNS IIPEIOCTABISIET OLpefie/ieHHble
API 11 06'beKTBI Cpefibl, KOTOPbIe MOTYT OBITh UCIIO/NIB30BAHBI JIBUYKKOM.

Kak yxasano B gokymentrarym [1], ECMAScript npeficrasisier co6oit
006 BeKTHO-OPUEHTUPOBAHHBIN SA3bIK HPOIPAMMUPOBAHUS, HPeIHA3-
HadeHHDII I IpoBeleHNs BIUMCICHUI ¢ 00BeKTaMM U YIPaBIeHNS
STUMU OOBEKTaMU B cpede BbironHeHUS.
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B cooTBeTCTBUM C OIpesie/ieHNeM, IIPUBEICHHBIM B 5TOM JIOKYMEHTe,
A3bIk ECMAScript He nipe/iHa3HauyeH /I MCIIONb30BaHN B KaueCTBe
CaMOJIOCTaTOYHOM BBIUVMC/IUTENIBHOI CUCTEMBIL, ¥ B CHEIMPUKAIIN JIaKe
OTCYTCTBYIOT CPe[ICTBA JI/IA BBOJIa BHENIHMX JaHHBIX WINM BBIBOJIA pe-
3yIbTATOB BHIUMCIeHNIA. OHAKO IIpeIolaraeTcs, 9To MMEHHO cpefia
BBIITO/THEHN A IIPENOCTABUT IporpaMMe Ha A3bike ECMAScript He To/lIbKO
00'beKTBl ¥ VIHbIE CPeJICTBA, ONMCAHHbBIe B CIeIM¢UKaIVN, HO U He-
KOTOpBble 00'beKTHI, ollpejieisieMble KOHKPeTHO cpeffoit. Onmcanne
Y LIOBeJleHNe 9TUX 0O'beKTOB He ABJIACTCS MPeIMeTOM CIIelpUKaInm
ECMA-262, ojiHaKo Heo6XO0IMMO OTMETHUTh, UTO YIIOMSHYTBIE 0O0beKThI
MOTYT MPefOCTABAATh Olpeie/IeHHbIe CBOMICTBA, K KOTOPBIM MOXHO
06paTUThCA U3 IIPOrpaMMBl, HarcanHoit Ha ECMAScript, u oripefienieH-
Hble (PyHKITMM, KOTOpPbIe MOYKHO BBI3BaTh U3 IporpaMmbl Ha ECM AScript.

VzHauambHo ECMASCript 3ajiyMbIBa/ICs KaK SI3BIK BeO-CKPUIITOB,
obecreunBarOLIMii MeXaHN3M, TTO3BOJIIONNIT O)KUB/IATH MHTEPHET-
CTpaHNLIbl 6pay3epoB ¥ MPOU3BOJNTD BBIUMCICHUS Ha CTOPOHE Cep-
Bepa B paMKaxX apXUTEKTYphl KIMeHT—cepBep. Ha ceropHsamumii gfeHnb
ECMAScript MoXeT IpeJOCTaBIATb OCHOBHbIE CKPUIITOBBIE BO3MOX-
HOCTM J/IST MHOKECTBA Cpejl BBIIIO/IHEHMS, TOSTOMY CHelM(puKaIms
A3bIKa olpeptensaeTcs 6e3 MPUBA3KYU K KaKoi-1160 KOHKPEeTHOI cpejie.

Paz6epeM e HanbosIee MOMY/ISIPHbIE CPEJIBI BBIIOTHEHNS.

Be6-6paysep mpefocraniseT cpefly Bbionaerns ECMAScript jyis
BBIUVIC/ICHWIA, IIPOM3BOJMMBIX Ha CTOPOHE K/IVIeHTa, HallpyMep, 00beKTH,
IIpeJICTaB/IAIEe OKHA, MCHIO, BCIUIbIBAIOIIe OKHa, IV1a/IorOBbIe OKHA,
TEKCTOBBIE TO/IS, IIPUBSA3KY, ppeiiMbl, MCTOPUIO TIOCEIeHNIT CTPaHuII,
cookies-¢aityipl, a Taxke BBOAI U BBIBOJI MH(popMalyi. Kpome Toro, cpefa
BBIITOJTHEHI ITPElOCTaBIIACT CPeiCTBA /1A ITOJK/IIOUeHN CKPUIITOBOTO
KOJIa K TaKUM COOBITHSAM, KaK M3MeHeHMe (poKyca, 3aTpysKa CTpaHu-
1Bl ¥ M300paskeHNsI, BBIXOJ] CO CTPaHMIIBL, OMMOKa M OTMeHa, BEIOOD,
OTIpaBKa (OPMBI, AeCTBIUA MbIIIbI0. CKPULITOBBIN KO MOSAB/IACTCS
BHYTpu HTML-KOf1a, 2 0ToOpaXkaeMasi CTpaHNIIQ IIPeICTaBsgeT co6oil,
C OJIHOM CTOPOHBI, COUeTaHMe 5/IeMEHTOB I10/1b30BaTe/IbCKOTO MHTEp-
eiica, a ¢ APYToit CTOPOHBI — TeKCTa U U300paskeHN i, KaK CTaTUIHBIX,
TaK ¥ BbIUMCIeHHDBIX. CKPUIITOBBIN KOJI pearnpyeT Ha JefICTBUS 110/Ib-
30BaTeJIsl, IO9TOMY IMOTPeOHOCTb B OCHOBHOIA IIPOTpaMMe OTCYTCTBYeT.
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Be6-ceppep 1pefiocTapsieT APYryio Cpely BBIIOTHEHVS JUISL BBI-
YMC/IeHUIA, TPOU3BOJUMBIX Ha CTOPOHE CepBepa, BKII0Uast 0O'beKTH,
IpefcTaB/IAoNINe 3alIPOChL, KIMEHTOB U (aji/Ibl, a TaK>Ke MeXaHU3MBI
11 6JIOKMPOBKM M COBMECTHOTO VICIIO/Ib30BAHYSI JIAHHBIX.

Brarofiaps MCNonb3oBaHUIO OHOBPEMEHHO CKPUIITOB Ha CTOPOHE
6paysepa 1 Ha CTOpOHe cepBepa MOSKHO Paclpele/IUTh BBIYMCTECHMS
MEXIY KIMEeHTOM M CEPBEPOM U IIPY 5TOM 06eCIIeunThb IepCOoHaIN3M-
POBaHHBII [O/Ib30BATE/IbCKUI MHTePdeTic IS BeO-TIPUITOXKEeHMS.

Boo61tie roBopst, Kaxkjipiil BeG-6paysep u cepBep, MOJIIep>KUBAIOIINI
ECMAScript, IpeocraBpjsieT cBoo COOCTBEHHYIO CpeTy BBITOTHEHNS,
IOIIONHAA Cpelly BhIIIoNHeHNA A3blka ECMAScript.

Cpefia BBIIIOTHEHYS ollpefienisieT He ToMbKo API 11 06 beKTHI cpefipl,
HO U KOHTeKCT 6e3oracHoCTU. CKpPUIITHI, 3arpy>kKeHHbIe 13 VIHTepHeTa
Y ICIIO/IHAeMBIe B 6paysepe, JT0/DKHBI 00/1ajlaTh BeCbMa OIpaHNYeHHBIM
HaGopOM 1IpaB, B YaCTHOCTH, He JIO/DKHBI IMETD JIOCTYII K KeCTKOMY
JIICKY TTO/Ib30BaTeIsI.

B nipyuBejiecHHOM BbIIlIe OIIMCAaHUM HOITy THO ObIIN BBeJIeHbI IIOHATUS
API cpenibl BBIIOTHEHNA U 00BEKT Cpe/Ibl BHIMOTHEHNA.

Bpasyep — nipuiiaiHoe mporpaMMHoe obeciiedeHye s IpoCcMoTpa
BeO-CTpaHull, Colep>KaHus BeO-JOKYMeHTOB, YIPaB/IeHUs BeO-TIpuIo-
YKEHUAMMY, a TakoKe JUIS pellleHus Apyrux 3afad. B [mo6anpHoit cetn
Opaysepbl CIIONB3YIOT JUIS 3allpoca, 06paboTKY, MaHUITY/IVIP OBaHV
U 0TOOpaskeHMsI cojlep>KaHmsl Be6-CaliToB.

B KOHTeKCTe TaHHOTO U3JIOKeHNUA Ha Gpaysep HYy>KHO CMOTpPeTh
KaK Ha I1aT¢gopmy (cpeily BBIIOMTHEHNS) U, COOTBETCTBEHHO, HE0OX0-
VMO pa3ie/INTb IIOHATNE «6pay3ep», «6pay3eprII7[ IBVDKOK» U «JIBU-
XOK JavaScript». Kak 1npaBuo, 6paysep uMeeT 6pay3epHBbIil ABIDKOK,
3aHMMAIOIIMIACSA OTPUCOBKONM CTPaHuIl, M JIBVDKOK JavaScript; Takas
JEeKOMIIO3UINA YIpollaeT TeCTUpOBaHue, epercIoIb30BaHNe VN
VICIIO/Ib30BaHMe B JIPYTUX IIPOEKTaXx.

bpaysepHbIit 1BIOKoK (aHIL layout engine) ipencTapiset co6oit mpo-
rpaMMy, Iipeofpasyloniyio cojiepskumoe Beb-crpanmir (airer HTML,
XML, 1m¢poBbie n3o6paskeHus U T.71.) M MHGopMaImio o GopMaTupo-
BaHuu (B popmatax CSS, XSL u T.71.) B MUHTepaKTUBHOe M3006paskeHNe
(OPMaTUPOBAHHOTO COEP>KUMOTO Ha 9KpaHe. bpaysepHBbIil IBUKOK
00BIYHO UCIOMB3yeTCs B BeO-Opaysepax (0TCIOfa Ha3BaHue), HO MOXKET
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UCIIO/IB30BAThCS M B OYTOBBIX K/IMEHTaX WM JPYIUX IIporpamMmax,
HY>KIAIOMIMXCSA B 0TOOPKeHNN Y peTaKTUPOBAHUM COJICPXKUMOT0 Be6-
CTpaHMII.

TepmuH «Gpay3epHBI IBYDKOK» MIOTYIWIT PaclpocTpaHeHue [oc/e
TOTO, KaK JIBVOKKU CTa/IM OTAeIMMBI OT 6paysepa. B aucio nanbonee
PacmpoCTpaHeHHBIX JIBVDKKOB BXOAAT caefylorne: Gecko, KHTML,
WebKit, Trident u Edge.

Takum o6pazom, 6paysep umeer:

1) 6paysepHbIi JBV>KOK, KOTOPBIH BBITOTHAET HapCUHT CTPaHuIl,
HOCTpOeHMEe 0O'beKTHOTO JiepeBa JJOKYMeHTa, pacK/IajKy 9l1eMeHTOB
Y BU3Ya/IN3alMIo;

2) IBIKOK JavaScript, KOTOPBIN BBITOMHACT JavaScript-Koj;

3) mpoume coCTaBHBIE YaCTU, KOTOpbIe, HAIIpUMep, paboTaloT ¢ ce-
THIO, BBIIOJIHAIOT MIMppoBaHue 1 T. 1.

Kpome Toro, 6paysep obecrednBaeT Cpefly BBITIONTHEHUS, IPeflo-
crapysist 6paysepHble API m 06beKTHI cpefibl.

Node.js — nporpamMMHas miaTdopma, OCHOBaHHas Ha JBIDKKE
V8. Node.js, mo6aBisieT BOSMOXKHOCTD JavaScript B3anMoIe/iCTBOBATh
C YCTPOIICTBaMU BBOJ[a-BbIBOTIa Yepe3 cBoil API (Harmcannblil Ha C++),
HOJIK/IIOYATD JIpyrye BHeMIHMe 6MOIMOTeK), HallICaHHbIe Ha Pa3HbIX
A3bIKaX, o6ecreunBas BHI3OBBI K HUM 13 JavaScript-Kkopia.

CKpHMIITOBBIIT A3bIK — 5TO SA3BIK [IPOIPaMMIPOBaH, UCHIONb3Ye-
MBII1 JUIS yIIpaB/IeHUs CPe[ICTBaMM CyHIeCTBYIOIE CHCTEMBL, a TaKXe
IJI UX HacTPOVIKM M aBTOMaTU3aluy. B TakMX cucTeMax M0J/Ib30Ba-
Te/bCKUIT MHTep(eiic y>ke uMeeT HabOp MOTe3HBIX (PYHKIMOHAIbHBIX
BO3MO>XKHOCTEJ, @ CKPUIITOBBIN A3BIK AB/IACTCS INIIb MEXaHI3MOM, I10-
3BOJISIONIVIM VMM IIPOTPaMMHO YIIPaB/IATh. Takum o6pasoM, canraercs,
YTO CYIIeCTBYIOMIAs CCTeMa obecIeunBaeT cpefly 00beKTOB U CPEICTB,
TOIIOMHAIONIYIO BO3MOXKHOCTY CKPUIITOBOTO SI3BIKA.

1.3. O6uan xapaKTepucTuKa Asbika

B moxymeHTanmu ykasaHno, uro ECMAScript npeficrapisiet co6oii
06'beKTHO-OpUEHTHPOBAHHbII S3BIK IIPOTrPaMMMUPOBAHIL, IpeTHa3HAUCH -
HBII1 JUIA TIPOBefIeHN S BBIUMCICHNI ¢ 0ObeKTaMy U yIIpaBIeHNs 9TUMU
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obbeKTaMy B cpejie BHIIIOJIHeHUs. B cooTBeTCTBUM ¢ 0pUIMATbHBIM
omnpeneienneM A3blk ECMAScript He IpefiHasHaueH JI/IA VICIIO/Ib30BaHNA
B Ka4yecTBe CaMOJ[OCTaTOYHONM BbIYMCIUTEIBHONM CUCTeMbl — B CIIeLI-
duKanM Jlaxke He OIVICAHBI CPEJICTBA JUIs1 BBOJIA BHEITHMX JIAHHBIX VTN
BBIBOJIa Pe3Y/IbTAaTOB BHIUMC/IEHMIA; OJHAKO IIPE/IIO/IaraeTcs, YTO BBIUM-
c/IMTe/IbHAA Cpefia JUI ITporpaMMBbl Ha A3bike ECMAScript ipefoctaBut
He TOJIbKO OO'BEKTHI M MHbIE CPeJICTBA, ONVCAHHbIE B CIIelUKaINN,
HO I HEKOTOPBIe 00'beKThI, OlIpefie/isieMble KOHKPETHO Cpefloil.

Yurarenb MoXeT YIMBUTHCA. JleiicTBUTEIbHO, IIEpBOE, YTO UCIIO/Ib-
syercst mpy usydenuu Node.js, — 9To cpeJicTBa BBOJIa U BBIBOIa, console.
log(‘HeKOTOPBIIT TeKCT ).

llenno B ToM, uto B camoM ECM AScript 06bekT console u ero MeToj
log He ommcansl, 510 06BeKTH cpenibl — Node.js. VIMeHHO cpejia mipejio-
crap/isteT 06'beKThI IS KOHCONBHOTO BBOJIA M BBIBOJIA.

ECMAScript apngercsa o6'beKTHBIM A3BIKOM: 6a30BBIN S3BIK
M CPEJICTBA BBIIOHEHUSA TpeJiCTaB/IeHbl 06'beKTaMu, a IporpaMma
Ha ECMAScript —5T0 COBOKYITHOCTD 061I[alonmxcs 06beKToB. OOBEeKT
B ECMAScript npejicrapiser co60i1 HAGOp CBOJICTB, KaXKJ[0€ 13 KOTOPBIX
o6maaet aTpubyTaMu B KoJMIecTBe HOMb W Gojlee, KOTOPbIE OIIpefie-
JIAIOT, KaK KaKJoe V3 CBOVICTB MOXKeT MCIIOIb30BaThCs: HallpyMep, KoIjia
arpubyT Writable xakoro-m6o cBoiicTBa ycTaHoB/IeH B false, rorbiTka
BbIIOTHAEMOTro Kofla Ha ECMAScript usMeHUTb 3HaYeHye 5TOro CBOM-
CTBa He YBEHYAETCS YCIIEXOM.

CBOJICTBa SABIAITCA KOHTEHEPaMy, B KOTOPBIX COflep>KaTcsl Ipy-
MUTUBHbBIe 3HaUeHNS, JIpyrue o6beKThl Wi $yHKumn. [IpummutnBHOE
3HaueHMe — 5TO 3/IeMeHT OJHOTO U3 CIeYIOINX BCTPOEHHBIX TUIIOB:
Undefined, Null, Boolean, Number, String. O6'beKT — 5TO 971 MeHT
BcTpoeHHoro tuia Object. DYHKINS — 5To BBI3bIBaeMbIil 06'beKT. JacT-
HBIM CJTyqaeM (YHKIUY SB/IACTCSI METOJI, T.e. PYHKIUs, CBSI3aHHasI
¢ 06'beKTOM Uepes ero CBOMCTBO.

ECMAScript onpefienisieT HaGop BCTPOCHHBIX 00'beKTOB, 3aBepIIIalo-
myx onpeienienye cymuocreii ECMAScript. K sTiM BcTpoeHHBIM 06'b-
exTaM oTHocATc 06bekT global object, 06bekT Object, 06bexT Function,
06beKTHI Array, String, Boolean, Number, Math, Date, RegExp, JSON,
a Takke 06bekTHl Error: Error, EvalError, RangeError, ReferenceError,
SyntaxError, TypeError u URIError.
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SIspik ECMAScript He cofiepsKUT KJIACCOB, TIOI0OHBIX K/IACCAM B SI3bI-
Kax C++, Smalltalk vm Java. O6beKTBI MOTYT CO3/IaBaTbCS Pas/TIMIHBIMU
crroco6aMu, B TOM UKC/Ie TIOCPENCTBOM OYKBEHHOTO 0603HaUCHYS WIN
€ HOMOII[BIO KOHCTPYKTOPOB, KOTOPBIE CO3/IAI0T 0GBeKTHI M BBIIOTHSIOT
KOJl, VTHULIVa/IM3UPYIOIMI MX MTOTHOCTBIO MM YaCTUYHO IIyTeM IIpU-
CBOEHVA MX CBOVCTBAaM Hada/bHBIX 3HaYCHUI.

KakJIplit KOHCTPYKTOP siB/isteTcst pyHKIMeN, KoTopast o6ajaer
CBOVMICTBOM «prototype», MCIIONb3YeMbIM JI/I pealu3aliyiy IIPOTOTUITHO-
o HaCIeOBaHVs U pasfie/IIeMBIX CBOVICTB (LOf[poOHee O IPOTOTUIIAX
V1 KOHCTPYKTOpax OyJieT paccKasaHo B CIeAYIOMIEH IVTaBe). [ist co3manus
06'bEKTOB UCIIO/Ib3YIOTCS KOHCTPYKTOPBI B BBIPOXKCHMAX NeW, HallpuMep:
new Date (2009, 11) cosmaet HoBbII 06BeKT Date. ITocaencTBua BEI30Ba
KOHCTPYKTOpa 6e3 UCIO/Ib30BaHMsA NeW 3aBUCAT OT 9TOT0 KOHCTPYKTOpA.
Hanpumep, Bb13oB Date() cos3faeT He 06beKT, a CTPOKOBOE IIpefICTaBle-
HIIe TeKYIIel JaThl Y BpeMeHM.

Kaxxj1piit 06beKT, CO3[aHHbI KOHCTPYKTOPOM, COTEPXKUT HEABHYIO
CCBUIKY (Ha3BIBaeMyIo IPOTOTUIIOM 00beKTa) Ha 3HaUeHMe CBOICTBA
«prototype» ero KOHCTpYKTOpa. B cBor odepefb, IPOTOTUI MOXKET
obOaiaTh HesABHON CCbUIKON (MMeolell 3HadeHne, oTimaHoe ot null)
Ha CBOJ IIPOTOTUII U T. JI. DTO Ha3bIBaETCA LIEIIOUKOI ITpoToTniioB. Korga
UCIIO/Ib3YeTCA CChIIKA Ha CBOVICTBO 00'beKTa, OHA AB/ISAETCS CCBUIKON
Ha CBOJCTBO € TaKVM MMeHeM y IepBOTo 06beKTa 1IeIIOUKY IIPOTOTH-
I10B, KOTOPBII COIePXXUT CBOJMICTBO C TAKUM MMeHeM. VIHBIMY CToBaMH,
CHaya/Ia Ha Ha/IM9ie 5TOTO CBOMCTBA 06C/IeNyeTCs HellOCPeICTBEHHO
YKa3aHHBII 06BEKT, U €C/IV 9TOT OOBEKT CONEPKUT CBOVICTBO C TaKUM
MIMeHEeM, TO 3HAUUT CChUIKA YKa3bIBaeT Ha 5TO CBOVICTBO. B IpoTnBHOM
clydae yKazaHHOE CBOJICTBO MIETCS B IPOTOTHIIE 9TOTO 00BEKTA U T. ]I,

B 11e/10M B 06'beKTHO-OPMEHTHPOBAHHBIX S3BIKAX, VICHO/MB3YIOMINX
KJIaCCBI, COCTOSIHME 3aK/IF0UCHO B 5K3eMIILAIpaX, MeTOJbl HaXOATCs
B KJIaccax, a Hac/leflyeTcs TOJbKO CTpYKTypa 1 rosesienye. B ECMAScript
VI COCTOSTHME, Y METOJIBI HaXofIATCA B 06bekTax. [loaToMy HaceytoTcs
U CTPYKTYPa, U IIOBeJleHNe, Y COCTOSTHME.

Bce 06beKTHI, IPAMO He cofiepyKaliie KaKoro-mbo KOHKPeTHOTO
CBOJICTBA, KOTOPOE COLIePXKUT UX IIPOTOTHUII, Pasfie/IsAI0T 5TO CBOWCTBO
U €I0 3Ha4YeHNe. DTo IPOWIICTPUPOBAaHO Ha puc. 1.
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CKpPbITaA CCblIKa Ha NPOTOTUN

|
—— |
CF | N
qutotype CFp - CBOWCTBO prototype
CFP1
p2
AAER
Ly
T T T T T T T I T T I
| _————— — TR - |
| | | |
I I I _
7 cfl — 7 cf2 f3 [T cf4
ql ql ql ql
ql ql ql a1

Puc. 1. B3anMocBsI3b MeXTY KOHCTPYKTOPOM, IIPOTOTUIIOM U 0O BeKTaMI

CF aBisieTcss KOHCTPYKTOPOM, a Takoke 060beKToM. C MCIIO/Tb30BaHN-
eM BbIpaxkeHuI new 6bIIO co3/laHo IATh 06bekToB: cfl, cf2, cf3, cf4 u cf5,
KaKJIbliA 13 HUX COJIEP>XKUT CBOVCTBA ¢ MMeHamu 1 u q2. IlyHkTHpHOII
IMHMEN 0603HaYeHbI OTHOIIEHNS HeSIBHOTO IPOTOTUITHOTO HAC/IE[0-
BauysA. Hanipumep, npotorunom cf3 spastercss CFp. CaM KOHCTPYKTOP
CF obnanaer nByms cBoiictBamyu — P1 u P2, KoTopble He BUIHBI /IS
CEp, cfl, cf2, cf3, cf4 u cf5. CpoitctBo CFP1 B CFp pasnensitor cfl, cf2,
cf3, cf4 u cf5 (a CF He paspensieT 5TOro CBOWCTBa), Kak U Bce CBOMCTBA
B HEABHOM Leltouke npoTotnnos CFp ¢ MMeHaMy, oT/IMIHBIMU OT q1, 42
wm CFP1. Ob6parute BHMMaHMe Ha OTCYTCTBYIC HESIBHOI ITPOTO TUITHOM
cAsu Mexay CF u Chp.

B ommmune 0T 06beKTHO -0 pUEHTPOBAHHBIX S3BIKOB, UCIIO/IB3YIONINX
K/1acchl, B si3pike ECMAScript cBoiicTBa MOTYT 06aB/IATHCA K 00beKTaM
JVIHAMIYeCKH, Iy TeM IPYCBOCHIS MM 3HaUYeHVIL. 10 eCTh KOHCTPYKTOPBI
He 06s13aHBI YKa3bIBaTh VIMeHa VIV TIPUCBANBATD 3HAYEHIUS BCEM WITH
HEKOTOPBIM CBOJICTBaM co3flaBaeMoro o6bekTa. B cxeMy, IpuBeneHHYIO
BBITIIe, MOKHO JT0OaBUTDb HOBOE pasfieisieMoe CBoicTBO st cfl, cf2, cf3,
cf4 u cf5, npuceous cBoiictey CFp HOBOe 3HaueHue.
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KoHTponbHblie BOnpocbl

1. Haumnaromuii JavaScript-pa3paboTdmk, xeas IIOHATD, Kak paboTaeT
¢dynkiua setTimeout, o6patmncs k goxymentanuy ECMA-262 [1], Ho He Ha-
IIIe/ TaM MHTepecylomel ero mEdopMarmu. [lodeMy? B xakoit jokymeHTaIm
MOXXHO y3HaTb o ¢yHkrmu setTimeout?

2. Cpefia BBIIIOJIHEHUs OIpefienigeT Cpely Mpodero 0OGbeKTH Cpeibl
M KOHTeKCT GesorracHocTn. [IpuBeiuTe IpuMephl, KOTOPbIe IIOKa3BIBAIOT, 9TO
00BeKTHI, IIpefmocTaBnseMble 6pasyepoM u Node.js, oTnndatorcss. OnuHaKo-
BRIV /I KOHTEKCT 6e30ITacHOCTM HTHX JIBYX Cpefl?



[naBa 2
NMPOTOTUNMHOE HACJIEQOBAHUE
B JAVASCRIPT

HacnenoBanue B JavaScript cuibHO oTIM4YaeTcA OT Hac/leJOBaHUA
B 00'beKTHO-OPUEHTUPOBAHHBIX SI3bIKAX, OCHOBAaHHBIX Ha K/IACCAX, TAKNX
Kak C++ u Java. B C++ 1 Java ecTb KJIacchl, ABASIONMeCS 27eMeHTOM
MPOTPAMMHOTO KOJ[a, OIMCBIBAIONIEro aGCTPaKTHBIN THUIT JAHHBIX U €T0
YACTUYHYIO WIN IOJHYI0 peamsanup. B JavaScript nonarue Kinacca
OTCYTCTBYeT.

2.1. MpoToTUnHoe HacnegoBaHue
BCTPOEHHbIX 06beKToB

dyHpaMeHTa/IbHYI0 KOHIENIMIO IIPOTOTUITHOTO HAC/IeJOBaHMUA
B JavaScript 6yjeM pasbuparb Ha npuMmepax. CosfaauM, Halpumep,
JIBa MaccuBa:

let arrl = new Array();
let arr2 = new Array(1, 2, 3, 4);

3mech Array — 510 (PYHKIMS, KOTOpask UCIIONb3YeTCsl Kak KOHCTPYK-
Top (T.e. st co3manns o6bekTa), arrl u arr2 — o6bekThl. 1o cyTn,
$yHKIMA Array Maio 4eM OTIMYAeTCsA OT CO3[AHHON HIDKe (ByHKIINM
User:
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function User(name, age){
this.name = name;
this.age = age;
%
admin = new User('Vova) 30);
accountant = new User('Klara, 50);

Or/munie B TOM, 4TO Array — BCTPOEHHBI 06beKT (HAIIOMHUM, YTO
(pyHKIIMS — 9TO BBI3BIBaeMBbIil 00'beKT, aHI. callable object), a User —
cosjlaHa HaMU. VIcrionpsoBanue xe ¢yHkimit Array u User Kak KOH-
CTPYKTOPOB B IIPVBEJICHHBIX BBIIIe (pparMeHTax Kojja BooOIIe HuIeM
He OT/INYaeTCsL.

ECTB JIOrOBOPEHHOCTD, UTO Ha3BaHye (PYHKINI-KOHCTPYKTOpa M-
YT ¢ IPOIMCHON GYKBBI, @ 06'beKTOB, CO3/IlaHHBIX C IIOMOIIbIO KOH-
CTPYKTOPOB, — CO CTPOYHOI.

KpoMe Toro uro (pyHKIMIO MOXHO UCIIO/b30BaTh KaK KOHCTPYKTOP,
MOXHO paboTath ¢ (pPyHKIMel U KaK ¢ HeBBI3BIBa6e/IbHBIM 00'beKTOM
(T.€. 6e3 yuera ee pyHKIIMOHAIBHOI crienudukn). Harpumep, MOXHO
3aJ1aTh CBOMCTBO (pYHKIIMIL:

User.prop = 'Static property’;

ITO CBONCTBO OyjeT «IIpUHAyIeXKaTh» caMoll PYHKINM, a He CO-
3[[aHHBIM C ee IIOMOIIbI0 0ObeKkTaM admin 1 accountant.

Wrak, MBI costarmm o6beKTH arrl, arr2, ..., arrl0. OTkyza y HUX
MeTOJIBI TUIIA join, pop, push, shift, unshift u npyrue maccusubie MeTO-
B 3a9acTyio NpUMUTUBHBIe yae6HMKY 110 OOII yuart, 9To «06beKTHI
COTIepyKaT CBOVICTBA I METOJIBI JI/IS PAaGOTEI € 9TUMM CBOMICTBaMM». Mo-
JKeT CIOKUTBCS JIOXKHOE YOeKIeHue, YTO MeTOJbI XpaHATCA B 06beKTax
arrl, arr2, ..., arr10. Ecii 66 MeTOMIBI XpaHW/IICD B ob6bekTax arrl, arr2,
..., arrl0 (T.e. B ollepaTMBHON MaMATH, BBIJIeICHHON /ISl 00'beKTOB,
XpaHWICS GBI KOJ| COOTBETCTBYIONMX (YHKIMIA join, pop, push), To aTo
6110 6BI Hea(PEeKTUBHO € TOUKY 3peHM VICIIO/Ib30BaHN A IaMATH. Jleii-
CTBUTENIBHO, eC/IN ObI MBI CO3J]a/IM HECKO/IBKO 0OBEKTOB TUIIA MAaCCUB,
TO CTOJIBKO Ke Pa3 B aMsATY Hajlo 6bUTO OBl pa3MeliaTh KOJl MeTOJ[OB
(Berb PYHKIMST — 5TO KaKOW-TO KOJ] M €T0 Ha/[0 XPaHUTD).
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MeTopbl XpaHATCA B IPOTOTUIIE, KOTOPBIT MO>KHO IIPEACTaBUTD
B BUJie «MellIKa» C I10/Ie3HBIMM MeTOJlaMMU.

Ha puc. 2 u306paskeHbl TPY CYIIHOCTH:

1) Array: Function — QyHKIIUA-KOHCTPYKTOP;

2) arrl, arr2: Array — 5K3eMIUIAPDI;

3) Array.prototype: Object.

YCTaHOBUM CBA3KM MeXy STUMM CYIIHOCTSIMU. Bblilie MBI 3ajjaBaimn
cBoIicTBO prop ¢pynkuyy User, aHAIOTUIHO MOXKHO OIIPE/IC/IUTD CBOVICTBO
1y BCTpOoeHHOM pyHKImiT Array. OKasbIBaeTcs, 4TO y Array MU3Ha4a/IbHO
€CTh CBOVICTBO prototype. 3HaueHMeM CBOVICTBa prototype sAB/IACTCA CChUIKA
Ha Array.prototype — 00'beKT, AB/ISIOIMIICS IPOTOTUIIOM BCeX MACCUBOB
(cM. puc 2, cTpeiika, KoTopasi MjieT oT Array K Array.prototype).

B cBoio ouepenn, y mpotoTnma Array.prototype ecTb CBOMCTBO con-
structor (cM. puc 2, CTpesIKa, KOTopast ujeT oT Array.prototype K Array).
3HavyeHMeM 5TOr0 CBOVICTBA AB/IACTCS CChUIKA Ha pyHKIMIO Array — Ty,
KOTOpas AB/NAETCA KOHCTPYKTOPOM BeeX 00'beKToB Thita Array. CkasaH-
HOe He 03HauaeT, 4To typeof arrl == Array.

Y obbekTa arrl (Kak M y BceX 00'beKTOB) eCTh BHYTpeHHee
cBOMCTBO [[Prototypel], sHauenneM KOTOPOTO ABIAETCS CCHUIKA Ha

Array: Function Array.prototype: Object

prototype ® ¥ join, push, pop, ...

L constructor

arrl: Array arr2: Array
[[Prototypel]l ¥ [[Prototypel] ‘
length 0 length 2

0 7

1 8

Puc. 2. [IpoToTunHoe Hacne0BaHNe BCTPOECHHBIX 0OBEKTOB
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Array.prototype. (He myrarh BHyTpeHHee CBOiCTBO [[Prototype]]
VI CBOICTBO prototype!)

EnyHcTBeHHBIM (TOUHEee, T0YTY eIMHCTBeHHBIM) Ipe/THa3HAYCHIEM
CBOJICTBa prototype sBJIsIeTCS yCTaHOB/IEHYE IIPOTOTHUIIA Y BHOBD CO3JIa-
BaeMbIX 06'bEKTOB, T. €. IPUCBOCHIE 3HAYCHNS BHYTPEHHEMY CBOVICTBY
[[Prototype]].

[To cyTu, sHa4eHMe cBoiicTBa prototype (Array.prototype) Kormpyer-
ca B arrl.[[Prototype]] B MoMeHT cos3anus o6bekTa arrl = new Array()
(Ha caMoM Jie/le UMEHHO TaK OHO M paboTaeT «I10]] KallOTOM» ).

BBeneM 1onsaTe «coOCTBEHHBIX» CBOMCTB. Y 00beKTa arrl mo unciio-
BBIM MHJIeKcaM 0, 1, ... XpaHATCS 3HaUCHMSL, eCTh CBoe CBOMCTBO length —
9T0 coOCTBeHHBIe cBOVCTBa. Hajlo 1omararh, 4To eCcTh M HeCOOCTBEeH-
uble cpoiicTBa? [la, ecmm o6beKT arrl He MMeeT HEKOTOPOTO CBOMICTBA
(mm MeTofa!), a K 9TOMY CBOMCTBY 00paNIAoTCs B IIPOTPAMMHOM KOJie,
TO JIBUDKOK JavaScript UIlleT COOTBETCTBYIOlIee CBOMCTBO B IIPOTOTHIIE
o6bekTa. To ecThb ABMKOK IepeXofuT oT o6bekTa arrl K o6bekTy arrl.
[[Prototype]]. Uto 6yner, ecnu u B arrl.[[Prototype]] cooTBeTCTBYyIOIIETO
CBOJICTBa HeT, pazbepeM jajee.

Metoppt join, push, pop u T. 1. siBjIstIOTCA CBOVICTBaMM Array.proto-
type; OHU He SIBJISIIOTCA «COOCTBEHHBIMU» CBOMCTBaMU 06heKTOB arrl,
arr2, ..., arrl0. Korga B xojie mporcxomut obparieHne K MeTofy arrl.
join(), COOTBETCTBYIONMIT METOJI HAXOIUTCS B IIPOTOTUIIE M BBI3BIBACTCS
B KOHTEKCTe 00'bekTa arrl. MOXKHO CKa3aTh, YTo MeTOJIBI join, push, pop
VL T. 1. pasfie/IioTcsa MexKIy oObekTamy arrl, arr2, ..., arr10, TeM caMbIM
9KOHOMUTCS TIaMSITh.

[TpoBeneM skcnepuMeHT. Co3/laJiM JIOTIOJTHUTeIbHbBIE CBOJMICTBA
U MeTOfIbl y 06'beKkTa arrl.

arrl.myproperty = 'abc
console.log(arrl.myproperty);
console.log(arr2.myproperty); //underfined

31ech myproperty — 5To «cO6CTBEHHOE» CBOJICTBO arrl; oHO He AB-
JIA€TCS YWICHOM IIPOTOTHIIA.

! MeTom — 9T0, IO CYTH, TOXe CBOICTBO, KOTOpOe SBJISIeTCsT PyHKIMENL.
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[Tpofio/XMM UsyueHme CB3ei MeX]y BCTPOEHHBIMM 00heKTaMuU
Y pacHIMpUM JAMArpaMMy TPOTOTUITHOTO HACKENOBAHMS (CM. puc. 2).
Cozmagum o6bekT objl:

obj1 = new Object();

Bee, uto panee 6bUI0 HalmICaHO PO PYHKIMIO-KOHCTPYKTOP Array,
HPOTOTHII MACCUBOB Array.prototype U 9K3eMIDISIPbl MACCUBOB arrl u arr2,
MOYKHO II0 aHaJIOTVM HlepeHecT! Ha GpyHKIMIo-KoHCTpYKTOp Object, mpo-
ToTHI 06bekTOB Object.prototype 1 ok3eMIUIApBI 06bekTOB 0bjl 1 0bj2.

Ecmn B xopie Harncatb arrl.hasOwnProperty(), To Takoit MeTo Haii-
fiercsl. BosHMKaeT BOIIPOG, Tfie JKe 9TOT MeTOJl HaXomuTcsi? QUeBUJ(HO, UTO
B caMoM o6'bekTe ero (T.e. MeTozia hasOwnProperty) HeT, Ho U B Array.
prototype ero Toxe HeT. Array.prototype ABIsieTcsl 06beKTOM, M Y HETO
Toxe (Kak y arrl) ecTb BHyTpeHHee CBOMCTBO [[Prototype]], snauennem
koToporo saBsgercs Object.prototype (cM. puc. 3, IIPAMOYTONBHUK Array.
prototype.[[Prototype]], crpenka us Hero BefieT kK Object.prototype).

[IpoBois anajoruio ¢ uepapxueit K1accoB (HacaeOBaHMEM KJIACCOB),
TOBOPUM, 4TO Array.prototype IpoToTuiHo Hacnenyet ot Object.proto-
type; arrl IpoTOTUIIHO HaclefyeT oT Array.prototype. Terepb MOKHO
JIaTh OTBET Ha MOCTABICHHbLIA Bonpoc: MeTofl hasOwnProperty naitietcst
B IIpoToTHIIe Array.prototype, KoTopbiM sABseTcsa Object.prototype.

Y Object.prototype ectb cpoiictBo [[Prototype]], sHaueHnem Koto-
poro sapysercs null.

Array u Object — 5T0 He TONbKO (BYHKITUH, HO elile ¥ 0GHEeKThI, 3HANT,
Y HUX €CTb CBOMCTBO [[Prototype]]. BoisicHuM, Ha uTo yKasbiBaet (deMy
paBHo) cBoiictBO [[Prototype]] o6bexToB-(yHKIMIT Array n Object.

BeroMuuM, 9TO HapAmy ¢ JleKTaparyeit GyHKIMit TUIla

function myFun(foo, bar){
/*some code*/

MOKHO CO3/IaBaTb (I)YHKL[I/II/I IIyTEM BbI3OBa KOHCTPYKTOpaA:

myFun = new Function();
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Bropoii cr1oco6, 1o CyTy, HUUeM He OTINTAETC 0T paHee pa3obpan-
Horo: arrl = new Array(), obj1l = new Object().

DyHKIMN — 5T0 06BEKTHI, M Y HUX eCTh MeTOMbI, Hanpyumep, call,
apply, bind. Tak, Mo>kHO IucaTh

myFun.call(someObj, arg1, arg2);

OTkyzia o1 MeTofibl 6epyTcsa? Ijte onn xpanarcsa? HasBaHHbIe Me-

TOJIBI ABJIAITCA WieHaMy nporotuna — Function.prototype (puc. 4:
Function, Function.prototype).

null

Object: Function

Object.prototype: Object
[[Prototype]] ¢

prototype

hasOwnProperty

K constructor e
y

N
obj1: Object

[[Prototypel]] o

Array: Function Array.prototype: Object

[[Prototypel] e

prototype S

join, push, pop; ...

k constructor _»

[[Prototype]] o

Pyuc. 3. [IpoToTumHOE HacTefloBaHyEe BCTPOCHHBIX 00beKTOB
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g4

Function: Function Function.prototype: Object
[[Prototype]]l| @ [[Prototypell o—
prototype o M call, apply, bind

constructor

/.

Object: Function

null

Object.prototype: Object

[[Prototypell ‘ [[Prototypell ‘
prototype hasOwnProperty
constructor /.
4

N
obj1: Object

Puc. 4. HPOTOTI/IHHOG HacaegoBanue BCTPOCHHDIX 00bEKTOB

[[Prototype]l ‘
Array: Function Array.prototype: Object
° S
[[Prototypel] [[Prototypel] L4
prototype o join, push, pop, ...
k constructor |_»
[[Prototypell ‘
/\v



Tax >xe kak arrl mporoTuIHo HacnenoBas oT Array.prototype, objl —
ot Object.prototype, Tak u onucannbie Hamu ¢yukipm User, myFun
u Bcrpoennble Object, Array NpoTOTUIHO Hac/tetyioT oT Fuction.pro-
totype (puc. 4: crpenku ot Object.[[Prototype]] u Array. [[Prototype]]
k Function.prototype).

3ajiaiMcs BOIPOCOM: UTO AB/ISICTCS 3HAaUCHVEM BHY TPEHHETO CBOVA-
cra Function.prototype.[[Prototype]]? Function.prototype siBnsierca
o6beKkTOM, cllefioBaTeIbHO, Function.prototype poToTHITHO Hac/AEHyeT
or Object.prototype, TOUHO TaK >ke Kak Array.prototype HpOTOTUITHO
Hacnenyior ot Object.prototype.

Function — sTo yHKIMA, Takas ke, Kak Object, Array; sHadeHueMm
cBolicTBa [[Prototype]] sBisetcs ccpiika Ha Function.prototype (c. puc. 4).

CrefryeT OTMETUTD, UTO 9Ta iarpaMma He MOXKeT OBITb pacrionoxe-
Ha Ha IVIOCKOCTH TakK, YTOObI HacAeJHUKN (IIPOTOTUITHBIE) OKa3a/Inch
HIDKe CBOUX ITPEIKOB.

2.2. Onepatopbl instanceof n typeof

Bo MHOrUX TecTax 110 JavaScript BCTpe4aloTcs BOIIPOCHI IIPO ollepa-
TopHI instanceof u typeof, Ha cobece/[oBaHNAX IIPY IIpyeMe Ha JIO/DKHOCTD
($ppoHTeHI-pa3pabOTUMKOB TaKye BOIPOCH 3a/1aloT YacTo. [IpuBeieMm
HpYMepBL:

str1 ='abcd’;

str2 = new String();

str3 = new String(‘efgh’);
console.log(str1 instanceof String);
console.log(str2 instanceof String);
console.log(str3 instanceof String);
console.log(str3 instanceof Object);
console.log(Function instanceof Object);
console.log(Object instanceof Function);

Hepefko B ClipaBOYHMKAX U yIeOHMKAX IPUBOJIATCA HeBEPHBIE OIl-
perieieHNs, KOTopble 3allyThIBaloT unTareei. IIpusenem nBa npumepa:
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— orepatop instanceof IpoBepsIeT, CO3/[aH /I TAHHDIN 0G'BEKT ¢ T10-
MOILBIO JAaHHOI'O KOHCTPYKTOPa;

— omepaius instanceof BosBparniaet true, ecim 00beKT OTHOCUTCS
K JJaHHOMY K/IacCy 00'beKTOB.

Vicnionb3ys cXeMbl Ha pUC. 4, IOHATD IPUHIMII paboTHI ollepaTopa
instanceof He cocTaBuT TpyIa!

IIycrb He06XOIIMO TIPOBEPUT UCTUHHOCTD BBIPAXKEHMSI:

O6bekT instanceof KoHcTpyKTOp

3aMeTyM, UTO eciy c/leBa OT instanceof He 06bEKT, a MIPUMUTHB,
VU CIIpaBa He BBI3bIBaeMblil O0beKT (T.e. He PYHKINS), pe3ylTbTaToM
HpoBepKy OyfieT ommoKa.

bepeM 06'beKT, CMOTPUM B €T'0 IIPOTOTHIL, TaM MIEM CBOICTBO con-
structor. Ecim cBoiicTBO constructor HaIIoOCh, TO CpaBHMBaeM Hall-
JleHHOe 3Ha4eHye Y IIPaBblil OLIepaH/I; €C/IV OHU COBIIAJIN, TO pe3y/IbTaT
BBIIIO/IHeHUA ollepaTopa instanceof paBeH true. Ecm He coBmamm wim
CBOJICTBO constructor He HANUIOCh B IIPOTOTHIIE, TO TIEPEXOUM K BBI-
HIECTOAIIEMY IIPOTOTHUITY U HOBTOPsIeM OIMCAHHBIE MIary. B utore ecth
JiBa BapMaHTa:

— 60 MBI HalffieM TOT IPOTOTHIL, 3HaUeHME CBOJICTBA constructor
KOTOPOTO COBIAIAeT C IIPABBIM OIlePaH/IOM, Y TOIJIa Pe3y/IbTaT BBITON-
HeHMs ollepatopa instanceof paBeH true;

— 160, IBUTASC 110 TTeTI0UKe IPOTOTHUIIOB, Ho¥ifeM Ao null, u Torma
pe3y/IbTaT BRIMOMHEHMS ollepaTopa instanceof papen false.

Pasz6epeM BbINICIPUBe/IeHHBIC TPUMEpPHI U3 TecToB. [lepeMeHHas
str2 6blIa co3flana ¢ MOMOIIBI0 KOHCTPYKTOpa String, osToMy str2
instanceof String paBeH true.

IlepeMenHas str3 Taxoke 6bUIa CO3[[aHa ¢ IIOMOIIBIO KOHCTPYKTOpa
String, oT/IMUMe ML B TOM, UTO ee IPUMUTUBHOE 3HaUeHMe paBHO ‘efgh
ay str2 — mycras ctpoka. B pesyiprare str3 instanceof String paseH true.

[IpoBepsiem consolelog(str3 instanceof Object); //true:

1. ITpoBepsiem str3.[[Prototype]], aTo String.prototype — 06'beKT,
Y KOTOPOTO eCTh CBOMCTBO constructor co 3HaueHueM String, KOTOPbI
He paBeH MPaBOMY 3HaUeHUIO ollepaTopa, T.e. Object, 3HaUUT, Hajlo
JBUTATBCS JIbIIIe 110 Ielouke TpoToTuioB. Ilepexopum ot String.
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prototype K ero mpoToTuiy. String.prototype — 5To 06'beKT, €ro IpoTo-
THUIIOM ABJAeTcs 06beKT Object.prototype, popmainbHo String.prototype.
[[Prototype]] == Object.prototype.

2. Y Object.prototype ecTb CBOVCTBO constructor co 3HaUYeHUEM
Object. Ha 5ToM IpoBepKa 3akaHUMBaeTCs, pe3y/IbTaT — true.

ITpoBepsem console.log(str3 instanceof Array); //false:

1. ITIpoBepsem str3.[[Prototype]], aTo String.prototype — o6'bekT,
Y KOTOPOI'o €CTh CBOMCTBO constructor co 3HadyeHMeM String, KOTOPbI
HE paBeH [IPaBOMY 3HAUEHMIO olleparopa, T.e. Array, 3Ha4uT, Hazlo J{BU-
raThCA JIaJIblile 110 IIeII0UKe IIpoToTUIIoB. Ilepexoymum ot String.prototype
K €ro IpoTOTUIly. String.prototype — 5T0 06'beKT, ero IPOTOTUIIOM
apgeTcs 06bekT Object.prototype, popmanbHo String.prototype.[[Pro-
totype]] == Object.prototype.

2.Y Object.prototype ecTb CBOMCTBO constructor co 3HaYeHUEM
Object, KOTOPBINT He paBeH IPaBOMY 3HAUEHMIO OLIEPATOPa, T.e. Array,
3HAUMT, HaJIO ABUIATHCA JaIbllle 110 ellouKe IpOoTOTUIOB. Ilepexonum
or Object.prototype k ero npororuiry. Object.prototype — 910 06'beKT,
ero pororuroM spisgercs null, popmansHo Object.prototype.[[Proto-
type]] == null.

3. ITpoBepka 3akaHuMBaeTcs, pe3ynbTar — false.

ITpoBepsem:

str1 ='abcd’
console.log(str1 instanceof String);

IIpaBpa 1y, 4To strl — 5To 06BEKT, Y KOTOPOTO eCTh CBOCTBO [[Pro-
totype]]? Het, Henipappa, strl — 5To IpMMUTUBHOE 3HaUYCHYE, TO3TOMY
strl instanceof String Bepuer false.

BosHukaeT Bolrpoc: eciu strl — 5To HpUMUTUBHOE 3HaUeHIe, TO T10-
yeMy Mo>keM Hammcarh strl.indexOf(‘bc’)? Orkyna y npuMutuBHOro
3HaYeHUs eCcTb MeTop? Jle/o B TOM, 4TO JABVDKOK JavaScript, Bcrpedas
TaKyIO 3allMCh, Ha JIETY «IIOJl KallOTOM» CO3/laeT BPeMEeHHBIN 00beKT
(CTPOKY ¢ IPUMUTUBHBIM 3HaueHMeM ‘abed’), y Hero BBI3BIBaeT METOJL
indexOf, roc/ie yero BpeMeHHBIN 00'beKT YHAILCTCS COOPIIMKOM MycOopa.
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2.3. CeonctBo __proto__ n metop getPrototypeOf()

3HaveHMe BHYTPeHHEro cBojicTBa [[Prototype]] MoxkHo momyanTsb
B IIPOrPaMMHOM Kojie. O6paTUTbC K HeMY MOYKHO € IIOMOIIIBIO CBOJA-
crBa __proto__. Hanpumep:

myArr = new Array();
console.log(myArr.__proto_ );

console.log{myArr.__proto__ == Aray.prototype);
console.log(Array == Aray.prototype.constructor);
console.log(myArr.__proto__.__proto__==

Object. prototype);

[IpoTOTHH TaKXKe MOXHO IIOTYIUTD € HOMOIIBIO MeToia getProto-
typeO£().

Meroy; Object.getPrototypeOf() Bo3ppaniaer npororuti (T.e. BHY-
TpenHee cBoNCTBO [[Prototype]]) ykasanuoro o6bekra. [Ipusenem npu-
MepBbL.

var proto = {};
var obj = Object.create(proto);

Object.getPrototypeOf(obj) === proto;
// 310 true

> Object.getPrototypeOf('foo') // kog ES5
TypeError: "foo" is not an object

> Object.getPrototypeOf('foo') // kop ES6
String.prototype

B ECMAScript5, ec mapameTtp obj He siBjisieTcst 06beKTOM, IIPO-

rpaMMa BbiflaeT Mckmouenne TypeError. B ECMAScripté napaMerp
GymeT npuBefieH K 06bekTy Object.
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2.4. poToTUNHOE HacnefoBaHNe
nonb3oBaTe/IbCKUX 06beKToB

C ucnonb3oBaHyeM IIPOTOTUIIOB MOKHO OpPIraHM30BaTh MEPAPXAIO,
1oj106HyI0 Mepapxuy K1accoB B C++ 1 Java.

Let Point = function(x, y){
this.x=x;
this.y =vy;
L
Point.prototype.move = function(deltaX, deltaY ){
this.x += deltaX;
this.y += deltay;
L
// HacnepoBaHue
let ColorPoint = function(x, y, color){
Point.call(this, x, y);
this.color= color;
}
ColorPoint.prototype =
Object.create(Point.prototype);
ColorPoint.prototype.constructor =
ColorPoint;

// IHcTaHUnMpoBaHue

let myPoint = new Point(1,-1);

let myColorPoint = new ColorPoint(4, 3, 'red’);
myColorPoint.move(2,4);
console.log(myColorPoint.x, myColorPointy) // 6,7

BMmecro cTpok

ColorPoint.prototype =
Object.create(Point.prototype);
ColorPoint.prototype.constructor =
ColorPoint;
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MOJKHO HaIIUCaTb

ColorPoint.prototype.__proto__ = Point;

KoHTponbHble BOMpOoChbl

1. B mcxXogHBIX KoaX MBI MHOT/IA IIMIIIEM
String.fromCharCode(kog).

Yett a1o MeTon? SBnsiercst mu Metoyt fromCharCode wrenom nporornma?
Kak ero nso6pasuts Ha cxeMe, 10 aHAJIOTUM C TeM, KaK OBUIY M306paskeHbI
MeTozb! join win call (cM. puc. 4)?

2. EcTpb BeTpoeHHBIM 06bekT Math. Ml He cosfiaeM 9K3eMIUIAPBI, 00 beKThI
tuma Math. [Tumrem Math.exp(1). A xax Math nzo6parxcaeTcst Ha iarpamme
(cm. puc. 4)?

3. B a3p1xe Python Mo>kHO YMHOXMTB CTPOKY Ha UMCTIO, CTPOKA IIOBTOPUTCS
COOTBETCTBYIOIee TWCIO pas (KOHKaTeHMpyeTcs caMa ¢ coborr). Takoro MeToya
B JavaScipt HeT. HamycaTb CTpOKOBBIT MeTOJ repeat, KOTOPBI IIPUHMMAET YIC/IO
Ha BXOJI, 9TOGH paboTano Tak:

let s1 ="abc}
console.log(s1.repeat(2)),

BBIBOJI: abcabec.
4. Uro BEIBefleT Ha 9KpaH JlaHHasI IIPOrpaMMa:

myStr = 'hello’;
console.log(myStr instanceof String);
myObj = {};

console.log(myObj instanceof Object);
myArr =[1, 2, 3];
console.log{myArr instanceof Object);

30



OTtBeThH

1. Meroy fromCharCode — cratmdeckuit Meton String, oH He sIB/IsieTCs
WICHOM LIPOTOTHUIIA.

4, false, true, true.

Crpoka myStr — 5To IPUMUTUBHOE 3HAUYCHME, @ He 00'bEKT, MMCIONINIA
cpoitcTo [[Prototype]]. 3ammcy myObj = {} — a10 Kparkas gopma sarmmcn
myObj = new Object({}), . e. xoTs 3armcp BHemnHe oX0Xa Ha myStr = ‘hello,
B JIaHHOM CJTy4ae «II0J] KalloTOM» UCIIONb3yeTcst KOHCTpyKTop Object.



maBa 3
SAME ORIGIN POLICY. O3KCNMEPUMEHTDbI
C KPOCCAOMEHHbIM B3AMUMOAENCTBUEM

Same Origin Policy — Ba>kHast KoHIIeIIMA 6€30IIaCHOCTH B Bebe.
Ilepen TeM Kak U3yYaThb ee, HPOBeEJIeM HECKONBKO 9KCIIEPUMEHTOB.

3.1. 3kcnepumeHTbl ¢ Same Origin Policy

YmeHrue u 3anuce Document Object Model

ITenb aTaky — HOMYIUTh KOH(UIEHIIMAIbHbIE JaHHbIE IT01b30Ba-
TeNld, aBTOPU3NPOBaHHOTO Ha caite bank.com. Arakyronmii cospaer
B CeTU CBOJ CaliT attacker.com ¢ KOHTeHTOM, IPUBJIEKATe/IbHBIM JIIsI
kepTBbl. Ha caiite attacker.com pacrionoxen iframe, B KoTOpBbIit Ipy-
sutcs bank.com; pasmep iframe MokeT 6BITD 1 X 1 MUKCeNTb, @ TOTOMY
II0/Ib30BATE/b €T0 JlaXke He 3aMEeTUT U HU O 4eM He 3aII0JIO3PUT.

<html>

TyT npnBneKaTenbHbIA KOHTEHT. ..

<iframe src="https://bank.con" id="victimlframe"> </iframe>
</html>

HpepeKBI/IBI/ITOM aTaKM ABJIAETCA TO, YTO MO/Ib30BATE/Ib->XKEPTBa aB-

TopM30BajicA Ha caifTe bank.com, ckakem, B lepBoii BK/Iajike Gpaysepa.
Jlanee arakylommii 3aMaHMBaeT HO/Nb30BaTe/IA-XEePTBY Ha CBOU CaiiT
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attacker.com (HapyMep, IPUCBIIaET CCBUIKY B IIMCbME), ¥ ITOJ/Ib30BaTe/Ib
OTKpBIBaeT caiiT attacker.com Bo Bropoii Bkajike Gpaysepa.

Korpa 6paysep mapcut crpanuily attacker.com, oH BCTpedaeT Ter
iframe 1, IpoaHa/M3UPOBAB COflep)kKUMOe aTpubyTa SIc, JieflaeT CooT-
BETCTBYIOIIEH 3allpoc Ha bank.com. bpaysep aBroMatidecku jo6aBiser
K 5TOMY 3aIIpoCy aBTOpM3allMoHHbIe cookie. OTMeTnM, uTo cookie 1o6aB-
JIIOTCS 10 ajipecy HasHaueHMs 3alpoca, a He ucrounmka! To ectb 6pay-
3ep nobapisteT cookie, coorBetcTBylonMe bank.com, a He attacker.com.

Kak To/pKo cofiep>kKuMoe 3arpyswioch B iframe, CKpUIIT IBITaeTCs
cumnTaTh cofiep>knmoe DOM us iframe:

<iframe src="https://www.wikipedia.org" id="victimlframe"></iframe>
<script>
$(document).ready(function(){

var iframeContent = document.getElementByld("victimlframe").
contentDocument;

console.log(iframeContent);
1;
</script>

Mcxons us Toro, 4To CKPUIIT MOKET UNTaTh COACPXKUMOC Tera div,
MOJKHO ITpeAIIOIOKUTD, UYTO Y CKpUIITA €CThb JOCTYII K COHCPXKUMOMY

iframe:

var divContent = docment.getElementByld("myDiv").innerHTML;
console.log(divContent);

Ha caMoM Jie/te TaHHBIN KOJI BBI3OBET ONIMOKY:
Uncaught DOMException: Failed to read the ‘contentDocument’ proper-
ty from ‘HTMLIFrameElement’: Blocked a frame with origin “http://attacker.

com” from accessing a cross-origin frame.

[IpyunHa B ToM, 4To 6paysep He 103BOJAET IPOU3BOUTD UTeHNE
u 3arch DOM UCTOUHUKY, OT/IMYHOMY OT MUCTOUHMKA iframe (0KkHa).
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UmeHue omeemos Ajax-3anpocos

yepe3 XMLHttpRequest u fetch

[leb aTaky — HOTYIUTDb KOH(pUIeHIMaIbHbIe JJaHHbIe I0/Ib30BaTe-
JIs1, aBTOPU3MPOBaHHOTO Ha caiiTe facebook.com. Arakyrommit cospaer
B CeTHU CBOI caiiT attacker.com u 3aMaHuBaet Tyga >kepTBy. Ha caii-
Te attacker.com B Tere <script> pacrionoxen JavaScript-koj, KOTOpBIit
HBITAaeTCA YKPAcTh IMUHYIO HepelncKy ¢ Facebook, nenas ciemytonmit
Ajax-3alIpoc Ha YTeHye TMUHBIX COOOIeHMII:

$.ajax({
url: "https://facebook.com/loadMessages’,
type: "GET",
xhrFields: { withCredentials: true }
}, function(data) {
console.log(data);

B

[IpepeKBU3UTOM aTakM SABJISACTCS TO, YTO NOIb30BaTe/Ib-)KepPTBa
aBTOPU3OBAJICA Ha caiite bank.com, ckaxem, B niepBoil BkIajke 6pa-
y3epa, a BO BTOPOUl BKJIJIKe OTKPBUI caiiT attacker.com. HamoMHuM,
qro Opaysep, Jlefast Ajax-3alpoc, aBTOMATUIECKN T00aB/IsIeT K 9TOMY
3aIIpOCY aBTOPU3AIIMOHHBIE cookie.

[TorbITKa BRIIOJIHUTD JIAHHBII KOJI BO BKJIAJKe attacker.con mpusesier
B OINOKe:

XMLHttpRequest cannot load https://facebook.com/. No ‘Access-Con-
trol-Allow-Origin’ header is present on the requested resource. Origin
‘https://attacker.com’ is therefore not allowed access

3to Same Origin Policy B ieticTBUM: 3a11poc OBUT YCIENIHO OTIIPaB-
nieH Ha Facebook ¢ cookie monmbsoBaress, u Facebook oTripaBw B otBeT
JMgHBIe coobnieHns. OHako Gpaysep He oTjaeT JavaScrip-Kojy oTBeT
cepBepa.

Kak nmenHo peamayercst Same Origin Policy ipu ocymiecTsiennn
KPOCCTIOMEHHBIX AjaX-3allpOCOB, MBI pasdbepeM B C/Ie/[YIOIIVX [1aparpa-
¢ax, xorma 6yem o6cyxparb CORS.
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3.2. NMoHaTne Same Origin Policy

Same Origin Policy (B mepeBojie ¢ aHIJI. «ITPUHITAII OJUHAKOBOTO
VICTOYHMKA») — IIOJINTHKA, OIIpefie/IAIoNIas, KaK JOKYMEHT VIV CKPUIIT,
3arpy>KeHHBIN U3 OJJHOTO MCTOYHMKA (Origin), MOXKeT B3aMMOJIeiiCT-
BOBATb C PeCypCOM M3 IPYTroro MCTOUHMKA (origin). 3To BakHasi KOH-
HeniusA 6e30MacHOCTH, ITO3BO/IAIAsA M30/IMPOBATh MOTEHINA/IbHO
3710BpeJHble JIOKyMEHTBL.

Same Origin Policy paspemnraeT KIMeHTCKUM CIleHapysAM, HaXojisl-
HIMMCSA Ha CTpaHUIaX OJHOTO caliTa, JOCTYII K MeTOflaM M CBOVICTBaM
JIpyT Jipyra 6e3 orpaHMYeHNiT, HO IIpeJOTBpaIaeT A0CTYI K 6ONbIINH-
CTBY METOJOB U CBOJICTB JI/LS1 CTPaHMI] Ha Pa3HBIX CaliTax.

Same Origin policy orpannumBaet jjoctyn JavaScript-Kofy, 3arpy-
JKeHHOMY M3 OJHOTO VICTOYHMKA:

— K UTeHMIO OTBeTOB Ajax-3arpocoB uepes XMLHttpRequest u fetch
U3 JIPYroro MCTOUHMKA;

— yrenuio u 3amucu Document Object Model (DOM) spyroro
UCTOUHMKA;

— YTeHMIO U 3aIIMCHU XPaHUMBIX JIaHHBIX (cookie, session & local
storage) Ipyroro MCTOUHMKA.

JIBe cTpaHUIIBI UIMEIOT OJIMHAKOBBIN Origin (MCTOYHMK), eC Po-
TOKOJI, TOPT (eC/IM yKasaH) U XOCT OJIMHAKOBHI JUIS 06€eMX CTpaHMUII.
B Tabn. 1 ganer npumepsl origin-cpaBaenuit ¢ URL http://company.
com/dir/page.html.

[Mosnenne kornemnm Same Origin Policy otHOCHTCS K Netscape
Navigator 2, 1995 1. VIsHaua/ibHO MOJIMTUKA ObITa paspaboTaHa I
IpeoTBpalieHNs JOCTYIa K 06beKTHOI MOJIe/N JIOKYMeHTa, HO BIIO-
C/IefICTBUM ObUIAa paciMpeHa JIIS TOTO, UTOOBI 3alIUTUTD KPUTHYECKIe
qacTy 1obanrpHoro obbekta JavaScript.

Tabnuma 1
Cpasnernue URL-agpecos B Same Origin Policy
URL CoBmagienue | Ilpuanna oTnmdamit
http://company.com/dir2/other.html Ila
http://company.com/dir/another.html la
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Oxonuanue mao. 1

URL Copnagienne | IIpuamba ommmamin
https://company.com/secure.html Her PasHble IIPOTOKONBI
http://company.com:81/dir/etc.html Her PasHble opTHI
http://new.company.com/dir/ya.html Her PasHble X0CTBI

3amMeuanme. Y Internet Explorer €CTb JIBa MCK/IIOUYECHNS, Kacalo-
myxcst Same Origin Policy.

Bo-niepBhIX, B IE BBefleHO TIOHATHE «30HA JIOBepUA», BCETO BBIJIE/IS -
eTcd ATh 30H: Internet, Local Intranet, Trusted Sites, Restricted Sites, My
Computer. [Tosb30BaTe/N MOIYT UCHONTB30BATh HTU 30HBI, YTOOBI JIETKO
06eceunTh COOTBETCTBYIONINIT YPOBEHb 6€3011aCHOCTH IS Pas/IMIHBIX
TUIIOB BeG-KoHTeHTa. HanpuMep, 0/Ib30BaTe/lb MOXKET IOTHOCTBIO
TOBEPSTD CaliTaM B MHTPAaceTH CBOETO YUPEXICHNA U, COOTBETCTBCHHO,
CHMBWUTD YPOBEHb Tpe(GoBaHMIl K 6€30IIaCHOCTH. ITOT JKe I0/Ib30BaTe/lb
MOKeT He JIOBepsITh caiiTaM B VIHTepHeTe, a HOTOMY Ha3HauUThb Goslee
BBICOKUII YPOBeHDb TpeGoBaHuUil K 6€30MacHOCTU BO Bcell 30He VH-
TepHeTa. TOT GojIee BHICOKMIT YPOBeHb 6€30I1aCHOCTH He IO3BOJIsAeT
3allyCKaTh aKTVBHBIN KOHTEHT M 3aIPY>KaTh KOJI Ha CBOYM KOMIIBIOTEPDI.

Ecm ecthb ompejiesieHHbIe BeG-CaiiThl, KOTOPBIM I10/Ib30BaTe/Ib J10-
BepsieT, OH MOXKeT (B HACTpOIiKax Opaysepa) pasMeCTUTb OT/[e/IbHbIC
URL-ajtpeca wm 11e/1ble JTOMEHBI B 30He HaJ[eKHbBIX CaiiTOB.

Ecmm o6a joMeHa HaXOfIATCS B 30He BBICOKOTO JIOBepUs, TO Same
Origin Policy He mpumeHsteTCs.

Bo-BTopnIx, IE He BK/IIodaeT MOpPT B KOMIOHEHTH Same Origin,
http://company.com:81/index.html u http://company.com/index.html
OTHOCATCSA K OfTHOMY MICTOUHMKY, a IOTOMY HUKaKJe OIpaHNdeHus
He IIPUMEHATCA.

OTH UCKIIOYEeH N HeCTaHIaPTHEL 1 He IOICPXKUBAIOTCA HY B OJIHOM
ApyroM 6paysepe, HO VX IT0JIe3HO 3HATD IIpU pa3paboTke BeO-IIpuIoKe-
Huit Ha 6a3e Windows RT wmn IE.
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3.3. KpoccapomeHHble 3anpocbl He U3 CKpUnTa

CreliyeT OTMETUTD, 4TO KPOCCHOMEHHbIE 3alIPOCHl — 5TO TO, UTO
cocTrap/isieT cyTh Beba. Beb cosfaBaics s TOro, 4To6BI 06eceInTh
II0/Ib30BaTe/IsIM JIETKYIO HaBUT'Al[UIO MEXK]ly CaiiTaMi, HalIpuMep, B pe-
3y/IbTaTe MIe/TUKa 10 TUIePCChUIKaM.

1. ITycTb nob3oBaTe/lb IpOCMaTpuBaeT B 6paysepe TOKYMEHT, 3a-
TPY>KeHHBI ¢ caiita bank.com, u npuHUMaeT peliieHne riepeirTi Ha caiiT
http://other.net, 115 gero B ajipecHoit CTpoKe Bo BK/IajiKe Gpaysepa
BBOJIUT HY>KHBII ajipec M HaxkuMaet «Enter». [lanee:

a) 6paysep unmimamsupyer GET http-3anpoc, origin koroporo
OT/IMYaeTCA OT TEeKYIero;

6) COOTBETCTBYIOIINIT KOHTEHT HPUHMUMaeTcs Opay3epoM OT cepBepa
other.net;

B) DOM, acconmmpopaHHblit ¢ bank.com, yHuaroxaeTcs, a TeKyIIuii
origin MensieTcs Ha <http, other.net, 80>.

Pazymeercs, IOMUTUKM 6€30IIaCHOCTY He JJO/DKHBI M He MOTYT Me-
MIaTh 110/1b30BATE/II0 CAMOMY MHUIIMMPOBATD HepeXof| Ky/a-160 Iy TeM
BBOJIa ajipeca B aJIpecHyIo CTPOKY Opaysepa.

2. To ke caMoe OTHOCUTCA K IIepeXofTy K MHOMY pecypcy (cross-origin
3aIPOCy) ¢ HOMOIIBIO K/IMKa IO TuiepcchbUike. [Tomb3oBarte/b BlIpape
CaMOCTOATENIBHO pelllaTh, Kyla eMy IepexoiuTh. SOP 3iech He 1pu-
MEHAETCA.

3. Tenepb paccMOTPUM KpOCCIOMEHHBIE 3aIIPOCHI, MHUIMAIN3UPO-
BaHHBIe Opay3epoM 1, B MU3BECTHOM CMBIC/IE, IPO3pauHble IS 0/Ib30-
Bare/is. HarpuMep, 6paysep mapcui CTpaHulIly, 3arpy>keHHyIo ¢ bank.
com, ¥ OGHaPY>XWI TeT JI/Is1 BCTaBKM M300pakeHNA:

<img src="http://ico.bank.com’ alt="logo'>
WIN
<img src="http://ico.other.net' alt="logo'>

JTaHHBIIT KPOCCIOMEHHBII 3alpoc OyfeT cjlelaH, Ipy 5ToM OyiyT
BBICTABJICHDI C/ICAYIOLIVIE 3aT O/IOBKIL:
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host: 'icons.bank.com'

connection: 'keep-alive’'

pragma: 'no-cache’

‘cache-control": 'no-cache'

'user-agent’: '"Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.98
Safari/537.36'

accept: 'image/webp, image/* */*; g=0.8'

referer: 'http://bank.com/'

accept-encoding: 'gzip, deflate, br'

accept-language: 'ru-RU, ru; g=0.9, en-US; q=0.8, en; g=0.7'

BosmoxkHO, 9TO B IpyroM Gpaysepe 6yAyT BBICTaBIeHbI HEMHOTO
MHBIE 3aI'0JIOBKU, HO CYTh B TOM, YTO, 3allpallliiBasg peCypchl C Ipyrux
JIOMEHOB, 6paysep He BBICTAaB/ISUI 3aTOIOBKOB, KaK-/M60 OrpaHNUNBa-
IOIIMX KPOCCHOMEHHOE B3aMOJ|eliCTBIE.

4. AHaJIoTMYHO paboTaOT KPOCC/IOMEHHBIE 3aIIPOCHl, MHUIA/IN-
3upoBaHHble 6paysepoM K ctwisaM CSS. HanpuMep, 6paysep napcun
CTpaHMILy, 3arpykeHHYyIo ¢ bank.com, 1 06Hapy»u1 Ter Jyis 3arpysKu
CTHJIEI:

<link href='http://solod.webhost.com/style.css' type="text/css'
rel="stylesheet'>

Same Origin Policy He 3amipelijaet MoJ[K/IFOYaTh U3 JIPYTUX UCTOUHMKOB
JavaScript-kop? uepes <script src="http://another-origin.com"></script>.
VICTOUHMK TTOJIK/IIOUEHHOTO JavaScript-kofia 6y/eT Takoi e, KaK UCToU-
HMK CTPAaHUIIbI, KOTOpasl ero MOAK/IIoUIIa. ITO O3HadaeT, 4To Nobast
6ubmoTeKa, MOJIK/II0YaeMas depes Ter <script>, momydaeT JOCTYI K pe-
CypcaM TeKyI[ero MCTOUHNKA, BK/IIUast COflepXKMMOoe CTpaHMIIbI 1 cookie.

Conep>xnmoe TeroB <video>, <audio>, <object>, <embed>, <applet>
TaK>Ke MOXKeT OBITh U3 JIPyToro NCTOUHMKA.

? OTO OTKPHIBAET BOSMOXKHOCTH st Mcnonb3oBanus JSONP (JSON with pad-
ding) — pononHeHust k 6asoBoMy popmary JSON, IpefiocTaBIAIONIEro CIocob satpo-
CUTb JJAaHHBIE C CepBepa, HaXOJAIIErocs B IPYToM JIOMEHe.
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5. ITo mpodTeHMM HEKOTOPBIX HEJIOCTATOUHO IPOPaboTaHHBIX yueo-
HIKOB MOXXeT CIOKUTBCA BIIeYaT/IeHNe, YTO eITHCTBEHHOE IIpe/IHa3Ha -
yenye SOP — orpaHMYMTh NOTEHIIMAIBHO OIIACHBIE KPOCCIOMEHHbIe
3aIlpOCHI’, MHULIVA/IM3UPOBAaHHbBIe B JavaScript-Kofie. 9To HeBepHO.

Kax MBI Bujiennn B npuMepe Bbilie, SOP nosBojseT 610KMpoBaTh
noctyn kK DOM pouepnux iframe, cojiep>KaImx KOHTEHT € J[PyTroro
origin. Hukakux Ajax-3arpocoB TaM BooO11[e HeT.

MoskeT IOKa3aTbCs, UTO B IIpUMepax 3 u 4 6paysep, He ollacasich,
Jiea/l KpOCCIIOMEHHbIE 3alIPOChI, TaK KakK ajipeca (3HaueHus arpubyToB
src u href), Kyza fenath 3anpocel, 6bUIM MOTYIEHBI U3 JOBEPEHHOTO
JICTOUHMKA. Pa3 Be6-paspaboTunK BCTaByI B IIaBHYIO CTPAHMITY CCHITKU
Ha BHeIIHJe peCypChl, 3HAYUT, OH UM JIOBepSIET.

TyT BosHUKaeT BOIIpoc: ec/iM KpOCCOMeHHas 3arpysKa nsobpaxe-
HUs VHUOUMPOBaHa B pe3y/bTare TOro, YTO CKPUIIT CMEHWI 3HaYeHMe
arpubyTa src:

function changelmg(){
document.getElementByld('myPicture').src =
'https://otherdomain.net/foto.png’;

OynmeT /m 6paysep BBICTAB/IATh KakKye-M60 clielyialbHble, CBA3aHHbIe
¢ 6€30I1aCHOCTBIO 3aT'0JIOBKM 1 KaK-TO 0COOBIM 06pa3oM 06pabaThiBaTh
oTBeT cepBepa? OTBeT: oBefieHMe Gpaysepa Takoe e, KakK B IipuMepe 3.

3.4. KpoccaomeHHble 3anpocbi: Ajax-3anpocbl n CORS

I[Tpu paspaboTke Be6G-IPWIOKEHNIT, B YaCTHOCTY C UCIIO/NB30BaHVEM
¢peitMBopka Angular, 9acTo CO3AA0T OJHOCTPAHNYHBIE TPUIOKEHNS
(Single Page Application) co ciemyronieit apXuTeKTypoit:

— ocHoBHO¥ daitn (06praHo HasbiBaeMblil index.html) u ckpurnTer
(oTBeTCTBeHHBIE, HAPUMeEP, 3a MaHMIY/IsIIMY ¢ DOM 1 ocynjecTBieHme

* VMHorga 607ee TOYHO MUINYT: «IIOTEHIMAILHO OIACHBIE KPOCCIOMEHHBIe Ajax-
3aIIPOCHI».
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Ajax-3aIpocoB) Ipys3ATcs ¢ Be6-cepBepa, Ha KOTOPOM 3arlyliieH Angular.
3TOT PpOHTEH]I-CepBep ABJIACTCA TOUKON BXOJla B IIPU/IOXKEHNE;

— 3aIPOCHl, CBA3aHHbIE C OCYIeCTB/IeHMEM JIOTUKY IIPUIOXKEHS
(narpumep, 6poHMpOBaHNEe HOMEPOB B OTeJIe), OTIPABIAIOTCA Ha JIpy-
Toii Be6-cepBep — TaK Ha3bIBaeMBbIil G9KeH]T-cepBep. DTU Ajax-3allpochl
OTIPABIAIOTCA, OYeBUIHO, Ha APYTOM Origin 1 MOTOMY IOIAJIAIOT IO
ollpefieNieHNIe KPOCCIOMEHHBIX.

[Tomrtuka SOP ABHO 3alpeniaeT oCyIecTBIeHNe HOJOOHBIX Kpocc-
JIOMEHHBIX 3aIIpOCOB M3 JavaScript /I HOBbIIIeHMs 6e3011aCHOCTY Be6-
npyiokeHui. OfHaKo B TaHHOM C/Iydae 5TU 3allpOCBl HeOOXOIMMEL.
Jist ocmabiennst sxxecTkux TpeboBanmit SOP 6p1a pejioskeHa ClIeIy-
¢uxanma CORS.

Cretmdukanmst CORS (Cross-Origin Resource Sharing) 6pu1a ripesi-
noxkeHa B 2009 1., xoT4 y>e B 2005 . KoHcopiyyMoM BceMypHoOI ay -
HbI (W3C) 6bu1m orry61mKoBaHbl paboThl Ha 9Ty TeMy (cM.: Authorizing
Read Access to XML Content Using the <?access-control?> Processing
Instruction 1.0). Cierdpmkanys 2009 1. Ipu3HaHa ycTapeBIeit (aHIL
obsolete) n npeTepiena HeojiHOKpaTHBIe 06HOBIeHNs. TexHomorust CORS
sBysteTcst cranmaptoM W3C [2].

CORS — MexaHM3M, UCIIOb3YIOMNI fonoaaurenbupie HTTP-
3aro/IOBKY, YTOGBI JIATh BO3MOXKHOCTD O6paysepy 110/1ydaTh paspelieHns
Ha JIOCTYII K BBIGPaHHBIM pecypcaM C cepBepa Ha MCTOUHMKe (origin),
OTIMYHOM OT TOTO, UYTO UCHOb3YeTCA B JJaHHBIII MOMEHT.

B nensax 6esomacHocTy 6paysepbl orpannamBaiT Cross-Origin-
3aIpochl, MHUITMKUpYyeMble ckpunitamu. Hanpumep, XMLHttpRequest
u Fetch API CJICAYIOT IIOIUTHUKE OJTHOTO ICTOYHMKA, @ 3TO 3HAUUT, YTO
Be6-TIPMIOKeHN A, UCHOMb3YIoNmMe Takue API, MoryT 3anmpammBarb
HTTP-pecypchl TONBKO € TOTO JIOMeHa, ¢ KOTOPOTo OBUIN 3arpy>KeHbl,
HoKa He 6ynyT uctonb3oBaubl CORS-3aronoBkm.

OxaspIBaeTcs, YTO He TONbKO Ajax-3alpochl NCoNb3yoT CORS.
Nmenno CORS npumMeHseTca 1A paspeliteHNs KpoccnoMeHHbx HTTP-
3aIIPOCOB, HeOOXOMMMBIX JIJISI 3aTPY3KU:

— mpudroB Web Fonts (151 KpoccioMeHHOTO UCIIONTb30BaHVS IPUQ-
ToB B @font-face B pamkax CSS), 4To6bI cepBepbl MOI/IN Pa3BOPAUNBATH
TrueType mpu¢Th, KOTOpbIe MOTYT GBITh 3arPy>KeHBI TOTBKO B KPOCCCali-
TOBOJ MaHepe ¥ MCIIO/Ib30BAHBI Be6-caliTaMy, KOTOPBIM 5TO pa3perieHo;
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— WebGL-TekcTyp;

— (peliMoB ¢ M306paskeHUAMIU/BUICO, 06aBICHHBIMA B KaHBaC
¢ nomonipio drawlmage;

— crueit (s CSSOM nmocryna);

— CKpUITOB (JI OTKIIOUEHHBIX MCKITIOUCHMIT).

Kpome Toro, CORS npumensietcs jyis Beizosa Fetch APIs wm XML-
HttpRequest B KpocccaliToBOM MaHepe, KaK OIVICAHO BBIIIIE.

Cranpapt Cross-Origin Resource Sharing pa6oTaet ¢ moMoIipio j10-
6apyrenyst HoBbIX HT TP-3aronoBkoB, O3BOJIAIONINX CepBepaM OINCHIBATh
HaGOp UCTOUHMKOB, KOTOPBIM paspellieHo YNTaTh MH(OPMAIINIO, 3alIpa-
nmBaeMyto 6paysepoM. B yactHocry, i Merogos HTTP-3anpocos,
KOTOpBIE MOTYT IPUBECTH K IT0GOIHBIM 2¢eKTaM HaJl JTaHHBIMY cepBepa
(B vactHocTH, Wig HTTP-meTonos, ormmunbix o GET, wim g POST-
3aIIPOCOB, UCIIONB3YIONINX orpefieieHHble MIME-Tuier), criermmkarys
TpebyeT, UTOOBI 6pay3epbl OTIPAB/ISUIN IPeIBAPUTE/IBHBIN 3aIIpoC (aHITL
preflight), sanipanmBast ¢ nomonibio HT TP-metota OPTIONS y cepBepa
CIIMCOK TOJIIeP>KMBaeMbIX METOJIOB, a 3aTeM, B CIydae IO TBep K eHIs
OT cepBepa, OTChUIAMN (aKTUUECKUI 3aIIpOC ¢ PaKTHUIeCKUM MeTOIOM
HT'TP-3ampoca. CepBepbl Takoke MOIYT OIIOBEI]ATh K/IMEHTOB, [I0/DKHBI JIN
«1o/tHoMounst» (aHIL. credentials), Bkmodas Cookies u HTTP Authenti-
cation flaHHBIE, GBITH OTIIPAB/ICHBI C 3aIIPOCOM.

Jlasee paccMOTPUM TpU BO3MOXKHBIX ClieHapysl oOMeHa JJaHHBIMU
MeXTy 6paysepoM U CepBepoM, a TaKXKe IIPOaHaIN3NPyeM UCIONb30-
BaHMe cooTBeTcTByIomux H'TTP-3aronoBkos.

lpocmeie 3anpocei

HekoTtopble 3aripochl He 3acTaBisiior cpabareiBaTh CORS preflight.
OHM 06BITHO HAa3BIBAIOTCH «IIPOCTHIMU 3arpocamu» [3], xors Fetch-
cienydukanys, onpefestionias CORS, He MCIOAb3YeT HTOT TePMUH.
3arpoc, wist Kotoporo He cpabateiBaeT CORS preflight (Tak HasbiBacMblit
«IIPOCTON 3alPOC») — 3TO 3AMPOC, YAOBICTBOPSIOMUI CIeYIOMUM
YCIOBUAM:

1. JomycruMble MeTOABI JI/IS 3alIpoca:

a) GET,

6) HEAD,

B) POST.
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2. Kpome 3aronoBKoB, KOTOpble aBTOMaTIUeCKMe IPOCTaBIAI0TCA
6paysepom (manpumep, Connection, User-Agent vy mo60it Apyroi
3aTr0JIOBOK C MMeHeM, OlpeJie/IecHHbIM B crienm¢mkanmy Metoa Fetch
B CeKIIUM «3arIpellieHHbIe UMeHa 3aro/I0BKOB (KOTOpPbIE He/lb3s U3MEHUTD
IPOTrPaMMHO)» ), TOIYCTUMBIMM 3ar0JIOBKaMM, KOTOpbIe MOTYT OBITh
IIPOCTAB/IeHBl BPYUHYIO, ABJISIIOTCA Te 3aTOJIOBKY, KOTOPBIe olpejie/ie-
HbI ciienudukaimeit Metosia Fetch kak «CORS-6e30macHbIe 3arooBKI
3aIIpoca», TaKMe KakK:

a) Accept,

6) Accept-Language,

B) Content-Language,

r) Content-Type (HO yauTBIBaliTe MyHKT 3),

1) Last-Event-ID,

¢) DPR,

k) Save-Data,

3) Viewport-Width,

u) Width.

3. JlonycTMMbIMYU 3HaYeHMAMU 3aronosKa Content-Type gB/sioTcs:

a) application/x-www-form-urlencoded,

6) multipart/form-data,

B) text/plain.

4. He 1o/KHBI OBITH 3apernCTpUpOBaHbl 06paboTuuKu coOBITHII
Ha mo6oit 06bekT XMLHttpRequestUpload, ucrio/ib3yeMbilit B 3aripoce;
5TO IOCTUTaeTC UCHoIb3oBaHueM cBoiictBa XMLHttpRequest.upload.

5. B zampoce He JJO/DKeH UCHONB30BaThbest 00'beKT Tuma Readable-
Stream.

3TO Te 3Ke TUIIBI MEKCAITOBBIX 3aIIPOCOB, KOTOpbIe Gpaysephbl MOIJIN
BbIlaBaTh elne 1o noapaeHnsa XMLHttpRequest-o6bekToB (cM. napa-
rpa¢ 3.3), a H0TOMY CTapble BeG-cepBephl, CTaparoliyecs MpefloTBPATUTh
HOJJIe/IKY MeXXCalTOBBIX 3anpocoB (aur. Cross-Site Request Forgery),
He CTOJIKHYTCA HY € 4eM HOBBIM B IU1aHe KoHTpo/A focrya HTTP.

I[Ipumeuanue. B WebKit Nightly u Safari Technology Preview
fo6aBJieHbl TOIIOTHUTE/IbHBIEe OTPAaHNYeHNs Ha 3HAYEeHMS, IOy CTH-
Mble B 3arojioBKax Accept, Accept-Language n Content-Language. Ecin
KaKoJ-1M60 U3 5TUX 3aT0JIOBKOB MMeeT «HeCTaHAapTHBIe» 3HAUEHMS,
WebKit/Safari He cunTaeT, 4T0 3alIpOC YHOBACTBOPSET YCTOBYUAM «IIPO-
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croro 3anpoca». Uro umenHo WebKit / Safari cauraeT «HecTaHIapTHBI-
MM» 3HaYeHMAMMN JUIA 9TUX 3ar0/IOBKOB, O(MIIMaIbHO He JIOKYMeHTH-
poBaHo. Hu ofiuH jipyroii 6paysep He peansyeT 9TH JJOIOTHUTe/IbHBIE
OrpaHMUeHN, IIOTOMY YTO OHY He ABJIAIOTCA YacThIo CIelM(puKaImm.

I[Tpumep. Copepxxumoe fomena http://foo.example xodet o6pa-
TUTBCSA K cofiepkuMoMy http://bar.other. Ha somene foo.example MmoskeT
MCIIO/Ib30BaThCA CIeN YoMl JavaScript-Ko:

var invocation = new XMLHttpRequest();
var url ="http://bar.other/resources/public-data/’;

function callOtherDomain() {
if(invocation) {
invocation.open('GET, url, true);
invocation.onreadystatechange =
handler;
invocation.send();

9T0 IpuUBefleT K IPOCTOMY 06MeHY 3allpocaMyl MEK]ly KIMEeHTOM
U cepBepoM, ¢ ucnonbzoBanueM CORS-3arooBKoB i 06paboTKu
npuBIIernii (puc. 5).

bBpaysep oTIpaBuT B TaKoM cIydae Ha cepBep CAeYIOIMIA 3alpoc:

GET /resources/public-data/ HTTP/1.1

Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U;

Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre) Gecko/20081130
Minefield/3.1b3pre

Accept: text/html, application/xhtml+xml,
application/xml; g=0.9,*/*; q=0.8

Accept-Language: en-us, en; q=0.5

Accept-Encoding: gzip, deflate

Accept-Charset: ISO-8859-1,%; q=0.7
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Connection: keep-alive

Referer: http://foo.example/examples/
access-control/simpleXSinvocation.html
Origin: http://foo.example

CepBep MPUIIET TAKON OTBET:

HTTP/1.1200 OK

Date: Mon, 01 Dec 2008 00:23:53 GMT
Server: Apache/2.0.61
Access-Control-Allow-Origin: *
Keep-Alive: timeout=2, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: application/xml

[XML Data]

CaMBIM BaKHBIM /IS HAC 3ar0JIOBKOM 371ech sBjisiercs Origin. JlaHHBIN
3aro/IOBOK yKasbIBaeT, UTO 3allpoc MpuiIIe ¢ joMeHa http://foo.example.

Client Server

Simple request

GET /doc HTTP/1.1
Origin: Server-b.com

X....

—

HTTP/1.1 200 OK
Access-Control-Allow-Origin: *

Puc. 5. KnmeHTcKMe U cepBepHBIe http-3aronoBku,
peanusyrpoume CORS. IIpocroii 3ampoc
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B oTBeT cepBep oTpap/sfeT o6paTHO 3aroloBok Access-Con-
trol-Allow-Origin. VcnonbsoBanue 3aronoBkoB Origin u Access-Con-
trol- Allow-Origin mokaspiBaeT IPOTOKO/I YIIPaB/IeHN IOCTYIIOM B €r'o
HpOoCTelilieM BapyaHTe. B laHHOM c/tyuae cepBep oTBeuaeT: Access-Con-
trol-Allow-Origin: ¥, 5To 03HauaeT, 4TO K pecypcy MoxkeT o6pallaTbes
o601t JOMeH B MEeKCAITOBOM pexkuMe. Ec/i Biiajie/iblibl pecypcoB
1o ajipecy http: //bar.other XoTAT OrpaHMUNTD JOCTYIl K UCTOTHUKY
TONBKO 3ampocamu ¢ http: //foo.example, To oM oTIpaBAT O6paTHO:

Access-Control-Allow-Origin: http://foo.example

O6patnTe BHMMaHMe, UTO Tellepb HU OJIMH JIoMeH, kpome http: //foo.
example (mpenTHduIMpyeMsIit 3aronoBkoM Origin), He MOKeT HOTYINUTD
JIOCTYII K PeCypCy MeXKCalf TOBBIM CIIOCO60M.

Ecm cepBep XoUeT paspelnThb TOCTyIl 6o/iee UeM OJJTHOMY JIOMeHY,
TO B OTBeTe cepBepa JIO/DKHO GBITh IO OIHOI cTpouke Access-Control-
Allow-Origin f/is1 KXX[0T0 JIOMeHa.

Access-Control-Allow-Origin: http://www.a.com
Access-Control-Allow-Origin: http://www.b.com
Access-Control-Allow-Origin: http://www.c.com

Ha mrpakTuKe Jallie UCIO/Ib3YeTCs 3alUCh Y3 HeCKOTBKVX JIOMEHOB,
pasie/leHHBIX ITPobeToM:

Access-Control-Allow-Origin: http://www.a.com http://www.b.com
http://www.c.com

3anpocel, mpebytlowue npedsapumesnibHol nposepKu

B xpocciiomMmeHHOM Ajax-3allpoce MO>KHO UCIIONTb30BaTh He TOTBKO
GET- mwin POST-metonpl, Ho 1 mo60i1 gpyroit MeTof, Harpumep PUT
wm DELETE; MoxHO McIIonb30BaTh ¥ HeCTaHJAPTHBIIN MeTO], Hallpy-
Mep, B ipoTokoe WebDAV ncrionbayrores metoist COPY, PROPFIND,
LOCK n nip.

Crapble 6paysepbl (He nojgiepxxnBasivie XMLHttpRequest) He yme-
M JlefIaTh Mofo6HbIe 3alIPpOChL. B CBA3M ¢ 9TUM psiji Be6-CepBUCOB OB
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HaIVCaH MCXOJIA U3 IIPEJIII0NI0KEHNS, UTO «eC/IM MeTO]l HeCTaH IapTHADII,
TO 9T0 He Gpaysep». HekoTopble BeG-cepBICH JlaXke YUNTBHIBAJINA 9TO TIPU
HpOBepKe MpaB OCTyIa. TakiuM 06pa3oM, UCIIOTb30BaHME COBPEMEHHBIX
6paysepos (ognepkusatonmx XMLHttpRequest) Moro 6bI OTKpBITH
BO3SMOXKHOCTY JIJIS aTaKVl CTAPBIX BeO-IIPUIOMKEHMIA.

Paspaborunku crangapra CORS npuayMaim, Kak UMEHHO 0C1abUTDb
SOP, ¢ ool CTOPOHBL, YTOOBI Pa3pelUTh KPOCCTOMEHHBIE 3aIIPOCHI,
a ¢ IPyro’l — 4TOOHI 3/I0yMBIIUICHHUK, BOCIIO/Ib30BABIINCH HOBBIM
CTaH/IapTOM (BO3MOXXHOCTBIO IIOCBUIATD KPOCCIIOMEHHBIE AjaxX-3aripochl
¢ nponsBonpHbIMKM HTTP-MeToaMu), He CMOT ¢Jie/IaTh YTO-TO IIPUH-
[UITNAIBHO OTIMIHOE OT TOTO, YTO OH M TaK MOT paHblIIle (A paHbIle OH
MOT HOCTaTh KpoccnoMeHHblit GET-3ampoc, Harpumep, U3 Tera img),
M TaKMM 06pa3oM «CJIOMaTh» KaKoil-HUOYb cepBep, paboTaoNuii 110-
CTapoMY CTaHJApTy M HeTOTOBBIN K aTaKaM HOBOTO BUJIA.

B oT/Muye oT MpOCTRIX 3alIpOCOB, IPEABapUTEIbHO IIPOBepsieMble
3allpOChl CHavyaJla OTIIPaBIAIOT cepBepy B ipyrom soMere HTTP-3ampoc
¢ MetofioM OPTIONS, uTo 6l onpeienTh, 6esonace’ /m PakTMIeCKIit
3aIIpOC JUISL OTIPABKIL.

B wactHOCTH, 3alTpOC IIpeIBapUTE/IbHO IIPOBEPSIETCH, €C/IV BBIIIO/ -
HACTCA M060e U3 CIeYIONMX YCTOBUIL:

1. Ecin meton e GET / POST / HEAD.

2. Kpome 3aronoBKoB, KOTOpble aBTOMaTHUeCKMe IIPOCTAaBIAI0TCA
6paysepoM (Hanpumep, Connection, User-Agent wim mo60it 1pyroit
3ar0/IOBOK C MIMeHeM, OIpejle/IecHHbIM B crienm¢mkanmy Metoa Fetch
B CeKIIUM «3allpellieHHbIe MIMeHa 3aro/IoBKOB (KOTOpPbIE He/lb3sl MI3MEHWUTD
IPOIPaMMHO)»), 3alIpOC BK/IIOYAET 3ar0/I0BKM, OT/IMYHbIC OT TeX, KOTO-
pble olpefie/ieHnl crienudukaiyeit Metona Fetch kak «CORS-6e3omacHbIe
3ar'OJIOBKY 3aIIPOCa», a UMEHHO:

a) Accept,

6) Accept-Language,

B) Content-Language,

r) Content-Type (HO yunThIBaiiTe NYHKT 3 HIDKe),

* CrnoBo «fesomacen» siech MOHMMAETCs He Tak, Kak B RFC 7231 «Hypertext
Transfer Protocol (HT'TP/1.1): Semantics and Content» (pasmern 4.2.1 «Safe Methods»).
Be30IacHOCTb MeTOIA OTIPEESIETCS TOTUKOI TPUIOKEH VS,
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1) Last-Event-ID,

e) DPR,

k) Save-Data,

3) Viewport-Width,

n) Width.

3. Ecu 3aronoBok Content-Type uMeeT 3HaueHUe, OTIMIHOE OT

a) application/x-www-form-urlencoded,

6) multipart/form-data,

B) text/plain.

4. Ecnu sapernctpupoBaHbl 06paboTunky coOBITHIT Ha JIF06 0
o6bexT XMLHttpRequestUpload, ucronbsyeMplit B 3alipoce; 9T0 Jo-
CTUTraeTcs UCroab3soBanmeM cBoiictBa XMLHttpRequest.upload.

5. Ecn B 3ampoce uctionbayeTcsa o6bekT Tnita ReadableStream.

[IpuBeeM HpyMep 3apoca, KOTOPBI 6y/leT IpeBAPUTEIBHO IIPO-
BepeH (puc. 6).

var invocation = new XMLHttpRequest();

var url = 'http://bar.other/resources/

post-here/';

var body = '<?xml version="1.0"?> <person> <name>Arun</name>
</person>';

function callOtherDomain(){
if(invocation)
{
invocation.open('POST; url, true);
invocation.setRequestHeader('X-PINGOTHER; 'pingpong');
invocation.setRequestHeader('Content-Type), 'application/xml’);
invocation.onreadystatechange = handler;
invocation.send(body);

}

HaHHBIA 3a1IpOC He ABIAETCA IPOCTHIM IO IBYM NPUYMHAM: MC-
HO/Nb30BaH HecTaHAapTHBI 3aronoBok X-PINGOTHER un snayenne
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Client Server

OPTIONS /doc HTTP/1.1

Origin: Server-b.com

Access-Control-Request-Methos: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://foo.example
Access-Control-Allow-Methods: POST, GET, Options
Access-Control-Allow-Headers: X-PINGOTHER, Content-Type
Access-Control-Max-Age: 86400

7

Preflight request

POST /doc HTTP/1.1

X-PINGOTHER: pingpong

Content-Type: text/xml; charset-UTF-8

Origin: Server-b.com

Access-Control-Request-Methos: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type

AN

HTTP/1.1 200 OK
Access-Control-Allow-Origin: http://foo.example

Main request

Puc. 6. Kimenrckume u cepBepHble http-3aronosku, peanusymonme CORS.
[IpenBapuTenbHO MpOBEPsIeMBIN 3aIIpoC

saronoBka Content-Type — application/xml (rocraToumno 6pu10 6BI 1 OJT-
HOU IPUYMHB).

ITocMOTPMM Ha ITOTHBI 06MeH MKy KJIMEHTOM U cepBepoM. Ilep-
BBIIT 0OMEH — IIpeIBapUTEIbHBI 3aIIpocC / OTBeT:

OPTIONS /resources/post-here/ HTTP/1.1

Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U;

Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre) Gecko/20081130
Minefield/3.1b3pre

Accept: text/html, application/xhtml+xml,
application/xml; q=0.9,*/%; q=0.8

Accept-Language: en-us, en; ¢=0.5

Accept-Encoding: gzip, deflate
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Accept-Charset: ISO-8859-1,%; q=0.7

Connection: keep-alive

Origin: http://foo.example

Access-Control-Request-Method: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type

OCHOBBIBasICh Ha ITapaMeTpax 3allpoca, KOTOPLIe MCIONb30BalNCh
B IIpUBeJIcHHOM BbIIlIe pparMente JavaScript-kopia, 6paysep IHoHUMa-
eT, UTO eMy HY>KHO OTIIPaBUTB 3a1ipoc ¢ MeTogioM OPTIONS, uTo6n1
cepBep MOT OTBETUTD, JIOIYCTUMO N oTIpaBuTh POST-3ampoc ¢ dpak-
TH4eckuMy napaMerpamyt. Hamomuum, uro OPTIONS — s10 MeTOR
HTTP/1.1, KOTOPBII UCTIONB3YeTCA LA OIpefeacHIs JOII0THUTEeNbHOM
MHQOPMAIINY OT CepBEPOB U ABJIAETC 6e30MacHBIM® METOJIOM, T. €. €TO
He/Ib3s1 MCIIO/Ib30BATh IS M3MeHeHUs pecypca. O6paTuM BHUMaHMe,
yTo BMecTe ¢ 3anpocoM OPTIONS ornpapisiores iBa IpyTrux 3aro-
JIOBKA TIpeIBapUTeIbHOTO 3anpoca: Access-Control-Request-Method
u Access-Control-Request-Headers.

3aronoBok Access-Control-Request-Method kax gacTb npejiBa-
PUTEJILHOTO 3allpoca YBEAOM/LAET CepBep O TOM, YTO IPH OTIIPaBKe
(pakTHIecKOTO 3ampoca OyjieT ucnonb3oBad MeToyl POST. 3aromoBok
Access-Control-Request-Headers yBefiomisieT cepBep 0 TOM, 9ToO pak-
TUIeCKIIA 3a1ipoc Gy/ieT OTIIpaBJIeH C I10/Ib30BaTe/TbCKIMI 3ar0JI0BKaMI
X-PINGOTHER, a Content-Type 6yjieT uMeTh Heb6e30I1acHO€e 3HaUCHIIE.
CepBep Tellepb MMeeT BO3MOXKHOCTD OIIPefIe/IUTE, X04eT /I OH IIPUHATD
3aIIPOC B 9TUX 06CTOATEIBCTBAX.

CepBep HpUILIET CICAYIOMINI OTBET:

HTTP/1.1200 OK

Date: Mon, 01 Dec 2008 01:15:39 GMT

Server: Apache/2.0.61 (Unix)

Access-Control-Allow-Origin: http://foo.example
Access-Control-Allow-Methods: POST, GET, OPTIONS
Access-Control-Allow-Headers: X-PINGOTHER, Content-Type

* 3pech 6e30MaCHOCTD TTOHMMAETCA Tak, kKak B RFC 7231 «Hypertext Transfer Pro-
tocol (HT'TP/1.1): Semantics and Content» (pasmern 4.2.1 «Safe Methods»).
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Access-Control-Max-Age: 86400
Vary: Accept-Encoding, Origin
Content-Encoding: gzip
Content-Length: 0

Keep-Alive: timeout=2, max=100
Connection: Keep-Alive
Content-Type: text/plain

Cepsep BosBpalliaeT cimcok gorycrumbix HT'TP-MeTos10B, HecTaH-
fapTHBIX 3arofoBkoB (X-PINGOTHER) u ykasbIBaerT, 4TO 3aTOJIOBOK
Content-Type MoxeT cofiep)KaTh He6e30ITacHble 3HATCHS.

3aronoBok Access-Control-Max-Age faeT 3HaUeHMe BpeMeHH B Ce-
KYHJIaX, B Te4eHMe KOTOPOro MO>KHO KSHIMpPOBaTh OTBET Ha 3aIlpPocC
IIpe/IBapUTe/IbHOI IIPOBepKy 6e3 OTIIPABKM JPYroro 3alpoca Ipejipa-
pUTe/IbHOM ITpoBepku. B sToM npuMepe cepBep paspelinl He IIOChlIaTh
HnpeiBapUTeIbHbIE 3alIpOCHl B TeueHue 86400 cexyHz, T.e. 24 4acoB.
Taxoke y 6paysepa ecTb MaKCHMa/IbHOe BHYTpeHHee 3HaUeHMe JIS Bpe-
MEHM KOIIMPOBAaHMS MTOTOOGHBIX OTBETOB, MMEHHO OHO VICIIO/b3YeTCs],
eciu 3HaueHMe Access-Control-Max-Age 6osbiie.

Kax Tonbko IpegBapUTeIbHbBI 3alIPOC 3aBeplIeH, OTIPaB/AETCA
peanbHbIN 3a1poc:

POST /resources/post-here/ HTTP/1.1

Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US;
rv:1.9.1b3pre) Gecko/20081130 Minefield/3.1b3pre

Accept: text/html, application/xhtml+xml, application/xml; g=0.9,*/%;
g=0.8

Accept-Language: en-us, en; g=0.5

Accept-Encoding: gzip, deflate

Accept-Charset: ISO-8859-1, utf-8; q=0.7,*; q=0.7

Connection: keep-alive

X-PINGOTHER: pingpong

Content-Type: text/xml; charset=UTF-8

Referer: http://foo.example/examples/preflightinvocation.html
Content-Length: 55
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Origin: http://foo.example
Pragma: no-cache
Cache-Control: no-cache

<?xml version="1.0"?><person><name>Arun</name></person>

O6patM BHUMaHMe, 9To (akTideckuit 3apoc POST He BKIoyaeT
3aronoBku Access-Control-Request- *; OHM Hy>KHBI TOIBKO JI/IS 3aIIpOca
OPTIONS.

CepBep IpUILIET CISAYIOIUI OTBET:

HTTP/1.1200 OK

Date: Mon, 01 Dec 2008 01:15:40 GMT

Server: Apache/2.0.61 (Unix)
Access-Control-Allow-Origin: http://foo.example
Vary: Accept-Encoding, Origin
Content-Encoding: gzip

Content-Length: 235

Keep-Alive: timeout=2, max=99

Connection: Keep-Alive

Content-Type: text/plain

[Some GZIP'd payload]

ITonseneM uror. «HelrpocThIMI» CUMTAIOTCS BCE OCTa/IbHBIE 3aIIpO-
Cbl, HAIIpUMeP, 3aIIPOC ¢ McIonb3zoBadyueM Metofia PUT mim 3aronoBka
Authorization He TOXOJIUT IIO7I BBIIIIeHa3BaHHbIE OIPaHNYeHMUA.

[IpuHIMIIaNbHAA pasHUIIA MEXK]Y ITPOCTBIMU U «HEIPOCTHIMM»
3aIpOCaMi 3aK/TI0YAETCS] B TOM, UTO IMIPOCTOI 3alTpOC MO>KHO chopmu-
POBaTh M OTHPABUTH Ha cepBep u 6e3 XMLHttpRequest, Harpumep, 11pu
nomont HTML-¢opmbL.

3/10yMBINUIEHHVK 1 J1o nosgsaeHst CORS Mor oTpaBute co crpa-
uuiibl http://attacker.com nponsponpubii GET-3ampoc xyza yrogso.
Hanpumep, ecmn cosfath n 106aBUTDh B TOKYMEHT 3/IeMeHT <script
src="http://other.domain.net">, To 6paysep czienaetr GET-3anpoc Ha sTOT
URL.
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AHaZOTMYHO 3/IOYMBIIUICHHUK U paHee MOT Ha CBOEH CTpaHMulle
cospatb HTML-¢opmy u ripu momonu JavaScript (aBToMaTHUeCKY cre-
HepupoBarhb coObITHe submit) oTIipaBuTh 3arrpoc ¢ MetofioM GET/POST
u KoaupoBKoy multipart/form-data. A 3HaunT, Ja>ke CTapblii cepBep
HaBePHsKa IIpejlycMaTpyBal BO3MOKHOCTD TaKMX aTakK M yMeeT OT HUX
3AMNIIATBCA.

C Ipyroii CTOpOHBI, 3alIpOCHI C HeCTaHIAPTHBIMI 3ar0I0BKaMy VI
¢ Metofiamu trra PUT takuM o6pazoM He co3jiaThb. [ToaToMy craphlii
cepBep MOXKeT OBITh K HUM He TOTOB. VIu, K IIpUMepy, OH MOXeT Ipeji-
HOJIOKUTD, YTO TaKye 3alpochl BeO-CTpaHNIla B IIPUHINIIE He yMeeT
HPYUCBUIATD, 3HAYUT, OHY IIPUIUINA U3 IPUBWIETMPOBAHHOIO IIPUIOXKE-
HUA, — U JaTh MM CIMIIKOM MHOIO IIpaB.

[TosTOMY IIpY OCBIIKE «HEIIPOCTBIX» 3allpOCOB HYXKHO CIIelialb-
HBIM 06pa3oM CIIPOCUTD y cepBepa, CoI/IaceH JIM OH B IIPMHITNIIE Ha I10-
Mo6GHBIe KPOCCIOMEHHbIe 3aITpochl WM HeT? V ec/tut cepBep He OTBETHT,
YTO COIVIaceH, — 3HAUUT, «HET».

pedeapumeribHbie 3anpocel U nepeHanpasJsieHus

BobmMHCTBO Gpay3epoB B HACTOsIIEe BpeMs He Pas3pellialoT Iepe-
HarpapjieHue (aHIL. redirect) B OTBeT Ha HpeABapUTe/IbHbIE 3alIPO-
cbl. EC/lU B OTBeT Ha NpeiBapUTEIbHBIN 3allpoc cepBep BO3BpaniaeT
TPEXCOTBI OTK/INK, 6OJIBIIMHCTBO COBPEMEHHBIX Opay3epoB coolOmaT
06 ommbke. Haripumep:

The request was redirected to ‘https://example.com/foo] which is dis-
allowed for cross-origin requests that require preflight

Request requires preflight, which is disallowed to follow cross-origin
redirect

B nepeBojie 5TO 0O3HaYaeT, UTO «3aNpoc ObI IepeHalpaBieH
Ha https://example.com/foo, 4To 3aIpereHo I 3alpOCOB U3 PA3HBIX
MCTOYHMKOB, TPeOYIOMNX HpeABapUTEeTbHOI IIPOBEPKI».

[Iporokon CORS nmepBoHadabHO TpeboBal TAKOTo MOBeJieHNs,
HO BIIOCTIEICTBUM ITpaByyIa 66U MaMeHeHbI. TeM He MeHee He Bce 6pay-
3epbl pealn3oBaln 5TO U3MeHeHe.
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B ¢Bs13u ¢ 5TUM IToKa Gpaysepbl He GyJyT IIpUBEJICHBI B COOTBETCTBUE
o crenupuKaIyert, MoXHo 00T 5TO OTpaHITIeHIe, BBITOTHUB OJIHO
(mm 06a) U3 CAeMyONMX AeNCTBUIL:

— M3MEHUTD NOBeJleHNe cepBepa, YTOOB M36eXKaTh Mpe/iBapu-
Te/IbHOI IIPOBEPKU U/W/IM U306 eKaTh HepeHalIpaBIeHNs], eCM UMeeTCsI
KOHTPO/Ib HaJl CepBepOM, Ha KOTOPBIH Jle/aeTCs 3aIpoc;

— M3MEHUTB 3aIIPOC TaK, YTOOBI OH CTaJI IIPOCTBIM U He MOTpe6oBa
HpeBapUTeILHON POBEPKIL.

Ec/m HeBO3MO>KHO BHECTM 5TU U3MEHEHMS, TO HY>KHO BBHIOparh
JIpYToii criocob:

1) ciienath MPOCTOM 3aIPOC, YTOOBI ONpeeuTh (MCIONb3ys Re-
sponse.url wsa Fetch API wm XHR.responseURL), o kakomy URL-aji-
pecy 6yieT B IeiCTBUTETBHOCTY HAllpaB/IeH Ipe/IBapyUTe/IbHBIN 3aI1poC;

2) cjlenaTh elle OfMH 3alpoc («HACTOAMIMIT» 3alIPOC), UCHONbB3YS
URL-agpec, nonydenusiit u3 Response.url wim XMLHttpRequest.
responseURL Ha IiepBoM oTalle.

OpHaKko ecy 3alpoC MHUIMMPYET IpeBapUTeIbHYI0 IPOBEPKY
U3-3a IPUCYTCTBUS B HeM 3arojioBKa Authorization, To He yracrcst 060ii-
TV JIJAaHHYIO IIpo6/IeMy, MCIIO/Ib3Ysl OIMCAaHHBIE BBIIIIE TIaru, U BooOiie
He yJIaCTCA ee PellNTh, eC/IM HeT KOHTPOJIA Hajl CepBepoM, Ha KOTOPBIN
Jie/TaeTCA 3aIpoc.

3anpocel ¢ yaemHoIMU OAHHLIMU

Hanbosee nnTepecHas BO3MOKHOCTD, UMeloIasAcsa Kak y XML-
HttpRequest, Tak u Fetch, a Taroke B CORS, — 5T0 BO3MOXXHOCTB Jie/IaTh
HpeJiBapuUTe/IbHbIe 3alIPOChI, KOTOPbIE MMEIOT JJOCTYII K (paitmam cookie
u uapopmaiu HTTP-ayrentudgukarnym. [To ymondanuio B Mexcaii-
TOBBIX BbI3oBax XMLHttpRequest mm Fetch Gpaysepsl He oTiipasis-
I0T y4eTHBbIe JIaHHBIe. JI/Is1 OTIIPaBKYM Y4eTHBIX JAHHBIX JO/DKeH OBbITh
yCTaHOBJIEH KOHKpeTHBIN (p1ar st o6bekta XMLHttpRequest mimn
KOHCTpYKTOpa Request I1py ero BpI3oBe.

[T pume p. CKpuIT, M3HaYA/IBHO 3arpy>keHHBII ¢ http://foo.example,
BBINIO/HSACT TpocToit GET-3ampoc k pecypcy http://bar.other u rpe6yer
oTrpaBku cookies (puc. 7). Cofepsxxumoe Ha foo.example MoxeT nmMeTh
TaKoM JavaScript-Kkoj:
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var invocation = new XMLHttpRequest();
var url = 'http://bar.other/resources/credentialed-content/';

function callOtherDomain(){
if(invocation) {
invocation.open('GET;, url, true);
invocation.withCredentials = true;
invocation.onreadystatechange = hadler;
invocation.send();

}
I[Ipumep o6MeHa MeX/TY KIMEHTOM U CEPBEPOM:

GET /resources/access-control-with-credentials/ HTTP/1.1
Host: bar.other

User-Agent: Mozilla/5.0 (Macintosh; U;

Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre) Gecko/20081130
Minefield/3.1b3pre

Accept: text/html, application/xhtml+xml,
application/xml; q=0.9,*/*; q=0.8

Accept-Language: en-us, en; g=0.5

ient Server
Simple request

GET /doc HTTP/1.1
Origin: Server-b.com
Cookie: pageAccess=2

HTTP/1.1 200 OK
Access-Control-Allow-Origin: http://serber-b.com
Access-COntrol-Allow-Credentials: true

Puc. 7. Knuentckue u cepBepHble http-3aronosku, peanusytonye CORS.
OrmpaBka cookie


http://bar.other/resources/credentialed-content/'
http://serber-b.com

Accept-Encoding: gzip, deflate
Accept-Charset: ISO-8859-1,%; q=0.7
Connection: keep-alive

Referer: http://foo.example/examples/
credential.html

Origin: http://foo.example

Cookie: pageAccess=lIAmAuthorized

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:34:52 GMT

Server: Apache/2.0.61 (Unix) PHP/4.4.7 mod_ssl/2.0.61 OpenSSL/0.9.7e
mod_fastcgi/2.4.2 DAV/2 SVN/1.4.2

X-Powered-By: PHP/5.2.6
Access-Control-Allow-Origin: http://foo.example
Access-Control-Allow-Credentials: true
Cache-Control: no-cache

Pragma: no-cache

Set-Cookie: pageAccess=0K; expires=Wed,
31-Dec-2018 01:34:53 GMT

Vary: Accept-Encoding, Origin

Content-Encoding: gzip

Content-Length: 106

Keep-Alive: timeout=2, max=100

Connection: Keep-Alive

Content-Type: text/plain

[text/plain payload]

HecMoTps Ha TO UTO 3aIIpOC COIEP>KUT 3aro/1oBoK cookie ¢ aBTOpH-

3alIMOHHBIMY JIAHHBIMM, TTPeTHA3HAYeHHbII 1151 cepBepa http://bar.other,
ec/mn bar.other He punieT 3aronoBok Access-Control-Allow-Credentials:
true, oTBeT OyJleT IPOUTHOPUPOBAH Opay3epoM U He OyfieT JOCTyIleH
JavaScript-xony.

IIpu oTBeTe Ha 3alPOC, COEPXKAIINIT yUeTHbIE JJlaHHbIE, CepBep

JOJDKEeH YKasaTh KOHKPETHBIN MICTOYHVK B 3HaYeHMM 3aro/loBKa Ac-
cess-Control-Allow-Origin, a He OJICTAaHOBOYHBIIT 3HAK «».
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I[)I}I IPAKTUYCCKOro 0CBOCHMA N3J/IOKCHHOI'O MaTepyaia pCKOMEHY-
€M IIpOBCCTH SKCIICPUMEHTDI, MCXONHDBIC KOAbI Ha ]avaScript IIpUBEeHbI
B KOHIIC I'/TaBbI.

3.5. MeToppbl o6xona n ocnabneHnsa Same Origin Policy

B HeKOTOPBIX C1ydasx >kecTKMe orpaHndeHnsa Same Origin Policy
CO3JIAIOT HPOOIEeMBI JU/IS KPYIIHBIX Be6-CaliToB, KOTOPBIe UCHOIb3YIOT
HECKOJ/IDKO TOJJJOMEHOB, HallpuMep, e.mail.ru, news.mail.ru, games.
mail.ru u T.1. CoBpeMeHHBIe 6paysepbl HOJJ[EP>KIBAIOT PSJ| METOIOB
st ocnabnenns TpeboBanmit Same Origin Policy.

Ceolicmeo document.domain

CrpaHnila MO>KeT USMEHUTD CBOJ Origin ¢ HeKOTOPBIMU OIPaHM-
YeHUSAMMU. JavaScript clieHapuit MOoXKeT U3MEHUTD TeKyllee 3HaUeHe
document.domain Ha sHaueHNe CyllepfloMeHa; B 9TOM ciydae 6osee
KOPOTKUI JIOMEH UCIIOJIB3YeTCs JISl HOCIeYIONUX POBEPOK TPo-
ucxoxenns. Takke ciieHapuit MoxkeT pucBonth document.domain
3HAYCHME TEKYIero JoMeHa (3aueM 5TO HY>KHO — OIIMCAHO HVDKe).
A BoT ycranoButb Juis document.domain 3Hauenue othercompany.com
He YIaCTCs, IIOCKO/IBKY 9TO He CyIep/loMeH company.com.

[Ipumep. [IycTh CKPUIIT BBIIIOTHAETCS B JIOKYMEHTe, 3arPy>KeHHOM
¢ URL-azipeca http://store.company.com/dir/other.html, u Bemonusier
CllefTyroliiee IPUCBanBaHIe:

document.domain = "company.com";

[Toc/te 9TOrO MPUCBAUBAHMA CTPAHMUIIA CMOKET IIPOMTH IpOBep-
Ky Ha paBeHCTBO MCTOUHMKOB (origin) co cTpanuieit http://company.
com/dir/page.html. Ba>xHo 0TMeTUTD, UTO JyIf YCHEIIHOTO IIPOXOXKle-
HMS 5TOV IPOBEPKM HeoOXOIMMO, UT0OBI Ha cTpanumiie http://company.
com/dir/page.html Toxxe 6pU10 ycTaHOB/IEHO

document.domain = "company.com";
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Kasanochb 6pl, 5T0 IIpycBauBaHue HUUEro He MeHsAET, HO Ha CaMOM
Jiefie TIpY 5TOM IIpUCBayBaHyy port copacbiBaeTcs B null.

V3menenns cBoiictBa document.domain MCHo/Ib3YIOTCS, HAIIPUMED,
IJIsI paspelleHs B3auMOJIeNICTBIA POAUTENbCKOIO OKHA U JJOYePHEro
iframe. B ipyumepe HIDKe CO3J[aHO JiBa JIOKYMEHTa, KOTOpbIE 3arpy>KatoTcs
B OCHOBHO€ OKHO 1 B iframe ¢ ajipecoB test.example.com 1 example.com
COOTBETCTBEHHO.

dait1, HoMydaeMblii ¢ test.example.com:

<! DOCTYPE HTML>
<html>
<head>
<meta charset="utf-8">
<script>
function changeOrigin(){
console.log(document.domain);
document.domain = 'example.com’;
console.log(document.domain);

}

function toFrame(){
var iframe = document.getElementByld('myFrame");
try {
console.log(iframe.contentWindow.document.body.innerHTML);
} catch (e) {
console.log("Ownbka: " + e.message);
}
}
</script>
</head>
<body onload='changeOrigin()'>
<iframe src="http://example.com' id="myFrame'> </iframe>
<input type='button’ value='Get content' onclick="toFrame()'>
</body>
</html>
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dai1, mosrydaeMslii ¢ test.example.com:

<! DOCTYPE HTML>
<html>

<head>

<meta charset="utf-8">
<script>

function changeOrigin(){

console.log(document.domain);
document.domain = 'example.com’;
console.log(document.domain);

}

</script>

</head>

<body onload="changeOrigin()'>

<p>Hello from framel</p>

</body>

</html>

O6paTnM BHMMaHue Ha To, YTo npucBanBanme document.domain =
‘example.com’ MPOUCXOJUT B IBYX TOKYMEHTAX, B TOM UUCTIE U B JIOKY-
MeHTe, KOTOPBIil 3arpyskeH ¢ example.com. JIerko mpoBepuThb, 4To Ge3
3Toro Opaysep 3allpeTUT IOTyIeHVe KOHTeHTa iframe ¥ BBIIACT OIMIMOKY.

Yro6Bl y uMTaTe/Nell He BOSHMKAJIO NMYTAHUIBI, OTMETUM, UTO
document.domain Mcrob3yeTcs I B3aMMOJICHICTBISA OKOH M (PpeiiMoB.
ITochITKa KPOCCIOMEHHBIX Ajax-3allpOCOB Ha Yla/IeHHBIE CePBEPHI C 10-
Monibio document.domain He pasperiaeTcst — IS 3TOTO MPUMEHSETCS
CORS. JleficTBUTENBHO, 3/10YMBIIIICHHVK, IIOCBUIAIOIINI KPOCCIIOMEHHBIN
Ajax-3allpoc B CKpMIITe, BCeTIa MOKeT MpUCBoNTH B document.domain
Hy>KHOe 3HaueHye. 371ech TpeOyeTcsl IMEHHO paspellieHue OT cepBepa.

Ceoticmeo window.location

Kakne MUMeHHO orpaHMUeHNs HakaajgbBaeT Same Origin Policy
Ha B3aMIMOJIe/ICTBIe CKPUIITOB, 3aTPY>KCHHDIX B pasHble OKHa, HYy>KHO
U3yJaTh 110 JJOKyMeHTalym. He Bce elicTBIA 3allpellieHbl: OKHa MOIYT
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MeHATD location ipyr npyra, gaxke el OHM U3 Pa3HBIX MICTOUHUKOB.
A BOT cuMTaTh 3HaUeHMe CBOMCTBa location Helb3dA, Tak Kak 9TO pac-
KpbIBaeT KOHMJIeHIIMa/IbHbIe JIaHHbIe T0Tb30BaTe/I.

<iframe src="https://example.com"></iframe>

<script>
var iframe = document.body.children[0];
iframe.onload = function() {
try {
// He cpaboTaeT (UTeHune)
alert(iframe.contentWindow.location.href);
} catch (e) {
alert("Ownoéka npun uteHnn: " + e.message);

// cpaboTaeT (3anuco)
iframe.contentWindow.location.href = 'https://wikipedia.org’;
iframe.onload = null;

}

</script>

Ob6uweHue OKOH ¢ pasHbix 0omeHos: Window.postMessage()

OG6BIYHO CKPUIITBI, HAXOJAIIMECA B PasHbIX OKHaX (B TOM 4ucie
BCIUIBIBAIONIMX OKHAX U (ppeiiMax), MOTyT OMyUaTh JOCTYII IPYT K IpY-
Iy, TOIBKO €C/IY OHM MMEIOT OIMH UCTOUHMK, T. €. UCIIO/Nb3YeTCs OfVIH
VI TOT e IIPOTOKOJ, HOMep 1opTa 1 XocT. Metop window.postMessage
(ec/m ucnoNb3yeTCs MPaBUIbHO) MIPEJOCTAB/IACT YIIpaB/IsAeMblil MeXa-
HM3M JyIs1 6€30I1acCHOr0 06X0JIa 9TOro OrpaHUYeHM .

Merton window.postMessage — oTo pea/maanys web messaging vwm
cross-document messaging, paspa6orannoro WHATWG HTML5 API,
KOTOPBIIT IIpefiCTaB/IeH B UepHOBOI CHeIM UKL, TO3BOISIONIEN JI0-
KyMeHTaM U3 Pa3HbIX MICTOYHUKOB B3aMIMOJIeliCTBOBATD JPYT € JPYToM
B cpejie Opaysepa.

B 11e/10M 0JTHO OKHO MOKeT IIOJTyYMTDb CCBIIKY Ha JIpyroe (Harpumep,
uepes targetWindow = window.opener), a 3aTeM OTIIpaBUTb eMy Message-
Event ¢ momomipio targetWindow.postMessage(). [Tonyuaroriiee OKHO
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MOXKeT IpK HeoOXOIUMOCTI 06pabaThIBaTh 9TO COOBITHE. APTyMEHTHI,

nepeniaBaeMble B window.postMessage (T.e. B coo6IeHne), OCTYIHBI

NPUHUMAIONIEMY OKHY Uepe3 COOTBETCTBYIOMINI 00BeKT COOBITHU.
MeToj MMeeT CTeTyIONINii CMHTAKCHUC:

targetWindow.postMessage(message,
tagetOrigin, [transfer]);

targetWindow — ccblIKa Ha OKHO, KOTOPOe HOTYIUT CooOIeHme.
CyIIecTBYIOT CIeIYIONIIEe CIOCOODI MOMTYIeHs TAKOM CCBUIKU:

— window.open (4TOGBI CO3/]aTh HOBOE OKHO U 3aTe€M COCIATHCS
Ha Hero);

— window.opener (JUIsI CCBUIKM Ha OKHO, KOTOPOe€ CO3JIaJIO JIAHHOE
OKHO);

— HTMLIFrameElement.contentWindow (jyy11 cCbUIKM Ha BCTPO-
eHHBIN <iframe> M3 ero poINTETBCKOTO OKHA);

— window.parent (JUII CCBUIKM Ha POAUTEIBCKOE OKHO U3 BCTPO-
eHHOro <iframe>);

— window.frames + sHayeHue MHIeKca (MMEHOBaHHOE VI YVICIIOBOE).

message — JIaHHBIE JUIsSI OTIIPABKYU B JIpyroe oKHo. JlaHHBIe cepua-
JIBYIOTCS € UCTIOBb30BAHMEM Q/ITOPUTMA CTPYKTYPUPOBAHHOTO K/IOHU-
POBaHMsL. ITO O3HAYAET, UTO MOSKHO 6€30ITaCHO epeJIaBaTh MNP OKUI
CIIEKTp OO'bEKTOB JTaHHBIX B OKHO HazHaueHMsI 6e3 HeoGXOIMMOCTH X
cepuaM3alum.

targetOrigin — ucTouHuk® (origin) i targetWindow, oH 1o/mkeH
OBITH TAaKMM, YTOOBI Opaysep Iepean JJOKYMEHTY, 3arPy>KeHHOMY
B targetWindow, co6bITHe 0 TOM, 9TO 6BIIO OTIPABIEHO COOOIIEHME.
VcTounuk fnomkeH 6o GbITh paBeH «*» (6e3 orpaHNIeHni Ha UCTOY-
HUK), 1n60 ObITh 3aj1aH B Bujte URL-azipeca.

CKpUIIT — OTIIPaBUTE/Ib COOOTIEHNUs, BOOOIIEe TOBOPS, He 3HAeT,
KaKoil JIOKYMEHT ceiluac 3arpyskeH B iframe wm jlouepHee BCIUIBIBatolilee
OKHO, U3BeCTeH To/NbKO id okHa. Bo3aMoxkHO, uTo B iframe ke sarpysmi-

¢ McTOMHUK 37iech HaJIo TPAKTOBATH KAK Origin — yIopsijoueHHast TPoiiKa U3 IIpo-
TOKOJIA, XOCTA U TIOPTA, T. €. UCTOUHMUK, OTKYHA OBUI 3aTPY>KeH JIOKYMEHT, HaX OIS
B OKHe ¢ upeHTHuKaTopom targetWindow. Peus He uzieT 06 MCTOUHMKE COOOMIEHMSI,
T.¢. 06 OTIpaBUTENE COOOIICHNSL.
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st 3/10BpeyHbIit caitt http://evil.com u 3aperncrpuposan o6paboTunk
COOBITHSI, CBA3AHHOTO € TIO/Ty9eHMeM COOOTIeHNA:

window.addEventListener("message’,
receiveMessage, false);

Ecmn Bo BpeMs oTIIpaBKM coobIieHns 6paysep BBIACHUT, UTO IIPO-
TOKOJI, MSI XOCTa WIN ITOPT IOKYMEHTA, 3arpy>keHHoro B targetWindow,
He COBIIAJIAIOT ¢ YKa3aHHBIMU B targetOrigin, coobuienne He 6yjieT oT-
npaByieHo. bpaysep creHepupyeT co6bITHE, HecyIllee B cebe coolreHye,
B TOM ¥ TOJIBKO B TOM C/Iy4ae, KOITIa Origin JJOKyMeHTa, 3arpy>KeHHOTr O
B targetWindow, Gy/ieT coBmajaTh ¢ JaHHBIMY, YKa3aHHBIMU B target-
Origin.

ITOT MeXaHu3M obeclieunBaeT KOHTPOIb HaJl TeM, Kyjla OTIIPaB/Isi-
10TCsL COOGIIeHNS: HaITpuMep, e/ postMessage MCIIOTb30BANICA IS T1e-
pefiaun aposis, TO 5TOT apryMeHT JI0/DKeH ObITh 3ajjal Kak URL u origin
HIPELIIo/IaraeMoro IoJIydaTeris J0/DKeH COOTBETCTBOBATh laHHoMYy URL.
ITO HO3BOMUT IIPEJOTBPATUTD IIepeXBaT I1apo/id 3/I0YMBIIIICHHUKOM.
Hy>kHo Bceryia yKaspIBaTh KOHKpeTHBIN targetOrigin, a He *, ecut us-
BECTHO, KTO JIOJDKeH OBITD ITOTyJaTe/ieM COOOTIeHNS.

IIpumep. IIpennonoxnm, Mel XOTUM, ITOOBI JJOKYMEHT A, 3arpy-
JKeHHBIN ¢ example.net, CBA3BIBAJICA ¢ JOKYMEHTOM B, 3arpy>keHHBIM
B iframe wm BcIpIBIBaomee OKHO ¢ example.com. JavaScript-kop st
IoKyMeHTa A 6yfeT BBIIIA/IETD CIEAYIONNM 00pasoM:

let o = document.
getElementsByTagName('iframe')[0];
o.contentWindow.postMessage('Hello B;, 'http://example.com/");

JavaScript-kop U1 foKyMeHTa B 6yjieT BBIIISAIETh CAeAYIONIM
obpazom:

function receiver(event) {
if (event.origin == 'http://example.net’) {
if (event.data == 'Hello B') {

61


http://evil.com
http://example.com/'
http://example.net'

event.source.postMessage('Hello A, how are you?, event.origin);
}
else {

alert(event.data);

}

window.addEventListener('message, receier, false);

O6paboTunk coOBITHIT HACTPOEH Ha IToTydeHNe cooOIIeHNIt U3 J10-
KyMeHTa A. VICIIoNb3ys CBOMCTBO Origin, OH 3aTeM IPOBepsieT, COOT-
BETCTBYeT JIM Origin oTHpaBUTeNd OKUAaeMoMy (B JaHHOM IIpuMepe
http://example.net). 3aTeM foKyMeHT B mpocMarpuBaeT coollieHue
u 6o orobpaskaeT ero Mo/Nb30BaTeNO, MO0 MOChITaeT COGCTBEHHOE
coo6eHne IOKYMeHTy A.

Hanomunwm, uro Metont addEventListener ucrio/nbayeTcs /11 Ha3Ha-
qerns o6paboTunKa coOOBITHSA U IPUHNMMAeET TPY ITapaMeTpa: Ha3BaHMe
cobprtus (Haripumep, click, submit mim, kak B JaHHOM IIpUMepe, mes-
sage), uMst pyHKIMM-06paboTunka u ¢asy, Ha KOTOPOIl IPOUCKXOINUT
obpaborka coOBITHSL.

HerpamoTHoe ucrionb3oBanmue postMessage Mo>KeT Clie/laTb IIPUIO-
JKeHMe yA3BUMBIM K aTakaM DOM XSS.

[Ipumenp:

//Listener on http://www.example.com/

window.addEventListener("message”,

function(message){

if(message.origin == "http://www.example.com"){
document.getElementByld("message").innerHTML = message.data;

}

1;

Heo6xoanMo NpoBOJIUTH MPOBepKY 6e30MacHOCTH MPMIOXKEHNI
C VICIIO/Ib30BaHMEM aBTOMATIYECKMX CPeJICTB TeCTUPOBaHMSL.
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JSON with padding

Tak kak Same Origin Policy He 3anpeniaet 3arpysky JavaScript-kojia
13 OPYTOro UCTOYHYIKA Yepe3 Tel <SCript>, To MOABIAeTCI BO3SMOKHOCTD
LA KPOCCIOMEHHOM ITepeflaui JaHHbBIX.

ITonb3oBateb 3arpy3ui lokyMeHT ¢ http://domaninl.com. Coot-
BeTCTBEHHO, JavaScript-koz ¢ Origin, paBubM <http, domaninl.com,
80>, MOXKeT OTIIPaB/IATH Ajax-3anpochl Ha cepBep http://domaninl.com,
a BOT IOCBUIKa 3alpocoB Ha http://domanin2.com sampereHa Same
Origin Policy (ecym He 6p11 HacTpoern CORS), uTo 1mokaszaHo Ha puc. 8.

[Tonb3oBaTeIbCKMI CKPUIIT JKe/IaeT 3arpy3UTh JJaHHbIE IIPO ITOKYIIa-
Tesis ¢ ueHTHduKaTopoM Ne 13 c aipeca http://domanin2.com/custom-
er/13. Iy 5Toro HeoO6XonMo IMHaMUYeCK CO3aTh 3/IeMEHT <script>
C HY>KHBIM 3HaueHMeM aTpubyTa src="Hy>kHblit URL ¥ o6aBUTb ero kak
jlouepHuit 3/1eMeHT B <head>. bpaysep 11pu 5TOM aBTOMaTHUYeCKy 3aITy-
CTUT IIpOLIeCC 3aIPY3KM JIaHHBIX ¢ Hy>KHoro URL, oTIipaBuB Ha cepBep
domain2.com HTTP 3anpoc ¢ cookie jyis1 domain2.com.

function addScript(src) {
var elem = docment.createElement("script");
elem.src = src;
document.head.appendChild(elem);

addScript(' http://domanin2.com/customer/13'");

OTMeTHM, 9TO OTBeTEI cofiepaT He JSON, a HekoTopblit JavaScript-
KOJI, M 06pabaThIBAIOTCS OHM MHTEPIIpeTaTopoM JavaScript, a He mapce-
poM JSON. K ueMy sTO IpUBOIUT?

IIpenmonoxxum, cepsep BepHyI fanuble B JSON-¢dopmare:

{"Name":"Adam’, "Id": 13, "Rank": 1}

B cBoto ouepenib, Gpaysep HOMTYINUT OTBET, pazbepeT ero ComepiKu-
Moe, UHTepIIpeTHpyeT chIpble JSON-TlaHHbIe KaK 610K 1 BepHET ONMOKY
CUHTaKcKca. Jaske ectu JlaHHble GbUIM MHTEPIPETUPOBAHBI KaK JINTe-
panbHBIl 06beKT JavaScript, K HeMy HeBO3MOYKHO NMOTYINUTD JIOCTYII
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u3 JavaScript, BHIIIOHAEMOro B 6paysepe, HOCKOTBKY 6e3 IIpUCBOCHMS
lepeMeHHOJ 00'beKTHBIE IMTepa/Ibl YHUUTOKAIOTCS COOPIIVIKOM Mycopa.

Penenne ouenp mpocToe. BMecte ¢ 3aIIpocoM KIMeHTa OT/Ie/TbHBIM
IIapaMeTpoM IlepeflaeTcs HazBaHye (PyHKIMY; 0GBIMHO TaKoil TapaMeTp
nasbiBaeTcA callback. Harrpumep:

addScript('http://domanin2.com/customer/13
&callback=onUserData');

Cepsep kojiupyeT jlaHHbIe B JSON 1 060paunBaeT uX B BbI30B (PYHK-
1[1Y, Ha3BaHMe KOTOPOil olydaeT U3 apametpa callback:

onUserData({"Name": "Adam", "Id": 13, "Rank": 1});

Ec/m Jipyroit CTOUHVK 6y7ieT CKOMIIPOMETUPOBAH, TO B OTBETE MOXKET
OBITH /060I1 JavaScript-Koji, B TOM UMCIe IeCTPYKTUBHOTO XapaKTepa.

PeKkoMeH/[yeM YMTaTeII0 O3HAKOMUTBCS €O crenduKaren Ha
Cross-Origin Resource Sharing [2]. CynaocTs Texronornu Cross-Origin
Resource Sharing xoporio pasbsicHsiercs B [3].

3.6. [lononHeHne. JINCTUHIN ¢ NCXOAHBIM KO OM

Jns mpoBenenns skcriepuMeHTOB ¢ CORS He0OXOIMMO HECKOTBKO
Be6-CcepBepoB ¢ pasHBIMM McToUHMKaMu (origin). ITpocreitmmii cioco6
CMOJIC/IPOBATD TaKyIo CUTYAINIO — 3AITyCTUTD JIBa CepBepa Ha Pa3HbIX
TCP-nmoprax.

Ili4 3amrycka Be6-cepBepOB UCIIONb3YyeM CTaHIApTHBIN IakeT http
mist Node js. IlepBblit cepBep 3amryckaeM Ha 127.0.0.1:3000, Bropoit —
Ha 127.0.0.1:4200. C iepBoro cepBepa monydaeM ¢aiin index.html n puk-
cupyeM origin <http, localhost, 3000>, 3arrpocs! mocsuTaem Ha API-cepBep
C IPYTUM Origin.

@alin server3000.js
var http = require(http");
var fs = require('fs');
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var server = new http.Server();
server.listen(3000, '127.0.0.1";

server.on(‘request, function(req, res){
res.setHeader('content-type) 'text/html’);.
fs.readFile("index.html’, {encoding: 'utf-8', function(err, data){
if(ern{
console.error(err.message);
Jelsef
res.end(data);

Oaiin index.html

O6paTM BHMMaHe Ha TO, YTO KPOCCIOMEHHBIE 3alIPOCHI U3 TeTOB
link n img He TpebyloT McrionpzoBanusa CORS. Ilepesarpyska kKapTUHKM
B pesynbrate paborsl ¢pynkimm changelmg rakke He Tpebyer CORS.
A Bot paborocrioco6HocTb ¢yHKIIM getContent IPUHIMITNATBHO 3a-
BucuT oT CORS-3aronoBKoB, BeICTaBIeHHBIX API-cepBepom.

<I DOCTYPE HTML>

<html>

<head>
<meta charset="utf-8">
<link href="http://solod.webhostapp.com/style.css' rel='stylesheet'
type="text/css'>
<script>
function changelmg(){
document.getElementByld('pic1').src =
'http://localhost:4200/otherimg’;
}

function getContent(){
xhr = new XMLHttpRequest();
xhr.open('GET;, 'http://localhost:4200/content’);
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xhr.onload = xhr.onerror = function() {
if (this.status == 200) {
console.log(this.response);
}else {
console.log("error " + this.status);
%
%
xhr.send();
}
</script>
</head>
<body>
<p><img src="https://upload.wikimedia.org /wikipedia/diagram.
png'alt="CSP'></p>
<p><img id="pic1' src="http://localhost:4200/img' alt="foto'></p>
<input type='button' value='change img'
onclick='changelmg()'><br>
<input type='button' value='get content' onclick='getContent()'>
</body>
</html>

Qatiin server4200.js
B xadecrBe okcriepyMenTa Hajlo yaanTh oTchlIKy CORS-3aronoBkoB
Y BBIAACHUTD, KaKye OMMOKN BO3ZHMKHYT Ha CTOPOHE HOTyqaTe/Is.

var http = require('http');
var fs = require('fs");
var url = require('url’);

var server = new http.Server();
server.listen(4200,'127.0.0.1");

server.on('request, function(req, res){
var urlParsed = url.parse(req.url, true);
console.log(urlParsed);
console.log(req.headers);
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if(urlParsed.pathname == '/img'){
fs.readFile("img.jpg", function(err, data){
if(err){
console.error(err.message);
lelse{
res.end(data);

if(urlParsed.pathname == '/otherimg'){
fs.readFile("otherimg.jpg", function (err, data){
if(err){
console.error(err.message);
lelse{
res.end(data);

if(urlParsed.pathname == '/content'){
fs.readFile("content.txt’, {encoding: 'utf-813, function(err, data){
if(err){
con-sole.error(err.message);
lelse{
res.setHeader("Access-Control-Allow-Origin’,
"http://localhost:3000");
res.setHeader("Access-Control-Allow-Credentials", "true");
res.setHeader("Access-Control-Allow-Headers",'Origin,
Content-Type, X-Auth-Token, Authorization");
res.end(data);


http://localhost:3000

OTMeTNM, 4TO CMEHUTD UCTOUHMK Y14 (haliiia, 3arpy>KeHHOTO C cepBe-
pa localhost:3000, He yyracTcst mpocThIM BBI30BOM (pyHKIIMU. Harrpumep:

function changeOrigin(){
document.domain ='example.com’;

JeiicTBUTE/NBHO, TOr[a ObI M11060I CKPUIIT, BBIIONTHAIOMINI Kpocc-
JTOMEHHBIN Ajax-3alpoc, IpejiBapUTe/IbHO «HacTpanuBal» Obl origin
HY>KHBIM 06pazoM. CMeHa document.domain mosBosiseT repejiaBaTh
JlaHHBIe, HaIIpUMep, U3 POIUTENIBCKOro OKHa B iframe, ¥ HA06OPOT.

KoHTposnbHble BOonpochl

1. Kak usBectHo, cymectsyeT HTTP-zaromoBox Referer, B koTopom 06braH0
VKasaH afipec CTPaHMIIBL, C KOTOPO MHUIMMPOBAH 3anpoc. Harpumep, npu
ornpaBke XMLHttpRequest co cTpanmmsl http://example.com/path/to/file
Ha http://other.net saronoBKM MOTyT GBITH TaKMMMU:

Accept: */*

Accept-Charset: windows-1251,%; q=0.3

Accept-Encoding: gzip, deflate

Accept-Language: ru-RU, ru; g=0.8, en-US; q=0.6, en; q=0.4
Connection: keep-alive

Host: other.net

Origin: http://example.com

Referer: http://example.com/path/to/file

Kax BuzHo, 3eck mpucyrctBytor u Referer u Origin. 3adem Hysken Origin,
ecrm Referer coprepsxut maske 6oree oyt nagopmaiyio? MoxeT /i 3aroso-
BOK Referer oTcyTCcTBOBaTh MM COJlepKaTh HeBepHOE 3HaUeHMe?

2. Vcttonnsys window.postMessage, paspaGoTamK IToCbIIaeT CooOIIenus,
a B JIPYTOM OKHe Jie/laeT IPOBePKY MCTOYHMKa (0rigin), ¢ KOTOPOTO IIPUIIIIO
coobmenye. PazpaboTauk XoueT HOAYIaTh COOOMIEHNMS TOMBKO OT http://Www.
example.com. HeT m onm6ku B mpoBepke ucrournka? Ecim ecth, To Kakas?
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//Listener on http://www.examplereceiver.com/

window.addEventListener("message", function(message){

if(/Ahttp://www.example.com$/.test(message.origin)){
console.log(message.data);

0

OTtBerTnl

1. Origin Hy>eH moToMmy, aTo Referer mepemaercs He Bcerfa. Hampumep:

— npu sarrpoce ¢ HTTPS va HTTP ner 3aronoeka Referer;

— nomrruka Content Security Policy Moxket 3amperiate iepechliky Referer;

— mo craufapty Referer sBnsercsa Heo6sa3aTenbupiM HT TP-3aronoskom,
B HEKOTOPBIX Opaysepax ecTb HACTPOMKIM, KOTOPBIE 3alIpell[aloT eTo IOChUIATh.

Mmenno nmotomy, aro Ha Referer monaratbcst Henb3st, OBUT IPUAYMaH 3aro-
noBok Origin, KOTOPBI rapaHTUPOBAHHO IIPYUCHIIACTCS IIPU KPOCCIOMEHHBIX
sarpocax. Yo ke KacaeTcs <HellpaBWIbHOro» Referer, To Takas curyanms
MIPAKTUIe CKY HEBO3MOXHA. MHOTO J1eT Hasaj] B Gpaysepax ObUIn o6k, Ko-
TOpBIe [IO3BOJSUIN OIMeHNTh Referer 113 JavaScript, Ho OHM JTaBHO UCIIPaB/ICHBI.
B nacrostiee Bpemst Referer mogMeHNTD Helb3sL.

2. Pasperiennl He TONBKO co00IeHNsT 0T «www.examplesender.com»,
Ho TaKkxke «wwwaexamplesender.com», «wwwbexamplesender.com» 1 T.J1.


http://www.examplereceiver.com/
http://www.example.com$/.test(message.origin))%7b

[naBa 4
BEB-CEPBUCHI

Be6-ceppuc — uptentuduimpyemasi URL-ajipecoM mporpaMMHast
CHCTeMa CO CTaHJ[apTU3NPOBaHHBIMM MHTepdericamu. Be6-cy>k6b1
MOI'YT B3aMIMOJIEICTBOBATD JPYT C IPYTOM M CO CTOPOHHUMM TTPUIIO-
JKeHUAMU MOCPEJICTBOM COOOTIEHNI, OCHOBAHHBIX Ha OIp ¢/le/IeHHBIX
nporokonax (SOAP, XML-RPC u 1.71.) u cornanienusx (REST). Be6-
cryk6a SIBJISeTCS eVIHUIICH MOJIY/IbHOCTH HIPY MCHIOIb30BAHMUM CEpPBIC-
OPUEHTHPOBAHHOM apXUTEKTYPBI IIPUIOKEHNSL.

OTBeTUM Ha BOIIPOC «3aueM HY>KHBI BeO-CepBICHI?» Ha IIpUMepe 3a-
Jlauy O MPeOCTABICHNY CBEICHMI 0 BbIIETAaX CAMO/ICTOB U3 a9POIIOPTa.
MOo>KHO cO3/1aTh BeG-TIpWIosKeHNe — OH/TAH-TA0/I0 ¢ KPaCUBBIM T10/Ib-
30BaTe/ILCKUM MHTepdelicoM, KOHeUHble TIo/Ib3oBaTe/m (o) OyayT
IPOCMATPUBATh CTPAHMUIIBI STOTO MPWIOKEHUS U MTOTYIaTh HYXKHYIO
undopMaio. Ecmu sxke HoTpe6uUTe/eM TaHHBIX O BbUIETaX BBICTYIIAET
He Ye/IOBeK, a IPyroe MpuIoXKeHue, Hy>KeH /I eMy KPacUBBIi MHTEp-
¢evic? He Hy>KeH, Tak KaK BEIWIEHSATB JlaHHbIe U3 html-cTpammiier — oTo
TSDKeNas 3a/1ava; OCJIOKHACT CUTYAIUMIO U TO, UTO JIU3alH CTPaHUIIbI,
html-pasmeTka MOTYT MEHATBCS, U Iapcep MPUTETCS PeryIsSpHO [eperi-
ChIBaTh. [TpmmoxkeHNIo, KOTOPOE 3aMHTEPECOBAHO B TAHHBIX O BBUIETAX,
HPEANOUTUTEIBHO TTO/TydaTh STH JaHHBIE B CTAHAAPTU3NPOBAHHOM,
JIeTKO pazbupaeMoM ¢opmate, TakoM Kak XML v JSON.

JTor BHINIeCKa3aHHOT0: BeO-IPUIOKeHNS — JIS JTIoflelt, Be6-cep-
BUCBHI — jist ManivH. [To cyTH, Be6-cepBUCH — 9T0 peanmnsaius abco-
JIIOTHO YeTKUX UHTePPeiicoB 0OMeHa JJAHHBIMU MeX/Y Pas/IndHbIMI
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HPWIOKEHUAMY, KOTOPBIe MOIYT OBITh He TOIbKO HalMCaHbI Ha PasHBIX
A3bIKaX, HO U pacHpefie/ieHbl Ha pasHbIX y3/1ax CeTn.

PaGoty ¢ BeG-cepBucaMM POWDIOCTPUPYEM Ha IPUMepe CO3TaHMS
Be0-cepBUCa, KOTOPBIN BBIYUC/sIET MHIeKC Macchl Tefa’ (MMT). Byyiem
UCHo/Ib30Bath cTaHfapTel SOAP 1 WSDL. Cospasium tpu aiia: cepsep,
KkvieHT u WSDL-dhaitn.

Cepsep, pea/msyronmii Be6-cepBuc, co3fagnum Ha Node.js. B aTom
daitie 6yzieT onpefenen yjaJeHHbIA Be6-CepBUC, K KOTOPOMY MOTYT
o6paraTbest KIMEHTBI, IpeflocTaB/Issa apryMeHThl s pacdeta VIMT.
OTBeT BO3BpalllacTCA BHI3IBAIONIEMY KIMEHTY.

var soap = require('soap");
var express = require(‘express’);
var app = express();

var service = {
BMI_Service : {
BMI_Port :{
calculateBMI: function(args){
var n = (args.weight)/
(args.height*args.height);

console.log(n);
return {bmi: n};

}

}
var xml = require('fs').readFileSync ('/bmicalc.wsdl;utf8");
var server = app.listen(3030, function(){
var host="127.0.0.1";
var port = server.address().port;
hH

soap.listen(server,/bmicalc; service, xml);

7 VIHpEeKC MacChI TeJla OIpefes/sIIoT Iy TeM Ae/leHusI Beca (B KIIOrpaMMax) Ha yy-
CJI0BOE BRIP@KEHME pocTa (B MeTpax), BO3BeICHHOE B KBAJIpaT.
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Hlanee co3manuMm KameHTa, KOTOpBIt OyeT Mconb3oBatb SOAP-
CepBIUC, ONIpefie/IcHHBI B (paiiiie server.js. 3alrpoc, MUHUITMMPOBAHHBIN
B (paie client js, mpegocraBut aprymenTsl Jyist SOAP-cry6bl. 3anpoc
6ymer nocmal Ha cooTBercTByIonmit URL-ajipec ¢ mopraMu u KoHeu-
HBIMI TOUKaMy CTY>K6bI SOAP.

var express = require('express');
var soap = require('soap');
var url = "http://localhost:3030/bmicalc?wsdl";
var args = {weight:65.7, height:1.63};
soap.createClient(url, function(err, client){
if(err)
console.error(err);
else {
client.calculateBMl(args,
function(err, response){
if(err)
console.error(err);
else{
console.log(response);
res.send(response);

Hanee cosmanum ¢air wsdl — 510 ocHoBaHHBIT Ha XML dopmar
OIMCaHMA cllocoba o6MeHa JJaHHBIMY; OH OIpefe/isieT, KaK MOTyInuTh
JIOCTYII K yfia/leHHOMY Be6-cepBucy. HazoBem wsdl-daitn bmicalc.wsdl

<definitions name="HelloService"

targetNamespace = "http://www.examples.com/wsdl/HelloService.wsdl"
xmlns="http://schemas.xmlsoap.org/wsdl/"

xmlns: soap="http://schemas.xmlsoap.org/wsdl/soap/"

xmlns: tns="http://www.examples.com/wsdl/HelloService.wsdl"

xmlns: xsd="http://www.w3.0rg/2001/XMLSchema">
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<message name="getBMIRequest">
<part name="weight" type="xsd: float"/>
<part name="height" type="xsd: float"/>
</message>

<message name="getBMIResponse">
<part name="bmi" type="xsd: float"/>
</message>

<portType name="Hello_PortType">
<operation name="calculateBMI">

<input message="tns: getBMIRequest"/>
<output message="tns: getBMIResponse"/>
</operation>

</portType>

<binding name="Hello_Binding" type="tns: Hello_PortType">
<soap: binding style="rpc"
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="calculateBMI">

<soap: operation soapAction="calculateBMI"/>

<input>

<soap: body
encodingStyle="http://schemas.xmlsoap.crg/scap/encoding/"
namespace="urn: examples: helloservice"

use="encoded"/>

</input>

<output>

<soap: body
encodingStyle="http://schemas.xmlsoap.crg/scap/encoding/"
namespace="urn: examples: helloservice"

use="encoded"/>

</output>

</operation>

</binding>


http://schemas.xmlsoap.org/soap/http%22/
http://schemas.xmlsoap.org/soap/encoding/
http://schemas.xmlsoap.org/soap/encoding/

<service name="BMI_Service">

<documentation>WSDL File for HelloService </documentation>
<port binding="tns: Hello_Binding" name="BMI_Port">

<soap: address

location="http://localhost:3030/bmicalc/" />

</port>

</service>

</definitions>

KOHTpOJ'IbeIe BOMpocChbl

1. B 9eM pasHMITa MeXTY CePBIC-OPMEHTHPOBAHHON apXUTeKTYPOI (aHIIL.
service-oriented architecture) v Be6-cepBucamm?

2. B gem pasuuria mexxy REST u SOAP Be6-cepBucamm? B geM mpenmy-
IlecTBa IIePBOIO ¥ BTOPOro?

3. O6psacanre monsTe WSDL.

4. BosMoxkno 1 nocbinath SOAP-coobiienns ¢ BaosxkeHmeM?


http://localhost:3030/bmicalc/

[naBa 5
OPEMMBOPK EXPRESS

5.1. BbicTpbIN cTapT

PaccmoTpuM npolecc cosjianne Be6-IpUI0KeHNA ¢ IOMOIIBIO
¢peiiMBopka Express. BosHMKaeT BoIIpoc: 3aueM Hy>keH JTOIIOTHUTE/Ib-
HBII (PPelIMBOPK, €¢I MOXKHO BOCIIONB30BaTbCA MOJIy/IeM http, KoTopblii
ectb B Node.js API? Express, KOTOPBII caM MCIIONb3yeT MOAY/Ib http,
HPeROCTaB/IsIeT PsAJl TOTOBBIX abCTPaKINIl, yIPOIIAONMX paspaboTKy
BeO-TIPWIOXKEHMS, HAIIPUMeEP, TAaKUX: 06paboTKa OTIIPaB/IeHHBIX (opM,
pabota ¢ cookie, CORS u T.71. [4-6].

Express — ¢peitmBopk web-mipunoskernit 111 Node.js, peannso-
BaHHBI Kak cBOGOJIHOE U OTKPBITOE IIPOrpaMMHOe obecIieueHue Mojl
mnensueit MIT (uieHsusa oTKpHITOro IporpaMMHOro obecriedenns,
paspaboTanHas MaccadyceTCKMM TeXHOTOTMYeCKUM MHCTUTYTOM). OH
CIIPOCKTUPOBAH JIJISI CO3MaHMA Kak BeO-11pyioskennit, Tak u APL IlepBas
Bepcus dppeliMBopKa ObITa BRITyIeHa B HostOpe 2010 1.

PaccMoTpuM npuMep co3faHMsA IPOCTENIIero Be6-IpuIoKeH .

CosiaiuM JyIA IpoeKTa HOBBII KaTajlor, KOTOPbIi Ha30BeM, K IIpU-
Mepy, expressapp. /11 xpanenus nagopMaiym 060 BceX 3aBUCHMOCTAX
HpOeKTa OIpeJie/INM B 5TOM KaTaiore HOBBIN (aitn package.json:

"name": "expressapp’,
“"version™": "1.0.0",
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"dependencies": {
"express": "N4.16.4"

Hanee neperiieM K 9ToMy KaTajJory B KOMaHJHOM CTPOKe U IS
fo6aB/IeHN s BCeX HY>KHBIX ITaKeTOB BBIIOTHUM KOMaHJIy:

npm install

Co3laiuM B KaTajiore NpoeKTa HOBBIN (pajil app.js co CIeAyOIyUM
coniep>KaHUEeM:

// noAKkntouaem express
const express = require("express");
// cozpaem 06bEKT NPUNOXKEHNA
const app = express();
// onpepensem 06paboTunK ana maplpyTa /"
app-get("/", function(req, res){
// oTnpaBnaem oTBeT
res.send("<h2>lMpueeT Expressi</h2>");
3;
// npocnylumBaem nogknioueHna Ha 3000 nopTy
app.listen(3000);

[osicaum npumep. [ ucrionb3oBanms Express Heo6XofmMo, Bo-Tiep-
BBIX, CO3/IaThb 00'bEKT, KOTOPBIi OyJleT Ipe/ICTaB/IATD MPUIOKeHNe:

const app = express();

IInk1 paGoTel EXpress-IpHIoxKeHUs COCTOUT B ITOTYIeHUN HOTb30-
BaTe/IbCKOT'0 3aIIpoca, ero 06paboTke (Kak IpaBuio, MHOTOCTYIICHIATOT)
U IOC/IBIIKe OoTBeTa. JIyist 06paboTku 3ampocoB B Express onpefeneH
PAJ| BCTPOCHHBIX (PYHKITVI, OJHOV M3 KOTOPBIX AB/sACTCS QYHKITVS
app.get(). Ona o6pabarpBaer GET-3anpocel nporokona HTTP u mo-
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3BOJISICT CBA3aTh MapIIpPYTHI® ¢ onpeie/ieHHBIMY 06paboTankamu. JIis
5TOro B (PYHKIMIO TIEPBBIM IapaMeTpoM IepefiaeTcsl MapIipyT, BTO-
PBIM — 00paboTUMK, KOTOPBIIT Gy/ieT BBI3BIBATHCS, €C/IV 3AIPOC K Cep-
Bepy COOTBETCTBYET TaHHOMY MapIIpyTy:

app.get("/", function(request, response){
// oTnpaBnsaem oTBeT
res.send("'<h2>lpueeT Expressi</h2>");
1;

Il mpoBepKy paboToCIocoGHOCTY HAjIO 3aITyCTUTD IPOEKT 1 06pa-
TUTBCS B Opaysepe 110 anpecy http://localhost:3000/.

Korna ¢ppeitmBopk Express omydaeT 3alpoc, 9TOT 3allpoc Hepefia-
eTcs B KoHBelep o6paborku. KonBeiiep cocTonT ns Habopa yHKIMIT
HPOMEeXYTOUHOI 06paboTku (aHr1. middleware), KoTopble OTYJaloT
JIaHHBIE 3aIIpOca ¥ 0TBeTa, 06pabaThIBaIOT UX UM /MO0 HepelatoT CIey-
MMM PYHKIMAM MIPOMEXYTOIHOM 06paboTKu, MO0 3aKaHINBAIOT
KT 06paboTKN, HaIIpUMep, OTChUIas OTBET K/IMEHTY.

OYHKINMM TPOMEXKYTOUHOI 06pabOTKM MOTYT BBIIOMHATD ClIENy-
IOTIIVEe 3a/TauM:

1) BBITOZTHEHNE TIOOOTO KOTIa;

2) BHeCeHVe U3MEHEHUI B OOBEKTHI 3alIPOCOB M OTBETOB;

3) 3aBepIleHNe ITUK/IA «3aIPOC—OTBET»;

4) BBI30B /e yIoNIei (PYHKIVM TIPOMEXYTOUHOI 06paboTKI 13 CTeKa.

Ec/m Texynnast pyHKIVS IpOMEXYTOUHO 06paboTKY He 3aBepItaeT
IIMKJT «3alIPOC—OTBET», OHA JIO/DKHA BBI3BATh (PyHKINVIO next() i mepe-
JlauM yIIpaB/ieHNs CIefyIomieil pyHKIMY IPOMeXyTOUHOI 06paboTKu.
B ipoTuBHOM ciydae 06paboTKa 3allpoca 3aBUCHET.

B mipeyipiyteM mpumMepe o6paboTka cocTosIa B BEI3oBe app.get().
CHavua/ia CpaBHUBAJICS 3aIIPOIICHHBIN ajIpec «/», M eI MEXKJTY ajipecoM
U MapuIpyToM 6bUIO COOTBETCTBUE, TO KIMEHTY IIOChIIaNach CTPOKa
«<h2>ITpuBet Express!</h2>».

% Ha manHOM 9Talle O MapIIpyToM Mo>kKHO TToHuMaTs URL-afipec Wi K1acc moxo-
JKUX appecoB, HATIPUMep, Bee afipeca, HaduHalomyecst Ha http://localhost:3000/products.
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IIpy HeOOXOAMMOCTH MOXKHO BCTPOUTDH B KOHBeliep 06paboTKu
3ampoca Ha o6oM starie mobyio ¢yHkimio middleware. [T sToro
HpUMeHsIeTCsT MeTOt app.use(). VIsMeHUM ¢aiin app.js, HalpuMep, ciie-
AYIOTUM 06pa3oM:

const express = require("express");

const app = express();

app.use(function(request, response, next){
console.log("Middleware 1");
next();

1

app.use(function(request, response, next){
console.log("Middleware 2");
next();

1

app.get("/", function(req, res){
res.send("<h2>lpueet Expressl</h2>");

1

app.listen(3000);

OYHKIVS, KOTOpast IepefiaeTcsl B app.use(), IpUHMUMAET TPU Mapa-
MeTpa:

1) request — TaHHBIE 3aMIPOCa;

2) response — 00BEKT /IS YIPABIeHUS OTBETOM;

3) next — cerytomast pyHKITMS B KOHBeitepe 06paboTKu.

Kaxpas 3 ¢pyakimit middleware ipocto BRIBOIUT Ha KOHCOMB CO006-
IIeHMe ¥ B KOHIIE BBI3BIBAET CICAYIONIYIO GYHKIIMIO € IIOMOTIBIO next().

Middleware moMorarT BBIIOTHATH OTJe/IbHbIE 3ajlaull, KOTOpbIe
JIOJLKHBI OBITD CJle/TaHBI JI0 OTIIPABKY OTBeTa. CTaHApTHAs 3ajjada —
JIOTTMPOBaHYe 3apocoB. [IpyBeieM NpyMep COOTBETCTBYIONIETO KOJia:

const express = require("express");
const fs = require("fs");

const app = express();
app.use(function(req, res, next){
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let now = new Date();
let hour = now.getHours();
let minutes = now.getMinutes();
let seconds = now.getSeconds();
let data = “${hourk:${minutes}:${seconds} ${req.method} ${req.url}’;
console.log(data);
fs.appendFile('server.log”, data + "\n",
function(){});
next();

A

app.get("/', function(req, res){
res.send("Hello");

b
app.listen(3000);

5.2. Mapuwpytunsaymsa

B sapucumoctn ot URL-ajipeca, 1o KoTopoMy o6paTiIcs MoNb30-
Baresb, 06paboTKa 3alpoca JI0/DKHA IIPOU3BOIUTLCA I10-pasHOMY. Map-
HIPYTU3AIMA OlIpefie/iseT, KaK MIPHIOXKeHMe OTBevyaeT Ha KIMEeHTCKII
sarpoc K KoHkpeTHoMYy URL-azipecy. B IpyIokKeHun olpejie/isiorcs
MapIHIPYTHL, @ TaKXe 00paboTINKU 5TUX MapHIpyToB. Ecin 3anpoc
COOTBETCTBYET OIpefle/IecHHOMY MapIIpyTy, TO BbI3bIBA€TCH COOTBET-
CTBYIOIMIUI 06pabOTUMK.

MapupyThl — 5To 9acTh Kofla Express, cBasbiBaromasn HTTP-
nericteust (GET, POST, PUT, DELETE u 1.21.), URL nytn (mma6nona)
u GyHKIMIO, KoTOpas o6pabarbiBaeT 5TOT abnoH. [IpuBeneHHbIT HIDKe
KOJI CLY>XKUT IIPUMEPOM IIPOCTENMIIEero MCI0NIb30BaHNA MapIIpyToB. OT-
MeTHM, 4TO 3alIPOCHI, KOTOPbIE He COOTBETCTBYIOT KOPHEBOMY MapLIPYTY
«/», 06pabaTbIBaTbCS He OYIYT.

var express = require('express');
var app = express();
app.get(/, function(req, res) {
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res.send('hello world');

b

B sapucumoctu ot HT'TP-MeTozia, MCIONB30BaHHOIO B 3allpoce,
06paboTKa MOXeT IIPOU3BOJIUTECS 110-pasHOMYy. EXpress pasmaaet ciie-
JIyIolye MeTOfIbI MapIpyTusaimm: get, post, put, head, delete, options,
trace, copy, lock, mkceol, move, purge, propfind, proppatch, unlock, report,
mkactivity, checkout, merge, m-search, notify, subscribe, unsubscribe,
patch, search u connect.

[Tpumep:

// GET method route
app.get(/, function (req, res) {
res.send('GET request to the homepage');

A

// POST method route

app.post('/, function (req, res) {
res.send('POST request to the homepage);

)

CymrectByeT oco6blit MeToj| MapuipyTusanum — app.all(), He sp-
JISTIOTIUTICS TPOM3BOMHBIM OT Kakoro-nmm6o Metorna HTTP. 9tot metop
UCTIONIB3YeTCA JUIA 3arpy3Ku (PYHKIIMIT TPOMEXYTOUHON 06paboTKu
B ITyTH JI/IS BCEX METOJIOB 3aIIPOCOB.

Tymu mapwipymoe u pe2yJisipHble 8blpaKeHus

[TyTit MapmpyToB B COUeTaHUM C METOJOM 3aIIpoca OIpeAe/aoT
KOHKpeTHBIe ajipeca (KOHeUHbIe TOUKM), B KOTOPBIX MOTYT OBITh CO3J[a-
HBI 3aI1pOChl. [IyTy MapIIpyToB MOTYT IIpeJICTaBIATh COO0I CTPOKM,
M1a6/IOHBI CTPOK W/IN Pery/IsIpHbIe BHIPsKeHUSI.

[TpuseneM npuMephl IyTell MapIIPyTOB Ha OCHOBe CTPOK. B sTOM
CIydae IIyTh MapIIPyTa COOTBETCTBYET 3alpocaM, B KoTopblx URL nmeer
qacTh path, paBHyI0 cTpoke /about:
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app.get(/about, function (req, res) {
res.send('about');

1;
Auanornuno s /random.text:

app.get(/random.text, function (req, res) {
res.send('random.text’);

R

I[IpuBepieM pUMeEpHI ITy Teil MapLUIPyTOB Ha OCHOBE I1abIOHOB CTPOK.
30ech My Th MapIIpyTa COOTBETCTBYET 3allpocaM, Y KoTopbix URL nmeer
JacTh path, HaunHaroIyI0CsA ¢ «ab» (TocTe Yero Bo3MOKeH OJIVH IPO-
U3BOIBHBIN CMMBOJT) M 3aKaHUMBAIONIYIOCS Ha «Cd»:

app.get(/ab?cd, function(req, res) {
res.send(‘ab?cd’);
1;

AnanorndHo Jyis crpoku /ab*cd, 3a uckmodeHneM TOro, 9TO MEXTY
«ab» 1 «cd» MOXeT HaXOUTHCS IIPOU3BOIbHAS TOICTPOKA:

app.get(/ab*cd, function(req, res) {
res.send('ab*cd’);

R

IIpuBepeM IIpYMepBI Iy Tell MapIIPYTOB Ha OCHOBE PETy/ISPHBIX BBI-
pa>keHMiA. 3]1ech IIyTh MapIIPyTa COOTBETCTBYeET 3aIllpOCaM, Y KOTOPBIX
YacThb path cofiep>XUT CUMBOI «a»:

app.get(/a/, function(req, res) {

res.send('/a/");

B
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CrieryIomuit MyTh MapIIpyTa COOTBETCTBYET 3allpOcaM, y KOTOPBIX
qacTh path sakanumBaetcs Ha «fly», Hanpumep, butterfly, dragonfly,
Ho He butterflyman:

app.get(/ *fly$/, function(req, res) {
res.send('/.*fly$/");
1;

O6pabomyuku mapwpymos

Jnst 06paboTKM 3ampoca MOXKHO yKasaTh HeCKOIBKO (pyHKIIMIT
06paTHOTO BBI30Ba, Mof06HBIX middleware. EMHCTBeHHBIM MCKTIOUE-
HYEM SIB/IACTCS TO, UTO 3T OOpaTHBIE BHI3OBBI MOTYT MHUIMMPOBATD
next(‘route’) s 06Xo/1a OCTAIBHBIX 0OPATHBIX BBI3OBOB MapIIpyTa.
C OMOIIBIO 9TOr0 MeXaHM3Ma MOYKHO BKJIIOUUTD B MapIIPyT IIpefiBa-
pUTeTbHBIE YCIOBYS, a 3aTeM IepefiaTh yIpap/eHue HOCIeyIoNM Map-
HIpyTaM, eC/IV IPOIO/DKATh PaboTy ¢ TEKYIIMM MapUIPYTOM He HY>KHO.

O6paboTunky MapIIpyTOB MOTYT NPUHUMATh GopMY PYHKIUN,
MaccyBa PYHKIUI JIN UX COYETaHMsI, KaK IOKa3aHO B CEAYIOIUX
npuMepax.

OpHa QyHKIMS 06paTHOTO BBI3OBa MOXKeT 06pabaThiBaTh OJIMH
MapnipyT. Haripumep:

app.get(/example/a; function (req, res) {
res.send('Hello from Al');

A

OpuH MapuIpyT MoxkeT 06pabaTbIBaTbCs HECKOMIBKUMM (DYHKITHSI-
MM 0OpaTHOTrO BBI30Ba (06513aTe/IBHO CIEAyeT YKa3hIBaTh 00beKT next).
Hampumep:

app.get('/example/b’, function (req, res, next) {
console.log('the response will be sent by the next function ...');
next();

}, function (req, res) {
res.send('Hello from B!");

A
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MaccuB QyHKIUI 06paTHOTO BBI30BA MOXKeT 00pabaThIBaTh ONVH

MapuipyT. Hapumep:

var cb0 = function (req, res, next) {
console.log('CB0OY;
next();

}

var cb1 =function (req, res, next) {
console.log('CB1";
next();

}

var cb2 = function (req, res) {
res.send(‘Hello from C!');

}

app.get(/example/c, [cbO, cb1, cb2]);

MapipyT MoxkeT 06pabaThIBaThCA coueTaHeM He3aBUCUMBIX (PyHK-

Ui 1 MaccuBoB QyHKIMI. Hammpumep:
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var cb0 = function (req, res, next) {
console.log('CB0Y;
next();
}
var cb1 =function (req, res, next) {
console.log('CB1";
next();
}
app.get(/example/d; [cbO0, cb1], function (req, res, next) {
console.log('the response will be sent by the next function ...");
next();
}, function (req, res) {
res.send(‘Hello from D!');

A



Memodsli omeema

Mertonpl 06beKTa OTBETa, HEPEeUNCIIeHHBIE B TaOJ1. 2, MOTYT Hiepefia-
BaTb OTBET K)II/IeHTy n 3aBepmaTb UK/ «3aITPpOC—-0TBET». Ecnm aun OIIUH
U3 9TUX MeTOJIOB He Oy/ieT BBI3BaH U3 06paboTunKa Mapuipyra, o6pa-
60TKa KIIMCHTCKOI'O 3anpoca 3aBUCHET.

Tabnura 2
Mertoasl 06beKTa OTBETA

Mertop,

Ommcanne

res.download()

[Ipurnanienne x 3arpyske daitra

res.end() 3aBeplileHKe IIpollecca 0TBeTa
res.json() Ortmpaska oTBera JSON
res.jsonp() Ortmpaska otBera JSON ¢ noppiepskkoit JSONP

res.redirect()

IlepenaripasieHne oTBeTa

res.render()

BriBop ma6iona mpejicTaBIeHust

res.send()

OTHpaBKa OTBETa pa3/INIHbIX TUIIOB

res.sendFile

Ornpasxa aiina B Bifie HOTOKA OKTETOB

res.sendStatus()

YcTaHoBKa Kojia COCTOSIHUSI OTBeTa U OTIIpaBKa IIpe/i-
CTaBJ/ICHMs B BUJI€ CTPOKM B Ka9€CTBE Te/la OTBETaA

CaMBlil paciipoCTpaHEHHBII CII0CO6 OTHPABKM OTBETA IIPEJICTABTIACT
¢ynkims send(). B kauectBe mapaMeTpa sTa GyHKIMS MOXKET IPUHM-
Matb 06bekT Buffer, 06bekT javascript, MaccuB WM CTPOKY, B TOM YMCTIe
¢ html-koztom, kax B ciiefyroneM mpumepe:

var express = require(‘'express');

var app = express();

app.use(function (req, res) {
res.send("<h2>Hello</h2>");

b

app.listen(3000);

[IpuMep oTIipaBKM 06beKTa:

res.send({id:7, name: "Dima"});
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[Ipumep oTIpaBKM MaccuBa:
res.send(["Vova', "Dima", "Oleg"]);
[Tpumep oTIpaBKM 0O'bEKTa:
res.send(Buffer.from("Hello Express"));

B mocnenaem npumepe o6bekT Buffer popmanbHo npejcrapisger
HeKOTOpble OMHapHBIe TaHHBIC. [py BBITOTHEHNM KoJia 110 yMOTJaHMIO
6paysep sarpysut ¢aiv, B koropoM 6yfet ctpoka «Hello Express».

Meron send yno6eH [yIst OTHPaBKU CTPOK, HeKOTOporo Kofa html
HeGO/BIION JUIVHBL, OTHAKO eC/IM OTHpaB/sieMblit Koy html goBonbHo
6OMBITION, TO KOJ| IPWIOKEHNS TOXe CTAaHOBUTCA TpoMo3ikuM. ITpa-
BIJIbHee pasMenaTh Kof html B oT/ieTbHBIX (aitnax, a 3aTeM OTIPaB/IATh
an ¢aiiel ¢ momonibio Gpyakiym sendFile().

Ormpesie/MM B Tanike poekTa HOBBIN ¢aivt index.html, otipaBum
aTOT ¢aiin ¢ momonibio Gpyrkiym sendFile:

var express = require('express');

var app = express();

app.use(function(req, res) {
res.sendFile(__dirname + "/index.html");

3

app.listen(3000);

Crenryer yauTBIBaTh, 4TO B $pyHKIMIo sendFile HeobxomMo Iepe-
MaBaTh abCOMIOTHRIN My Th K ¢aiiry, Mo3ToMy ¢ oMolblo __dirname
noydJaeM abCcoMOTHBIIN IyTh K TEKYIIeMY IPOEKTY U 3aTeM Jlo6aB/isieM
K HeMY Iy Th K (paii/ly B paMKax TeKyIIero IpoeKTa.

3avacTyo He0OXO0IMMO MOCBUIATh KIMEHTY CTaTyCHBIN KOJI OTBeTa
C HEKOTOPBIM coobImeHneM mo ymomaaunio. Gynknus sendStatus()
MMo3BoJIAeT 5TO cjie/laTh. HampuMep, oTIpaBUM CTaTyCHBIN Koj 404,
KOTOPBII TOBOPUT, UTO peCcypc He Hall[eH:

var express = require('express');
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var app = express();

app.use("/home/foo/bar’, function(req, res) {
res.sendStatus(404)

1;

app.listen(3000);

B ciyuae, eciiu Hy>KHO OTIIPAB/IATh 60jiee MHGpOPMATUBHbBIE COO6-
IIeHMSI, MOKHO MCIIOBb30BaTh KOMOMHAIMIO (PyHKINY status(), KoTopas
TaK>Ke OTIPABJIsIeT CTaTYCHBIN Kojl, M pyHKIvm send():

var express = require('express');

var app = express();

app.use("/home/foo/bar’, function(req, res) {
response.status(404).send('Pecypc He HaiigeH');

3;

app.listen(3000);

I nepeanpecanym npuMensiercs Meto redirect():
redirect([status,] path)

B kauecTBe mapaMeTpa path mepeaeTcs yTh, Ha KOTOPBIN Oyfer
Ilep eHallpaB/IATHCA MTONb30BaTeNb. JJOIOTHATe/IbHBIL TapaMeTp status
3aJjaeT CTaTYCHBIN KOfI lepeanpecaliyy. Ec/m 5TOT lapaMeTp He 3aflaH,
TOIZla [0 YMO/IYaHMIO OTIIPaB/IAeTCA CTaTyCHBIN KoJ 302, KOTOpbIi
IIpefilioIaraeT BpeMeHHYIO Iiepeafipecaliio.

C IOMOIIBIO JaHHOTO MeTOfja MOXKHO BBIIIOJIHATD IIepeajipecalyio
KaK [0 OTHOCUTE/IBHBIM IIyTSM, TaK U 110 a6COMIOTHBIM, B TOM UMC/Ie
Ha JIpyIrue JOMEHBIL:

var express = require('express');

var app = express();

app.use("/index", function (req, res) {
res.redirect("https://google.com")

D

app.listen(3000);
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https://google.com

B yanHOM crydae mpu obparniernu 1o 1yt /index 6yzier cienrana
nepeajipecalyus Ha caifT https://google.com.

[lepeaspecariys 110 OTHOCUTEIBHBIM ITyTAM TakKe He OueHb CJI0XKHa,
HO 3]1eChb BKHO YUMTBIBATD, KaK IMEHHO OIIpejie/iAeTcA ajipec i pejiy-
pexTa. PaccMOTpuM pefipeKT OTHOCUTE/IbHO TeKYIEero Iy TH, ¢ KOTOPOro
pou3BOUTCS Hepeasipecanus. Harmpumep:

var express = require(‘express');

var app = express();

app.use("/home", function (req, res) {
res.redirect("about")

hH

app.use("/about’, function (req, res) {
res.send("<h1>About</h1>");

0

app.listen(3000);

B /laHHOM C/Tydae IPOMCXOJIUT IlepeHarpaB/eHne ¢ pecypca /home
Ha pecypc /about, T.e. ¢ http://localhost:3000/home na http://local-
host:3000/about.

PaccMOTPUM TTOXOXKUIA ITPUMEP, KOTJ[a IIPOVICXOJIUT Iepeajipecaris
¢ pecypca /home/bar Ha pecypc /home/about:

app.use("/home/bar', function(req, res) {
res.redirect("about")

3

app.use("/home/about’, function(req, res) {
res.send("<h1>About</h1>");

3

Ec/mm Heo6X0oMMO BBIIIOTHUTD IIepeajipecaliuio He OTHOCUTENBHO
TEKYIIEro pecypca, a OTHOCUTE/IbHO KOPHEBOTO KaTajIora IPYIOKeHNS,
TO B HavaJIe ajipeca CTaBUTCA CUMBOJT «/»:

app.use("/home/bar', function(req, res) {
res.redirect("/about")
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1;
app.use("/about’, function(req, res) {
res.send("<h1>About</h1>");

)

[IpuMep nepeajipecaliuy Ha JiBa YpoBHs Bbiliie — ¢ http://local-
host:3000/home/foo/bar ma http://localhost:3000/home:

app.use("/home/foo/bar’, function (req, res) {
res.redirect(".")

A

ITo ymomuanuio Ipu Mepeajipecaliuy IepejaeTca CTaTyCHBI Koy
302, KOTOPBIil YKa3bIBaeT, YTO PECYpC BPEMEHHO JIOCTYIIEH 110 HOBOMY
anpecy. Ho MO>XKHO yKasaTh CTaTyCHbI Kof 301, 4ToOBI clieaTh epe-
aJipecaliio MOCTOAHHOMN:

res.redirect(301, "/about");

Mepedaya OaHHbIX 6 NpusIOKeHue.

lMapamempeol cmpoKu 3anpoca

OpHMM U3 crioco6oB Iepejady JaHHBIX B IIPIWIOKeHUE SBASeTCA
JICHOMb30BaHMe IIapaMeTPOB CTPOKM 3allpoca. MOXXKHO CUMTATD, 4TO
cTpoKa 3arpoca — 510 yacTb URL-azipeca, KoTopas upieT Iocjie 3HaKa
BOIIpOCA VI COCTOUT M3 IIap «Ha3BaHMe lTapaMeTpa = 3HaueHVe», pasjie-
JICHHBIX 3HaKOM aMIlepcaHpa. Hanpumep, B 3anpoce

http://localhost:3000/about?id=4&name=Dima

qacTh id=4&name=Dima mpefcTap/sieT CTPOKY 3alpoca. 37ech IIPUCYT-
CTBYeT JIBa apaMeTpa: mapaMeTp «id» MMeeT 3HaueHMe 4 U TapaMeTp
«name» UMeeT 3HadeHUe «Dima».

B Express MOXXHO ITOTyYNTh 3HaUeHE IIapaMeTPOB CTPOKY 3allpoca
gepes CBOMCTBO query o0beKTa request, KOTOPBIN IepefiaeTcsl B (PYHKIVIO
06paboTky 3arpoca. Hampumep:
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var express = require(‘express');

var app = express();

app.get("/", function(req, res){
res.send('<h1>InaBHasa cTpaHnua</h1>");

1

app.use("/about’, function(req, res){
letid = req.query.id;
let userName = req.query.name;
res.send("<h1>UHbopmauna</h1><p>id="+id +"</p>
<p>name="+ userName + "</p>");

1;

app.listen(3000);

C nomorpio BhIpaXKeHuA request.query MO>KHO IOJTlyIUTh BCe Ha-
paMeTphbl CTPOKM 3aIlpoca B BUjie 00'beKTa javascript, a ¢ oMOIIbIo
BBIp@KeHUs request.query.HaspaHue_IrapaMeTpa MOKHO 0OpaTUThCS
K KaXJIoMy OTfleNIbHOMY napameTpy. ITofo6HBIM 06pa3oM MOXHO Iie-
pe/laBaTh MacCUBBI JIaHHBIX:

var express = require(‘express');
var app = express();
app.get("/', function(request, response){
response.send('<h1>InaeHan
cTpaHuua</h1>");
hH
app.use("/about’, function(request, response){
console.log(request.query);
let names = request.query.name;
let resText ="<ul>";
for(leti=0; i < names.length; i++){
resText +="<li>" + names[i] + "</li>";
}
resText +="</ul>";
response.send(resText);
hH
app.listen(3000);
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B pjannom dly4dac B IIpMJIOJKEHUE 6YI[6T nepefaBarbCAd IapaMeTp
name, KOTOprﬁ IIpe/iCTaB/IAeT MaCCUB.

Taxoke MOXXKHO 1epeaBaTb 6otee C/IOXKHbIE 00'BEKTHI, KOTOpbIC CO-
CTOAT U3 MHO>K€CTBA CBOVCTB:

var express = require(‘'express');
var app = express();
app.use('/about’, function(request, response){
console.log(request.query);
let id = request.query.user.id;
let name = request.query.user.name;
response.send("<h3>id:" + id + "<br>name: " + name +"</h3>");
1
app.listen(3000);

B aToM ci1yvae mosnydaeM o6beKT user, KOTOPBI COAEPXKUT JiBa
cBoiicTBa — id M name, HanrpuMep, user: { id: ‘7, name: “Tom’ }. IIpu 1e-
pefaue CBOVCTBA 00'beKTa B CTPOKe 3alIpoca MOMENIAIOTCS B KBaJ[paTHBIE
ckobkum: user|[id].

POST-3anpocsi u omnpaska popm

I[Ipu oTrpaBKe CIOKHBIX JIAHHBIX OOBIYHO MCIIONB3YIOTCS (POPMBIL.
PaccMoTpuM, Kak IOy4aTh OTIIpaB/leHHbIe AaHHble B Express. J]na
HOJTy9eHN s TaHHBIX popM U3 3aIIpoca HeoGXOIIMO UCIIOIb30BaTh Clie-
IIMa/IbHBIN TakeT body-parser, 1osTOMy BHauajie HeoGX0/[IMO 106aBUTD
€ro B IIPOEKT C OMOIIBIO KOMaH/Ibl:

npm install body-parser--save
Temepp olpesie/MM B ITalIKe IIPOeKTa HOBBII aiin register.html:

<! DOCTYPE html>

<html>

<head>
<title>Pernctpauna</title>
<meta charset="utf-8" />
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</head>
<body>
<h1>BBegunTe gaHHble</h1>
<form action="/register" method="post">
<label>Uma</label>
<input type="text" name="userName" />
<label>BozpacT</label>
<input type="number" name="userAge" />
<input type="submit"/>
</form>
</body>
</html>

311ech ollpesie/IeH bl [Ba 11014 UL BBOIA MIMEHM U BO3PACTa I10/Ib30Ba-
Tesid. [locie HakaTyA Ha KHOIIKY JlaHHBIe Gy/[yT OTIPaB/IeHbl 110 ajipecy
[register.

B ¢paiiie app.js ompeme/ MM cIeayonmit Koy

var express = require(‘express');
var bodyParser = require("body-parser");
var app = express();
/* cozpaem napcep 4na gaHHbix application/x-www-form-urlencoded*/
const urlParser =
bodyParser.urlencoded({extended: false});
app.get('/register’, urlParser, function
(request, response) {
response.sendFile(__dirname +
"/register.html");
3;
app.post("/register", urlParser, function
(request, response) {
if(lrequest.body) return
response.sendStatus(400);
console.log(request.body);
response.send(*${request.body.userName} -
${request.body.userAge}’);
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3);

app.get("/", function(request, response){
response.send('[naBHas cTpaHnua");

1

app.listen(3000);

[Ipume p. IIpexkie Bcero I MOMyUYeHUS OTIIPAB/IEHHBIX IaHHBIX
HeOoOXOIMMO CO3JJaTh Iapcep:

const urlParser = bodyParser.urlencoded
({extended: false});

ITocKO/bKY JIaHHBIE OTIPAB/IAIOTCS € IIOMOIIBIO (POPMBIL, TO IS CO-
3jlaHys apcepa npuMenseTcsa yakims urlencoded(). B sty gpynkimio
nepeiaeTcs 06'beKT, yCTaHaB/IMBAIONINIA ITapaMeTphl IIapCUHTa. SHaUeHMe
extended: false ykasbiBaeT, uTo 06'beKT — pesy/bTaT MapcuHra — OyzieT
HpefCTaBIATh co6oi Habop Iap KI0U—3HaueHNe, a KaKj[oe 3HaueHe
MO>KeT OBITh IIPeJICTaBICHO B BUJe CTPOKY VI MacCyBa.

Korpa nonb3oBatenb BriepBble o6paTtutcs (pasyMeeTcs, ¢ MCHOIb-
sopanueM Metofia GET) mo ayipecy /register, cpaboTaeT MeTop app.get,
KOTOPBII OTIIPaBUT o/b30oBaTento ¢aiti register.html.

Koryia nonb3oBate/ib 3al10/THUT (POPMY, OH OTIIPABUT €€ € IIOMOIIBIO
Metojia POST, a motomy mist 06paboTKy HY>KHO CO31aTh (JPyHKIIMIO app.
post(«/register»,...). [leppblit mapameTp GYHKINU — afipec, Ha KOTOPBIt
UJieT OTIIPaBKa, B TAHHOM CTydae /register. Bropoit mapameTp — cosfaH-
HBII1 Tapcep, TpeTnii — PyHKIMA-06paboTunk. OTMETUM, YTO B JIAHHOM
clIydae ajipecoM /register CBsi3aHbI fiBe (PYHKIMN: HepBas o6pabaThiBaeT
3alIpOCHI get, a BTopas — 3allpocChl post.

J14 HoydeHns caMmux OTIIPaB/IeHHBIX JAaHHBIX UCIIO/Ib3yeM BhIpa-
xeHns Tima request.body.userName, rye request.body nnkarncympyer
flaHHble (POPMBL, a userName — KJII0U JJaHHBIX, KOTOPBIN COOTBETCTBYET
3HaueHMIo aTpubyTa name 1ojist BBojia Ha html-crpanmie:

<input type="text" name="userName" />
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lMapamemper mapwipyma

ITapaMeTphl MapIIpyTOB — 9T0 UMeHOBaHHbIe cerMeHThI URL, ko-
TOpbIe VICHOMB3YIOTCA JUIA BEI6GOpa 3HAUeHUIT U3 YKa3aHHO ITO3UITNN
URL. MiMeHOBaHHBIe CETMEHThI HAUMHAIOTCH C JIBOETOUM S, ITI0C/Ie KOTO-
poro cieiyeT uMs (Halipumep, /: your_parameter_name/). BeiGpaHHbie
3HAUCHVS COXPAHAIOTCA B 00beKTe req.params, IpuueM MMs [apaMerpa
UICIIO/Ib3YeTCA KaK KoY.

[Ipeanonoxxnm, Hanpumep, uro URL copep>xut nndpopmanmio
0 No/b3oBaTe/AX M KHurax: http://localhost:3000/users/34/books/8989.
MosxHo u3B/Ieub 5Ty MH(popMaryio 13 URL u moMecTUTh B TapaMeTphl
userld n bookId myTn:

app.get(/users/: userld/books/: bookld', function (req, res) {
// pocTtyn K userld uepe3: req.params.userld
// poctyn K bookld uepes: reg.params.bookld
res.send(req.params);

})

JMeHa mapaMeTpOB ITYTH JOJDKHBI COCTOSITh U3 CUMBOJIOB (A-Z,
a-z, 0-9, _). He Hajto IyTaTh MapaMeTpbl MaplIpyTOB ¢ IapaMeTpaMu
CTPOKM 3aIpoca.

3ameuanue. URL /book/create 6yser cooTBeTCTBOBAaTh Map-
mpytaM Bupia /book/: bookld (u «create» cramer snadenuem booklId).
Wcnonbayercd nepBblii MapLUIpyT, COOTBETCTBY LIV BBefleHHOMY URL,
HOATOMY eci HeobXommo obpabateiBath URL Bujia /book/create ot-
JIeIbHO, TO 06pabOTUNK 5TOTO MAapIIPyTa AO/KEH OBITH PacionoxeH
1o o6paborumka MapuipyTa Bua /book/: booklId.

5.3. Ucnonb3oBaHMe NpomMexXyToUHbIX 06paboTumkoB
Pa6ora npunoxenus EXpress COCTOUT, IO CYTH, U3 CEPUM BHI3OBOB
$yHKIMIT IpoMexxyToaHON 06paboTku. HartoMHuM, uto (yHKIVMN I1po-

MEXYTOIHO 06paboTKy — 9T0 (PyHKINN, UMEIOTIVE TOCTYI K 00beKTY
3aIpoca, 00beKTy OTBeTa U K C/IefiyIotieil PYHKIN IIPOMEXKY TOTHOM
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http://localhost:3000/users/34/books/8989

06paboTKN B LIMK/IE «3allpoc—oTBeT». Cefytomas GpyHKIus mpoMe-
XKYTOUHOI 06paboTKy, KaK IIPaBujIo, 0603HavaeTCs IepeMeHHOI next.

[Tpunoxxenne Express MoxkeT UCHIO/Ib30BATh CICYIOIIVE TUIIBI IIPO-
MEXYTOUHBIX 06pabOTINKOB:

1) IpoMeXxyTOUHBI 06paboTUNK yPOBHS IIPUTOKEHS;

2) IpOMeXXyTOUHBI 06paboTUNK YPOBHS MapIIpyTU3aTOPa;

3) IpOMeXXyTOUHBI 06paboTUuK JiIs1 06paboTKM OMMGOK;

4) BCTpOeHHBIe IIPOMEXYTOUHBIe 0O6paboTUNKY;

5) IpOMeXXyTOUHBIe 06pabOTUMKM CTOPOHHUX ITOCTABIINKOB IIPO-
IpaMMHOTr0 o6ecreyeHmsl.

[IpoMeskyTOuHBIe 06pabOTUNKY YPOBHS HPVIOKEHNUS M YPOBHS
MapuIpyTU3aTopa MOXKHO 3aIpy>KaTh ¢ IIOMOIbIO Heo 6513aTe/TbHOTO Iy TH
UL MOHTHPpOBaHNA. Takxe MOKHO 3aIpysuTh NOC/IE0BATe/IbBHOCTD
(YHKIMIT TPOMEXYTOUHON 06paboTKM OJ[HOBpeMEeHHO, B pe3y/ibrare
4ero cosjiaeTcsl BCIIOMOTATeIbHbIN CTEK CUCTEeMbI IIPOMEXXYTOUHBIX
06pabOTUNKOB B TOUKE MOHTHPOBAHUSI.

ITpoMexxyTOUHBI 06pabOTINK YPOBHS HPUWIOKEeHUS — QYHKITMK
app.use() u app.METHOD(), rne METHOD — meropy HTTP-3ampoca
(HaIMCaHHBIN B HYDKHEM perucTpe), o6pabaTbiBaeMbIil pyHKIMEN TPO-
MexKyTouHOM 06pabotky, Hanpumep, GET, PUT wim POST.

Huke B npuMepe npejictab/ieHa (GyHKINSA IPOMEXKYTOTHON 06-
paGoTky Ge3 IyTH MOHTUPOBaHUA. ITa PYHKIVS BBITOTHSIETCS PU
Ka)XJI0M IIOJTyJeHUM 3aIIpoca IPUIOKeHUEM.

var app = express();

app.use(function (req, res, next) {
console.log('Time:, Date.now());
next();

i

[IpuBenem puMep, Ije onpefensercsa HocleoBaTe/IbLHOCTb PYHK-
VT TPOMEXXYTOYHOI 06pabOTKY ¢ yKazaHMeM YT MOHTUPOBAHWSY.
STOT NpUMep WIIIOCTPUPYET CO3JjaHNe CTeKa IIPOMEeXKYTOUHBIX 06pa-

® TlyTb, KOTOPBIIT YKa3bIBaeTCSI B apTyMeHTe MeTofia app.use, B Express unorma
HAa3bIBAIOT TOUKOI WM IIyTeM MOHTUPOBaHMSL
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60TUNKOB, C BbIBOJIOM MH(pOpMAIUM 0 3aIpoce JUIS BCeX TUIIOB 3aIIPOCOB
HTTP, anpecoBaHHBIX pecypcaM c IryTeM /user/: id.

app.use('/user/: id, function(req, res, next) {
console.log('Request URL:,
req.originalUrl);
next();
}, function (req, res, next) {
console.log('Request Type:, req.method);
next();

B

Express 1o3BoiseT HpOIYCTUTD HIDKEOHMCAaHHBIe (PYHKIUY JIO-
IOJTHUTENBHON 06pabOTKN B CTeKe MPOMEXYTOUHBIX 06paboTINKOB
MapIIpyTU3aTOPa; IS 5TOTO B TeKYIIeit GYHKIMU-06paboTunke HY>KHO
BBI3BaTh next(‘route’) ¥ TakUM 06pa3oM IepesiaTh yIpap/ieHune cie-
AyromeMy MapHipyTy. OTMeTuM, uto next(‘route’) paoTtaeT TOTBKO
B GYHKIMAX LHIPOMEXYTOUHON 06paboTKY, 3aTPy>KeHHBIX ¢ IIOMOIIBIO
¢yuxumit app. METHOD() win router. METHOD().

B iaHHOM ITpyMepe IpejicTaB/eH CTeK IPOMEKY TOUHBIX 06paboTunKoB
i o6pabortku 3arpocoB GET, ajipecoBaHHBIX pecypcaM B ITyTH /user/:
id. B mepBoM cTeke fiBa 06paboTUMKa, BTOPOI U3 KOTOPBIX JIO/DKEH OBITH
IPOIIYIIEH, eC/U MIeHTUPUKATOP ITOIb30BaTe/Is paBeH HYIIIO, M IIPY 9TO
yIIpaB/ieHMe IiepefiaeTca 06paboTuyKy, OIMCAaHHOMY BO BTOPOM MapIIpyTe.

app.get(/user/:id, function (req, res, next) {
/* if the user ID is 0, skip to the next route*/
if (req.params.id == 0) next('route');
/* otherwise pass the control to the next middleware function in
this stack®/
else next(); //
}, function (req, res, next) {
/* render a regular page*/
res.render(‘regular’);
1;
/* handler for the /user/: id path, which renders a special page*/
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app.get(/user/: id’ function (req, res, next) {
res.render('special’);

N

[TpoMexXyTOUHBIT 06paboTIMK ypOBHSA MapIIpyTU3aTOpa paboTaeT
TaK >Ke, KaK U IPOMEeKXYTOUHBI 06paboTUNK YPOBHS NPUIOKEHMS,
HO OH IPUBSA3aH K 9K3eMIUIApY express.Router(). CooTBeTCTBeHHO,
Heo6XOMMMO U3yInTh 00beKT Router.

var router = express.Router();

Router nosposseT onpefennTh JodepHUe MOIMAPIIPYTHL CO CBOU-
MM 06paboTUNKaMy OTHOCUTENIBHO HEKOTOPOTO [TIABHOTO MapIIpyTa.
Hamnpumep, olpene/nnm ciaefiyionee IMpUIoKeHMe:

var express = require('express');
var app = express();

app.use("/about’, function(req, res) {
res.send("O caite");

N

app.use("/products/create’, function(req, res) {
res.send("do6aeneHune Topapa");

1

app.use("/products/: id", function(req, res) {
res.send( Toeap ${req.params.id}’);

hA

app.use("/products/’, function(req, res) {
res.send("Cnncok Toeapos");

N

app.use("/", function(req, res) {
res.send("naBHas cTpaHnua");

)
app.listen(3000);
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3/iech IATh MapIIPYTOB, KOTOpBIe 06pabaThIBAIOTCS PA3TMIHBIMU
obpaboTunkamu. VI3 HUX TpU MapHIpyTa HaUMHAIOTCA ¢ «/products»
V1 OTHOCATCSA K HEKOTOPOMY (pyHKIMOHaTY TI0 paboTe ¢ ToBapamu (Iipoc-
MOTP CHMCKa TOBApOB, IPOCMOTP OJJHOTO TOBapa M0 UJeHTUPUKATOPY
u nobapiaeHue ToBapa). O6bekT Router Mo3BosIET CBA3ATh HOOOHDBIN
(YHKIIMOHAJI B OJJHO Ile/Ioe U YIPOCTUTD ylpaBieHne uM. [lepermiiiem
HpebIYIINI IpUMep ¢ UCIIONb30BaHueM o6bekTa Router:

var express = require(‘express’);
var app = express();

// onpepenaem Router
var productRouter = express.Router();

/* onpepgensem MaplIpyTbl M X 06paboTUNKN BHYTPK poyTepa®/

productRouter.use("/create", function(req, res){
res.send("Jo6aBneHune ToBapa");

1;

productRouter.use("/: id", function(req, res){
res.send(‘ToBap ${req.params.id}’);

1;

productRouter.use("/", function(req, res){
res.send("Cnncok ToBapoB");

1;

//* conocTaensaem poyTep ¢ KOHeUHol Toukon /products®/

app.use("/products’, productRouter);

app.use("/about’, function (req, res) {
res.send("O caiite");

R

app.use("/", function (req, res) {
res.send("MnaBHas cTpaHnua");

3
app.listen(3000);
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3nech onpeneneH o6bekT productRouter, KOTOpBIT 06pabaTbiBaeT
BCe 3aIPOCHI 10 MApHIPyTy «/products». ITo IIaBHBI MapIIPYT, Ofi-
HAaKO OH MOXXeT BK/TIOYATh MOFMAPIIPYT «/» €O CBOMM 06paboTINKOM
U TIOIMApHIPYTHI «/: id» U «/create», 11 KOTOPBIX TaKXe MOTYT OBITh
ompejie/ieHBl CBOM 00paboTINKNL.

[TpoMesxy TOUHBI 06paboTunK I 06paboTKy OMmmbOK orpese-
JIeTCA TaK >Ke, KakK U Jipyrue GpyHKIUM IPOMeXyTOUHOI 06paboTKy,
HO C yKa3aHMeM He TpeX, a YeThIpeX apryMeHTOB B CUTHaType (err, req,
res, next).

app.use(function(err, req, res, next) {
console.error(err.stack);
res.status(500).send('Something brokel!");
D

[TpoMexxyToUHBIN 06paboTInK Jyist 06paboTKM OMMOOK JJO/KeH
OBITD OTIpefie/ieH MTOCTeTHNM, TIOC/Ie YKa3aHMs BeeX app.use() U BHI30BOB
MapnipyToB. OTBeTbI, HOCTYHaMMe 13 GYHKINMU TPOMEXYTOUHOM
06paboTKy, MOTyT UMeTBb M060it popMar, HalIpUMep, 5TO MOXKeT OBITh
crpanniia coobuienns o6 ommbke HTML, npocroe coobuieHne min
crpoka JSON. B nensax ynopsigouenns (1 jyist ppeiiMBOpKoB 6ojiee
BBICOKOT'O YPOBHA) MOXHO OIPeIeUTh HECKOIBKO (PYHKITMI IIPOMEXY-
TOUHOI 06paboOTKM ONMMOOK, TOTHO TaK XKe, KaK 9TO JAOMYCKaeTcs JYIs
OOBIMHBIX (PYHKINIT IPOMeXyTouHOI 06paborku. Harpumep, jyist Toro
qTOGBI OLIpee/IUTD 06PaboTINK ONMOOK I 3alIPOCOB, COBEpIIaeMbIX
cioMonipio XHR, M [yI 0CTaIbHBIX 3aIlIPOCOB, MOXKHO BOCIIOIb30BaTHCA
CIeIYIOMMMY KOMaHIaMu:

var bodyParser = require('body-parser');
var methodOverride = require('method-override');

app.use(bodyParser());
app.use(methodOverride());
app.use(logErrors);
app.use(clientErrorHandler);
app.use(errorHandler);
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B mannom npumepe 6asoBbiit kKoji logErrors MoXkeT 3anmchiBarh
MHQOPMAIIO O 3aIPOcax M onmoKax B stderr, HalpyMep:

function logErrors(err, req, res, next) {
console.error(err.stack);
next(err);

Kpowme Toro, B mannom npumepe clientErrorHandler orpepienen, kak
yKazaHO HIDKe; B TAKOM CIydae OIMOKa SIBHBIM 06pasoM IepeiaeTcs

llasee cefyioneMy o6paboTanky:

function clientErrorHandler(err, req, res, next) {

if (req.xhr) {
res.status(500).send({ error: 'Something failed!' });

}else{
next(err);

O6o6maromas ¢ynkius errorHandler MokeT 6BITH peain3oBaHa

TaK:

function errorHandler(err, req, res, next) {
res.status(500);
res.render(‘error’, { error: err });

IIpu nepenave Kakoro-mbo o6bekTa B pyHKIMIO next() (kpome
cTpokn ‘route’) EXpress MHTepIIpeTHpYyeT TeKYIINI 3aIIPOC KaK ONMMOKY
VI IIPOITYCKaeT BCe OCTa/IbHbIe (PYHKIVINM MapIIPYTU3AIMI U IIPOMEXY-
TOUHOI 06paboTKM, He ABJIAONMecT GYHKIMAMY 06paboTKM OO OK.
Jl1st Toro 9To6BI 06paboTaTh TAHHYIO OIIMOKY OIIpeie/IeHHBIM 06pa3oMm,
HeoOXOMMO CO3/IaTh MapIIpyT 06paboTKy ONMOOK.
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Ecmm 3afiad 06paboTunk ommboK ¢ HeCKOIbKUMM (PYHKIUAMU
06paTHOTO BRI30BA, MOKHO BOCIIO/Ib30BATbCA ITapaMeTpoM route, UTo6bl
HepeiT K clefyomeMy o6paboTunky MapuipyTa. Hanpumep:

app.get(/a_route_behind_paywall,
function checklfPaidSubscriber(req, res, next) {
if(Ireq.user.hasPaid) {

// continue handling this request
next('route");
}

}, function getPaidContent(req, res, next) {
PaidContent.find(function(err, doc) {

if(err) return next(err);

res.json(doc);
hA

b3

B mannoM npumepe o6paborunk getPaidContent 6yzeT npomyiies,
HO BBIIIOJIHEHVE BCeX OCTa/IBHBIX 00paboTUMKOB B app s /a_route_be-
hind_paywall 6yneT npoyiommkero. BeizoBsl next() u next(err) ykaspIBaroT
Ha 3aBepIlleHNe BBITIOMTHEHMS TeKyTIero o6paboTdamka 1 Ha ero cocro-
stHMe: next(err) MpoMycKaeT Bce OCTalbHBle 06pabOTUMKY B TIEMIOUKeE,
KpoMe 3aJJaHHBIX J/Is1 06paboTKM onmOOK, KaK OIMCAHO BHIIIIe.

B Express pelycMOTpeH BCTPOCHHBIN 06paboTunk onmboK, Ko-
TOPBIN 06pabaTeiBaeT MoOble BOBMOXHBIE OMIMOKY, BCTPeYaroniyecs
B IIPVWIOKEHNI. DTOT CTAaHJAPTHBII 06paboTIMK OTMO0K 10 6aBIsgeTCI
B KOHelI cTeKa (pyHKINI IPOMEeXYTOUHON 06paboTKu.

B caygae nepemaun omubkn B next() 6e3 06paboTKy ¢ HOMOIIBIO
obpaborunka onmbok sTa ommubka 6yzer o6paboTana BCTPOEHHBIM
o6paboTunkom onmbox. Oumobka 6yeT MokasaHa KIMEHTY ¢ IIOMOIIBIO
TPAcCUPOBKY CTeKa. TpaccupoBKa cTeKa He BKIIOUEHA B pabodyIo cpefy.

[Ipu HarcaHuM cOGCTBEHHBIX 06paboTUNKOB OIMOOK, KaK IIPaBy-
JI0, BBISBIBAIOT MeTOJIbI THIIa res.status(500). OnmHaKko Hajlo IOMHKUTD, UTO
paHee BBITIOJIHEHHbIe 06paboTUMKI MOTIN YXKe OCTaTh http-3aromoBku.
[ToIpITKA yCTaHOBUTD CTaTYCHBIN KO MM OTHPAaBUTD http-3aromoBku,
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KOIJIa OTBET YoKe MOTOKOM HAlPaB/IsIeTCs KIVEHTY, MIPUBEJIET K OIMIMOKe
ERR_HTTP_HEADERS_SENT.

IIpu nfo6aBieHnn HecTaHIAPTHOTO 06paboTUNKa ONMMOOK Heo6X0-
JIIMO IIPOBEPUTD, OBUIN JIM y>Ke IIOCTAHBI hitp-3aro/oBKy, 1 eCu Jia,
TO BBI3BATh CTAH/[APTHBIE MEXaHU3MBI 06PabOTKY OO OK:

function errorHandler(err, req, res, next) {
if (res.headersSent) {
return next(err);
}
res.status(500);
res.render(‘error, { error: err });

CraHJapTHBI 06paboTunk ommbok Express 3akpbIBaeT coefiiHeHe
U OTKJIOHAET 3aIpoc.

EnyicTBeHHOI BCTpOeHHOM (PYHKITMEI IPOMEXYTOUHON 06paboTkn
B Express aB/sercs express.static (root, [options]). 3ta ¢pyHKIMsA OTBe-
yaeT 3a IpelocTaB/IeHNe CTaTMYeCKIX pecypcoB IIpuioxeHna Express.
ApryMeHT root ykaspiBaeT Ha KOPHEBOM KaTaJIoL, M3 KOTOPOTro IIpefo-
CTaBJIAIOTCA CTaTHuecKue pecypchbl. Heobs3aTembHbIN 060beKT options
MOXKeT COflep>KaTh CBOVCTBA, IlepedncIeHHble B Tab1. 3.

Tabnuma 3
Omnuym pynkumy static
CBoJICTBO Omnmcanne Tun [To ymomaanuio
dotfiles Ormmust st npepoctanenust | Crpoka «ignore»

daiioB ¢ Toukoit. Bosmoxk-
Hble 3HadeHms — «allow»,
«deny», «ignore»

etag BxroueHne M oTKIIOUe- bynepcxuit | true
Hue reHepanmmy etag

extensions | YcTaHOBKa a/bTepHATUBHBEIX | Maccus [1
BapMAHTOB pacIlMpeHUit
darinos
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Oxonuanue mabsu. 3

CBOJICTBO

Onucanme

Tun

[To ymomuauuro

index

Ormpaska daiina nHmeKkca
KaTajiora. YCTaHOBUTE 3HaJe-
Hue false, 4T0OBI OTKIOYNTD
MHJIeKCALIMIO KaTajiora

CMernag-
HBI

«index.html»

lastModified

VYcranoBKa B 3arO/IOBKe
Last-Modified gaTsI mo-
CriefiHero usMeHeHus arina
B OIIEPAIMOHHON CUCTEME.
BosMoskHbIe 3HaUeHM: true
wu false

bBynesckmnii

true

maxAge

VYcranoBka sHaueHMS CBOM-
CTBa max-age B 3ar0I0BKe
Cache-Control, B Mmwumce-
KYHJIaX, WX B BUJIE CTPOKI
B ¢opmare ms

Ywucno

redirect

[TepenaripaBieHne K 3aKk/Io-
YUTENBHOMY CUMBOIY «/»,
€C/Iu UM ITy TU — KaTajior

Bynecxmit

true

setHeaders

DYHKIMSA IS YCTaHOBKY
saronoBkoB HT TP, mpeno-
CTaBJIsIeMBIX C pariiom

OyHKIUA

[IpuBeneM npuMep MCHO/Ib30BaHNUA GYHKIMM IPOMEXYTOUHON
06paboTKy express.static ¢ 06'beKTOM JIOMOTHUTETbHBIX OV

var options = {
doftfiles: 'ignore;
etag: false,
extensions: ['htm!, 'html'],
index: false,
maxAge: '1d,
redirect: false,

setHeaders: function (res, path, stat) {
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res.set('x-timestamp’, Date.now());

app.use(express.static('public, options));

H)I}I Ka>KI0T'o IIpWIOXKEHUS JTOITYCKAaeTCA Ha/Inuue HECKO/IPKUX CTa-
TUYCCKNX KaTa/IOI'0OB:

app.use(express.static('public’);
app.use(express.static('uploads"));
app.use(express.static(‘files'));

I1s MCcIo/Ib30BaHMS IPOMEXYTOUHBIX 06pabOTUNMKOB CTOPOHHMX
HOCTABIIMKOB IPOrpaMMHOr0 obecrieueHns HeoOXOMO yCTaHOBUTD
Mofiynb Node.js /11 cOOTBeTCTBYIONIEN (PYHKIIMOHATBHON BO3MOX-
HOCTH, 3aTeM 3aIPysUTh €ro Ha YpOBHe NPWIOKeHU VIN Ha YPOBHE
MapIIpyTU3aTopa.

It pactmpenns GyHKITMOHAIBHOCTU TpUIoXKeHUIT Express uc-
HO/B3YIOTCA MTPOMEXYTOUHbIe 06paboTINKM CTOPOHHMX IIOCTABIIN-
KOB IIporpaMMHOro o6ecredenus. Heo6XomuMo ycTaHOBUTD MOJLY/Ib
Node.js 11 cOOTBeTCTBYIOTIEH (PYHKIMOHATBHOM BOSMOXKHOCTH, 3aTeM
3aIPy3UTD €ro Ha ypOBHe IIPUIOXKeHV VUIM Ha YPOBHE MaplIpyTU3a-
Topa. B ipuBeieHHOM HIDKe IIpUMepe IT0Ka3aHa yCTaHOBKa M 3aIpy3Ka
(YHKIVIM TPOMEXXYTOUHON 06pabOTKM /TSI CMHTaKCUIeCKOTO aHa/m3a
cookie — cookie-parser.

$ npm install cookie-parser
var express = require(‘express');
var app = express();

var cookieParser = require('cookie-parser');

// load the cookie-parsing middleware
app.use(cookieParser());
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ITpoMexxyTouHble 06pabOTUNKY YPOBHS HPUIOKEHNS U YPOBHA
MaplIpyTU3aTOpa MOKHO 3arpy>KaTh ¢ IIOMOIIBIO He0653aTe/IbHOTO MY TH
JUIL MOHTUpOBaHMA. Takke MOXHO 3arpy3UTh MOCIEOBATE/IBHOCTD
(GYHKIMI TPOMEXXYTOUHON 06paGoTKM OTHOBpeMeHHO, B pe3y/ibrare
qero cosjjaeTcs BCIOMOTATE/IbHBIN CTEK CHUCTEMBI IPOMEXYTOUHBIX
06paloTUNKOB B TOUKe MOHTHPOBAHVIL.

5.4.JSON n AJAX

JSON — of1H U3 caMBIX HOMY/IAPHBIX (GOPMATOB XpaHEHNS U Tie-
peraun JaHHBIX, U EXpress uMeeT Bce BOSMOXXHOCTY JISL pabOTHI € JIaH-
HBIMY, ITPeICTaBIeHHBIMYU B 9TOM (opMaTe.

ITycth B mamnke npoekTa uMeercs ¢ait index.-html co cregyronmm
KOJIOM:

<! DOCTYPE html>
<html>
<head>
<title>Pernctpauna</title>
<meta charset="utf-8" />
</head>
<body>
<h1>BBeaunTe gaHHble</h1>
<form name="registerForm">
<label>Umsa</label></br>
<input type="text" name="userName" />
<label>Bozpact</label></br>
<input type="number" name="userAge" />
<button type="submit" id="submit">
OTtnpaeutb</button>
</form>
<script>
document.getElementByld("submit").
addEventListener("click’, function (e) {
e.preventDefault();
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// nonyyaem gaHHble $opmbl
let registerForm =
document.forms['registerForm"];
let userName =
registerForm.elements["userName"].value;
let userAge =
registerForm.elements["userAge"].value;
// ceprnanusyem flaHHble B json
let user = JSON.stringify({userName:
userName, userAge: userAge});
let request = new XMLHttpRequest();
// nocbinaem 3anpoc Ha agpec "/user"
request.open("POST", "/user", true);
request.setRequestHeader("Content-Type', "application/json");
request.addEventListener("load’, function(){
console.log(request.response);
// cMOTpUM OTBET cepBepa
1
request.send(user);
1
</script>
</body>
<html>

3nech cosflana gopMa ¢ ABYMsI ITO/IAMM JI/I BBOJIa MMEHM U BO3pacTa
H0/Ib30BaTe/Is. B 06paboTunke K/IMKa OTMEHAeTCs OTIIPaBKa 9Toi dop-
MBI Jlasiee sHaUeHNMS TI071eit (POPMBI ceprammayloTcs B 06beKT JSON, Ko-
TOPBII 3aTeM OTChbIIaeTCA ¢ oMotbio AJAX Ha cepBep 110 afipecy /user.

Co3mauM 1aBHBIN (aiil IPYIOXKEeHNS app.js, KOTOPBIN IIPYHUAMAET
OTIpaBJIcHHBIE TAHHBIEe X 0OpabaTbIBaeT MX.

const express = require("express");

constapp = express();

// co3paem napcep Ana gaHHbIX B dopmaTe json
const jsonParser = express.json();
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app.post('/user', jsonParser, function
(request, response) {
console.log(request.body);
if(lrequest.body) return
response.sendStatus(400);
console.log(request.body);

responsejson( ${request.body.userName} -
${request.body.userAge}’);

};

app.get('/", function(request, response){
response.sendFile(__dirname +
"/index.html");

A

app.listen(3000);

Paz6epeM mpuMep mnocTpouHo. [Ipexye Bcero mist momydeHus
JaHHBIX B opMare JSON Heo6XoAMMO co3fiaTh mapcep ¢ HOMOIIBIO
(pyHKITIM json:

const jsonParser = express.json();

B peaspHOCTY 5TOT Mapcep GyfieT MCIoNIb30BaTh Mojtyib bodyParser,
KOTOPBIN IPUMEHSJICA HaMI paHee JULA NIapCUHTa JaHHBIX OTIpaB-
seHHOM (opMbl. [IJ151 TOTydeHNs TaHHBIX, KaK U B cIydae ¢ popMamu,
UCIIONIB3YIOTCS BRIpaXkeHMs TuIa request.body.userName, rjie request.
body nnkarnicympyet jaHmbIe popMbI, a userName — K/I104 IaHHBIX. [To-
CKOJIBKY B3aMOJIETICTBYE ¢ KIIMEHTOM ITPOMCXONT depes gpopmart JSON,
TO JIJaHHBIe KIVMEHTY OTIIPAB/IAIOTCS € IIOMOIIBIO MeTofIa response.json().

[Tpu obparnieHNnn K KOPHIO BeO-TPYITOXKeHNUS TIOTb30BaTeNio OyieT
OTIIPaBIATBCA cofiepkuMoe paivra index.html ¢ popmoit BBojia TaHHBIX.
I TecTMpOBAHNA HPVIOXKEHUS HAfIO €ro 3allyCTUTh U 06paTUThCA
K KOpHIO Be6-caiiTa. [lasee Haio BBecTH Kakue-/mbo0 JaHHbIE, ¥ [TOC/IE
OTHpaBKM (POPMBI B KOHCOMN Opaysepa 0TOOpasuTCcs OTBET cepBepa.
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5.5. lWa6noHusatopbl

PacripocTpaHeHHBIM NaTTEPHOM BeO-IPOeKTUPOBAHN SABIACTCS
MVC (anrn. Model-View-Controller, Mopie/Ib-TIpeficTaB/IeHNe-KOHTPOJI-
Jiep), CyTh KOTOPOTO COCTOUT B pasjie/IeHUM JAHHBIX ITPYJIOXKEHVIS, T10/Tb-
30BaTe/IbCKOT0 MHTepdeiica M yIpaB/IsAiolei IOTUKI Ha TPY OT/Ie/TbHBIX
KOMITOHEHTa: MOJIe/Ib, TIpeficTaBIeHe M KOHTpo/lep. Mojienb mpejo-
CTaB/IseT JJaHHbIe M pearupyeT Ha KOMaHJIbl KOHTPOJUIepa, M3MEHSA CBOe
cocrosiame. IIpeficrapieHne oTBevyaeT 3a 0ToOpaskeHNe JAHHBIX MOJIe/N
10/Ib30BaTe/N0. KoHTpojiep MHTepIpeTUpyeT IelCTBUS HO/Ib30BaTe/I,
OIIOBeIIast MOJie/Ib 0 HeoOXO[MMOCTI M3MeHEHMIA.

IIpeficTaBieHye — 9TO OTJie/IbHBII IIPOTPaMMHBII KOMIIOHEHT Be6-
npuioxenus. IIpefcrasienue BorioneHo (aHIL. implement) B Bujie
OJTHOTO VIV HeCKONIBKMX js- Wi hbs-aitios u T.11. [IpuioskeHne MOXKHO
peam3oBaTh B BUjle Habopa (aiioB-1ab1oHoB 1 06pabaThIBAIONIETo X
ma60HM3aTopa. IIpy 5ToM Mab10HbI pazpaboTINKY 0GBIYHO CO3/AIOT
CaMOCTOATE/IBHO, YIUTHIBasI B HUX CIIeIM(PIIeCKIUI IN3aiTH IPUIOKe-
HM, a MA0/IOHN3aTOP UCIIONB3YIOT CTaHJ[APTHBI — C HOMOIITBIO MEHe]T-
Kepa IaKeTOB CKaUMBAIOT C YAICHHOTO PEIO3UTOPYS M MHCTATUPYIOT
B IAIIKy [IPOCKTA.

B mpocrom ciydae ma6ionel — 9to ¢aiiel, cojiepskaniye html-
pasMeTKy M MHCTPYKIUM JUIS TIA6/IoHM3aTopa (HampuMep, Takue MH-
CTPYKIIUN: «BCTAaBb Ha 9TO MeCTO OIpefie/IcHHbIe TAHHbBIe», «B CTydae
OTCYTCTBUS JJAHHBIX He 0TOOpaXKail 9Ty YacTh BeO-CTPaHUITB» U JIP.).

OpHuM 13 Hanbojiee MOMY/IPHBIX, OBICTPBIX M MHOTO(YHKITNO-
HaJIbHBIX a6/10HU3aTOpOB Uist JavaScript siasiercs Handlebars. On
IPYHMMAET Ha BXOJI 06y CTPOKY, cocTosyko u3 HTML-TeroB u crie-
IMa/IbHBIX BRIPOKEHUI, U KOMIIMJIMPYeT ee B PYHKIMIO JavaScript.
9Ota GYyHKIMA, B CBOIO 0Uepe/b, IPUHUMAET Of[YH ITapaMeTp — 0ObeKT
JlaHHBIX U BosppaiaeT cTrpoky HTML, rjie onpefieieHHbIe CBOVICTBA
00'beKTa y>Ke BCTAaB/IeHbl B HY)KHbIE MeCTa MIaf/IoHa.

Handlebars npakTudecku He 1103BoJIsieT 106aB/IsATh JIOTUKY U IIPOU3-
BOJIbHBIIA JavaScript B 11a6ToHbI (KpoMe IIMK/IOB U YCTOBHBIX BRIPaKeHMIA,
0 KOTOPBIX Oy/IeT CKa3aHO HIDKe), TeM CAMBIM OH KaK OBl «3aCTaB/IsIeT»
Pa3pabOTUNKOB COJIePKATh JIOTUKY OT/IE/IBHO OT PA3METKU.
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Handlebars ucnonbsyror Takue JavaScript-QppeliMBOpKHM, Kak
Meteor.js, Derby.js, Ember.js, Tak>e ¢ HUM OTIMYHO B3aMMOJEICTBYIOT
u ipyrue ¢ppeitMBopKy, HaripuMmep Backbone js.

ayunm pabory Handlebars Ha npumepax. [l paGoThI ¢ IpejicTaB-
JIeHMAMM HeOOXOIMMO YCTAaHOBUTD HakeT hbs B ipoexT:

npm install hbs -save

J11st XpaHeHust npeicTaB/IeHNI OIpefie/IMM B IIPOeKTe IIAalKy Views.
3areM B Hee Jjo6aBuM HOBBII (ait1 mycontact.hbs, rjie hbs — o0 pacim-
PeHue 10 YMOTYaHUIO JUIS IPEICTaBIeHUI, KOTOpble 06pabaThIBaoTCa
neikkoM Handlebars. B ¢phaiiie contact.hbs orpesiennm mpocrerinmit
html-koy;

<! DOCTYPE html>

<html>

<head>
<title>KoHTakTbi</title>
<meta charset="utf-8" />

</head>

<body>
<h1>KoHTakTtbi</h1>
<P>2NeKTPOoHHbIN agpec: admin@mycorp.com</p>

</body>

<html>

Ha jlaHHOM 5Talle IIpeICTaB/IeHNe He COJIeP>KUT HUKAaKVX 1Ta0I0HOB.
Vismernm ¢aitt npuioxkeHns app.js. YTo6sl ycranosuts Handlebars
B KaueCTBe JIBYDKKA IIpeJICTaBIeHNil B EXpress, BBI3bIBaeTCST (pyHKITVSA:

app-set("view engine", "hbs");

Jlnst MmapripyTa «/contact» onpefenm $yHKIM0 06paboTunkKa,
IIPOUBBOJIANIYIO PeHJICPUHT IpeficTaBIeHNs «contact.hbs» ¢ momorpio
¢pynkumn res.render(), KoTopas Ha OCHOBe IPeJICTaB/IeHNS CO3aeT
crpanmity html u oTrpaBiseT ee KMeHTy:
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app.use("/contact’, function(req, res){
res.render('contacthbs");

B

B npeficraBienne Mo>KHO IiepefiaBaTh JIAHHBIC U3 MOJIENN, KOTOPbIe
JIBVDKOK P eICTaB/IeHIIT MCTIONB3YeT YIS peHAepuHTra. VismMennm daiin
app.js crefyrommum o6paszoM:

app.use("/contact’, function(req, res){
res.render("mycontact.hbs’, {
title: "Mow KoHTaKTbI",
email: "name@mycorp.com’,
phone: "+12345678910"
D
hH

Tenepp B KauecTBe Broporo napamerpa B ¢pyHkimio res.render()
nepefiaeTCs ClelaabHblA 0ObeKT C TPeMsI CBOVICTBAMM.
Jlanee uaMeHMM Kol ipeficTaB/aeHys mycontact.hbs:

<I DOCTYPE html>
<html>
<head>
<title>{{title}}</title>
<meta charset="utf-8" />
</head>
<body>
<h1>{{title}}</h1>
<p>2neKTpoHHbIN agpec: {{email}}</p>
<p>TenedoH: {{phonel}</p>
</body>
<html>

BMecTo KOHKPeTHBIX JJaHHBIX B KOJie HIPe/[CTaBIeHNS UCIIONB3YIOTCS
Te JJAHHBIE, KOTOPBIE OlIpefie/ieHbl B Mofte/. YToObl 00paTuThcs K CBOII-
CTBAaM MOJIe/IM, B JIBOMHBIX (PUI'YPHBIX CKOOKAX YKa3bIBAETCSA HYXKHOE
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cBoiicTBo: {{title}}. [TIpu peHpepuHre MpecTaBIeHns BMECTO 1010 OHBIX
BBIPaKeHUIT Gy/IyT BCTAB/IATHCA 3HAYEHUA COOTBETCTBYIONINX CBOVICTE
MOJIe/IN.

PaccMoTpyuM 6oi1ee CTOXKHBIN crydait. ITycTh B ipesicTaBmenue Ie-
pejlaeTcs MacCuB:

app.use("/contact”, function(req, res){
res.render("mycontact.hbs", {
title: "Mou KOHTaKTbI',
emailsVisible: true,
emails: ["name@mycorp.com”,
"name2@mycorp.com"],
phone: "+12345678910"
3;
1;

1151 BBIBOMTA TaHHBIX M3BMEHUM IIpejicTaB/ieHne mycontact.hbs:

<body>
<h1>{{title}}</h 1>
{{#if emailsVisible}}
<h3> SneKkTpoHHble agpeca</h3>
<ul>
{{#each emails}}
<li> {{this}} </li>
{{/each}}
</ul>
{/it}
<p>TenedoH: {{phone}} </p>
</body>

3Jlech BbIpakeHMe TUTIA

{{#if emailsVisible}}
// xon
{{if}
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MO3BOJISIET OLPee/INTh BUMMOCTD KOJja B 3aBUCUMOCTY OT 3HaUCHMA
coiicTra emailsVisible: ecim aTo cpoiicTBO paBHO true, To 610K Kofla
Mexqty {{#if emailsVisible}} u {{/if}} no6asnserca na Be6-crpanny.

Jlna nepe6opa MacCUBOB MOXKHO BOCIIO/Ib30BATHCS KOHCTPYKIMEH
each:

{{#each emails}}
<li>{{this}}</li>
{{/each}}

OTa KOHCTPYKIIMA NepebypaeT Bce 5leMeHTHl U3 MaccuBa emails
U cosjiaeT Jyid HuxX aneMeHT <li>. Texymuit nepeGupaeMslit 57ieMeHT
nomMenaerca B nmepeMennyio this. B urore npu o6paniennu mo mytu
«/contact» Ha Be6-cTpaHuIle B BUJIe CIMCKa Oy/IeT 0TOOPKATHCSI MACCHUB.

ITo ymom4anuio npeJcTaBaeHNs TOMEMAIOTCS B MANKY Views, HO
MOKHO BBIOpaTh /M06YI0 IPYTyIo AIKy B IipoekTe. [Iist aT0ro Heo6x0-
JIMMO YCTaHOBUTD ITapaMeTp Views. B JJaHHOM ciTydae B KauecTBe IalKu
HpelCTaB/IeHNit UCIIONB3YeTCsA Mallka temp.

const express = require("express");
const app = express();

app.set('view engine', "hbs");

app.set("views", "temp");

// ycTaHOBKa NyTKW K NpefcTaBNeHNAM

app.use("/contact’, function(req, res){
res.render('contact");

3

app.listen(3000);

Hepejiko Ha Be6-CTpaHMITaX B IIPUIOXKEHUY UCIIONB3YIOTCS KaKue-To
o61ye 9/1eMeHTBL. ITO MOKeT GBITh MEHIO, IIIalIKa caiiTa, pyTep, Ipyrue
oeMeHTBI. OJIHaKo 37leCh BO3HUKaET IIpobiieMa: ec/tu HoTpebyeTes 1mo-
MEHATD 9TOT 0OIINI 9/1eMEeHT, TO IIPUJIETCS BHOCUTD U3MEHEHMS Ha BCe
Be6-CTPaHMUITB, KOTOPBIE €TI0 UCIIOIb3YIOT. PadyMeeTcs, TOPasjio mpoiie
OIPEIe/UTD 9TOT 5/IEMEHT B OJIHOM MeCTe, a 3aTeM IOJIK/IIOUATh Ha Bee
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CTpaHUIIBL. PellnThb 5Ty Ipo6/ieMy IMOMOTAIOT YaCTUIHbIE IIPefICTaB/ICHIA
(aurn. partial views), O3BOJIAIONINE BCTABIATD 0O0TINe pasjie/isieMble
5/IeMEHTBI B 0OBIUHBIC ITpeficTaBienns. K nmpuMepy, MoXXHO cjiesiaTh
ob1ee MeHIo M o6t ¢yrep. st 5TOTO CO3JaMUM JUIST YaCTUIHBIX
IpeJicTaB/IeHNil B IPOeKTe MofKaTalor views/partials.

Hlo6aBuM B nariky views/partials HoBbIiT (aitn menu.hbs:

<nav>

<a href="/">naBHasA</a> |

<a href="/contact">KoHTaKTbi</a>
</nav>

3aTeM TaKoke o6aBuM B views/partials HoBbIit ¢aiin footer.hbs:

<footer><p> Copyright 2018</p></footer>

9TO IBa YaCTUYHBIX NPeCTaB/lIeHNs], KOTOpPbIe 6Y[YT BCTAB/IEHBI
B 0OBIYHBIE IIpefiCTaB/IeHN. B ITalKe views ompeennum oObIaHOe Tpesi-
craBjeHue contact.hbs:

<body>
{{> menu}}

<h1>{{title}</h1>
<p>3neKTpoHHbIN agpec: {{email}}</p>
<p>TenedoH: {{phone}}</p>

{{> footer}}
</body>

I[)IH BCTABKU YaCTUIHOTO P CACTABICHN A IPUMCHACTCS BBIpaXKe-

Hue {{> menu}}, B KOTOPOM IPOIMCBHIBAaETCS UM (paiiia 9aCTUIHOTO
HpejicTaBieHNs 6e3 pacIupeHus.

Taxoke 106aBUM B IAIIKY Views HOBOe IpejicTaB/IenNe, KOTOpoe
HaszoBeM home.hbs:

<body>
{{> menu}}
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<h1>InaBHadA cTpaHnua</h1>

{{> footer}}
</body>

Takum o6paszom, ecTb JiBa IpeCTaBIeHNs], KOTOpBIe UMEIOT 00TIMe
5/IeMEHTBI, M e/ IToTpebyeTcs 106aBUTDh KaKo-HUOY/b HOBBII TYHKT
MEHIO, TO JIOCTaTOUHO U3MeHUTBD ¢aiit menu.hbs.

B urore crpykrypa 1poekTa 6ymeT clenyomnasi:

app.js
node_modules
views
contact.hbs
home.hbs
partials
footer.hbs
menu.hbs

3amenuM it app.js:

/*ana HacTpolKn GyHKLMOHaNa YaCcTUUHbIX NpeacTaBneHnin®/
hbs.registerPartials(__dirname + "/views/partials");
app.use("/contact’, function(req, res){
res.render("contact’, {

title: "Mow KOHTaKTbI',

emailsVisible: true,

emails: ["name@mycorp.com”,

"namel@mycorp.com"],

phone: "+12345678910"
1
1;

Ecu 3anycTuTh NpoeKT M o6paTUTHCA 110 OTHOMY M3 JIBYX Map-
HIPYTOB: «/» WK «/contact», To MocIe peHjlepyHTa Ipe/CTaBIeHIS
BeG-cTpaHuIla Oy/IeT cofiep>kKaTh MeHIo 1 QyTep.
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Ente oTHUM Ba)XKHBIM CIIOCOG0OM paboTHI ¢ Mab/TIOHAMU SIBJISETCS
MCHO/Ib30BaHMe MacTep-CTpaHuIbl Win ¢aitia layout, KOTOpPEI 103BO-
JAeT ONpele/UTh OO MakeT BceX Be6G-CTpaHMII caiiTa. biaroyiaps
STOMY TOpasyio Mpotile OGHOBJIATD CailT, ONpefie/IATh M MEHATDb KaKue-To
ob1me 610K KofIa.

It paboTel ¢ pairamm layout ycTaHOBUM B ITPOEKT MOJTY/Ib €Xpress-
handlebars ¢ momonipio ceytonieit KOMaH/BI:

npm install express-handlebars

IIycth B mpoeKTe B Ialke views/partials 6y/iyT onpefie/ieHsl jiBa
JaCTUYHBIX MpeICTaB/IeHN JUII MeHIo U (yTepa: IepBoe IMpejiCTaB-
neane — menu.hbs, Bropoe npexncrapinenue — footer.hbs. Cosgagum
B IIpOEKTe B IAIIKe Views HOBBIi KaTajIor layouts ¥ ompefieuM B HeM
¢aitn layout.hbs, KoTopbIit 6ymeT olpefieIATh MaKeT caiiTa:

<! DOCTYPE html>

<html>

<head>
<titlex>{{title}}</title>
<meta charset="utf-8" />

</head>

<body>
{{> menu}}

{{{body}}

{{> footer}}
</body>
<html>

37ech BHEJ[PAIOTCSA YacTUUHBIe ITpeficTapneHns menu.hbs u footer.
hbs. U1 kpome Toro, 3j1eCh TakXke IPUCYTCTBYeT TaKoe BRIpKeHMe, KaK
{{{body}}}. BMecTo aTOrO BHIpaskeHUs1 6yjieM BCTABIATD COIEPKUMOE
KOHKPETHBIX IIp€e/ICTaB/ICHUIA.
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3areM B HaIKe Views ONpele/IMM JIBa 0GBIYHBIX PEICTaB/IeH.
IIpencrabienne contact.hbs:

<hT>{{title}}</h1>
<p>32neKTpoHHbIN agpec: {{emailli</p>
<p>TenedoH: {{phone}}</p>

u nipejicraBienne home.hbs:
<h1>lnaeHada cTpaHnya</h1>

OTH 1IpeficTaB/IeHN I He cofiepsKaT omeMenToB body, head, kakux-to
o6mmx 6710KOB, TaK KaK Bce OHM ollpefieieHbl B (haiiie layout.hbs.
Hanee omrpenennum ciepyromuit gair — app.js:

const express = require("express");

const expressHbs = require('express-handlebars");
const hbs = require("hbs");

const app = express();

// ycTaHaBnMBaem HacTponku ansa ¢ainnos layout
app.engine("hbs', expressHbs(
{
layoutsDir: "views/layouts",
defaultLayout: "layout’,
extname: "hbs"
}
)
app.set("view engine’, "hbs");
hbs.registerPartials(__dirname +
"/views/partials");

app.use("/contact’, function(req, res){
res.render("contact’, {
title: "Mon KoHTaKTbI",
emailsVisible: true,
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emails: ["name@mycorp.com”,
"namel@mycorp.com"],
phone: "+12345678910"
1;
1

app.use("/", function(req, res)
res.render("home.hbs");

A
app.listen(3000);

Oyuxnua expressHbs ocymectsasger koHpurypanmo JBrmKKa.
B wactHOCTH, cBOTICTBO layoutsDir 3ajjaeT nyTh k narke ¢ ¢aiiiaMmu
layout oTHOCHTEIBHO KOPHSA KaTajora mpoekTa. CBoticTBo defaultLayout
yKasbIBaeT Ha HasBaHMe (pajiia, KOTOpBIit Gy/ieT MCIONb30BAThCS B Kaue-
CTBe MacTep-cTpaHmIpl. B anHoM cydae 5To daiit layout.hbs, mostomy
yKasbIBaeM HasBaHMe 9Toro aiina 6e3 pacumpenns. TpeTbe CBONCTBO
extname 3ajjaeT pacumpenue ¢gainos.

Hlanee 6ymeM paccMaTpuBarh Xelmepbl. Xeepsl — 9To GpyHKIMY,
BO3Bpalalolye HeKOTOPYIO CTPOKY, KOTOPYIO MOXKHO JO6AaBUTD B JIIO-
60e MecTo IpeicTapaeHns. CTpoKa MOXKeT IPeJICTaBIsATh COO0I B TOM
ypcie u kog html.

XeJlIeppl MO3BOJAIOT ONTUMMUBMPOBATD CO3JlaHNe KOfla IpefiCTaB-
IeHuit. B 9acTHOCTH, MOXKHO OJIH Pa3 ollpejie/INTb PYHKIUIO Xe/Iepa,
a 3aTeM MHOTOKPATHO IIPUMEHATD €€ B CaMbIX Pa3/IMIHBIX MeCTaX I
reHepalyy Koja.

JIist ipyMeHeHMsT Xe/epoB U3MeHUM Ko (paiina app.js:

const express = require("express");
const hbs = require("hbs");
const app = express();
hbs.registerHelper("getTime", function(){
var myDate = new Date();
var hour = myDate.getHours();
var minute = myDate.getMinutes();
var second = myDate.getSeconds();
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if (minute < 10) {

minute ="0" + minute;
}
if (second < 10) {

second ="0" + second;
}

return "Tekyluee Bpemsa: " + hour + ™" +

minute + "" + second;

hA

app.set("view engine', "hbs");

app.get("/', function(req, res){
res.render("home.hbs");

hH

app.listen(3000);

Xenmep onpenensercs ¢ noMorbio ¢yakym hbs.registerHelper().

[lepBrIit HapaMeTp PYHKIMM — Ha3BaHMe Xe/lllepa, a BTOPOil — (yHK-
1y, KOTopasi Bo3BpallaeT CTPoKy. B laHHOM cllydae Bo3BpallaeTcs
TeKylIllee BpeMsl.

€ro
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Hanee onpenenum npenictapnenne home.hbs:

<! DOCTYPE html>
<html>
<head>
<title>TnaBHaa cTpaHuua</title>
<meta charset="utf-8" />
</head>
<body>
<h1>lnaeHasa cTpaHuya</h1>
<div>{{getTime}}</div>
</body>
<html>

[11s1 BBI3OBa XeJIIepa B JIBOMHBIX (PUTYPHBIX CKOOKAX yKa3bIBaeTCs
UM



Xenmep Mo>KeT Bo3BpaljaThb He TOIbKO JUTEPaIbHYI CTPOKY,
Ho 1 Koyt html. Kpome Toro, Xeepy Mo)KHO IlepeflaBaTh I1apaMeTphl,
KOTOpbIe IPMMEHAIOTCA YU FeHepaliuy peaynbrarta. Harrpumep, onpe-
JIeJIM B app.js ellle OfIH Xe/lep:

hbs.registerHelper('createStringList’,
function(array){
var result="";
for(var i=0; i<array.length; i++){
result +="<li>" + arrayl[i] + "</li>";
}
return new hbs.SafeString("<ul>" + result +
"</ul>");
3;
app.get("/", function(req, res){
response.render("home.hbs", {
fruit: ["apple’, "lemon", "banana"]
1;
3;

3nech tobaBieHo omperienieHne xerepa createStringList(), KoTopbiit
B KavyecTBe IapaMeTpa IpUHUMaeT HeKOTOPBI MaCCUB CTPOK M M3 HUX
cosfiaet oaeMeHT <ul>. OfHako 4To6BI Bo3BpaliaeMoe 3HaUeHMe pac-
HEeHNBATOCh MMeHHO Kak html, ero Hamo o6epHyTh B pynkimio hbs.
SafeString().

Tax>xe uamenum ¢aiin upencrapiaerHust home.hbs:

<I DOCTYPE html>
<html>
<head>
<title>InaBHasa cTpaHuua</title>
<meta charset="utf-8" />
</head>
<body>
<h1>lnaeHada cTpaHuuya</h1>
<div>{{getTime}}</div>
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<div>{{createStringList fruit}}</div>
</body>
<html>

B utore Ha BeG-cTpanmily 6yzieT BbIBeJieH cImcok. [Ipu sToMm, ompe-
TIe/INB Xe/IIIep OfIMH pas, MOXKHO €0 MCIIO/NIb30BaTh MHOTOKPAaTHO B pas-
JIMYHBIX IIpe/ICTaB/IeHNAX, IIepeflaBas eMy pas/IndHble 3HaUeHM.

KoHTposnbHble BONpochl

1. Kak sarryctuth Express.js app B pesxuMe knacrepa? Kakie mpenmylnecTsa
laeT TaKoil BapUaHT 3aITycKa?

2. Moxet mu QyHKITUA-06paboTUMK 3aIIpoca ObITh ACMHXPOHHOM? VIHBIMM
CIOBaMU, MOXKHO I B EXpress.js MCIIoNb30BaTh B 06paboTamKax 3allpocoB
async/await?

3. B gem pasumma mMexpay pexxumamn «development» n «production»
B Express.js?



[naBa 6
UHTErPALMA OPEMMBOPKA
EXPRESS U MONGODB

6.1. Hauano pa6otbli c MongoDB

OnHo¥ U3 Hanbos1ee TOIY/ISIPHBIX CUCTEM YIIpaB/IeHus 6a3aMi 1aH-
ubix (CYBJI) s Node.js Ha 1aHHBIT MOMEHT ABAeTcs MongoDB.
910 fokyMeHToOpHeHTHpoBaHHadA CYB]] ¢ OTKPBITBIM UCXOIHBIM KO-
JIoM, He TpeGyroliiast ormcaHys cxeMbl Tabm. Knaccudummpyercs kak
NoSQL, ucnionbayet JSON-110106HbIe JIOKYMEHTBI U cXeMy 6a3bl JIaHHBIX.

ITepeuncmmm ocHOBHBIE 0co6eHHOCTH crcTeMbl MongoDB: nojyiep-
xka ad-hoc-3a1rpocoB, KOTOpbIe MOTYT BO3BpalljaTh KOHKPeTHbIE OIS
JOKYMEHTOB U 110/Ib30BaTe/IbcKye JavaScript-pyHKIMN; MOAIepXKKa
HOVUCKa 110 Pery/IsipHbIM BbIpa>keHMAM; HaCTPOJiKa 3alIpOCOB Ha BO3-
BpallleHMe CTyJaifHOro Habopa pe3y/lIbTaToB; MOjjlepKKa MHJIEKCOB.

Cucrema MoxkeT paboTaTh ¢ HAGOPOM PeIUINK, T.€. COJlep>KaTh iBe
wm 60j1ee KOIMY JJAHHBIX Ha Pa3/IMUHbIX y3/1aX. KaXx/plil oK3eMIULp
Habopa peliMK MoXKeT B 110601 MOMEHT BBICTYIIUTD B POJIU OCHOB-
HOV WIN BCIIOMOTaTeNbHOM peIUIMKY. Bee ontepaliyy sanmcy U 4YTeHn
110 YMOTYAHUIO OCYIIeCTB/IIOTCA C OCHOBHOM PeIVIMKOolL. BeroMorarens-
Hble PEIVIKY TOJJIeP>KMBAIOT B aKTYa/IbHOM COCTOSIHIM KOIVIV TaHHDIX.
B orydae, Korjia 0 CHOBHasI peIUIMKa jlaeT c60if, Habop perUInK IpOBOJIUT
BBIOOP U OTperieNnseT, Kakas pelUIiKa JI0/KHA CTaTbh 0CHOBHOIL. Bropo-
CTelleHHbBIC PeIUIMKM MOTYT JIOIIOMHUTE/IBHO AB/LAITHCA MCTOUHUKOM UL
oleparuii YTeHus.
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CucreMa MacIHITabupyeTcsi TOPU3OHTANIBHO, UCTIONb3YA TEXHUKY Cer-
MeHTUpOBaHMs (aHIL. sharding) 06beKTOB 6a3 TAaHHBIX — paclIpefie/ieHie
UIX YacTel 110 Pa3IMIHbIM y3/1aM K/IacTepa. AIMUHUCTPATOp BBIOUpaeT
KJIIOU CeIMEHTUPOBaHMA, KOTOPBI OIpefiesieT, 110 KaKOMY KPUTEPUID
JlaHHBIe Oy/1yT pasHeceHbl 110 Y3/1aM (B 3aBUCHMOCTY OT 3HAUCHMIT XOIIIa
K/II0Ya CerMeHTUpOBaHNs). barofapst ToMy, 4To KaX/Iblil y3e/I KacTepa
MOXKeT IPUHIMATD 3aIIpOChl, obecrieunBaeTcs 6aIaHcupoBKa HAIPY3KH.

MongoDB peanmmsyeT moaxon K noctpoennio 6as manubix (b/1), roe
HeT TabIulL, cXeM, 3a1pocoB SQL, BHEMTHUX K/IIOUEH M MHOTUX IPYTUX
KOHITCTIIVIA, IIPUCYIINX 06beKTHO-pe/AoHHbIM b/l B oTmiane ot pe-
nauuonHbIX bl, MongoDB npepiiaraeT JoOKyMeHTOOPUEHTUPOBAHHYIO
Mojie/Ib TaHHBIX, 61arofapsa yeMy MongoDB B HeKOTOPBIX c/Tydasax
paboTtaeT OpICTpee U 06/IajIaeT MydIleil MaCIITabMpPyeMOCTBIO.

OJHUM M3 TOMY/IIPHBIX CTAaHapTOB 0O6MeHa TaHHBIMY M MX XpaHe-
HMA AB/sieTcA cTaHapT JSON, 5¢ ek TMBHO OIMCHIBAIONIMIL CIOKHDBIE
O CTPYKTYpe fanuble. Criocob XxpaHeHus faHHBIX B MongoDB moxosk
Ha popmat JSON, xoTs popmanbHo JSON B 5TOI cHCTeMe He UCIIO/b-
syercd. [ xpanennsa B MongoDB npumenserca ¢opmar, KOTOpBIit
HasbiBaeTcss BSON (cokpatenne ot binary JSON).

Hannple, xpansmyecs B BSON, 3aHuMatoT 60/1bIie MeCTa, 4YeM JIaH-
Hble B JSON-dopMare, 0JIHAKO 3TOT HEJIOCTATOK OKYIIAETCSA CKOPOCTBIO
paboTbl. BSON mosposer 6pIcTpee BBITOMHATD MONUCK 1 06paboTKy
JJaHHBIX.

HeKoTOpBIM aHaJIOTOM Tab/IuIT, CYIIeCTBYONNX B peIAIMOHHBIX b]l,
B MongoDB spsiorcs kowtekiym. B pensiimonHbIx b1 Tabmmiiet xpa-
HAT OJJHOTUIIHbIE XKEeCTKO CTPYKTYPUPOBaHHBIC 00BEKTEI, @ KOJUICKIUNI
MOTYT COflep>KaTh pasHble 06'beKThI, UMEIOIINE PA3INIHYIO CTPYKTYPY
U pas3/IMYHbIi HabOP CBOJICTB.

B Tabmmiax pestmonnsix bJI xpansarcs crpoku, a B MongoDB —
JTOKYMEHTHI. B oT/mume oT CTpOK JOKYMEHTHI MOTYT XpPaHUTD CIO>KHYIO
110 CTPYKType nH(popMaiyio. JJoOKyMeHT MOKHO IPE/ICTaBUTh KaK Xpa-
HIUINIE K/IF0Ueil Y 3HaUeHUIA.

It paborel ¢ MongoDB Heo6XoayuMo Tpexx/ie BCero YCTaHOBUTD
ceppep MongoDB, ckauaB apxuB ¢ opuIMaNIBHOTO CaiiTa M pacliakoBaB
€ero, Hapumep, B 1manky C:\mongodb. B manke C:\mongodb\bin naxo-
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JUTCA MHOTO IIPVIO>KEHNI, KOTOPDIE BBIIONHAIOT OIPENE/ICHHYI0 POIb.
Cpeny HUX eCTb:

1) mongod — cepBep 6a3 maHHBIX MongoDB, koTopblit 06pabaTbl-
BaeT 3aIlPOCHI, YIPaB/IseT (OPMATOM TaHHDBIX M BBHIIOTHAET Pa3/IMUHble
olepalyy B pOHOBOM pe>KMMe IO yIIpaB/IeHNIo 6a3aMy JJaHHbIX;

2) Mongo — KOHCONBHBIN KJIMEHT ISl B3aMMOJIeCTBUA ¢ 6azamu
JNaHHDIX.

3arnyctum cepBep bJI, BLITOTHUB K KOHCO/IY KOMAaH/TY

CA\mongodb\bin\mongod

B npyrom okHe 3aIlyCTUM K/IVIeHTa Y IIOM3BejleM IIPOCTelnIne olle-
paLuy I IpuMepa

CAmongodb\bin\mongo

>use test

>db.users.save({ name: "Dima"})
>db.users.find()

KomaHjia use test ycTaHaB/IMBaeT B KauecTBe MCIOMb3yeMoit 6a3y
MaHHBIX test. Ecim Takoit b/l Het, To oHa co3jlaeTcsl aBTOMaTU4IeCKH,
u aniee 06bekT db GyzieT mpeficTaBIATh TeKyIylo 6a3y JaHHbIX. CBOII-
CTBO users — 5To KOJ/UIEKIMA, B KOTOPYIO 3aTeM MblI 100aB/IsieM HOBBIN
06bexT. Ecmm B SQL HaM HaJlo co3fiaBaTh Tab/mTe! 3apatee, To MongoDB
co3JiaeT KOJUIEKIUN CaMOCTOATE/IbHO IIPY X OTCY TCTBUN.

C noMouipio Metofa db.users.save() B Koyutekimio users 6asbl JJaHHBIX
test mo6aBsteTcst 06beKT { name: "Dima” }. Ecin 06beKT 6bUI yCIIenHo
no6aBjieH, TO KOHCO/Ib BBIBEJleT Pe3y/IbT B Bujle BhIpakeHus Write-
Result({ "nInserted” : 1 }). [Tocnenusas komanya db.users.find() BeiBoUIT
Ha 5KpaH Bce 00beKTh U3 b test.

Ha sToM nmpuMepe BUIeH MA6/IOH B3aMMOTIENCTBIS € cepBepoM bl
B MongoDB. MoXHO BBIIE/INTD C/IEIYIONINE STAllbl 3TOIO B3aUMOJIei-
CTBUS:

1) mopk/II0UYeHNE K CepBepy;

2) nonyueHue o6bekTa 6a3bl JJaHHBIX Ha cepBepe;

3) monydeHne o6beKTa KO/UIKIINY B 6a3e TaHHBIX;
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4) B3auMoyieiicTBMe C KO/UIeKIMel (lo6aBienne, yjaieHne, Momy-
yeHe, U3MeHeHMe JJaHHbIX).

6.2. Bsaumopencrteue c MongoDB u3 Node.js

BsauMoperictrBoBarb ¢ ceppepoM MongoDB Mo>kHO He TONbKO
U3 CTaHJApTHOTO KIMeHTa, Ho U u3 Node.js, 114 sTOTO, pasyMeercs,
HeoOXOIMM COOTBETCTBYIOIINIA [ipaiiBep.

Co3sJlazM HOBBIN IIPOEKT. JIjI 5TOro cos3fiazyM HOBBII KaTaJIor, KO-
TOPBI 6yJieT Ha3bIBATLCSA MONGoapp, B HeM — HOBBIN (paii package.json:

"name": "mongoapp”,

"version": "1.0.0",

"dependencies": {
"express": "A4.16.0",
"body-parser": "A1.18.0",
"mongodb": "A3.1.0"

[lajiee nepeitjieM B 9TOT KaTa/IoT ¥ B KOMAH/IHOM CTpOKe 114 106aB-
JIeHM s BCeX HY>KHBIX ITaKeTOB BBIIIO/IHUM KOMaHJy

npm install
PaccmoTpum npumep paboThl ¢ cepepoM MongoDB.

const MongoClient =
require("mongodb").MongoClient;

const url = "mongodb://localhost:27017/";

const mongoClient = new MongoClient(url,
{ useNewUrlParser: true });
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mongoClient.connect(function(err, client){
constdb = client.db("usersdb™);
const collect = db.collection("users");
let user = {name: "Tom", age: 23};
collect.insertOne(user, function(err, res){
if(err){
return console.log(err);
}
console.log(res.ops);
client.close();
1;
1

KnoueBbIM KilaccoM A paboTsl ¢ MongoDB siBisieTcst Kimacc
MongoClient, yepes Hero oCyIIeCTBIACTC BCe B3aUMOJIEICTBIE € Xpa-
HIIMIEeM JIaHHBIX. COOTBeTCTBeHHO BHavajIe HeOOXOIMMO UMITOPTH -
poBarb MongoClient.

3arteM cosptaetcst 06bekT mongoClient. JIyist 5TOro B ero KOHCTPYKTOP
nepeffaerca aBa napaMmerpa. Ileperoni mapamerp — URL cepeepa BlI.
B kauecTBe 1poToKo/Ia uctonbayetcs «mongodb://», localhost cooTBeT-
CTBYeT JIOKa/IbHOV MalllyiHe, HOMep II0pTa 110 YMOJIYaHUI paBeH 27017.

Bropoii mapamerp — 9T0 HeoOA3aTeTBHBIN 00BEKT KOHPUTYpPa-
1IVM, KOTOPBIi B JJAHHOM cJIydae yKasbiBaeT MHPPacTpyKType mongodb
Ha HeoOXOMMOCTD UCIONIb30BaHNs HOBOTO [Tapcepa ajipeca cepBepa.

Jlajee ¢ OMOIIBIO MeTOJIa connect POUCXOANUT IOIK/TIOUeHNe K cep-
Bepy. B kauecTBe mapaMeTpa MeToJ IpUHUMaeT (PYHKINIO 06paTHOTO
BBI30Ba, KOTOpast cpabaThiBaeT IIpY yCTaHOBKe HOIK/TIOUeHN. OTa PyHK-
Vs IPYHYMaeT JIBa ITapaMeTpa: err (Bo3HMKIIas olMOKa IIpy YCTaHOBKe
coemmHenms) U client (ccpUIKa Ha IOJIK/TIOIEHHOTO K CePBEPY K/IMEHTA).

Vcnonp3ya 06'beKT HOIIOUEHHOTO KMeHTa, Mbl obpalaeMcs
K BJ] Ha cepBepe — B TaHHOM IpuMepe 910 «usersdb». Eci Ha cepBe-
pe MongoDB Het sT011 B]I, TO Ipy mepBoM obpalieHnu K Heit cepBep
aBTOMATHIeCKN ee co3fact. IToce mopxmodenys Mbl o6paiiaeMcst K KoJI-
KUK «users». VI cHoBa, ec/iu Takoi ko/tekimn HeT B bJI usersdb, ona
6yreT co3jlaHa aBTOMaTIUIECKI.
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[TonyunB KoNIeKIMIO, MOXKHO MCIIO/Ib30BaTh e¢ MeTofbl. B TaHHOM
caydae Mbl JIoOaB/isieM OfIVH JOKyMeHT — o0'beKT user. [ sToro uc-
HoJib3yeTcs MeTofl insertOne(), KOTOPBIN MMeeT JIBa ITapaMeTpa — 106aB-
JsIeMBIit 0OBeKT M PYHKIMIO 06PATHOTO BBI30Ba, KOTOPask BHITOMTHACTCS
nocie go6apnenns. B aToit pyHKIMYM ABa mapamerpa: err (ommbka,
KOTOpasi MOKeT BOSHUKHYTD IIPY Ollepaliuu) u result (pe3ynbTar ole-
paiy — 106aB/IeHHBI 00BEKT).

B ¢pyHKIMM 06paTHOrO BHI30BA MHCIEKTUPYETCs J0OaB/IeHHBIN
00'BEKT € TOMOMIBIO CBOTICTBA result.ops. OTMeTHM, UTO 5TO He OOBEKT
user, a 06'beKT, KOTOPBIil ITo/IydeH U3 b/l M KoTopblitl B JoIOTHEeHK e
K CBOJICTBAM name ¥ age MMeeT UACHTUPUKATOP, YCTaHOB/ICHHBIN IIpU
nobaBIeHNN.

B 3aBeprienuu pa6otsl ¢ bl HaM Hajlo 3aKpBITH COEIMHEHNE C IT0-
Monibio Metopa client.close().

[leperifieM K paccMoTpeHMIO Gojiee CIOXKHOTO MpuMepa. O6ben-
HVUM B OJHOM IIPUIOXKeHUN 06paboTKy 3alIpOCOB € IOMOIIbIo Express
u pabory ¢ gaHHBIMM B MongoDB. JIjis1 9TOro orpejie/inm ciemyonmit
dail1 IPWIOKEHUS app.js:

const express = require("express");

const MongoClient =
require("mongodb").MongoClient;

const objectld = require("mongodb").ObjectID;

const app = express();

const jsonParser = express.json();

const mongoClient = new MongoClient("mongodb:
//localhost:27017/",
{ useNewUrlParser: true });

let dbClient;
app.use(express.static(__dirname + "/public"));
mongoClient.connect(function(err, client){
if(err) return console.log(err);
dbClient = client;
app.locals.collection =
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client.db("usersdb").collection("users");
app.listen(3000, function(){

console.log("Cepeep oxxngaet nogknioueHus...");

3
N

app.get('/api/users’, function(req, res){
const collection =
req.app.locals.collection;
collection.find({}).toArray(function(err,
users){
if(err) return console.log(err);
res.send(users)
A
1

app.get('/api/users/: id", function(req, res){
const id = new objectld(req.params.id);
const collection =
req.app.locals.collection;
collection.findOne({_id: id},
function(err, user){
if(err) return console.log(err);
res.send(user);
b3
1

app.post("/api/users’, jsonParser,
function (req, res) {
if(Ireq.body) return res.sendStatus(400);
const userName = req.body.name;
const userAge = req.body.age;
const user = {name: userName, age: userAge};
const collection =
req.app.locals.collection;
collection.insertOne(user,
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function(err, result){
if(err) return console.log(err);
res.send(user);

N

app.delete("/api/users/: id",

A

function(req, res){
const id = new objectld(reg.params.id);
const collection =
req.app.locals.collection;
collection.findOneAndDelete({_id: id},
function(err, result){
if(err) return console.log(err);
let user = result.value;
res.send(user);

N

app.put("/api/users', jsonParser,

function(req, res){
if(Ireq.body) return res.sendStatus(400);
const id = new objectld(req.body.id);
const userName = req.body.name;
const userAge = req.body.age;
const collection =
req.app.locals.collection;
collection.findOneAndUpdate({_id: id},
{ $set: {age: userAge, name: userName}},
{returnOriginal: false },
function(err, res){
if(err) return console.log(err);
const user = result.value;
res.send(user);
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// npocnylumBaem npepbiBaHue paboTbl NPOrpammbl
process.on("SIGINT", () =>{

dbClient.close();

process.exit();

b

JJIs1 KKIIOTO THUITA 3aIIPOCOB 37eCh OMpefie/ieH CBOoil 06paboTumk
Express. VI B kaXkj[oM 13 06paboTUnKoB MBI obpataeMcs k 6ase faH-
HBIX. UTOOBI He OTKPBIBATH M He 3aKPBIBATD MOJIKIIOUYCHME IIPY KXK[OM
3alIpoce, Mbl OTKPbIBaeM IOJJK/II0UeHNe B CaMOM Havajie ¥ TOJbKO I10-
CJle OTKPBITHS TOIK/IIOUCHMS 3aIlyCKaeM ITPOCTYIIMBaHMEe BXOJSIINX
3aIIPOCOB.

[ToCcKOBKY BCe B3aMMOTIeNCTBIE GyIeT IPOMCXOINUTD € KOJUICKITVeH
users, TO II0/[y4aeM CCbUIKY Ha 9Ty KOJUICKITUIO B JIOKQ/IbHYIO IIepeMeH-
Hylo rpwioxenus app.locals.collection. 3ateM yepes 5Ty HepeMeHHYIO MBI
CMOYKeM TTOTTYYUTD OCTYI K KO/UIEKIINN B TI06OM MeCTe IPVIOKEHNSL.

B KoHITe pabOTBI CKPUNTA HY>KHO 3aKPBITh IMMOJK/TIOUEHIE, COXpa-
HeHnHoe B iepeMenHoit dbClient. B laHHOM cTydae MBI IPOCTYIIIMBaeM
cobprne SIGINT, koTopoe reHepupyeTcst IpU HaXKaTUY KOMOMHAIINN
CTRLA+C B KOHCOMN.

Korpa npuxonut GET-3anpoc kK IpuIoXeHnIo, To Mbl BO3BpalllaeM
KIMEHTY Bce JIOKyMeHTHI 13 6a3pl jlaHHbIX. Eciim B GET-3anpoce nepeyia-
ercs mapametp id, To BosBpaiaeM us b/l ToJIbKO 0fJHOTO TTOIb30BaTELS,
COOTBETCTBYIOIETO STOMY IIapaMeTpy.

Korga npuxojaur POST-3anpoc, ¢ noMomnpio 1mapcepa jsonParser
0/Ty"JaeM OTIIpaB/icHHBIE JJAaHHbIE U 110 HUM co37TaeM 00beKT, KOTOPBIN
no6apjsieM B 6a3y JIaHHBIX ITOCPEJICTBOM MeTofIa insertOne().

KimMeHTCKast 9acTh 9TOr0 IMPWIOKEHUS TUIIIETCS OUeBU/THBIM 006pa-
30M, a IIOTOMY ee KOjJI 3/leCh He IIPUBOIUTCA.

KoHTponbHble Bonpochl

1. Yro takoe NoSQL?
2. Kaxme CymecTBYIOT TUIIBI XpaHWINIL JaHHEIX B NoSQL?
3. [lepeuncnmre ocHOBHBIE ITpenMyliecTBa MongoDB.
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4. Tlepeuncnure ocHOBHBIE HeflocTaTkit MongoDB.

5. YUro Takoe mpocTpancTBOo MMeH B MongoDB?

6. Ilopmep>xupaer mu MongoDB orpannuenns BHelHero Kirova (aHIL
Soreign key)?

7. Moxuo mu ucnonssoarb MongoDB B cutyanmsx, kotopbie TpeSyroT
aTOMapHOCTY OOHOBIIECHMUST HECKONBKUX JIOKYMEHTOB MM COMIACOBAHHOCTH
MeX]Iy ollepallyaAMM YTeHMA U3 HeCKONbKUX lokyMeHTOB? [lommepxupaer nu
MongoDB Tpansaximm?

8. Uro Takoe mapgauur u permkanys B MongoDB? B yem oTmuume s1mx
TIOHATHIL?

9. Kakue CymecTByIOT orpaHMueHys Ha pasMep lokyMeHTa B MongoDB?
Kax crrenmdmkarys GridFS mosBonsieT 06X0AUTD 9TV OTPaHNYeHU?
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CONOAYLUKWH CBATOCIAB UTOPEBMY

Kanpupar ¢usvko-maremaTnyeckux Hayk, LOUEHT kadenpb
BBIYMCIVTENBHOA MaTEMATMKW W KOMMbIOTEPHBIX HayK Ypanbckoro
thenepanbHoro yHuBepcutera. OKOHUMN MartemaTvko-MexaHuveckui
thakynbTeT Ypanbckoro rocyaapcTBeHHOro YHYBEpCUTETa No Creuyanb-
HocTv «Maremartika 1 KoMbloTEpHbIE Haykn» (2004). YnTaet nekuym
no kypcam «lpotokonbl UHTepHeTay, «Web n DHTMLy, «UHtbopmauy-
OHHBIE CUCTEMBI U CEPBUCHIY, «TlapannenbHble YICNEHHbIE METOABI.
ABTOp 6onee 65 HayuHbIX Nydavkaumii. 06nacTb Hay4HbIX IHTEPECOB —
nporpammvpoBanue onsA UHtepHeTa, Be6-pazpaborka.

IOMAHOBA UPUHA ®APUCOBHA

KaHovpar hvzvko-mMateMarvieckyx Hayk, JOLEHT Kadenpbl BbMMCIN-
Te/bHON MaTeMaTuku 1 KOMMbIOTEPHBIX HayK Ypanbckoro denepanbHoro
yHuBepeuTeTa. OkoHumna chakynbTeT NpUKNanHoN MatemaTvki Vhxesckoro
roCyLApPCTBEHHOTO TEXHUYECKOr0 YHWBEPCATETa MO CheuuanbHOCTY
«MpvknagHaa matemartuka» (2010). Yutaer nekumn no Kypcam
«Mpotokonbl UHTepHeTa», «Web 1 DHTML». Astop 6onee 45 Hay4HbIX
nyb6avkaumuii. 06nactb HayuYHbIX MHTEPECOB — Maremarnyeckoe
MOZENVPOBaHVE, YNCIIEHHBIE METOLb! Y KOMN/IEKCHI MPOrpamMM.



