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HanpasjeHuio  oOpasosanus Mnpopmaunonnas Ge3sonacHocT \
crelylowum - obpasom:  Ueib  H3ydeHus  vyeGHOli

O:Unhn.;xid:
AWCUMIUTHHE! - AaTh  CTYACHTAM COBPCMEHHBIE W MNEPCINEKTUBHEIC
I J

TEOpeTHUECKHE 1 NIPAKTUNECKHE SHAHNA N0 6ecrnpoBOAHLIM 1 MOGHITLHBIM
rexHonoruaM. M3ayuenue yueOHON JWCUMIUIMHBLL BKIIOYAET TOJIb30BAHHE
cpeaoil nepeaaun MHHOPMALMHU, TOMOIOIUH, CTAHAAPTOB, TEXHONOTHIL,
gornpocs! Ge3onacHocTH. B 9Toll ke JMcunninne paccMarpirsarorcs Takne
MpoBeMbl, KaK HapyleHue LeNTOCTHOCTH ::eo\nzm_:::.
HeCaHKLHOHHPOBAHHOE HCI10/b30BAHNE GECTIPOBOAHBIX W MOBHIBHBIX
HH(OPMALIMOHHBIX ceTel, HapyILeHWe X 3aHATOCTH.

3HaHue OCHOB pPajnoCBA3H, PAIHOIICKTPOHHBIX
pactpocTpaHeHHe paano - 3TO NepPBbIil War B 0CBOSHUH TpeaMera.

B cBai3u ¢ aTUM nepsas 2rasa yueGHUKa TIOCBALIEHA PACCMOTPEHHIO
THMOB  PaTHOCMIHANIOB W MX OCHOBHKIX XapakTepUCTHK, BIHAHMIO
MHOTOITYYEBOCTH  1PH  PAacTIpOCTPAHEHUM CHUTHANA pa3Hoil  4acToTel,
CMEKTPaNbHOMY  paciipele/ieHH0  4HacToT, W3YYEHUIO BObIINHCTRA
1TOJIB30BATEILCKUX THITOB CHCTEM.

Bo emopoii 2rase ocBeliensl npHHUMITHI MOCTPOEHHUS MOOMITHLHBIX
CHCTEM, CTPYKTYpa KOMITOHEHTOB MOGWIIbHOI CeTH, YaCTOTHO-BPEMEHHOE
pacripefiefieHie B MOOMIIBHBIX CHCTEMaX, OCOOEHHOCTH H  OCHOBBI
MOCTPOEHHS MODHIILHBIX CHCTEM.

Tpemesi 2nasa  nocesiuiena BOMPOCAM  CO3AHUS  JIOKATBHBIX,
ropoacknx " riobanbHbIX DecnpoBoaHbIX  cHcTem n ceTen,
obecneunBaloumMX mHpOKOMONOCHLI JOCTYTI.

B uemsepmoi 2nase PacCMaTpUBAKOTCH METONBl WCIONbL30BAHUS
CITYTHUKOBBIX CHCTEM MOOGWILHON CBA3M, MPUHLMIBL WX TOCTPOEHHS,
CTPYKTYpHBIE U KIlIOYEBble XapaKTEPHCTHKH, a TakiKe UCIOIb30BaH e
CMYTHUKOBOI MOGUITLHOI cBA3M B MHTEPHET-TEXHOJIOTHSAX.

B namou  spage IpEACTaBIEHbl  KIaccHpukauus  yrpos
WHpOPMaUKOHHOT GesomacHocTh, ocHOBHBIE Yrpo3el uH(popMamoHHoii

Oe3onacHocT B MOGHIBHBIX cHCTeMaX, MoJeTb  MHDOPMALMOHHO!
Oe30MacHOCTH 30y MBI e HIIKA.

CHCTEM.

B B weemoi 1a6e  pacCMOTPEHBI  MeXaHW3MBl  oOecrieveHus
O€30MacHocT B pasnuynpix OnepaunoHHelX cuctemax. [Ipencrasnen
CPABHUTEILHBIN aHaTH3 MexaHn3MOR obecneyenus 6e30MacHOCTH MUPOKO
HCNOAL3yeMbIX B Mupe OrnepauMoHHBIX cuctem Android n iOS.




I'naea cedvvan TOCBAILEHA yrpo3aM M YA3BUMOCTAM B MOOHIIBHBIX
npunoxenusx. llpusenena kiaccudukauusi yrpo3 M ysa3BuUMOCTel s
MOOMIBHBIX — npuioxkeuud.  [IpuBeneHbl  npuMephl  YA3BUMOCTEH
MOOWIBHBIX NPUNOKEHHH, A TakKe METOAbl 3alMThl MOOMIIBHBIX
NPUIIOKEHHH, PACCMOTPEHB! AHAIM3 M OLEHKA YTrpo3.

CopnepkaHue eocomolt  2nagel - 3TO  TEXHONOrMH, KOTOpbIE
obecneynBaioT 6e30MacHOCTh, Kak B 6ECIIPOBOJHBIX, TAK M B MOOMIBHBIX
cerax. Jlig GecnpoBOAHBIX M MOOMNBHBIX CeTeil TeXHOJIOrMM 3alNThI
MH(OpMALIMK paccMATPHBANIMCH C HCTIONB30BaHHeM 6a30BOro craHaapra
IEEE 802.11 (Wi-Fi 802.11), crammapros EAP u IEEE 802.1 x,
nporoxosioB IPSec. Paccmorpen Takxke crawgapt I[EEE  802.11i,
obecneynBaloLuii BCECTOPOHHIOW 0€30IacHOCTb.

B oOeesamou ecnase  naHbl  PeKOMEHJALMH MO [OBBILIEHHIO
yHpopMalOHHON  Oe30macHOCTH TPH  MCIONB30BAHUM  MOJeSed
MOOH/IBLHBIX (PMHAHCOBBIX YCIIYT, CYLIECTBYIOWMX YIrpo3 H yA3BUMOCTEH
OPHU OCYILECTBIIEHUN MOOWILHBIX TUIATEXKEeH, a TAK)KE METO/IbI MOBBILICHHS
6e30nacHOCTH NPH MOOHMIIBHLIX TUIATEXAX.

Hecamas enasa mnocsanieHa MOOHIBHBIM 00JAYHBIM TEXHOJIOIMSIM.
PaccMOTpeHbl apXuTeKTypa B3auMOAEHCTBIA 001a4HbIX BLIMUCTHTENBHBIX
CUCTEM C MOOMNBLHBIMU [PHIOKEHMAMH, NPOOJEMBI HCHOIL30BAHMS
00navHbIX BBIMHUCICHHMA B MOOMIBHBIX TEXHOJJOrHAX, BO3MOXKHOCTH
MOOKIBHBIX areHTOB B MoJend oOnauyHbIX. BhluucneHuil. IlpuBeneHsl
aHaNIn3 Yrpos3 Opd BbINOJHEHUMH 001a4HBIX BEIYMCIEHHUH a TaKKe METOIbl
3alMThl OT HUX.

Oounnadyamas 2nasa  TNOCBALUEHA  AYANTY M MOHMTOPHHIY
6e301acHOCTH MODHIILHBLIX CUCTEM.

ITABA 1. KPATKHME CBEJAEHNS O ITPUHIAITAX
PATHOCBA3H

1.1. THNBI PAAHOCHTHAJIOB H HX XAPAKTEPHCTHKY

[Tepenaua cooOmuieHwuit Ha paccTosHue oe3 MPOBOJIOB
OCYIIECTBIIAETCS C TIOMOUILIO 9TEKMPOMAZHUMHNBIX 80H (PaAdUOBOH),
pacrpocrpaHsIoOWMXCst B MPOCTPAHCTBE  3JIEKTPOMArHWTHBIX  TTOJIEN,
INeKTpOMarHuTHoe none - 3TO COBOKYITHOCTh NepPeMEeHHbIX
3JIEKTPUYECKOr0 W MarHUTHOrO moJjieit.  OCHOBHOW XapaKTepuCTHKOi
3JIEKTPUHYECKOr0  [0Jis  SABJISETCS €ro HanpskeHHOCTh FE, KOTOpas
npejacTaBiger coboH ¢y, AeHCTBYIOMIVIO €O CTOPOHEI TOJNS Ha
eMHHYHBIA TIONIOKUTENLHBIA 3JIeKTpHuecKkuit 3apsa. HampsskeHHOCTS
3JICKTPUHIECKOTO ITOJIS 3aBUCHT OT JIUAJICKTPHUIECKON NMpOHWIIAEMOCTH €
cpelbl, B KOTOpo#l cymecrsyer nosie. Benwuyupa E nokaseiBaer, BO
CKOJIBKO pa3 Halps)KeHHOCTh 3JIEKTPUYECKOro Nons B JaHHONW cpeje
OTJIMYAETCS OT HAIPS’KEHHOCTH MOJIS B BAKYyMe,

OcCHOBHOIl  XapaKTepUCTHUKOW MATHUTHOTO TIONS SBISETCS ero
HaTpsOKEHHOCTh M, TipefctaBmsmomas cobolf  OTHOIWEHHE MarHUTHO
WHIAYKIMH B K MardATHOW IIPOHMIIAEMOCTM m  Cpeibl, B KOTOpOii
cymectsyer mnone. MHIykumeid MarHWTHOrO IONS Ha3bIBAETCS CHIIA,
JIEHCTBYIOIIAA CO CTOPOHBI MONS HA EIUHUYHBIA MOJIOKHTELHBII
JJIEKTPUYECKHI  3apsia, OBHKYMMICS ¢  eIHHHYHONW  CKOpPOCTBIO
NEPNeHIMKYNSIPHO K MAarHMTHbBIM CHJOBBLIM JIMHUAM. Bennuyuna m
MOKa3bIRAET, BO CKONBKO pa3 MHAYKIHA MarHUTHOIO 1T0JIA B JIaHHO# cpene
OTIIHYAETCs OT HHAYKIIUM TT0JIS B BaKyyMme.

Bemuuuner £ u H sBusiorcs BEKTOPHBIMM, T.€. BEIIMYHHAMH,

"KOTOpbIE XApAKTEPU3YIOTCA HE TOJIbKO YMUC/OBBIMU 3HAYEHWAMH, HO WU

HanipaslieEneM. Bekrtopsl £ u H neprieHauKyJIspHBl APYyr ApPYry #
HalpaBJICHHIO PACNpOCTPAHEHUs BONHBI. OpUeHTHPOBKa B NPOCTPaHCTRE
BekTopa E  onpeienser TONAPH3AUMIO  PAXMOBONHKEL . Pazimdaror
JTHHETNHYI0, KPYTOBYIO M 3JUTHTITHYECKYHO ONAPH3AIHH.

Pazgnosonna naseisaercs mmeitHO NOJISIPU30BAHHOI, €CIIH BEKTOp
HJIEKTPHYIECKOTO MoJ1A £ B KaXT0H TOUKE BIOJH JIMHUM PacrpoCTpaHeHUs
JEHUT B OJHOI/IUTOCKOCTH, HA3BLIBAEMON MJIOCKOCTL nonspuzaumeii. B
3ABHCHMOCTH OT pACTIONOXKEHHS TUIOCKOCTH 'TIONSAPU3aliAN  pasiHYIaloT
BEPTHKAIEHYI0 H  TOPH3OHTAILHYIO Noispusauuio. [Ipu  Kpyrosoii
MONIAPH3ALMK KOHEL BEKTOPA 3EKTPHYECKOro MOJIS ¢ TeYeHHEM BpPEMEHH
OIHCBIBAET OKPYKHOCTE, & TIPH JUTUNTHYECKOH — IITHTIC.
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Ha puc. 1.1 nsobpaxennl rpaduku™ U3MeHEHMS B MPOCTPAHCTBe
HanpsiAKeHHOCTEI INEKTPHHECKOTO H MarHuTHOIO noJsei
VIEKTPOMArHUTHOM BOJIHbI, pacrpocTpansiomeiica B vanpasiedun OX, y
MMEIOLICH BEPTHKAILHYIO JIMHEIHYI0 NONAPHU3ALMIO.

Puc.1.1. CTpykrypa 231eKTPOMarHuTHOM BOJIHbI

Pannocurnanamy  Ha3biBalOT  3NEKTPOMAIHWTHBIE  BOJIHBI MM
MIEKTPHUECKME BbICOKOYACTOTHbIE KOAeOaHMsA, KOTOpbIE 3aK/104aloT B
cebe nepesasaemoe cooOuuenne. JUis 00pasoBaHusi CUTHANA MapaMeTphl
BBLICOKOYACTOTHLIX KOseDanuii U3MEeHAI0TCs (MOAYAUPYIOTCA) C IOMOLLBIO
YHPABAAIOUNX CHUTHANOB, KOTOPble NpeACTaBnsior coboil HanpsxeHue,
M3MEHAKLICECHs NO 3aJaAHHOMY 3aKOHY. B KauecTBe MOIyaupyeMbix
00bINHO UCTNIONE3YOTCA BbICOKOYACTOTHBIE FAPMOHMYECKHE KONeOanmus:

u(t) = Uy sin(wyt), (1.1)

riae wy=2nf,- BLICOKas Hecylllas 4acToTa;
/i~ @aMILTUTY/Ia BbICOKOYACTOTHBIX KOJIEBaHMUI.
K nanbonee npoctbiM M 4acTO MCNONL3YEMbIM  YNPaBIAOLMM

CHrHaNaM OTHOCATCA rapMOHMYecKHe Konebanus
Urapu (t) = Uppsin(at = ¥) , (1.2)

rae € — HM3Kas 4acroTa, MHOrO MeHbLUas Wp; \y — HavyailbHas (a3a;
—ﬁ_ — aMIUIMTYZAQa, a TdKkKe [IPAMOYTrOJIbHbIE HMIIYJIbCHbIE CHUIHallbl,
KOTOPbIE XapaKTepH3YIOTCH TE€M, YTO 3HAYECHHE HaNpsIKEeHHs T:SSHQ B
re4yeHue HHTEPBANOB BpeMEHN LT Ha3bIBACMbIX JJINTRIILHOCTbIO
UMNYJILCOB, W PABHO HY/IKO B TeYCHME MHTEpBAJa MCXKJIY HMII) JIbcaMy
(puc.1.2). Bennunna T, Ha3blBaeTcs nepuoaOM NOBTOPEHHS WMILY.1bCOB;
F,=1/T, — vactora ux nosropenns. OTHOIIEHHE TEPHOJA NOBTOPEHHUS
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JUIMTENBLHOCTH T, Ha3bIBAETCHd CKBaXHOCTBIO Q

HUMI1Y.1bCOB T 'K

umnyabcHoro npouecca: Q=T,/t,.
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Puc.1.2. [NocnenoBare/ibHOCTh MPAMOYI0JibHbIX HMITYJIbCOB

B 3aBMCHMMOCTH OT TOro, Kakoil mnapaMerp BbICOKOYACTOTHOIO
kozaebaHus u3MeHsercs (MOAY/MPYETCsH) C MOMOLUbIO yNpaBlsiollero
CUrHasla. Pa3/inyatoT aMIUIMTYIAHYI0, YACTOTHYIO M (ha3oBy10 MOIYSALIMM.

[Ipn nepenaye  noCHEN0BATENBHOCTH  WUMILY/ILCOB, = HalpuMep,
nBouyHoro uudposoro kona (puc.l.3,a), TakkKe MOKET MCIOJb30BATLCS
AM, UM u OM.

[Ipn amnantynHoil mozynaunu obpasyercs MnocieaoBaTelbHOCTh
BbICOKOYACTOTHBIX PaaHOUMITY./IbCOB, aMIUINTYa KOTOPBIX [IOCTOSHHA B
TCYEHHNE JUTMTENIbHOCTH MOAY/IMPYIOLUMX UMITY/IbCOB T,, H PABHA HYJIO BCE
octansHoe Bpems (puc.1.3.6).

[1pu yacToTHOl MOAYALUMKM 0Opa3yeTCs BbICOKOMACTOTHLIH CHIHAN C
MOCTOAHHOMH AMMINTYNOH, M YACTOTOM, MPUHUMAIOLLEH ABA BO3MOKHbLIX
3HaveHus (puc.1.3,8).

[Ipu pazosoii Moaynsimm obpa3syercs BbICOKOYACTOTHbIN CUIHAN C
NOCTOAHHOH aMNIMTYA0H W vacTOTOM, ()asa KOTOPOTO H3MEHseTCs Ha
180° no 3aKOHY MOonyJsinpylowero cursana (puc.1.3.r).

Curvan Ha nymn or nepegaTyuMka K [PUEMHMKY peako
pacnpocTpavaeTca no npamoii AnuuK. Ha nytu pacnpoctpasenns 06bi4HO
NIONANAOTCs  pasinyHble NPenATCTBUS, KOTOPble BEAYT K OTpaXeHHAM
CACHANA W M3MEHEHHMIO ero TPaeKTOpUM. B pesyibTaTe MOKET CIOKHTHCA
CHTYauns xoraa k npuemuuky OyayT TnocTynaTh He oaHa a cpasy
HECKOJILKO CABHHYTBIX 110 Bpemenu KOMHii HCXOAHOIO CHUrHaNa ¢ pa3HbIMH
AMIIHTY amu. TIpnyem sneprus ucxoaHoro curuana GyieT pacnpesesieHa
MEKIY KONMMAMM  HepasHOMepHO. DTO TAK HA3LIBAEMOE  SBCHHE
Muozonyuegoco pacnpocmpanenun  cuenana, PaccMOTPUM  [IPOCTYIO
MOAENb pacnpocTpaHenns PasMOCHIHANIOB B CHCTEME MOOWILHOI CBA3M




Ha3pIBACMYIO  JIBYXJIy4€BOH MOJENBIO  PacripoCTpaHeHUsS pPaIHOBONH
(puc.1.4).
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Ilycte nepemaromias M npHeMHas  aHTEHHBI pacooKeHsb!
COOTBETCTBEHHO Ha BhICOTaX A u hy Ham ypoBHeM 3emin. PaccrosHue
MeXkIy 00enMH aHTeHHAMH BIONb 3eMJI PABHO © U HAMHOTO [peBLILIaeT
BBICOTBI 0Geux anTeHH. IpemmonokuM, 9To CHrHAN MONAJaeT Ha BXOX
NpHEMHNKA ABYMSA MyTAMM: MPAMBIM (TI0 JIMHUH NPAMOI BHIUMOCTH 7 ) H
C OAHHM OTpaXEHHEM OT 3eMiu (JIOMaHas JMHHA 7). ITpumem uToO,
OTpaXeHHe OT MOBEPXHOCTH 3EMIIH TIPOUCXOIUT O€3 MoTeps, T.e. IHEPrus
najarolleil BOJHBI paBHO SHEPTHM OTPaXEHHON BOMHBI. MOXHO 10Ka3aTh
4TO, NpU TAKOM [OAXOAE MOMIHOCTh Ha BXOAE NpHEMHHKa 6yner
ONPENEATLCS BhIPaKECHUEM:
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Puc. 1.4.
rac:
Gypy - K03OOUUMEHT yCHNeHUA Nepeaalouieli aHTeHHBI, '

P74 - MOIHOCTH U3.TyYeHHsi AaHTEHHBI;

Pupy =11+Sy  ~ wacte wu3nywaemoit MOIIHOCTH' ' nepeaasomedt
AHTEHHBI, IPMHAMAeMas [IPUEMHON AHTEHHONM M 3aBHCAINAA OT AWAMETpa

rnpueMHoit anTenHsl (Sd).
YacTOTHBIH 1Mana3oH pajuoOBOJIH UCNO/bL3YEMBIX B TEXHHKE MOKa3aH

Ha puc. 1.5.

JnuHa panuoBoisHbl (A) — 9TO PpacCTOSHHE MEXAY JBYMs
OmpKailuMMM IpYr K JpYry TOYKaMH, KOJeOMIOIMMUCHA B OIMHAKOBBIX
(azax.
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Puc. 1.5. Yacroruslii auanazon Bons

Hiuny pagnoBonuer moxio paccuuTaTh cieayioimm obpazom: 300
(ckopocTh cBera B ME€rameTrpax B CeKyH/ly) IeIMM Ha 4acToTy B
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Merarepuax, rnojyvyaem ITHHY BOJTHBI B METpax, Hanpumep, ans 600 My,
IUTMHA BONHbL paBHa 0,5 meTpa.

1.2. MeTobl Opraun3aunu pagnocBa3m

BeiGop crnocoba mepenauu u npuema uHGOpPMALMH M TeXHWUYeCKas
peann3alis ABIAIOTCS OCHOBHBIMU MPOGIEMAMH MOCTPOCHNS CHCTEMBI
CBA3H.

OTH BOMPOCHI HEPA3PBLIBHO CBA3aHBI C TaKHMH NPOLIECCAMH, Kak
MOLYISUUS W AEMOTYIATHSA,

Jliobas cucrema cBA3M  ycTpoeHa TakuM  o6pasoM, HTO npu
MCTIONT30BAHWM  WMEIOLLMXCH PECYPCOB, TaKWX KaK BpPeMs, uacToTa,
SHEprus, IWHaMHWYecKWil nuanazon obecreunBaeTcss rnepeaaya OOMbIICH
HacTH TIPOCTPAHCTBEHHON WH(OPMALIMK C 3aJaHHBIM KAaueCTBOM CBSI3H U
AOMYCTUMbIM MUHUMAIILHBIM NOTpeGIIeHHeM SHePrHM.

B Hacroswee Bpems aHanorosas mepesaua WHMOPMALNH He
ucnonesyercs. [Moromy uTo coBpemeHHas MHKPOJEKTPOHNKA MO3BONSET
pean3oBaTh JIOCTATOYHO CIOXKHBIE airOpUTMbl 06paloTkH UH(POBBIX
curHanos, Kpome Toro, undpoBeIx CHCTEM 10 CPABHEHMIO C AHATOTOBBIMH
CHCTEMaMH,

MOXHO BBLICIHTE CIELYIONINE XapaKTEPUCTHKN IMDPOBBIX CHCTEM:

- COOOLWCHNSA, 3HaYCHHA KOTOPLIX MEPeaaroTcs MOoMyuaTenio B BHIE
MOCJIe10BaTEIBHOCTH QUT;

- Ka4ecTBO rnepenayy coobLIeHnii Bhllle BO BCEX OCTANbHBIX OGIUHX
YCIIOBHSX;

- MOC/IeA0BaTeNbHOCTL OUTOBR nepenaeTcs OIHMM M3 CUTCHAJIOB,
KOTOPBIH Ha3bIBAETCA KAHAJIBHBIM CHTHAJIOM.

Cucrema cBs3u, koTopas obecneunBaer nepeaavy cooGuieHHit OT
ONHOTO MCTOYHWKA K OJHOMY TIPHEMHMKY 4epe3 OIHY JMHUIO CBA3W
Ha3bIBAKT OJHOKaHaNbHONK. CxeMa CTPYKTypa OJHOKaHaNLHOW CHCTeMBb
CBSI3U TIPEJICTABIIEHA HA pUcyHKe |.6.

U ut) st 1"z U a;
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Puc. 1.6. CtpykTypHas cXxema olHOKaHAJILHOH CHCTEMBI CBA3N
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311ech:
_fr MCTOYHUK COOOILEHMA - JIMIO HJIM TEXHUYECKOEe YCTPOHCTBO,
ropoe (POPMHUpYeT COODIICHHE NepesaTInKa U, ;
2 - npeobOpazosareib CcoOOWIEHHA B CHIHa1 - YCTpolfcTBO
npeoOpa3oBaHus Co001IeHHs B IIEPBHYHBIH CUIHANI HU3KOH 4acTOThI U(1);
3 - nmepeiardyMKk - mpeobpa3oBaTelsib MEPBUYHOIO HU3KOYACTOTHOTO

a BO BTOPMYHBIH BBICOKOYACTOTHBIH S§(7) AJisi nepegadu ero Imo

KO’

CHUTrtk
JIMHUH CBA3H,

4 - MHAS CBA3M - CpeJia, UCIONb3yeMas Al Nepeiayn Curuana or
mepenaTdMka K - OpueMHMKY. IIpM  npoXoXaeHMH NMHMM  CBS3M
NEKTPHUECKHE CUTHAIBI NO/BEPKeHBI 1 (t) moMexaM M HCKaKeHusaM. Z(t)
- CHIHAJl HA BbIXOJE JIMHHM CBA3H MOXKET OTIMYATBCA OT MEpPeAaHHOro

CUrHajaa a; M rnoJiy4eHHOro OCO@-E@IEN
5 - [IPUEMHHK CUrLaja - v\nwwﬁo_ﬂmnﬁmo. BOCCTaHaB/IMBarouiee
:ov::.::.:m CHUIrHal .ZNC U3 TNOJIY4E€HHOr0 BTOPHYHOIO BBICOKOYACTOTHOI'O

CUrHana;

6 - npeoGpa3oBarelib MOJYYEHHOrO CHIHANMA B coobLIeHuE a;.

7 - nonyvaresns cooOLIeHHS - 9eNOBEK MIM YCTPOMCTBO, KOTOpoe
BOCIPUHMMAET COODIeHHeE.

Cucrema cBs3n, koTopas obecrevuBaeT OAHOBPEMEHHYIO Iepenady
COO0LIEHHIT OT HECKOJIBKMX MCTOYHMKOB K HECKONBKHM 0Ty YaTenim
4epe3s oJHy OOLIYI0 JIMHHIO CBS3H, HA3bIBAETCA MHOrokaHaibHON. Cxema
CTPYKTYypbl ~ MHOIOKaHAJIbHOH CHCTEMbl CBSI3M  [peJCTAaBJ€HAa HA
pucyuxe 1.7.
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1.7. Crpykry pHas cxeMa MHOroxkaHaJabHOM CUCTEMBI CBS3H




31ech:

1j - MCTOYHMK COOGIIEHMIt - JIMLO MM TEXHHYECKOe YCTPOICTBO,
(popmupyroiee nepeaaBaeMoe coobuIeHNE ;|

2; — nmpeobpa3oBaTeiib COOONMIEHUS B MEPBHYHBIN HU3KOYACTOTHEIM
CHTHAJ u(1) - COODIEeHHe B OCHOBHOI, HH3KOYaCTOTHBIIH;

3 - mpeo6pasosarens curnana (nepeaatyuk). [TepBUYHbIE CHrHANE!
u;(t) B 3TOM ycTpoifcTBe MO KaHalaM CBA3W, 3aTeM OOBEAMHAIOTCH B
rpynIoBOH CUrHall, KOTOPHIH HarpaBJISeTcs Ha JIMHUIO CBS3N:

NOEDXETAN (1.4)

31€eCh:

s(t) - kaHanbHBIE CHTHANBl - CHFHANbl, KOTOpHIE HMEHOT
onpejieNieHHble OTIUYHTEbHBIE NMPU3HAKK (XapakTep aKTUBHOCTH), YTO
MO3BONSAET Pa3feNuTh MX TeM WIH MeTOAOM (pasdeNeHHe M0 YPOBHIO,
KOMOMHHPOBAHHBIE CHCTEMBI C HCMONb30BAHHEM YacTOTHOrO M (MiM)
BPEMEHHOI'0 pa3/ie/IeHns) Ha TlepBUYHEIE CATHANBI U; (t);

N - KONMYECTBO KaHAIOB B CHCTEME.

4 - TMHUA CBA3W - Cpela MCToNb3yeMas TpH Mepejade CHrHANOB OT
nepefaTyuka K nNpHeMHUKY. [IpH nNpoXokneHHH 4Yepe3 JIHHMIO CBA3M
3IEKTPUYECKHE CHIHANBI MOJBEPraloTes n(t) NMOMeXaM W HapyIeHHSM.
DTO NpUBOAMT K pasHULE B CHTHAJle HA BHIXOAE z(t) JUHUM CBA3W W
MOTy4EHHOM COOOIIEHHH a; COOTBETCTBEHHO OT CHIHANA HA BXOJE JIMHHH
CBSI3H U OT COOOLLUEHUS Nepeaayn.

5 - npeofpazoBatens CurHana (npueMHWK). Breuenser u3
MepesiaHHOro rPYNIOBOro CHIHaNa s; (t) nepBHYHbIe CHIHANE! U] (t);
6, - 9TO YCTpOHCTBO, npeobpa3zyeT TMONyY4eHHbIE CHIHAJIBl B

coobmenus a,

7; = 3TO JIMUO WM TEXHUYECKOE YCTPOHCTBO, KOTOpOE MoiydaeT
cooblueHue.

B wacrosuiee BpeMs B cHCTEMax C MOABHXHBIMM 0OOBeKTaMH
UCTIOJIB3yeTCs 3 OCHOBHEIX Crioco6a MHOXECTBEHHOI'O IOCTYa:

- TDMA (Time Division Multiple Access) — MHOXecTBEeHHBIH
JIOCTYTI C BpEMEHHAIM pa3ieJIeHUEM;

- FDMA (Frequency Division Multiple Access) — MHOXecTBEeHHBIH
JOCTYT € YaCTOTHBIM pa3ielieHHeM;

- CDMA (Code division multiple access) — MHOXeCTBEHHBIH n0CTYI
C KOJIOBBIM pasfieJIeHUEM.

OCHOBHOI1 NPHHLHII TDMA 3akiio4aercd B TOM, 4TO HMEIOMIHHCH
yyacTHUKaMH MH(OPMALIMOHHOrO o6MeHa Ha

MOBTOPAIOLIMECS NPOMEKYTKH BpeMeHH. [lpomexyTku
"raiimcnor" (timeslot, TS) (puc. 1.8). Ilpu
[10JIb30BaTh BCIO LUMPUHY NPONYCKaHUA KaHala,
HO TOJILKO B ONpE/e/IeHHbIe BpEMEHHBIE OTPE3kH (puc. 1.9).
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Puc. 1.8. Ctpykrypa uukia TDMA

B Takoii CMTyauuu rjiaBHoe, 4ToObl CUrHaJIbl COCEAHMUX TalMCIOTOB
He HaKIa[blBaIMCh ApPYr Ha Apyra. DTO MOXeT ObIThb BBI3BAHO Kak
C/IMILKOM BBICOKOH MOLUHOCTBIO Nepegaud, TaK M MOMexamu B KaHane,
HECOBEPLUEHCTBOM McHosib3dyeMoro obopynoBaHus. Yrobbl u30exkarh
nof00HBIX MEKCIOTOBBIX MOMEX YacTO BBOIAT CMELHAIbHbIA 3alIUTHBIH
BpeMeHHOH uHTepBan. Takum 00pa3oM, €ClIM 4acTh 3IHEPrud OJHOro
nepeaaryMkKa npocoYMTCsA 3a Npesesbl OTBEJAEHHOro eMy TanMmcjioTa, TO
oHa Oyner oka3biBaTh BO3AeHCTBHE JIMIIL HAa He HeCyllui HH(OpMaLMIO
3alMTHLIA MHTepBal. Bpenenue Takoro MHTepsana CHUXaeT oOLLyiO
NPONYCKHYIO  CrIOCOOHOCTL KaHalma CBA3M, HO HeoOXoaumo i
NOANePKAHUA 3aaHHbIX XapaKTePUCTHK KauecTBa 06CIyKUBaHHA.

3awuTHLIN
wHTEpBan

/

TS 1 qmmf -
—

Puc. 1.9. 3amurnsie unrepsaisi B unkie TDMA
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TDMA npumensercs B cranpapre corosoit cazu GSM (Global
System for Mobile Communications).

Mpunmun FDMA 3akimro4aeTcss B TOM, YTO BeCh YaCTOTHBIN CTEKTp
paszieNseTcs MeXJIy TONb30BaTeiIMM HAa paBHBIC WM HE paBHbIE
yacToTHBIE mosockl. Mcrounuky WHGOPMAIMM MOTYT HCTOIb30BaTh
BBIIEJIEHHBI UM YacTOTHBINA pecypc HEOTPaHHYEHHO 110 BPEMEHH, HO NIpH
3TOM He JIOIKHBI CO3/1aBaTh MOMEXH coceHUM KaHanaM. UToOsl uzbexars
MepeXOAHbIX IOMEX BBOJAAT CIHENMAIbHBIA 3aUMTHLIN  HaCTOTHbIHN
MHTEPBAl MEKAY COCEJHMMHM KaHajaMH. DTO Tak HasbiBaeMas moJoca
pachwisTpoku. OHa He MCTONB3yeTcs JUIS Tiepefadn MHpOPMALAH W
MO3TOMY CHIKAeT OOUIyH TPOIMYCKHYIO CHOCOGHOCTE WMEIOIIEerocs

KaHalla CBA3H1. ,
OBWWiA YECTOTHLIK AnanasoH
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Puc. 1.10. IMpunumn opranusaumu FDMA

Kak m B NpUHLMIIE BPEMEHHOI0 pasjiejieHus, TA€ MCIO/Ib3yeTcs HE
BCe OTBEJEHHOE BpeMs (3aMMTHBIA BpEMEHHOH HHTEpBaJ), NPAHLAI
YACTOTHOrO pasjielieHusi, KOrja pecypc AOCTYNeH HeorpaHd4eHHO MO
BpPEMEHH, He B MOJIHOM Mepe HCToNb3YeT BeCh YaCTOTHBIH AMarnasoH.

D10 00yCIIOBIEHO ABYMS TPHYUHAMMU:

1. Hems3s mepenasats CHTHANBI 6€3 BHICOKOYACTOTHOH MOJYJIALAH,
Tak KaK cUrHaj OBICTPO 3aTyXaeT B nepezarouieit cpenue.

2. YacTOThI ¥ BPEMs — 3TO TaK¥Ke Pecypchl, KOTOphIe NCTIONb3yHOTCH
JUIs yBeJIMYeHWs oObheMa repeady JaHHbIX.

[TosroMy TNpH OpraHu3alMuM CBA3M HCIOJNb3YETCs  cpasy oba
npusnmna. Hanpumep, B craunapre GSM oIHOBPEMEHHO UCITONB3YIOTCH
TDMA u FDMA. Bech 9acTOTHEI a1ana3oH pasJelsercs Ha 4acTOTHBIC
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xanansl 110 200 kI’ Kaxkaerid, KoTOpble B CBOI OYepenb COCTOST M3 §

raiMcCJIOTOB.

B CDMA (Code Division Multiple Access), ans kaxuaoro y3ia
BRUICTIAETCA BECh CNEKTP 4YacToT M BeE Bpems. Bee nepenatumkn
nepeslaloT CHTHANBI Ha OJIHOM W TOl e YacTore, 061acTH NpOCTpaHCTBa |
OJIMHAKOBBIE MOMEHTBI BPEMEHH, HO C pPa3HBIMM KomaMHu. Kaxiasrit
nepelaTydK 3aMEHACT KaXkIbli OUT UCXOAHOrO MOTOKA AaHHMIX Ha CDM-
CHMBOJI - KOAOBYHO ITOCJIEAOBATE/ILHOCT JJTHHOMN B 8, 16, 32, 64 U T.11. OUT
(1x HasbiBalOT uyunamu). KoaoBas nocnenoBaTenbHOCTL YHHUKANLHA Ui
Kax1oro nepenatauka. Kak npasuiio, eciu o 3aMensl «1» B HCXOTHOM
MOTOKE JaHHBIX WCIONbL3y0T Hekuit CDM-kox, To mng 3amenwnr «0y»
MPAMEHSIOT TOT e KOJI, HO WHBEpPTHPOBaHHbIH. [Ipuemuuk 3Haer CDM-
KO/l riepellaTyiKa, CHIHaJIbl KOTOPOro M0/IKEeH BOCTIPHHUMATS!

Kanansl Tpadmka npu TakoM criocobe nm.En:c_,En CpENB! co3aarTCs
MOCPEACTBOM NPUMEHEHHS UIMPOKOTNIONOCHOTO KONO-MOAYIHPOBAHHOIO
PaaMOCHTHAIA — UIYMOINOAOOHOr0 CUrHaNa, TiepeIaBaeMoro B o6mmii s
ApYrHX aHAJIOTMYHBIX DEPEeJaTYHKOB KaHal, B EIMHOM IIHPOKOM
4acTOTHOM JHarna3oHe (puc. 1.11

Puc. 1.11. I'enepauns curaana CDMA

.59:W:WMNMMHM:W%E bl HECKOJIbKMX TMepelaTiukoB 3(hup B JaHHOM
i \r.q,,:_cw:_rn emé onee uryMonoa06HbIM,
:_:E_Eczyc_.c . r_ww““.“.__m::h ,.,.655:364 CUI'HANl ¢ TMpUMEHEHHEM
s m_U:S:__ MOMEHT KaXIOMY IOJB30BaTENO OTIEIbHOI0
s e s _.:, HACTPOEHHBIH HA AHANOTHYHBIA KO, MOXET
R tovs :Ug:m.w:m;c:.” xo”v.c::: vEEov.*._:_F:ow TY 4YacTh CHrHaja,
L mchn::cc,_ ‘_.::\:;J\ npuéMHUkKy. B sBHOM Buze
TOMA A .1::._ A_:.n.wc.:_oa paszuenenue xm_:c_cx, Kak B
IIMPUHY KaHana, ne .:_.,m?_:._: u@C:a:«WﬁJﬁﬁﬁd oy
:U:_:,_,;(::_ c__k_w:.m._rcr.‘,r::; CHTHAN B 235{:&: cﬁ?,n m:.u.:“.;&m.?,
. »3 obmero wacrdrHoro b:p:mwczp :v,:,
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LAPOKOMONOCHbIE KAHAIBl NpuémMa v nepenati HAXOMATCA HA pa3sHbIX
YACTOTHBIX ANANA30HAX ¥ HE MELIaloT ApYyr ApYTY. [Tonoca 4acToOT OAHOTO
KaHana OueHb IIMPOKA, Belanue aGOHEHTOB HAK/IABIBACTCH JpPYr Ha
J(pyTa, HO, TIOCKOJBKY MX KOZbl MOLYIGILAH CHUIrHAJIa OTIMYAKTCH, OHH
moryT GbITh A pepeHiHpOBaHE] anmapaTHO-NPOrPaMMHBEIMH CPE/ICTBAMH

MpHEMHHUKA.

Bce BbIlLIECKA3aHHOE NO3BOJIAET roBoOpUThH 0 BBICOKOM

yppexrustiocth CDMA, T.K. KOIOBOE pasjesneHue, INpUMEHsEMOe B
CDMA. no3sonser odciyxiusars 6osbiie a0OHEHTOB Ha TOH Xe roioce
4acTOT, YeM Jpyrue BUIbI pasaesieHusd (TDMA, FDMA). Ilpu Ko10BOM
pasjeNeHuM HeT CTpOroro orpaHM4eHMs Ha HMCIIO KAHAJIOB. a
yBEJIMYCHMEM 1MCNa AGOHEHTOB IOCTENEHHO BO3pacTaeT BEPOATHOCTH
oLMBOK 1EKOMPOBAHMSA, YTO BE/IET K CHHKEHHIO KayecTBa KaHasia, HO He
K oTKazy oOcimyKUBaHH. CDMA umeer Gosiee BHICOKYHO 3alIMIEHHOCTE
KaHa1oB. BuluennTs HYKHbIH KaHan 6e3 3HaHHA ero Ko1a BecbMa TPYAHO.
Tenepoust CDMA HMEIOT MEHBLIYIO [IMKOBYI0 MOIUHOCTh M3Ny4CHHHA, H

MOTOMY MCHEC BpEAHbI.

IJIABA 2. UHOPACTPYKTYPA MOBMJIEHBIX CETEHA
2.1. KoMmmoHeHThblI MOOHALHBIX ceTeik

OcHOBHbIE KOMIIOHEHTAMH MoOHIIBHOM ceTH sABASIOTCA - undposas
MOGHIEHAS CTAHIIHA, Ga3zoBas CTAaHOUA U IIEHTP KOMMYTaIIUH.

VYnpouieHHas OJIOK-CXeMa  yughposou mobuneHoli cmanyuu, WHAYE
roBOps, COBPEMEHHOTO MobuneHOro Tenedona nzodpaxena Ha puc. 2.1.

Koxnep Konep Moaya-
peun KaHaa Top
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R nmen- |
: ynp Ipuémnux 1 Hell |
Vo enus i : ;
' Mexo e O e ZL
' LATT Jexonep | | Hekonep OKBa- Jlenoay- oKy
] B it W k :
: ey naiise i i
Lot iatid | _ nitsep || “arop [T i
= ——— ==l
' 1 _ Rt ” o) -~ '
“ 2 ! IeTepo- Cwmecn- 21
' g . B L TeIh e =S
“ = Jloruueckuii | | s &l
' o1 [ Teneoa- | ol
_ ook +| Tenepa- m g
' \ \ X -
: m g LT __ICunmesamop a2
MR gld=— ] e e R It
1 B 2
: ; )

: :

: i

: i

i H

dire 2 5 . y
Puc. 2.1. bnok-cxema undpoBoli MOGHIIBHOMN CTaHIMK

x: bnox ynpaenenus pxmowaer B cebs MUKPOOH W IUHAMUK
aBuary nmucrneii. Kiaguar S sl
eoaoeo:.ma :.;:C......:. KnaBuatypa npennasnadena jis nHabopa HoMepa
- \mr:r_muczcﬂo a0oHeHTa, a TaKXke KOMaHI, ONpelaeiIatomiX
M padoThl cranimn. Jn i . .
¢ . ACTUIEH TIpeIHA3HAT I T (e
Al peaHa3HaueH s oToOpameHus
Ipuemo-nepe
n::ﬁa,ﬁ \c nepedarowuii baok COCTOUT W3 nepeaarivka, INpUeMHHUKA
_wmiia 9acToT U Joruveckoro 6Joka ,
COCTaB nepeaTyruka BXOAAT:
- aHaloro- i
Sbimgio %op /_,_:e_émc: npeodpasoparens (ALIT) - npeoGpasyer B
oo gl :ov,‘v\ Chran ¢ BeIXoAa MukpodoHa (Bcs nocnemayronias
e Pe/la4a curnaia peqn rnpou3BoauTcs B UA(ppoBoif hopme);
- e ay - O 1 - '
zc\_r_ PEYUH - C LeTBI0 COKpaIeHus ero 30K TOYHOCTH;
- Kolep kanama - > T : :
s HMG: o w.:. OCYIIECTRIISIET KOAMPOBAHWE TIEPe/1aBAEMOro
JILIO 3aIMTHI OT OWIMOOK MpW TMepeave Mo paguokaHamy, a
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rakke BBOAMT B COCTAaB [EpeJaBaeMoro CcurHana HH(opmaumio
yIpaByieHus, NOCTYNAIOULY0 OT JIOrHYECcKoro 6Ji0Ka; OCYIUECTBIIAET
KOAMPOBAHME CATHANIA Pe4H, T. €. ipeobpazoBanne uH(ppPOBOro CUrHaia.

- MOZL/IATOP - OCYLIECTB/ISET NepeHOC MHPOPMALMK KOIHPOBAHHOrO
CHrHAJa Ha HEeCYLYIO 4acToTy.

[lpyeMHMK [O COCTaBy COOTBETCTBYET [MEPEAATIHKY, HO €
o6parHbMU (YHKIEAMH BXO/IALINX B HErO 6JIOKOB:

- IEMOAY/IATOP - BbUAE/NSET M3 MOJYJIMPOBAHHOIO palHOCHrHANA
KOJMPOBAHHbIIH BHAEOCHTHAT, pecyuuit *HQOpMALINIO;

- JKBanaiizep npeaHasHadeH AJA KOMIEHCAlH UCKaKeHHH CHrHana
¥3-3a MHOIOJIY4€BOro pacnpoCTpaHeHus;

- gexojep Kanaia - OOHapy’KWBaeT M HCNpaBiieT omuOKu B
[PUHATOM CUIHANE, & TAK/KE BBIJC/IAET U3 BXOZHOrO NOTOKA U HarpasJser
B JTOrMyeckuil 610K yNpasisionlyio HHhpopmaunio;

- JIeKOJIep peyM - BOCCTAHABIMBACT CUlHA Ped B un(ppoBOM BI/IE;

- uupo-anaorosslii  npeodpasosaresib (LIAIT)  mpeoOpa3syer
npuHATHI WA(QPOBOM CHIHA peuH B aHAJIOrOBYIO ¢opmy ¥ nozaer ero Ha
BXOJ1 JIMHAMHKa;

- noruyeckuit 670K - 3TO MHUKPOKOMIIBIOTED, OCyLECTBIIAOLIHIA
ynpasienue padboroit MoGuIBHON CTaHLMH (MC).

Anmennwiic 6nox skmouaer B cebs aHTenHy (OOLIMHO HAXOAHTCH
BHYTPH MOGH/IBHOTO YCTPOHCTBA) U 3IeKTPOHHBIH KOMMYTATOp MpHEMa —
nepenadn, NOJKIOYaI0NINIT aHTeHHY nu60 Ha BHIXOJ Mepejardyuka, 1ueo
Ha BXON upMeMHuKka, Tak kak MC 1mupoBOil  CUCTEMBI HMKOrJa HE
paGoTaeT Ha PHEeM U repeiaiy OAHOBPEMEHHO.

Jlna obecrnevenns KOH(PHACHIHANLHOCTH Nepeiatii uH(popmanuu B
HEKOTOPBIX CHCTEMAX MCIIONb3YETCs PeKHUM mudpoBaHUs, B ITHX ClIydanX
pepeparauk ¥ mpuemuuk MC  BKiOHAIOT COOTBETCTBEHHO OJI0KH
wudparopa u rewmudparopa cooOLIeHHHA.

B MC npeaycMOTpeH TaKke cneuMaibHblii  CheMHBIH  MOJYJIb
uneHTudukanuyn  aboHeHTa (Subsriber Identity Module - SIM).
Mo6GuibHas CTaHLMs BKJIOYACT W AETEKTOp peueBoll aKTHBHOCTH VAD
(Voice Activity Detector). VAD Brio4aeT nepeiaTiux Ha n3JIy4eHHne
TOALKO Ha Te WHTEpBaNbl BPEMEHM, KOT1a aOOHEHT TrOBOPHT. 1M
JKOHOMMTCS AHEpPrus MCTOYHMKA MUTAHWSA, CHMKACTCH YPOBEHDL nomex,
CO3/1aBaeMaIX VIS IPYIMX CTAHIMi npy paboTaloueM nepeaTimKe.

Onnolt m3 ocobGeHHOCTeH opraHuM3alMu CBA3H C MOOHNIEHBIME
aboHeTaMM U1 ITOBBIILIEHMS Ka4yecTsa npueMa Ha 6asosoii cranuun (BC)
IPHMEHSIOT Pa3sHeCeHHbIH MPUEM. 10 00yCAOBIMBAET HEOOXOAUMOCTE
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yYETaHOBKH Ha BC He MeHee IBYX NpuUeMHBIX auTeHH. Kpome Toro, BC
MOJKeT METh pa3/leNbibie aHTEHHD! Ha TIepeiady U Ha HpHeM. Euwe onna
0COBEHHOCTD BC - Hain4ue HECKOJIBKUX TIPHEMHHKOB W TAKOI'0 e YHCia
flepeaTIuKOB JUIA ODeCTe eHHS OIIHOBPEMEHHO paboThl HA HECKOJIBKUX

kamanax C padiMYHBIMH YacTotami. Biiok-cxema 6asomoif craHuum
o)

ppuBezieHa Ha puc. 2.2.
Yucno mpuemMo-nepeaardnkoB N onpenensercs KOHCTpykuued u

kommrextaumeti BC. Jlnsg  obecnedenus oawoBpeMeHHON pabGorhi N
MPUEMITMKOB HA OHY [pPHEMHYIO M N nepenaTyukoB Ha OJHY
iepeAarollyi0 AHTEHHY MEXIY TPHEMHON aHTeHHON | :?Ez_:;..,,zm_
yeTaHaBIMBACTCA JICIUTENb MOUIHOCTH Ha N BBIXOJOB, a MexXy
nepenaTIMKaMu M Tiepellalomeii aHTeHHOH - cymMMarop MomuocTy: Ha N
BXOJIOB.

Konrtpomiep BC (kommnetorep) obecrieynBaer yrpaBienue paboToi
CTaHlvM, a TakKe KOHTPOJIbL paboToCnocoOHOCTH BCEX BXOJAAIUX B Hee
GIIOKOB M Y3I10B.

o Bnok conpsikeHus c JHHHEH CBSI3H  OCYLIECTBISET YHAKOBKY
:c_“w%%v”_m_”“m__.nmﬁ“_mw_nw__w_:mmu%v_ :_w :MW:: CBA3H Ha MEHTP xwzzﬁw:::
uHpopmarmn.  J{ns E:::..mﬁ oo dmﬂmu_m_.mv\ :nxsz.szmmz:_.._ i
panuopeneiinas win m::cxo::o.‘m:.:_:ncxm: ommiiase i

JIMHUS.

1eMHaN
Mepeaatoias

dHTCHHA

IMepeaarunx N

B0k conpsikenns ¢ nnnmeit ceam

K uempy
KOMMYTALIHI

_L: e s M ] LoV A
C. 2.2, T:Or.r/ﬁgw_ 0a3oBoif craHuum




Jins ofecnedeHusi HAISKHOCTH MHOIME 6moxku #u y3msl BC
pesepeupylorcs  (1y6aupyiorcs), B COCTaB  CTaHIHM BKITIOYAI0TCSH
ABTOHOMHBIE HCTOUHMKH GecrnepeGoiiHoro nuTanus (aKKyMyJIsSTOPbI).

LleHTp KOMMYTAalMu [OIBHXHOH CBA3M [PEACTABIACT coboii
CrHeLMAIM3MPOBAHHBI LIEHTP >1EKTPOHHON KOMMYTalliH, K KOTOPOMY
nobasnensl GyHKUMOHAIBHBIE ONOKM Avaﬁanzvzv. ﬁmEEoEMm 3a1a4m,
XapaKTepHbIe JU1sl CHCTEMBI COTOBOH MOABHKHOM CBA3H (puc. 2.3). .

Jlomawnuii pezucmp MecmononodlCeHun JIPM (HLR -<:§=m Location

Register) - 0aza JaHHLIX  TOJBHAHBIX CTAHUMH, TMOCTOAHHO
3aperMCTPUPOBAHHBIX B CHCTEME KOHKPETHOTO onepatopa. Takxke
conepxut MHOpMauMIO O Habope ycayr NpeIoCTaBAEMBIX KaXAOMY
aGonenTy. B JaHHOM perncTpe YUKCHPYETCH MECTONONOKEHHAE abonenrta
/11 OPraHU3aluy €ro BbI30Ba, H PErUCTPHPYIOTCA (paKTHYeCKH OKa3aHHbIe
YCIYTH. | - ]
Llenmp aymenmudgpuxkayuu IJA (AUC - Authentication Center) - 6asza
JaHEBIX, TO3BONAIONAs ONpPEIeNHTh - paspelied Ju JO0MyCcK K ycnyram
cHCTeMbl A0OHEHTY, MMEIOIIeMY MaHHBIH MOIYJ]b MOUTHHHOCTH - SIM-
kapty (Subscriber Identity Module).

CeTu nepenayy JaHHbIX

. it T % HT
TpansuThsiit { | | Jlpyroii cerme
" 4 GSM
LIKTIC _ LIKTIIC " ceTH
— P '
LIKIIC
Jlomaursmit )

peructp JAPM [ e s T il?x.in)“
e 2 [Moacucrema | » lNoacucrema |
| nsC basomux | | mBOuZM !
Lentp _ . i | CTAHI H
By TEHTHIPHKAMK oA ! (11BC) P! (TIEC) m
| bC b m

! | |
|

PHO | P
\ ]
“ 1 | "
1 i i
BraurHbli | ] i Lo i
’ _ i
perucip BPM J BC r “ "
MECTONONOKCHNN P 1 H | “
SN H |
| \ ! i

Lentp y " /
IKCIULY S TAUMM M 120 . et SN .
T'O obopynosasms = m m ﬁ @

) ¢ JKHOM CBA3H
Prc. 2.3. Bok-cXema HeHTpa KOMMYTaluy OIBHKHOH CBA
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Pezucmp udeHmuurayuu obopyoosanus PHO (EIR - Equipment
Identification Register) - 0a3a JJaHHBIX CePUIHHBIX HOMEPOB HOABHKHBIX
oramuMil, VMCTIONB3YeMBIX B n:nanzm. on,_\nsm v\xwgn::zx Wi
foTepsAHHBIX .~,Q_E_E_._Eu nmoMeuarTes B "4epHbIif CIIUCOK", 4TO NO3BOJAET
QpesoTRPATHTH JaNbHeHnee MCTIOJIB30BAHNE B CHCTEME S,\sz .ﬁn:mewv._ow..

Buzumuniii  pezucmp mecmononovcenusi BPM (VLR - Visitor's
Location Register) - perucTp COAEPKUT HeoOXoaumyio uHpOpMauuio o
HOMBVKHBIX ~ CTAHIMAX, BPEMEHHO  pACTONOKEHHBIX B  obnacTw
obcTyKUBAHKSA JaHHOrO oreparopa (POyMHHT).

.\\E::d okenayamayuu u mexnuveckozo obeayscusanua L{30 (OMC
- Operating and Maintenance Center) obecnieunBaet paboTy OTAEIBHBIX
37IEMEHTOB CeTH.

Bee LIKIIC B cetn coeamHeHsbl Apyr ¢ apyroM. OmmH MM Oojiee
LIKITIC, nasniBaeMble "TPaH3UTHBIMM LEHTPAMH KOMMYTALMH TTOABHAKHOM
cpszn” (tpansurhbie [[KITC) nrparor pons w0308 BO BHEIIHHE CETH,
HanpuMep, TesedoHHbIE ceTH 061Iero Ha3Ha4YeHNs.

Kaxapnii  LIKIIC  konTposmMpyer, no kxpaiiHeii Mepe, onany
nojacucreMmy 6a3zosbeix craHumii [I6C. bazopas cranumsa (5C) cocTouT u3
HOJICHCTEMBI BBITIOJHSIOMIEH OCHOBHBIE (DYHKIMW Mepefayn W npuema
CHIHAJIOB, a Takxke 6JI0Ka, peau3yromero npoctele QYHKIMM KOHTPOJS 1
YIpaBJIeHHS. B bC BBINOTHAKOTCS [IPOLEY PBI
KOAMPOBAHNA/IEKOAMPOBAHUS PEUr ¥ MPOHU3BOANTCA aNANTalis CKOPOCTH
HepeiaTn nanHbIX. ba3osele cTanumMM OOBIMHO paciionaraloTes B HEHTPAX
COT, NMOKPBIBAIOILMX BCIO 00NMACTb OOCHYKMBAaHHUA CHCTEMBl. B Takkx
coTax dyHKUMOHUMpYeT ONpeaeneHHoe KOMMYECTBO MOABUKHBIX CTAHIMIL
(IIC) wmm  (MOGMABHBIX craHumii, MS (Mobile Station), umeroumx
BOSMOXHOCTE  JIMHAMMYECKH M3MEHSTh CBOE MECTOMOIokKenne. Ouu
OCYIIECTBIOT  MHGOpPMaUMOHHbI oO6MeH ¢ Gmokadineli (Wi ¢

CuibHeinrelt) 6a3080if cranuMeii.

OcroBHas 3amaua noxcucremsl 0a30BLIX cTaHuMil 3akmovaercd B
KOOPIMHAIMKA ycTanOBJIEHNHs cOeMHEHNS MeXay ABYMS MOOMIBHBIMU

Nm LT ~ e
OHEHTAMH CUCTEeMBI N MEXIy OIHUM MOJIL30BATEIEM CHCTEMBI W
aboHeHTOM BHelHe}i CETH.

2.2. CTpyKTypa 44cTOTHOrO H BPEMEHHOI0
Pacnpenesenns B MOGHILHBIX CHCTEMAX

D).
accen T N ae T
CTamna sﬁc_c:zh CTPYKTYPY —pacripefileieHHsi 4acToT Ha [pUMepe
napta GS = , ¢ e
apra GSM 900, 1.x. uMeHHO OH ABNETCH 6a30BON cneumprkaumei
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GSM. Crangapr TpeaycMmarpuBaeT padoTy MepeIaTiukoB B JIByX
MAna3oHax 4acToT Kax bl wupuHoit B 25 MI'n (puc. 2.4):

1. TMonoca vacrtor 890-915 MI'u - s nepenayn coobiuennii ¢ MC
#a BC (uplink);

2. [Monoca wactor 935- 960 MI'u - anst nepeaaun coobumenuii ¢ BC
ga MC (downlink).

R
- SENE——Y S ———
- - ¥ PNDEUCII, FORN " RS- 25 -
NE ¢ S L o S, 1 —
’ ) ’ / i, MMy
815 938 & 980
2 2 9352 930.2
a)
e 0.2 MIy ~— o=
_ _ P— e Y rananos
o N i (. My
6)
|- — 25 MY -
"= 124 RAHANK :DT
i g . ’ My

BP0y

)

Puc. 2.4. a) passoc Mexay vactotamu B nanpasiesun MC-6C u B
nanpasiaesnu BC-MC; 6) uucno Gpusn4eckux peueBbiX paauoKkaHaios B
JYNIIEKCHOM PalHOKaHAIe; B) YUC/IO0 PU3NYCCKNX JYTUIEKCHIX pe4EBbIX

pananoKaHasos.

Kax BHIAMM, JyIUIEKCHAs [epeada JAaHHbIX OCyINecTBasercs B
pexume FDD (Frequency Division Duplex - Oynnexcnas nepeddid €
yacmomuev  pasdenenuem). TIpn TNEpeKTiOMEHHH KaHaloB BO BpemMi
ceaHca CBA3M PasHOCTb MEXKIY ITHMH HaCTOTaMH (MEXIy YacToTamu ABYX
MANAZ0HOB, A He COCEAHMMHM YacTOTAMM) NMOCTOsHHAZ W pasHa 45 MILL.
Pa3HOC HACTOT MEXKIy COCEIHUMM kaHanamu cBszu cocrasiser 200 kI
Takim 06pa3oM, B OTBEAEHHON 1Uis nprema/mepenaiy mnojioce 4acTor
winpuHoii 25 MI'y pasmemaioTces 124 kaHana cA3M.

B cranmapre GSM  MCnosb3yercs MHOTOCTAHUMOHHBIMH Jjloctyn
FDMA/TDMA, T.e. ¢ 4aCTOTHO-BPEMEHHBIM pa3JIe/IeHHeM KaHa/loB, 4TO
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Ha OIHOM HecyIlell 4acToTe pasMecTUTh 8 pedeBBIX KaHAIOB

[103BOJIAET

Oﬁ:ﬁ:ﬁnfc::&.
Takyfo CTPYKTYPY PACHpeleieHHs 4acToT B CHCTEMe GSM Moo

HKCTPANoNMpPOBaTh K OGO 13 BBILLIENEPEUHCIICHHbIX crieunpuxarmii.

OcHoBHAs BpeMeHHas eauHuua B cranzapre GSM HassiBaercs €loT.
Bocemb BpeMEHHbIX CJIOTOB 00pasyioT Kaap.

PaccMOTPHM, KaK pacnpenessforcs CHUIHajibl BO BPEMEHHOM CJIOTE.
Haumenpinyii BpeMeHHOH snemenT cucteMbl GSM — 310 oaMHOYHBIH
asonunblii ummysse (6ut), wsiumiics 3,69 mkc. Ckopocts nepenauu
nauspix B cucreme GSM  cocrasisier 270,833 Kb6ur/c. B xaxiaom
BPEMEHHOM CIIOTE [Iepe[aeTcsi MNakeT M3 148 6uros. JUIMTEIBHOCTH
CTaHAapTHOTO BPEMEHHOro cioTa cocraBnier 577 mkc. PasHuna mexay
(hakTHUECKOH JUIMHOIM cioTa M 3¢ (PeKTHBHON IMHOM nakeTa JaHHBIX
Ha3bIBACTCH 3alIMTHLIM MHTEepBaJoM. Ero cymecrBoBanue 00yCHOBIEHO
HEOOX0ANMOCTbIO pe3epBUpPOBaAHMA BpeMeHH Jus
BKJIIOUEHMA/BBIKJIIOYEHUS] YCHITMTE IS MOLIIHOCTH NepeiaTiuKa B Hayalie u
B KOHIIE Iepelaiyud KaxJ0ro nakera JaHHbIX. Kpome Toro, 3ammrHeri
UHTEpBa/ HeoOXoauM s obecriedeHus TOHHOrO pa3MelleHHs IIaKeTa
JAHHBIX BHYTPH BPEMEHHOIO CJIOTA.

CTpyKTypa BpeMEHHOTr0 CJI0Ta COCTOUT H3:

I' - Tail bit (xeocmoseie 6umot). I loBropsiercsi nBa pasa.
Heobxoaumbl kak 3amuTHbIe 6JIAHKH 110 KpasMm rakera;

§ - Stealing flag (ckpoimeie gpnaxcku). TloBropsiercs aBa pasa.
Onpesnenser tn nepenasaemoit MHQOPMALMH, T.K. OHA MOXKET Kak
T0JIL30BATE/ILCKOH TaK U C1ykeOHOM;

IS - Training Sequence (oOyuaiomas IOCJ/I€I0BATENLHOCTS ).
lpeanasnaven ans ouenkm kavectsa cBA3m, onpejenenus 3aJepKex
uHpopmauu mexay bC u MC;

G- Guard period (3ammuTHbiit HMHTEpBanN).

Bocems crnotor cocrasnsior Kanp. Kaxuaelif clI0T cOOTBETCTBYET
CBOEMY KaHaly pedm, T.e. B KaXIOM Kajpe mnepejgaercs MHpopmauma
BOCbMHM peYeBbiX KaHaI0B (puc. 2.5).

] B Kananax  rtpaduka (n0JIb30BaATEIECKHH Kajp) U B
Mmﬂww__“__mwws.::.zv., c ::z,: KaHaiax ynpasiieHus (ciyxeOHblii kanp) 26
Pa3yloT  myneTukanp. B cBow odepeab, 51 MyabTHKanp
Mm_r__cﬂ_.ﬂ..p__ﬂc,_s“ﬂ.u.cnz?;: ANMTENLHOCTBIO 6,12 ¢. B oGomx cayuasx 2048
GSM . _‘:v:c ﬂ,,:.?_ SYIOT BbICLUHIi YPOBeHb BPEMEHHOH HepapX1u CHCTEMBI
PKaap (puc. 2.6). On mnures 3 u 28 mun 53 cex 760 mc. ITo

o
W




UCTEYEHUW 3TOr0 BpPEMEHM CHCTEMHBIE HYachl BO3BPAIIAIOTCA K CBOEMY
UCXOJAHOMY COCTOAHUIO.

Kaap

Bpertennoit
cIoT

{1 [Tngopymsia[s | TS [ s Mugopraosa [T] G |

-

5 1 20 1 87 3 §2%

Komrrecreo urop 3

Puc. 2.5. Conep:xanne nHGopMaliy BO BpEMEHHOM CIIOTE

JlarensHOCTE Tiepuofa cucteMHuX wacoB GSM obycnosiniena, B
OCHOBHOM,  INpUMEHeHWeM  anropuT™Ma  mudpoBanus  JaHHBIX,
WCTIONB3YIOUIEr0 HOMEpP TeKyulero kaapa s reHepHpoBaHHA Kikoua
mudposauus. [Ipumenenne Gonsiioro mneproaa CUCTEMHBIX 4YacoB
MO3BONSET  MPEJOTBPATHTh  HECAHKIMOHMPOBAHHYIO  PacUIn(poOBKY
[10/1630BaTENbCKON HH(POPMALIMK ¥ YBEITHYUBAET YPOBEHb 6€30MacHOCTH 1
KOH(GHACHIMAIBEHOCTH pasroBopa.

Mynsvnann
(€ S

Mynn i
(M Asew T i 1A KNn)

' Bpomermon
AT (T Tipopaipis] 15 |8 [ipebopemaal 1] G
Komwecrso Gnos 3 57 1261 LY 3825

Pric. 2.6. Bpemennas crpykrypa cuctemsl GSM
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[Ipu paCCMOTPEHHH CHCTEM OpraHu3alHi COTOBOI CBA3M CUUTAIIOCH
cranuuu (MC) paBHOMEPHO pacrpeie/ieHbl BO BCei 30He
a cortooii cern. Ha camom jeie 3T0 KpaiiHe peakoe ABJCHME. B
|X VCIIOBHAX MMEET MeCTO HepaBHOMepHoe pacnpeienerne MC B
icreme. Kpome Toro norpeGHOCTH aGOHEHTOB M3MEHSIOTCS KAk
K ¥ B MPOCTpaHcTBE. PemenueM 3T0i npobiieMsl ABIsSETCS
eMkocTH cucteMbl. EMKOCTh COTOBOH ceTH OOBIYHO

410, MOOHJIBHBIC
oxBar
peaJibHb
coTOBOI CHCTE
BO BpEMCHH, Td
yBeqHieHHe
yBeJIMYHBACTCH clIeAYIOIMMHA METOJAMH:

| .- Pazoenenue com Ha cekmopv - OOBIMHO COTY pasjeisloT Ha
cextopbl o 120 rpanycos. [Tp# 3TOM NPUMEHAIOTCS CEKTOPHBIC AHTEHHBI;

2. /Ilpobnenue com HA MUHUCOMbL - BBINOIHACTCA MyTEM CO3JaHUS
COT MEHBINEro pa3Mepa B ONpeAeNeHHOH YacTU 30Hbl NOKPBITHA COTHI
Pannychl MUHHCOT MPHHUMAIOTCS PABHBIMH MOJIOBHHE paauyca UCXOJHOM
COThL 4 MX IUIOMIAJAM COOTBETCTBEHHO CTAHOBATCS MEHbILE B YEThIPE paza.
BosbliMe COThl MCIOMb3YIOTCA B paiioHax ¢ HeOonblimM TpadukoM, a
Malbie - B 30Hax ¢ 60Jiee UHTEHCHBHBIM TPa(QHKOM.

2.3. OcofennocTy NOCTPOeHHs1 MOOMJIBLHBIX ceTeil

Pacnpeoenenue  kananoe 6 comax. PaccmoTrpuM — npaBuiia
pacripeniesieHusi KaHaJOB CpeaM cOT M cekropos. HemocpeactBenHoe
BJIMSIHNE Ha BIOOD 0Ka3bIBaIOT MEXKaHaJIbHbIE IOMEXH.
MUHUMH3UPOBATE MCKAXKEHHMA MOXHO COOTBETCTBYIOLIMM M0AGOpOM
9acToT KaHajloB B KaxXnoM core. MexkaHallbHblE MOMEXHM TakXe TEeCHO
CBA3AHbI C [IepEeMeleHNeM MOABMIKHBIX CTAHIMNA B rpaHULaX OQHOA COTbI
M Pa3siIM4HbIMK  PACCTOSHUAMM OT TMOABMXKHBIX CTaHUMI J0 oOuei
6a30B0i cranumu. MexkaHaNIbHBIE TTOMEXH CYIIECTBEHHO BIIMSAKOT Ha
Ka4€CTBO IPUHUMAEMOro OJIE3HOr0 CUIHAA.

:_wr.c CHI'HAJIBI, [OCTYNAOLINE C Pa3IMYHLIX IOJABMXKHBIX CTAHLMMH
OAHOH COTHI Ha 6a30Byl0 CTAHUMIO JTOM K€ COThI, AOJDKHBI HMETh
cn:w.%:c OJIMHAKOBYIO ~ HM3KYK)  MOIUHOCTb,  OOECIeYHBAKOILYIO
fpebyemoe ornomenue "curnan-nomexa" s HCKIIOYEHHA BEPOATHOCTH
m.cgw_wuw_,“”xz%::mmz. Bce neitctByromue cooqomzn CHUCTEMBbI IIPUMEHSIOT

g 1IHOCTH NMOJABHUIXHBIX CTAHIIUU.

__:G_aﬁg_ﬁ__:cﬂxc:_u.o:m:m::n KaHAJIOB MPOM3BOAMTCS EAWHOXKIBl M B
Ec:_qc”_n__c:_.__. He z\o‘:mo‘_,on. TO OHO Ha3piBaeTCs (PUKCUPOBAHHBIM
:UCc,_CW_:._:: cM ._A.m.u:&hcm.. JQ:\Z.'&\\QOQQI:QQ EQCS\\&%Q.,F::\% XQIQ&C@ -
a_:_xn:vcxu:: METOJA  pacmpeneneHuss  pecypcoB  cucrembl.  [lpu
OM  pacnpeneseHMM KaHaJlOB YCTaHOBJIEHHE  HOBOIO
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COEJIMHEHMs B IAHHOI COTe BO3MOXHO TOJBKO B TOM Cilydae, eciivi B Heii
ecTb He3aHsThle KaHalbl. B ciyyae BPeMEHHOrO OTCYTCTBUS AOCTYITHBIX
KaHATOB abOHEHT MOMXET CTOJKHYTBCS ¢ OJIOKMpOBKOM coefnHeHus. B
3TOT MOMEHT B COCEIHHX C€OTaX MOryT ObITh CBOOOJAHBIE KaHAIBI,
KonugecTBO 3arpocoB MOMKET CHJIBHO MEHSATHCS B 3aBHCUMOCTH OT JIHS
HeJelM, BpeMeHH CYTOK WJIH OT KOHKpeTHOro cobnitus. Takum obpazom,
(pHKCHpPOBaHHOE pacripejieJleHMe  KaHaloB  MOXET  OKas3aThes
He3()(DEKTHBHLIM  peleHHeM, TNPUBOASIUNM K 6oNbmiold  BeposTHOCTH
0JIoKMpOBKKM B 4ackl Hanbonbwieil Harpysku. Ha puc. 2.7 npencrasnena
Kmaccuduxanms crpareruif pacrpe/elieHus KaHajilos,

Memoo npocmozo, saumemeosanus kamaiog TIpeICcTaBnseT coboii
yIyqUleHHEI  BAapMaHT  OCHQBHON  cTpaTernd  (MKCHPOBRAHHOTO
pacripefiefieHus, K KOTOpoi xobaBieHo HeMHoOro auHamuku. Ecim Bee
KaHATbl, BbUICJCHHEIC KOHKPETHOI COTe, 3aHSTHI, TO CBOOOAMBI KaHan
MOXHO [M03aMMCTBOBaTh B coceaneii core. C MOMEHTa 3aMMCTBOBAHUSA
KaHala JaHHOM COTOM, psay OKpPYKAOMMX COT  3arperniaercs
MCIIOJIb30BaTh 3aMMCTBOBAHHBIN KaHan BO M30ekaHue MekKKaHaJIbHBIX H
BHYTpPHKaHANBHEIX nioMeX. [Tponieccom 3anmcrroBanus ynpasiger LIKTIC,
OH 610KHpyeT 3aMMCTBOBAHHEIE KaHAIBI B COTAX, PACIONIOKEHHBIX Uepes
oIHy WIm aBe coTsl oT 3aumcrytomleit cotel. LIKITC Beaer 6a3y aannbIX
CcBOOOMHBIX, 3aMMCTBOBAHHBIX M  OJIOKUPOBAHHBIX  KaHAJIOB M
MHGOPMHUPYET O HMUX COOTBeTcTBYoLe 6a3oBble cTaHuuH. bnaronaps
MPUMEHEHHIO TAKOI CTPaTerHH BEpOSTHOCThL OJIOKMPOBKM YMEHBIIAETCH
J10 OTIpeIeNIEHHOT0 IIOPOTOBOTI0 YPOBHS, ONpPEIeIseMOro HHTEHCHBHOCTEIO
Tpapuka.

Metoast pacrnipeejieHHs KaHanos
..\\ /‘

DUKCHPOBAHHOE Junamugeckoe

- -~ -\
0 - - YK - I/
(cTaTideckoe) R Fubxoe e N

s ~—— -
\
OcHoBHOE \ > e /r/.r /
(hMKCHpOBaHHOE C nnanupoBaHHeM C NPOTHO3MPOBAHHEM C onrumuzanvei
Ipocroe

TIPH KaMIOM
COE/IMHCHHH
['u6punroe

3aUMCTBOBAHME
JAUMCTBOBAHHMC
C Yropsao4HBaHucM

Puc, 2.7. Knaccudmkauus pacnpeneneHns kaHaios
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Memod 2uBpuUOHO20 pacnpedenexus KaHanoe yCTPaHseT Hel0CTATKH
ppebILy1ero Metoza. B 3ToM MeTo/ie KaHaJibl B KaXJ10# coTe JIensTcs Ha
aBe Kareropuu: B MEpBYIO _Sqaﬁs(?:o BXOIAT KaHalbl, MCIICJIb3YyeMble
TO/IbKO B JAHHOM COTE; KO BTODOi OTHOCATCHA KaHAlbl, KOTOpbIE MOIryT
6pITh 3aUMCTBOBAHBL. COOTHOIUEHHE KOJMYeCcTBAa KaHaloB B obeux
KaTeropHAX ONPEEAETCH Ha OCHOBE OJKHIAEMOro Tpaduka.

Memod 3aumMcmeo8anus ¢ ynopaooyueanuem - JanbHeiinee
fopbleHMe Ko QuIHMEHTa HCIOIb30BaAHMA kanana. Ilpu 1OM Meroze
KOJIMYECTBO KAHAJIOB, BXOASAIIMX B KaXAYIO KaTeropuio, JAHHAMAYECKH
MeHsercs B 3aBUCHMOCTM  OT oObema Tpaduka. BeposTHOCTb
3aMCTBOBaHMs I[IPHCBAMBAETCA KaXIOMY KaHally, MNOMIeXKANIEMY
sauMcTBOBaHMIO. KaHanbl COpPTHpPYIOTCA B Iopsaake YObiBaHMA 3TOM
BEPOATHOCTH. 3HAYEHHS BepPOATHOCTEH OOHOBIAIOTCA HA OCHOBAHWUM
JIaHHBIX O KOJIMYECTBE 3aMMCTBOBAHUI KaHAJIOB.

B memoode Ounamuueckozo pacnpedeneHus KaHanoeé OTCYTCTBYIOT
KaHallbl, [OCTOSAHHO 3aKperieHHble 3a coramu. KaHaiabl BBIIEIAIOTCS
KOHKPEeTHOMY  COEJMHEHMIO WJIH  MOCJIEAOBATENBHO  HECKOJIbKHM
coenuHeHnsM. Perienue o BblIENEHMM KaHala TpPHHUMAETCH JHGO
LEHTPOM KOMMYyTauuu, jgu00 MoABMIKHOH cTaHuued. B nepsBom ciyuae
pedb MIET O LEHTPAJM30BAHHOM YIPAaBJICHMW; BO BTOPOM - O
pacnpe/ie/icHHOM YIIpaB/I€HUH NPOLECCOM BbIAEJEHUs KAHAJIOB.

Memoo cubkoco  pacnpedenenus kananog coderaer B cefe
fipeumyiecTBa (UKCUPOBAHHOIO M JIMHAMHYECKOTO paclpesesieHHii.
Kaxnas cora nocrosnno umeer B csoeM pacriopskeuuu Habop KaHanos,
AOCTAaTOMHBIA /Ut oOcnyxkuBaHus Tpaduka CpeaHeld MHTEHCHBHOCTH.
LlenTp xommyTaiuu YNpapisieT OCTANbHBIMU KaHAlaMH, KOTOPblE MOIYT
OBITE BbLICICHBI COTE, MCMBITHIBAIOMEH HEXBATKy NOCTOAHHBIX KaHAJIOB
A1 00CITy )KMBaHUS BBICOKOIO TeKyIiero tpaguka.

B crparerun 2ubkozo pacnpeoenetus KaHanog ¢ NIAHUPOBAHUEM
BblOeNeHUe DONONHUMeNnbHbIX KAHANO8 IUIAHKPYETCs 3apaHee C Y4eToM
BPEMEHH CYTOK M pacnonoxkeHus COTHL Pacnipenenenue KaHasos
M3MEHACTCA B 3apanee YCTaHOBJIEHHbIE MOMEHTb!, [pPeJILECTBYIOUINE
KPUTHYECKOMY BO3pacTaHMI0 HHTEHCHBHOCTH Tpaduxa.

__:.an___w_m“__u%mwwhs.m w:mi.%c pacnpedenenus Kananos ¢ npozZHOIUPOSAHUCM
i ._,m__?:v:_‘a ..:zmwn.waw: B PEXHUME pEaJbHOr0 BpPEeMeHH, M
B oton z.ow_r.:nzz NIOJABMKHOMN CBA3HM MOXET NepepacrpeiesiuTbh KaHalbl
BPEMEHH.
on:omﬁ\h:”_cu;c %::::::m:::. napavempoe npu CoeouHeHuU KaHanos
PENGNICHNM CTPATEerul pacripesie/ieHusi KaHaioB, KOTOpas
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JIOJDKHA ONTHMHU3HPOBATh HEKOTOPHIE TAapaMeTphl CHCTEMBI € yYeTom
orpaHWYeHHsi Ha MOBTOPHOE HUCIONIL30BaHUE KaHAJIOB.

IMouck kaHanga JUis OTNPEAeNeHHOM COThl B OTpENe/IeHHBIl MOMeHT
BpeMeHH BKmowaer B ceOs mepebop BCeX KaHAOB, BBIACICHHBIX g
cucreMmbl. Ilomck cBofogHOrO KaHala B JaHHOH COTE  MoXker
OCYIIECTBIIATECA  HEKOTOPBIM  PEryfsipHbIM  00pa3oM  cpeay  Beex
BBUICNICHHBIX KAHAIOB MM MO ciydaiiHoMmy 3akoHy. Ecnu B Hamiuup
okaszmiBaeTcs Oojiee OJHOTO KaHana, TO BelOOp KaHaua IOJKEH ObITh
c/llefial B COOTBETCTBHHM C HEKOTOpOH crparerueii onTuMusauMu. Dra
crparerus MoXxeT OBITh OCHOBaHAa Ha TAKUX KPUTEPHAX, KaK TMOPAAOK
MOWCKA, B3BELIEHHOE PACCTONHME I OCTAIIHBIX COT, HCITOJIb3YIOUIMX TOT
ke caMBIit KaHall, YHCITO MCIOIb30BaHu KaHalia U T.I1.

Pe3ysibTaThl MOJETMPOBAHMS W aHANIM3a CBUIETENLCTBYIOT, 9TO HPH
Masioif MHTEHCHWBHOCTH Tpaduka JMHaMHYECKOe pacipelie/ieHie KaHaloB
nact Jiyummii pesynsrar, yeM (ukcuposannoe. Onnako GpukCHpoBaHHOE
pacnpejiefleHe TOKa3ano CBOE INPEBOCXOACTBO B YCIOBHAX OONBIIMX
06BeMoB Tpaduka U PAaBHOMEPHOrO paclpeneneHus MOABMKHAIX CTAHUAH
110 30HE OXBaTa CHUCTEMEBL IIpH (UKCHMPOBAHHOM paclpene/eHHHd KaHallbl
BBIZAENAIOTCS TakuM oOpa3oM, 4YTOOBI O0OECredHuTs HMX MaKCHMAJIBHO
MHOIOKpPAaTHOE MCIOJIb30BaHUE. DTO HEBO3MOKHO OCYLIECTBATE B’ CIIyHae
JIMHAMUYECKOTO pacnpe/IeNeHus.

IpuBeneHHBIE METOJbI PACMpPE/IE/ICHUsI KaHATIOB Jal0T BCEro JnIlh
obiee mpejcTaBieHre O MHOTO06pa3usX CrocoboR pacrpe/eneHns
KaHAJIOB, TPEICTABIEHHBIX B CIIEUMANbHOM IMTeparype.

AJTOpHTME! QYHKUIMOHNPOBAHHSA CUCTEM COTOBOH MOOMITEHOMN CBA3H
Pa’IMyHLIX ~CTAHJApPTOB B OCHOBHOM CXOXHM M  XapaKTepusyioTci
CITe/TyIOIIUM. b

1. Korna MC wHaxoauTcs B peXuUMe OXUIaHusA, ee TNpHeMHOC
YCTPOMCTBO TIOCTOSHHO CKaHMpyeT GO BCe KaHAmLl CHCTEMSI, JIHDO
TOJBKO YNPABJIAIOIMME KAHAIbI,

2. Jlns Bei3osa aGonenta Bcemn BC ¢parmenta cetu ro kanajam
yIpaBJIeHUus TepearoTcs CHIHANbI BBI30BA.

3. MC Bei3biBaeMoro aGoHeHTa IpPH TIOJIyYE€HHWH CHUTHala BbI30Bd
OTBEYAET 110 OJAHOMY W3 CBOOOAHEIX KaHATIOB YIIPABIIEHUS.

4, BC, npuHABIIME OTBETHbIN CUTHAN, MepefaloT HHPOpMAllHIO 0 ero
napaverpax B uentp kommyramun LIKTIC, xoropeiit nepexmodaeT
pasrosop Ha Ty BC, rie 3adpukcHpoBaH MakCUMalbHbIH ypoBeHbh CHTHATA
MC BBI3BIBaEMOTO 00BEKTA.
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5. Bo Bpems Habopa HOMEpa MC Bbi3biBaeMOro aboHeHTa 3aHAMaeT
oMH 3 cpoboaHbix Kananos bC, ypoBeHb CHrHaia KOTOpOif B AaHHBIH

MOMEHT MaKCHMasIeH. .

6. [lo mMepe ynajieHus BbI3bIBAEMOI'O abonenTa or BC MaU B CBAH3HU C
Sxy/uienver YCIOBHH PacUpOCTPAaHERHA PAIHOBONN YPOBCHS CUIHana
yMeHbIIACTCA, HTO BEICT K YXY/ICHHIO KAHUECTBA CRAM. Vyuwmenue
KauecTBA PA3TOBOPA JIOCTHTASTCS NYTEM ABTOMATHYECKOTO NEPeKMOYeHIs
BhI3bIBAEMOro a0OHEHTA Ha ApYTroii KaHajl pagHOCBA3H.

2.4. IpuHUMNIBI TOCTPOEHHA MOOHIbHBIX ceTed

[IpoeccHOHAIBHBIMM  CHCTEMAMH MOOMJIBHON MM IIOIBMXKHOM
PanocBsi3n PMR  (Professional Mobile Radio) Ha3bBaroTCH
TesieKOMMYHUKAUMOHHbIE CHCTEMBI, HCIIOIb3YIOLINE B KaYeCTBE KaHA/IOB
cBA3H pajinoKaHal n npeaycMaTpHBaloue HCII0JIb30BaHNE
HeCTallMOHAPHBIX (HOCHMBIX) TI0J1b30BATE/IbCKUX TEPMHUHAJIOB
(renedoHOB).

Kak mpaBu/0, OHH MMeT paJHalbHYyI0 WM pPajnalbHO-30HOBYIO
(COTOBYIO) CTPYKTYPY CETH M MOTLYT HMCIO0JIb30BaTh KaK CHMIUICKCHBIC
(0AHOCTOPOHHHE), TAK M AYIUIEKCHbIC KaHaJIbl (JIByXCTOPOHHHE) KaHalbl
cBsi3u. B cBa3u ¢ OOJBLIMM  KOJMYECTBOM  pasjiddHbIX IO
(PyHKIMOHAILHOMY COCTABY M HAa3HAYEHHIO CHCTEM MOOMJIBHOH CBSI3H B
MEXyHApoAHOl  TpakToBKe Juld  000OIEHHOH  KinaccuduKkaiuu
HCIIONb3yeTcs TepMuH "cucTema cBs3m noasuxkHoi ciryx6er (CCIIC)".

Cucrema cpasu noasmxkHoi ciiyx66l 0011ero NoNb30BAHMUA ABJIAETCH
ABYXYPOBHEBOI COCTaBHOM TeNeKOMMYHHUKAIMOHHON CeThIO,
BKIIovaioeii cucremy mo6unsHoM paguocsssu (CMP) (nepsstii yposeHs)
X ._..goeo::v;o ceth o0uiero nonp3zosanus — TCOIT (anrn. PSTN - Public
Switched Telephone Network) (BTopoii yposeusb). JIByXypoBHEBas
TEICKOMMYHMKAlMOHHas ceTh obecreynBaeT (QYHKIMH KOMMYTallMH M
pacrpenenenus MHpOpMaLMK B KaXK0#i M3 cocTaBHbIX YacTteil (puc. 2.8).

[Ipoueccr pacnpeeneHus KaHaoB B MarucTpajibHbIX
Mmmm““__“ __MF“_W__*” ) :::w;x PaccCMaTpUBAIOTCA  KaK  MpENOCTaB/eHue
| . mmc__m:._.mw_nmm:.~ JUls 00CyKMBaHUs TPAH3UTHBIX Pa3rOBOPOB

1 MC u aGonenramm cetu TCOIl B TpeGyembie
MOMeHTBI Bpemenu.
om.rc:__ _,““,.x_“w_:“_a%m,:%. KaHaJibl On—._ﬁ ABJISIIOTCH COCTAaBHBIMM zm:w:mz:.
(TCor) Ao.,,_nzszz?;:J.éown:r:? MP) u ypoBeHs (pUKCHPOBaHHOM CETH
YHUKAUMOHHON CUCTEMBI.
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basossie cTaHIMK

[lenTp KOMMYTALNH
MOJIBHAKHOMN CBA3H
(LIKTIC)

Tenehornas ceTh 06wero MoBWILHAR CTAHINA

MOJIB30BAHUS
(TCOTT)

Puc. 2.8. CTpyKTypHas cXeMa COTOBOI CHCTEMBbI MOJIBMKHON paIniOCBA3H

B macTosllee BpeMs B Pa3IMYHBIX CTpaHaX MHpa NPWMEHSIOTCH
pasiuuHbIe BHIbI
NOTPeGHOCTH 3KOHOMMKH 3THX CTpaH. Jlenenne CCIIC w©a BHIBI

ONpenesercs CTPYKTYPHBIM MOCTPOCHUEM PALHOYPOBHA (puc. 2.9).

CHCTEME! CBA3H
NOABHAHON CITyKObI

PervonansHsIe Cucremsl I'noGansHble MOOHABHBIC
MOOHIILHBIE CHCTEMB! NEePCOHANBHOTO CHCTEME! CITYTHUKOBOH
HA3EMHOM CBA3M PA/IHOBKI30BA cBA3H
TpaHKHWHTOBRIC || Cucrema npsmoro Cucremsl ¢
BBI30BA perpaHcisimed

1 (Ty4YKOBBIC)
CHUCTEMBI CBATH

CHIrHaJIa B KOCMOCE

TeppHTopHAIEHBIC Cucrems!
- -
(COTOBBIC) CACTEMBI PEIITEPHOTO CHCTEMBI C
CBA3N BhI30Ba peTpaHcIsLHeH

CHTHAJIA HA 3eMNIe

JinneitHnie cHCTEMBI
“— MHIMRUIYAIBHON
CBA3M

CucTeMsl BBI30BA
[ uepe3 ciry THUKOBBIH
peTpAHCIATOP

Puc. 2.9. KnaccHpyKamms CHCTeM CBA3M TOABIKHOM CIryKOb!
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CCIIC, kotopsle ofecneunBaioT HWHPOPMALMOHHBIE

CricteMa MOOGWILHOM CBS3W CTPOHMTCH B BHIE COBOKYMHOCTH S9e€ek
(com), MOKpBIBAONINX ofciyKUBAEMYI0 TeppuTOpHIo. Sueiiku oGbiuHO
exemaTHuecku M300P@KAOT B BHIE NPABIILHBIX WIECTHYTOMLHHKOB. B
HeHTpE kaxoi  sveliku Haxoautrcs  OazoBas  cramius  bC,
obeayxkuBaromas Bce mobunenble crannum MC B npenenax cpoeii
guefikn. lpu TepeMellenii aGOHEHTa MeXiIy sYCHKaMH CHCTEMb
WPOMCXONUT Tiepeaata obcnyxuBanua or oaxoil BC k npyroi -
serafernas repenata (handover). Bce BC coeammensl ¢ ueHtpom
gommyraimy (LIKIIC) MOABHMKHOM CBA3ZH 10 BBLIAECIEHHLIM TIPOBOIHBIM
WM pazuopeieiiHbIM KaHanam CBS3H. [Ipn nepememernu aGonenTa Ha
TEpPUTOPHIO Apyroif  cucTeMel MOOWIIBHON CBS3M  OCYLIECTBIACTCS
wepenaya ero obcnyxkusanus ot oxHoli CMP k apyroit CMP - poymmunr
(roaming).

Ha puc. 2.10 npusejena ynpouleHHas (yHKIHOHANBHAS cXeMma
MOBGWILHOIT ceTn.

Vpopers TCOTT

A

Marucrpamusre
/ COMMIDITENS MET8 G0

/
N mrme __

Pu

Cs 2. /
10. DyHKIMOHANLHAS cxema MOOMIIBHOIT ceTH

Yuacrki

d i « . vepee >

06pasoranHEmy _,_ : COCTaBHOW  ceTw  sBNAIOTCS  PAAMOINHUAMH,
MEKIY MOOMIBHBIMM CTAHIIMSIMHA (MC) u 6a3zoBeiMH
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craumsiv (BC). YuacTkn «2» CeTH NPeACTABISIOT MHOIOKaHANbHbIE
coenuunrernbable muHun Mexkay BC 1 LeHTPOM KOMMYTalMH MOABHKHOMN
cayx0osr  (IIKIIC). VyacTku «3» CeTH SBJSIOTCA MaruCTpajbHbIMu
coenuuurensusiMy  mHumsamMun (MCJI)  mexny  paaMOypoBHEM g
TenedoHHOM CeThio 001Iero noJjib30BaHuA (TCOIT). MHuoxecTBO 6a30BBIX
craHuMil, pa3sMeliaeMpiX 10 Bceil 30He 00CNy)KMBAHUA CHCTEMBI,
No3BOJISET OBecreMBaTh YCTOMUMBYIO PAIHOCBA3b JI0O0ro MOGHIBHOrO
aboHeHTa paJMoypOBHs, B KaKOMH 6Bl TOUKE 30HBI 00CNYyKHBaHHUA OH He
HAXONW/ICH, C JAPYrdM MOOMIbHBIM AOQHEHTOM MM C aboneHTOM
duxcuposannoit cern TCOIT uepes ueHTp KOMMYyTallHK MO/IBHKHON CBA3M
(LIKTIC).

Takum obpazom, LKIIC Beinonsger ponb AaBTOMATH4ECKOrO
paamokpocca, 00ecnevnBalomero KOMMY Tl MEKILY coboif pasTHIHBIX
MOOMIBHBIX cTaHUMiE B 30He 0OCTYy)KHUBaHMA, KOMMYTaLHIO MC ¢
a0OHEHTCKMMM TenedOHHBIMM annaparamMM CeTH, a Takoke BBIXOA Ha
LIKIIC npyrux 30H 00CIyKUBaHHA. .

H

[VIABA 3. BECITPOBOJHBIE CETH

3.1. OcnoBHbI€e NPHAUHITEI nocTpoeHNst 5ecnNpoBOANLIX ceTeil

WapecTHO, 4TO BCKOpe Tmocie M300peTeHnss pPagno TOSBHIIACH
BOZMOMKHOCTH T1epeatiit tenerpadroii cBa3n Ge3z mporonoB. U, mo cyrw,
CerofHsiHHe CHCTEMbI Iepeatu uudpoBoro Koxa Mo paanoKaHaily
BeHoME3yIOT TOT Ke MPHHIMT, HO, KOHEYHO, BO3MOXHOCTH TMepeiavH
JIAHHBIX BO3POCIIH MHOI'OKPaTHO.

[lo paiuycy AcHCTBHS M HA3HAUCHWIO COBPEMEHHbIE GecrnpoBoHbIE
CeTH MOXHO pasJIe/IUTh Ha:

- nepconainbubie (Wireless Personal Area Network. WPAN):

- noxansibie (Wireless Local Area Network, WLAN);

. - roponckue (Wireless Metropolitan Area Network, WMAN);
- rnobamsuslie (Wireless Wide Area Network, WWAN) (puc. 3.1).

| -
| Mepconansunie 10- _ _

I15m
| -

, —
h | Jokansusie

@:4:: MeTpos |

; ! e e e ——— —
Topoackne (a0 80 kw)
L - . S
7 [no6asmsunie (crpausl, konTunenui) ‘_
PPuc. 3.1. k;
-1 TLE#P:%SZM—ES: OECITPOBOAHBIX BEITUCITUTEIBHBIX cetrei
OcHog
HElIe tuﬁmxﬁﬁ ¢
= ) PUCTUKH BhilIIEIIEpeyucie L *ETeH
:vﬂbh_mx:c_:._ . 31 I ICJICHHBIX CETCH
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Tabnuna 3.1. OCHOBHBIE XapaKTEPUCTHUKH OECIIPOBOIHBIX CeTel

aﬂwm:,_ﬂm_won:r:.ﬂl " WPAN ! WLAN WMAN WWAN
/// cern| (nepconanbunie (roxaabHBIE (ropoackue (rnobannunie
Xapaxres., _, Gecnposoansie | GecnpoBoaubie Gecnposonubie | GecnpoBoanbie
PHCTHKR ///w ceru) cern) cern) ceru)
| Ctepa _wuzn:u nposoaos|  MoOuasHbie IlIupoxononocusii |  Mobunbusii
npumeHenns | nepuepHitHLIX pacuiMpeHHs GecripoBoAHOM JIOCTYIL B
* yCTpoiicTs NPOBOIHBIX ' aoctyn Hureprer sue
SN sT1J!r...._§‘| 4 NOMeIeHIi
Bluetooth, Wi-Fi WiMax GSM, GPRS,
i UWB, (802.11) (802.16), WCDMA,
ﬁ ZigBee ‘ MBWA-m  |EDGE, HSPA®,
- (802.20) WiMax, LTE
becnpoeoduvie  nepconanvhvie  cemu  (WPAN) — oTiM¥aloTes

HeGosbIIMM paccTosHueM repesaun (10 17 MeTpoB) n MCNONL3YIOTCH B
HeOoNbUIMX 31aHMAX. XapAKTEPUCTHKM TaKMX CeTeil cpeJHue, U CKOPOCTh

nepeaaqu 00BIMHO He npesbimaer 2 M6ur/c.

Takas cerb MO¥erT 00ecnedyuTh,

Harpumep,

[{PUHTEPOM.  YCTpaHeHue  IyTaHnlbl  IPOBOJOB,
KOMMbLIOTEP C BHEHIHMMM  YCTPOHCTBaMH, ABJIAETCA
CEepBE3HbIM IPEUMYILECTBOM, 3@ CHYeT KOTOpOro

CMELUEHHE [IPOCTPAHCTBA CTAHOBUTCH 3aMETHO NnpouiLe.

Jleno B TOM, 410 60IBIMHCTBO 6ECIPOBOAHLIX MEPCOHATBHBIX cereit

6ecrpoBOAHYIO
CHHXPOHM3ALMIO JAHHLIX HA MEPCOHAIBHOM KOMIbIOTEPE HIH HoyTOYKe.
Takum ke oOpazom obecrieunBaercs OecnpoBOJHOE COCJMHEHME €
COeIMHAIOIIMX

JIOCTaTO4YHO
nepBoHavanbHas

YCTAHOBKA BHEIIHMX YCTPOMCTB M moCneaylouiee, Npy HeoOXOIUMOCTH; -

se npaveHeHyit o(uca MM JIOMOYA/IIEB HA CKOPOCTAX TIepejadn 1o
Mbit/s. [lo  XapakTepuCTHKAM, — KOMIOHEHTaM,  ueHe W
SRBOIMTE/IEHOCTH  TAKWE  CETH  aHAIOTHHHBI  TPaUMUMOHHBIM

THBIM JJOKAJIBHBIM CETAM Ethernet.
BecnposooHbie copoockue cemu (WMAN) - ato cetn MOKpBIBAOLIIHE

amp  ropofoB. B OONBIIHHCTBE CIy4YaeB TIpH  BHITOTHEHHH
skenyii  TpeOyercs  ONMpeleNeHHOe  COoefMHeHWe, WHOrA W
SumpHOe  coexanHenwe.  Hanpumep, Takas ceth B GonbHAuE
SecnieumBaeT  fepejayy  JaHHBIX  MEKAY TIaBHBEIM  3JaHMEeM |

enHbIME KIMHUKaMK. [TpuMepoM Takoif cetn Mmoxer ceth Sage desk
(GHepreTyueckas CeTh), KOTOpas pacnpeieiseT Hapsasi Ha paboty
paiioHHbIM duIMaIaM U3 OIHOTO MECTa, @ TaKKe KOHUEHTPUPYET B CBOCH
Base ux seinoHenne. K aToif ceTi MOryT moJKIO4aThCs MONL30BATENH CO
CBOUX MOOMJIBHBIX YCTPOHCTB.
' ITocrapumku yciyr GecnipoBonnoro mnnarepuera (Wireless Internet
Service Provider, WISP) mpenocraBnsior GecnpoBomHym cerb, kak B
POPOACKMX, Tak M B CENbCKUX paioHax [0 YCMOTPEHHIO KIHEGHTOB,
obecrieunBas HempepsiBHOE GECPOBOAHOE COEIMHENNE JUIN IOMATITHHX
HomB3oBatesieit 1 koMranuil. Takne cet 3auactyio 6oyee >(deKTUBHEL,
SEM  NpocThic  TIPOBOZHBIE COEJMHEHMS C TPOKJIAAKON IPOBOOB.
XapakrepucTiki 6ecnpoBOAHEIX FTOPOICKUX ceTell pa3sHOOOpa3HEL
Becnposoouvie  znobannwie  cemu (WWAN)  obecneusnBaror
BBIIONHEH e MOOWMITBHBIX TIPUIOKEHHH ¢ JIOCTYIIOM, Kak 110 OIHOIT
ﬂ..m.n..w-noﬂwz_,.“.w__“_:w: MMEET BO3MOKHOCThH MEKKOHTHMHEHTAlILHOIO OXBATA.
AUMOHHBIE KOMIMAHMK CO3MAIOT OTHOCHTENILHO HOPOryio

MOTPe6IAIOT MEHBLIE IHEPIHH, YeM IepeaTHMK-NPHEMHHK (Tpancusep), & HHdpacTpykrypy GecripoBomHoli 11106 i
ee MOPTATHBHOCTH 1103BOJISET YCTPOHCTBAaM noib3oBareneii 3(pexkruBHO T e — hw_“r_“o_ CETEy oI
paGorarh OT Oarapen (WIM  AKKyMyJATOpa), 4TO  NOBBIMACE Crommocts  Takoro pewemns  pacn m;r.:»_n_zwoﬂ:z :.o:ﬁcwm.nm:n:.
[POM3BOAMTENBHOCT  KOMMBIOTEPHOrO  YCTpOHCTBa B TEHEHHES HONb30BaTe MY, B pesynbTare uero mmo:u e mu . ZS_S.«, ROShS
qurensioro  ppemenn., Kpome TOro, Hu3Koe ¢=mv25Q€mm=n==n, BBICOKOI1. €HTCKas 1ara Oyner He o4eHb
NO3BOJSIET WUCMONL30BATH OGECTPOBOAHbIE [EPCOHANbHbIE CceTH A Braronaps COTPYIHUYECTBY MHOIH ‘
MOOMIIBHBIX TeNe()OHOB H Hay IIHUKOB. KOMIranmii, cepa w:.:x::n movn: ,omwo_ X ﬁgmxozz.«::xm::ow_:r;
Becnposoonsie nokansnere cemu (WLAN) obecneuusalor BBICOKHE OrDanuyen,. Yepes Gecnposomtyio -‘Mcmmwwhmo Mnﬁ”@ﬂﬂ”ﬁm cereit  He
3 T-yCIyraMu

XapaKTepUCTUKK [1epe/iaun BHYTPHM M BHE O(QUCOB, B NPOU3BOICTBEHHBIX

31aEMAX. B TAKMX CETAX 10/1630BATENH 4aCTO MCMOJBL3YIOT KapMaHHBIE
nepcoHasibHbIE

—unnvﬁoow.

xkommeioTepel  (KIIK),

[PUJIOKEHNHA,

1epCoHaliLHbIE

KOMIILHOTEPLL H
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HOYTOYKH,

e Ttpebyromme OosbLIIMX
GecnpoBoHbie JIOKANbHbIE CETH MMEKT BO3MOKHOCTH cooTBecTBOBATE

MOXHO 110/11,30p
] Hocrasy KOR T
XmUmx.Z..v
OTHOCHTE 11,y
Nm—:.\o. UHOr;

aTh
- best W3 MO0 ToukH MHpa, OTUIaTUB YCITYTH OIHOMY M3
P:OXCZZ%::Zm:,:CZIO_,O cepBHca.
Her ~ o
CTHKH OECTIPOBOAHONI TyI06GaiIbHON ceTH He ABISAIOTCH

BLICO ~ e
. ;m:s:, CKOPOCTE Tiepeauu JaHHBIX cocCTaBsieT 56
1a 170 Kéur/c.




[TpunoxeHus, cnenuuanble s 6eCrnpoBOAHBIX rinodanbHeIX ceteff Ha puc. 3.2 nokazaHo, 4to HOyTOyk ¢ USB-kmiodoM Moxker

- 310 NPHIOKEHHs, KOTOphIE NO3BOMMIOT HCNOJBL30BaTh MHTepuer, MoeicTBOBaTh MOCPEACTBOM 6ecnpoBOIHOI CBA3M € MOGHILHALIM
mepesady M mpHeM COOCIUEHMH 31EKTPOHHOH MOYTBL. Kak npasuno, e donom, KITK 1 npyriMu KOMIBIOTEpaMH. Bluetooth obecneunsaer
nonp3osare u HecnpoBOIHOI CeTH TEPPUTOPHAILHO HE OrPaHHYEHBL. SMer uEdopMalieil MEXIy TaKHMH ycrpoiictBaMu, kak [TK, HoyTOyKH,
BecnpoBo/Hble  epPCOHATbHbIE,  JIOKAIbHBIE,  TOPOACKHE g SA. MoOwibHbIE TeNeGOHBI, TTPUHTEPH 1 unbpokle Goroanmaparsl, B
raobanpHble CeTH JIOMOJHAKT ApPYr JApyra ¥ OTBEYAOT pasnvyHbIM emvee or 10 10 100 M Apyr OT pyra ¥ J1aXe B Pa3HBIX MOMEMIEHHSX.
tpeGoBanusam. Ilpw onpejeneHun pasnuuui  Mexay GecnpoBOAHBIMY & [lepsoe, C 4ero HauHMHAaeTCH paGora Bluetooth-ycTpoiictea B

CeTAMH UCIOB3YIOTCA NPUMEHAEMbIE B HUX pasiHiHble TEXHOIOIHH. RamaKOMOM OKpYXEHHH - 3TO npouexypa device discovery, T.e. mowck
, ax Bluetooth-ycrpoiicts. Jlis 3Toro nockiiaercs 3arnpoc, M OTBET Ha

3.2. TexuoJ0run nocrpoennst GecnpoBoOAHbIX ceTeil Hero 3aBuCHT HE TOIBKO OT HAIMYWS B pPaqMyce CBA3N aKTHBHBIX
etooth-ycTpoifcTB, HO ¥ OT peXUMa B KOTOPOM HAXOIATCA 3TH
becnposoonsie nepconansusie cemu. K xaTeropun DecrnpoBOIHbIX yerpoiicTsa.
[IepCOHAJILHBIX CeTell (WPAN) OTHOCHTCS LJIblil PsiJL TEXHOJIOI M. Camoit Ha sToM 3Tarne BO3MOXHO TPH OCHOBHBIX pexnMa:
[lepBoi M3 TeXHOJIOrHil mepejayu JaHHbLIX B Mpeaenax Majioro paadyca " |. Discoverable mode. Haxonsumiecs B 3TOM pexuMe yCTpOHcTBa
neficreus samsercs IrDA (Infrared Data Association) - TeXHOJIOrHsA "BEENIA OTBEYAIOT HA BCE N0JTy4eHHBIEC MU 3a1IPOChL.
nepejavy JAHHBIX B HMH(PAKpaCHOM JHANa3OHE. DTa TEXHONOI'HUS 2. Limited discoverable mode. B a3rtom pexuMe HaxomsTcs
MO3BOJISET NepeJaBaTh AaHHbIE B TPElenax CBOOOIHOrO OT NpensTCTBHN ,"_o.ﬂ.vonnamm. KOTOpPBIE MOTYT OTBE4aTh Ha 3aMpOChi TOJBKO OrpaHHYEeHHOE
[POCTPAHCTBA HEOOIBIIOrO panuyca. i BpPeMs, WM JOIDKHBI OTBEYATh TOMBKO TIPH COOJIONEHUN ONpenenéHHbIX

Donee coBpeMeHHON (M B HacTOsILEE BpeMs MaccoBOit) ABJIACTCH .wggs.
texnosnorus Bluetooth. Jlis ycranosnenus 6ecnpoBOJHOIO COSIMHEHHA
Bluetooth mpamas BUIMMOCTb MEXJYy YCTpOHCTBAMH HeE Tpebyercs, B
ormmune ot uHOpakpacHoil  cBasu. [lepcnexTHBHLIMH SABJISAIOTCS
rexnonornt UWB (Ultrawideband) u ZigBee. s P

Texwonozua Bluetooth. Papuocss3p Bluetooth ocyuiecTBisercs . ‘u....,._.
amanasoue 2.4-2,48 I'T'u. Crektp curnana GopmMmupyerca no MeToay FHS ooty |

Bluatooth Hoyrby

Bl otoolh Tapeinyen
(Frequency Hopping Spread Spectrum) - LLIMPOKOTIOJIOCHBIH CHIHAN MO ~. a3 .
METOly HYacTOTHBIX CKayKOB, COIJIACHO KOTOpPOMY Hecyilas 4acToTa i3 | ‘ ~§
curfana  ckaykooOpasHO  MEHAETCHA 1600 paz B  CexkyHAY: Bisetoatn NIk { e S
[Mocriel0BaTeMBHOCTS [EPEKIIIOUeHHA MEeXIAy 4acToTaMu i Kaxza0ro. __f :%w._wx._..“
coeMHEeHNs U3BECTHA TOJIBKO Nepeaaryuky U NpHeMHHKY, HTO no3sonser o aaibamaer
obecrneunTh KOH(PUISHUMAIBHOCTh [epeaavn ' JaHHbIX H HCKTIOYHTE —— -
[IOMEX U, EC/TH PSAOM paboTaloT HECKOJHKO Map " IpHeMHMK-nepeAaTIHK" ] Slustoctt Taeon
Ha 0ase yHHBEpCasbHOTO TPHEMONIEpENATNKa obecneynpaeTea Pue.3.2. 1, Oase
cBsi3b ¢ Jio6eiMu  Bluetooth-pewieHusMu, nOpHYeM [JIABHBIM o6Gpa3oM 06ecreyys; .v:_:mcvmm:v:oﬂo npuemonepenatuuka Bluetooth-dongle
UCTONMB3YIOTCS  ABA  BapuaHTa wucnonmenmsi: 1u6o  Bluetooth-KiiO® 4ETCH CBA3B ¢ pasmiHbivK Bluetooth-yerpoiictramu
(Bluetooth-dongle), nubo noakmoyaeMbe K CrelHanM3npoBaHHbIM BB, Non-discover
marepunckum 1uiatam  Bluetooth-azanTepsbt. Ha ocxose Bluetooth= YeTpotic:s, z,:ﬁ. overable mode. Haxomsmmecs B 3TOM pexume
TEXHOJIOrMH MOXHO CO3/1aTh IIEPCOHAJILHYI0 OECIIPOBOAHYIO CeTh. 3anpocy; BULHO W3 Ha3BaHMA pexuma, HEe OTBEYAIOT HA HOBHIE



ITocne Beex mpoueayp oOHapyKeHUs, MICHTU(PUKALMY U NEPBHYHEIX

nacrpoek, Bluetooth ycrpolictea MoryT mnepeitH K 00meny
nosnb3oBatensckoi uHopmanuei. Cneunpuxanus Bluetooth onuckisaer
nakernblif  cnoco6  nepejaud  MHGOPMAUMM  C  BPEMEHHBIM

MybTUIUIEKCHpOBanMeM. B panmorpakre mnpumenen meton FHSS,
Ucxoms u3 npunuunos paborsr FHSS, Bes monoca 4acToT noapasaenena
HA ONpeneneHHOe KOJIMYeCTBO IOAKAHAIOB umpuHoii B 1 MI'n. Kaunap
npezacrasaser coboil ncepocay aiinyio 1m0c/e10BaTebHOCTh CKAYKOB 1o
79, 23 unu 22 pagMovacTOTHbIM KauajgaMm. Kaxiblii kaHal JenuTes Ha
BPEMEHHbIE CEIMEHThI NPOIOIKATEILHOCTBIO 625 MKC, NPHUYeM KaXAOMY
CEerMEHTY COOTBETCTBYET ONpejielieHHas Hecyllas 4actoTa (moaxkaHan).
[lepenaTyuk nepecTpauBaeTCs W3 OIHON HECYLICH B APYIyi0 CHHXPOHHO €
MPHEMHHMKOM. 3a CeKyHIy MoskerT npoucxoauts a0 1600 4acTOTHEIX
nepecrpoek. Takoe M3MEHEHHE HACTOThI HECYIUEro TaKyke Ha3bIBAaeTCH -
hopping, a kauana hopping channel. Meroa obGecne4nsaer
KOH(PUISHIMAILHOCTE 1 HEKOTOPYIO IOMEXO3ALIMIISHHOCT: Mepeaat.
[locnennss oGyciOBIeHa TeM, YTO €ClM MepefaHHbi 1o Kakomy 6o
KaHany naker He ObUT NPHHAT, TO NPUEMHMK coobuiaer 00 3TOM, W

rnepejaya MaketTa MOBTOPHETCH HA OJAHOM M3 caeayomux NoJKaHaloB,

yIKe Ha [pyroii HacTore.

[Ipu coeaunennu oanoro Bluetooth ycrpoiictsa ¢ HECKOJIbKHMH
APYT¥MH, YCTPOHCTBO KOTOpOE OOCIY)KHBAET HECKOJILKO COe/dHHEeHMM,
Ha3bIBaeTCs master (Win "Benymumii"), a NOAKMOYEHHbIE YCTPOIiCTBA - slave
(unm "Besomeiit"). K ogHomy master MoxeT ObITh IOAKIIOYEHO 10 CeMH

akTHBHbIX slave. Kpome akTuBHbIX slave (T0 ecTh, yCTPOHCTB, KOTOPBIE

AKTHBHO OOMEHMBAIOTCA JIAHHBIMH), MOJXET CYIIeCTBOBaTh MHOXKECTBO
HEaKTUBHbIX slave, KOTOpbIEe HE MOryT OOMEHMBATHCH JAHHBIMH ¢ MAastery

(OoKa 3aHATHl BCE KaHa/lbl, HO, TEM HE MeHee, OCTAIOTCH,

CHHXPOHU3NPOBAHb! ¢ HUM. Takas cTpyKTypa HasbiBaeTcs piconet. PasHbIE

piconet He CHHXPOHW3MPOBAHLI JAPYr C APYrOM 110 BPEMEHH W HacTOTE:

Kaknas M3 HMX HCHOJB3YeT CBOKO [MOCJEN0BATEIbHOCTh HacTOTHBIX
ckaukos. B mpesenax ke OQHOro  piconet Bce  ycTpoOMCTBA
CHHXPOHK3MPOBaHbl 0[O BpeMeHH M uacrore. [lns kaxuoro piconet
reHepHpYeTcs IICeBJOC/yYaiiHas —[OC/IeN0BaTebHOCTh  CkaukoB M

onpeJiensieTcs a/pecom ero master ycTpoiicrsa.
B ojH0it piconet Moxer ObITh TONLKO OJIMH Master, 0/HaKo KaK bl
slave MOKET OJHOBPEMEHHO SBJIATHLCA Master-oM Ansi APyrux ycTpOHCTE:
1 oOpa3osbiBaTh cBOMl piconet. Heckonbko piconet 06be1MHEHHbIX TaKHM
obpaszom obOpasyroT scatternet. B pamkax scatternet pasHble ycrpoiicTsa
40

ge TONBKO OBITH OXHOBPEMEHHO master wim slave /s pa3nHYHbIX
Sonet, HO ¥ MPOCTO slave Juld pasHbIX piconet. bonee HarIgaAHO ¢ 3TOM
pyKTypOiil MOXKHO 03HAKOMMTHCS HA pHC. 3.3. i

Bosiee TOro, B ciy4ae neoOxoMMocTH J1i000i slave B piconet Moxxer
master. ECTECTBEHHO, CTapbiii master npu 3TOM CTaHOBUTCH slave.
obpazoM, B scatternet MOIyT obbeamHATbECA cTonbKO Bluetooth
YeTpoiicTB,  CKOJIBKO HeoOX0AMMO,  JIOTMMECKHE  CBS3M  MOTYT
&annuoaz_:_?cm TaK, KaK 970 TpeOyeTcs, M MOIYT HM3MEHATLCH Kak
YOO, B CI1y'iae HEOOXOIHMOCTH.

(M

Slave .- e
)

-~ .
\

. ~f £ |

' ;&y&ﬁr&ﬂ * Master p

Ve o : msg/./ﬁ/ ﬂ

4 i f

,. W/ A., ‘. ...v ’

g Stave .o Stave
piconet 2 #i

+ Slave

piconet1 >’

Puc. 3.3. Ctpykrypa oprauusauun cssizu Bluetooth-ycrpoiicts

B craunapre Bluetooth npeaycMorpena nymsekcHas nepejaua Ha
OCHOBe paszenenus Bpemenu - Time Division Duplexing (TDD). Master
HEpPeaeT nakeThl f(k) B HEYETHHIE BPEMEHHBIE CErMEHTHI, a slave- B
HETHEIe (puc. 3.4.). [TakeTs! B 3aBUCHMOCTH OT JUIHHBI MOr'yT 3aHUMaTh 10
IBITH BpeMeHHbBIX cermMeHTOB. [Ipu 3TOM uYacTOTa KaHalla He MEHSeTcs 10
OKOHYaHus repenayn nakera (puc.3.5).

k) Jtk+1) Jk+2)
Master [ el Ll
ik 1 Harnipasiienue
—t 2100 S nepe/a4i nakeTa
4 . 1>
3 I
S1 : - .
Slave | T b ave
|- s
- i el e
625 Mkc

-y

P .
ne. 3.4. Tlopsinok nepeaayy KOPOTKUX MAKeTOB
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ITporokon Bluetooth Moxer momuepXuBaTh ACHHXPOHHbIH KaHaj
JaHHBIX, JIO TPEX CHHXPOHHBIX TONIOCOBBIX KaHANOB WIIM KaHan ¢
OJHOBpPEMEHHOM AaCHHXPOHHON mepeauci JaHHBIX ¥ CHHXPOHHOMN
nepejaavdeit rojoca.

F@&)

-

— -4
—~

Puc. 3.5. [Topsnok nepefaum JUIMHHLIX MAKETOB

Ultra wideband (UWB)

B CBA3M C pacmIMpeHHEeM MCTOJIB30BaHUA LH(PPOBOro KOHTEHTa B
[IepCOHANLHBEIX KOMIIbIOTEepax, OBITOBOM 31EKTPOHMKE U B MOOMIILHBIX
KOMMYHHUKALMOHHBIX YCTPOMCTBAX MOSBHIACE HEOOXOAMMOCTE B €IHHOM
CTAHIAPTHOM CPEJCTBE COEJMHEHWS, KOTOPOE JIOJDKHO COOTBETCTBOBATH
HaOMIoaromeMycsi CEerofHs Tpoleccy KOHBEPreHIWH B OTHOMEHUH
yKa3aHHeIX ycTpoitcrs. [ToctenenHslii nepexoa k yio6Hoii GecnpoBoaHoR
nocraske undpoBoi MHGOpMALMK CO3MAET TMPEANOCKUIKA JUIS CO3JaHus
€IMHOTO ¥ CTAHJIAPTH30BAHHOro OECIpPOBOAHOrO CPEACTBa MOAKITIOYEHUS
JUTS pasHbIX o6nacreif npuMeHeHus.

JUtst YCTPOKCTB OBITOBOIA JIEKTPOHUKH HeoOX0IuM
BBICOKOCKOPOCTHOIT GecripoBojHO#N mHTep(eiic, oHaKO WCMONB30BAHAE
takux OecnpoBOAHBIX TexHosornii, . kak Bluetooth wnm  apyrux
GecnpoBOAHLIX TPOTOKONOB WMeeT = psi  orpanudenmii. OcHOBHOH
HEAOCTATOK A3THX IPOTOKOJOB 3aKJIIOYaeTcs B WX CpaBHHTENBHO
HeGonbmoON mosnoce mpomyckaHus. JUns  JMOCTaBKM Buueo OOBIMHO
TpebyeTcs nporryckHas criocobHocts oT 3 1o 24 Mb6ut/c.

AnbTepHaTUBHOMN TEXHOJIOTHE GecnpoBOHOTO JocTyna,
obecrieqnBaomeii 06MeH JaHHBIMH IO paguoKaHay Mexay ObITOBBIMA
IeKTPOHHKIME ycTpolicTBamMu, nepudepuiiasivu yctpoictamu TTK H
MOGMIBHBIME  yCTpoifcTBAaMH Ha HeGOJNBIIMX pPacCTOSHMAX ¢ O4YeHB
BHICOKOH CKOPOCTBIO W MaibiMH 3aTpaTaMH JHEprum, sBIAeTCA
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xomoniocHasi  Texnonorus  Ultra WideBand (UWB). Dra
oGnanaeT BBICOKOM IPOTYCKHOW  CIIOCOOHOCTBIO — TIPH
paanyce 30HbI MOKPBITHA M HIEAILHO TOAXOAHT JUIA
nepesayd  BbICOKOKaYeCTBEHHOro MYJAbTHMEAMHHOTO

sgepX1po
e O:O_‘:m
1eb0J1b1L1OM

J

annn_uc,:i:cm
KomTeHTa, B 4ACTHOCTH TMOTOKOBOrO 1M(poBOro Bumeo oT IuhpoBoro
3aMMCHIBAIOLIETO BU/ICOYCTPOMCTBA Ha TEJEBU3UOHHOE YCTPOUCTBO

arapra  1BY  (TeneBunenne BBICOKOM  YeTKOCTH), MM IS
GecnpoBOAHOTO COCAHHEHHA mobmisHoro [IK ¢ mpoekropom BO Bpems
fpeseHTaLmi.

Texnoaozus ZigBee

ZigBee - OecrpoBoAHAs CeTeBas TEXHOJOIHA KOPOTKOro paauyca
nnnné.ﬂx. Gasupylomasics Ha crasgapre IEEE 802.15.4. J[lannas
rexnonoris Obi1a paspaboTana ¢ Lenblo obecneverus Gonee ewWweBoro u
MeHee OJHEPrOeMKOro pelenns o cpaBHenuio ¢ apyrumu WPAN-
gexponorusimMi, B wactHoctH ¢ Bluetooth. [Ilporokonsr ZigBee
paspaboTanbl C yYeTOM MaKCHMAIbHOrO JHeprocOepeKeHms: Oonbuy 0
YacTh BpeMEHM YCTPOHCTBA HAXOAATCS B CIMIEM peXUME U TOJIBKO
M3pe/IKa NPOBEPSIOT, MOCTYIMIIM I K HUM oOpaiuenus. JaabHOCTh CBA3M
MEX/1y 1ByMs anmaparamu - 10 75 m.

B Hacrosiiee BpeMs TEXHOJOTHS [PUMEHAETCS B OCHOBHOM B
CEHCOPHBIX CHCTeMax, HO €€ CTOPOHHHUKM CUMTAIOT, YTO OHA MOXKET
MCIONB30BATECA JUIA COCQMHEHHS NPAKTHYECKH JIIOOBIX 3IEKTPOHHBIX
yerpoiicte. B wactHoctd, ¢upma Pantech-Curitel yxe BbimmycTuia
emaprdon ¢ unrepdeiicom ZigBee. Oxunaercs, 4To AaHHAA TEXHONOIHA
Oyser npuMensTbcs B pasHooOGpasHbIX  OGECHPOBOAHBIX  CPEACTBAX
CHrHAM3aUNK (3abIMIIEHHE, TEeMIIePAaTypa, LUIyM, BIAXKHOCTh, [IBHIKEHHE
MT.0L), 11 ynipaBienus ycTpoicTBamu "yMHOIro" aoma. .

Texnonozun noxanwvnoii 6ecrposoonoii cemu (WLAN) ocHoBaHA Ha
Cemeiicte cranmapros 802.11. Texnonorun WLAN, NpUHAIeKAIIHE K
Rxmmc._.zw crapgaproB 802.11, yacTo ycTaHaBIMBAIOTCA 4Yepe3 TEPMHH
Wi-Fi. B uacrosmee BpeMsl 3TOT TEPMUH HMCIOJB3yeTcs B KadecTse

%ré?_u._.:mr_ IIPOBOJHBIM JIOKA/IbHbIM CETAM CO BCEMH IOaHHLIMH,
OTBETCTBYIOIMMMU Heo6s3aTeILHOMY CTaHNapTy B ceMeiicTe 802.11.
HAnst nomawmeit cern mu HeGonbLIOi o(UCHOM CeTH J0CTATOYHO

Hannyy -
14U OJIHOM TOYKH MUCIIOJIB30BAHMS, r—mﬁﬁu KO.—.O—u%-O Onv::rwﬁ.ﬁmbmqa,nm
EBs13L ¢ okol

€ nomonyy,

CUHBLIMM YCTPOMCTBAMM CETH 4epe3 ILMPOKONOJIOCHYIO CBA3b
10 KoMMyTaropa (puc.3.6).
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- MPEeNoCTaBJIEHUE BBICOKOCKOPOCTHBIX CEPBUCOB IE€PEAYH JIaHHBIX

W TENIEKOMMYHMKAUMOHHBIX YCITYT;
- CO3JaHMA TOHEK JOCTYMa, He TPUBA3AHHBIX K reorpadudeckoMy
MOJI0XKEHHIO;
- CO3JaHMS CHCTEM YHAJIEHHOr0O MOHWTOpWHra (monitoring

CHCTEMBI).
Konrponiep
aocryna
e W
Hnreprer-
TipoBaitaep

- GecipoBOAHOT

0 nocryn
WTC

Touxa OTtkperTeiit qocTyT!
Aocryna - POYMMHT;
- ayTeHTH(MKALNA,
ABTOPH3ALIMA;
ﬁ - eOMHBIH  pacyeTHhIR
Touka cyer
JocTyma

Puc. 3.8. Cxema xor-criota

WIMAX no3BonsieT ocymecTBIsTh A0CTYN B MHTepHET Ha BBICOKUX
CKOpOCT#X, ¢ ropasfo GomsmuMm mokpeiTHeM, deM y Wi-Fi-cereit. 9to
MO3BOJIAET HCIONL30BaTh TEXHOJIOMMI0 B KayecTBe "MarucTpalbHbIX
KaHanoB", TIPOAOKEHHEM  KOTOPBIX  BBICTYMAKOT  TPAJHIIMOHHbIE
BbIIEJIEHHBIE JIMHAH, @ Takike JIOKalbHble ceTH. B pesynbrare noaoOHbIi
TMO/IXOJI TO3BOJISET CO3/1aBaTh MACIITAOUPYEMBIE BRICOKOCKOPOCTHBIE CETH
B paMKax ropozios.

B Hacrosimee Bpems u3BecTHBI 4 cTanmapra texHonormn WiMAX:
802.16a, 802.16d, 802.16e u 802.16f. HecMoTps Ha opuHakoByo 6a3y, 3TH
YeThIpe CTaHAapTa NPaKTHYECKH HECOBMECTUMEI. .

Cers WIMAX cOCTOMT U3 IBYX OCHOBHBIX "acTeif (puc. 3.9):

1. basopast cranuus WiMAX, MoxeT pa3Mmeniarbcs Ha BhICOTHOM
o0beKTe: 31aHNH WITH BBIIIKE.

2. Knuenrtckmii TPaHCHBEP WIMAX - aHTEeHHa c
MPUEMHHKOM/TIEpEJIaTIHKOM.
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ABTOZI0pOTH
20Ty
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OdmcHsie cetn
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Y aaineHusie paioHst
o

ba3zoBas CTaHuMs
WiMAX baiopaa crauuma L 5

WIMAX )
bazosan cranuma

WiMAX

Puc.3.9. Crpykrypa cetu WiMAX

Coeannenne Mexny 6a30Boii craHLMedl N KIMEHTCKIM TPAHCHBEPOM
npouspoautcs B auanazode 2-11 I'Tu. Jlanvoe coeanmHeHue Mo3BojseT
1epeaBaTh JAaHHble O CKOpOocThio 10 20 M6ut/c u He TpebGyer HanM4us
NpsMOil BHAMMOCTH MEXIY CTaHIMeH H I0jb30BaTesieM. DTOT PexHM
paGorer GazoBoii cranuuu WiIMAX 6/M30K IIMPOKO HCIIOJIb3YEMOMY
crangapry IEEE 802.11 (Wi-Fi), 4ro nomyckaeT COBMECTUMOCTh YikKe
BBLINYIIEHHBIX KiMeHTCkuX ycrpoictB 1 WiMAX. Texnonorus WiMAX
NpUMMEeHseTcs KaK Ha KOHEYHOM Yy4yacTKe Mexy npoBaijaepoM H
nojb3oBaTeneM, Tak M Ui [peloCcTaBleHHs AOCTYNa K perdoHalbHBIM
ceTsiMm: opuCHBIM, palfoHHbIM. Mexny coceqHuMH 6a30BBIMU CTAHLIUAMU
YCTaHABIIMBACTCS MTOCTOSHHOE COEJMHEHME C MCTIONB30BAHMEM JIHANa30Ha
dactor 10-66 I'Tu. OnHa u3 6a30BBIX CTAHLMK MOXKET OBITh IOCTOSHHO
CBfi3aHa C CeThIO IpoBaiinepa uepe3 LIMPOKONOIOCHOE CKOPOCTHOE
COe/IMHEeHHE.

Tunosas Gazosas craHuus umeer 10 6 cexTopoB. CTpyKTypHas
CXeMa OpraHM3alMu ceTH Ha ocHoBe cTtanzapra 802.16 npencrasneHa Ha
puc. 3.10.
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Puc. 3.10. KopnopaTuBHas ceTh ¢ (parMeHTamMu WiMax

ITo crpykrype cetn WiMAX ouenb TOXOXH Ha .EME:E\E:J_V_@ ceTH
moGmibHO#M cBa3n. Curnan WiMAX moxer noctynark 1o namzhmnazo&w
Ethernet-ka6esio, Kak HEMOCPEACTBEHHO Ha KOHKPETHBIH KOMITBIOTED, a.m,x
¥ HA TOYKY JOCTYIa cTanaapra Wi-Fi wim 8 ac_&:_u_.QE MPOBOAHYIO nm_z_“
crangapra Ethernet. D10 TO03BOJAET  COXpaHWUTH owEnmawwmcﬁw :
uadpacTpykTypy PadORHBIX MM c.ezn:!x JIOKaJIbHBIX ~ CET )
riepexojie ¢ kabenbHOro 10CTyTa Ha WiMAX. . : L x

Ha namusii  MomeHT WiMAX  TexHoioruu noJJlepKHUBa

MBI pabOoTEL:
n:nnw._oM”M&vmvwﬁi\ﬂc- @uxcupoeainbili docmyn - TPEACTABIACT coboit

] xaosioruaM. [Ipu 3ToM
aTBTEPHATHRY MMPOKONONOCHBIM [POBOJHEIM TE p

BCE Y3JIbl CETH OCTAIOTCS HEMOABIKHBIMI, z gl e
- Nomadic WiMAX - ceancoeviii docmyn - JOOaBlICH

ceccHil K yXe CylecTByoueMy Fixed WiMAX. Hammaune nannsn. :.o.wmozu_n“
coBOHO TiepemenaTh KIMEHTCKOE obopynoBaHue MEHIy mar/ﬂwﬂw_\ﬂx
BOCCTAHAB/IMBATE COEJIMHEHME YKe C MOMOMIBIO APYTHX BBIMIEK WI A
HeXel TeX, UTo ObUTH UCTI0JIb30BaHbl BO BPEM3 Tpe/ibly el Ceccnu;

48

- Portable WiMAX - docmyn & pexcume nepemewjenus. Jlas 3toro
pekUMa  J100aBieHa  BO3MOKHOCTH dBTOMATHYECKOTO NEPeKTIOYeHHS
KITHEHTa OT oaHoll GasoBolt cranumn WiMAX k napyro#i Ges norepw
coeiMHeHHA. CKOPOCTH NMepeIBHKEHHS KIHSHTCKOT0 060pY10BaHUS — JI0
40 km/1;

- Mobile WiMAX - mobunenwiii docmyn, ITOT pexum TO3BOISET
YBEITUYHTL CKOPOCTE TMepeMelIeHus KimeHTckoro obopyaosauus no 120
kM4, Kpome — TOro,  pexum — YCTOHYMB K MHOIOIydCBOMY
pacnpoCTPaHEHHIO CHUTHAla W COOCTBEHHBIM nomexam 6e3 morepu
COC/IMHEHUS TIPH pe3KOM CMeHEe HalpaBiieHHs BWKEHHS KIMEHTCKOTO
oGopyI0BaHUA W JIp.

BesomacHocte  WiMAX-cern obecriednBaercs Ha  (huandgeckoMm
YPOBHE CreluHalbHO pa3pabOTaHHBIMK YHIIAMH, KOTOpPBIE BCTPOEHBI B
ycrpoiicTBa GecTpOBOZHON CBA3M W YNPaBISIOT MPOIIECCOM Tiepeaadu
JIlaHHBIX TI0 paJInOKaHay,

Texnonozus MBWA-m 802.20. IEEE 802.20 umn Mo6uibuslit
LIHPOKONONOCHEIA  GecripoBoaHoii  moctyn (anri. Mobile  Broadband
Wireless Access, MBWA) — crampapr cozman I MOGHILHOTO
OecrnipoBojHoro joctyna k cetsm HuTtepHer. B ormuwme or WiMax,
paccuUTaHHOTO Ha paboTy B ropojax NMpu OrpaHuIeHHOM YHhcie 6a30BbIX
cranuuif, 802.20 wmmeer OGonbIme CXOLCTBA C OOBIYHBIMU COTOBBIMM
CHCTEMaMH M TIpeIHa3sHayeH g OBICTPOEHCTBYIOWIMX MOGHIBHBIX
MOAKIIOYEHHH HAa cKopocTax cBeimme | M6ut/c B 3-ITu wactoTHOM
Aunanas’oHe. JlaHHbIl CTAHAAPT 3aHUMAET WHTEPECHOE TOMOKEHHE Cpeiu
OCTalbHBIX CTAHJAAPTOB — C OAHOM CTOPOHEI, €r0 HA3BIBAIOT OrmKaiimmM
konkypentom WiMAX (802.16e), ¢ apyroii CTOpoHEL OH MOXeT
UCTIOJTE30BATECH B CHCTEMax COTOBOW cBs3u, 3aMeHsss GPRS wm
CDMAZ2000, a sto yxke WWAN. TexHonorus oSecrieunsaer paoty i
1PH TIepeMeIieHHH aOHEHTCKUX TEPMUHAIIOB Ha GONBIIAX CKOPOCTHX (10
250 xM/4ac) BHE 30HBI MPAMOIT BHAMMOCTH.

Pammyc corst MBWA moxer pocturars 15 km. Ilupuna momocs!
paanokanana - ot 1.25 MI'n no 40 MI'n.

I'nobanvnsie 6ecnposoonvie cemu (WWAN). Crampaprtel cereii
WWAN npuusto semmts Ha nokonenus. K nepsomy (The 1st Generation,
|G) orHoCATCS aHANOrOBHIE CTAHAAPTEI, KOTOPhIE MOCTENEHHO yIUIN B
npomnioe. I'oBopsi 0 BTOpoM mnokonennn (2 G), mpexkie BCero. ciemyer
ckazate o GSM (Global Standard for Mobile Communications) -
rioGankHOM cTaHpapre A% MOGHIBHON COTOBOM CBA3M ¢ pasieleHEeM
katiana mo npuHuuny TDMA. B cotoBeix mm¢ppoBeIX cetsx craHaapra
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GSM  MoxeT [epenaBarbcs He TOJIbKO ouupoBaHHas petub, HO g
UnpOBbie IaHHBIE.
A6onenTs! ceteit GSM MOTYT I0/Ib30BaThCs yClIyraMu MOOMILHORG
MOJEMa, MOYH¥aTh AOCTYNl K KOMIBIOTEPHBIM CHCTEMaMm HX O(puCOB,
[OCHLTaTh M MPUHUMATh COOOIIEHMA IJICKTPOHHOH MOYTHL OnHum w3
OCHOBHBIX HEJOCTATKOB TaKHX CceTeil #BIAETCA HHU3Kas CKOPOCTh
nepesiaym.
Bo3MOKHOCTH MOGaIbHOTO gocTyna B MiHTepHeT ObU1H 3HAYUTENIBHO
pacCIIMPEHbl ¢ MEPEXOJIOM HA HCIOJIb30BAHHE TEXHOJIOTHH GPRS (General
Packet Radio Service - nakerHas nepelaya JaHHbIX IO PALHOCETAM) =
HAACTPONKA HAJl TEXHOJIOrHelt MOOHIbHOH CBA3H GSM, ocylecTBIsSOIasN
MakeTHyl mepeiady JaHHbIX. TeopeTHueckuii MakCHMyM CKODOCTH
nepenauy nauKbix cocrasaser 171,2 KGur/c (3aBucut 0T K1acca GPRS).
JlasipHeuuM  pasBUTHEM TEXHOJIOIHH CDMA ssnserci WCDMA
(Wideband Code Division Multiple Access) - IMPOKONONOCHBIH
MHOXKECTBEHHbIl 10CTYN C KOJOBbIM pasjeneHueM - TEXHOJOrus
pamuonnTepdeiica, MCnonb3yomas IIMPOKONONOCHBIH MHOKECTBEHHBIH
NOCTYN C KOJIOBBIM Pa3ie/erueM KaHaloB, HCNO/b3yiomuii 1€ UIHPOKHE S
10710kl paauoyactor no 5 MI'u.
Crenyiolmii 37an B pasBUTHN TEXHOJIOIHH MOOHIIBHOrO 10CTYIA 310 ,
rexnonorns EDGE (anrsn. Enhanced Data rates for GSM Evolution) -
uudposas TexHoNOrHs 6eCNpOBOAHON Nepe/iaiy AaHHbIX 1A MOGHITEHOM
B34, KOTOpas NpeAcTaB/iABIAeT co00H HANCTPOHKY Hal GPRS ceramu.
[Momxmouenue B ceru no EDGE npumepHo B 3 pa3a ObICTpee, HeM
1o GPRS, a MMEHHO MAKCHMAJIbHAsi CKOPOCTH Nepe/iady JaHHbIX MOKET
coctasnaTh 474 Kour/c.
PamuKa/ibHOE yBEIHUEeHHE NPOU30LLIO0 B BEICOKONPOH3BOAMTENLHEIX
COTOBBIX ceTsx TpeThero nokonenus (3G).
M3 passoBuasoctedt 3G TexHONOruMid B HacToAlnee Bpems
MCII0JIB3Y IOTCH:
Texnonozun HSPA
MakcHManpHas TEopeTHHeckas CKOpOCTh Mepeiaud JAaHHbIX o
craunapry HSPA cocrasiser 14,4 M6u1/c (CKOpOCTh nepeaatn [JaHHBIX
o1 6230B0#i CTAHIMHK HA BCEX OKaNbHbIX aGOHEHTOB) M 10 5,76 M6ur/c O
abonendTa. [lepBble JTanbl BHEJAPEHHs CTAHAAPTA MMENH CKOPOCTP w.m,.
M6ut/c k abonenty HSDPA (D — downlink). ITocne Buenpenus BTOpOro ,
srana HSUPA (U uplink, To ecTh yCKOpeHHs nepejai OT aGoneHTa)
BCIO TEXHOJOrHIO COKpAILEHHO cTamy HaspiBaTh HSPA.
Texnonozun HSPA+
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B HSPA+ (anT. Evolved High-Speed Packet Access, "pa3Butsbiit
,_Zxo.uxoncn_,::_,._ nakeTHslit nocryn") - cTaHaapT MOOMIEHOMN CBSA3M,
gepHM3aIIA TpeThero :,c_,.o=n:‘=n MoOWILHOI  CBA3M, C BBICOKO
EKOPOCTHIO, cpapaumoif ¢ 4G. K HSPA+ npuHATO OTHOCHTH TEXHOJIOIMH,
B smosoLIe OCYIIECTBIATE MAKETHYIO Nepeiaty TAHHBIX CO CKOPOCTBIO
eRauuBaHis 110 42.2 Méut/c n otmaan xo 5,76 M6éwur/c. Ha mpakrnke
ERODOCT COEIMHEHHS HAXKE U COCTABJIACT 10 — 20 M6ur/c.

Sra TEXHOTOTHS CUMTAETCA TIEPEXONHOH MEKIy CEeTSMH TPEThero
(3G) n e géproro (4G) MOKOICHHA. Huorna eé emé naspisaror "3.5G".

: Texnonozuu vemaepmozo nokonenus becnposodnvix cemeit (4G).

Texuonornn WiMAX u LTE (Long-Term Evolution) cunrarorcs
FeXHOJIOTHAMH YETBEPTOrO TOKOJICHHS, HO 3TO BEPHO JIMITb OTHACTH - OHH
oba VCIONL3YIOT  HOBBIE,  4pe3BblYaifHo  d(D(EKTHBHEIE  CXeMbl
mynsrriiekcuposanns (OFDMA, B oTiaMune oT CTaphix CDMA wmu
TDMA KOTOpbIe MCTIONE30BANMCL HA TIPOTANKEHNH NMOCICIHUX ABAALATH
Jier) 1 B HuX 060X OTCYTCTBYET KaHAJ [UIs epeiadn ronoca.

Texnonozuu L, LTE, LTE-A

B cranpapre ycranosieno 173 M6ut/c or cetm k aboHenty u 58
M6ut/c ot abOHEHTA K CETH.

Cucremsl cBs3n 4G OCHOBaHbLI Ha TTAKETHBIX MMPOTOKOJIAX repeaaqyn
Jannbix. Jlus nepechlIKM  I@aHHBIX  Hcrmonb3yeTcs npotokon IPv4; B
Oyayuiem nnannpyercs nomiepxka [Pve.

C TexHHYECKOIl TOYKH 3peHns, OCHOBHOE OT.IHYHE CETeil YeTBEPTOTO
HOKOJICHUS  OT TpeTLero 3akiouvaercs B TOM, 4TO TexHoioruda 4G
TIOJIIHOCTRIO OCHOBAHA HA NMPOTOKOJIAX TMAKETHOW Tiepenavu TaHHBIX, B TO
Bpemsi kak 3G coennHser B cefe Xak MakeTHY0 KOMMYTALMIO, TaK M
KOMMyTalmio kananos. J(ns nepemaum ronoca B 4G npenycMOTpeHBI
Texnonorun VoL TE (Voice over LTE).

e .M_n____,mw_:mw _._‘mn.:gc.wm::x u,_vz CO3/ITaHUH CHCTEM CBA3U YETBEPTOIC
ov._,o_.o:E:.:c_‘%v__fC_. B wm:nam:mzsx MCTONL30BAHNA  TEXHOIIOTHM
| S cxoﬂ_wa%”:c_.o.,w_:_oqzr.::n CﬂUZ., Kpome Tore, mis
. VMO %\_c_:___,_rmﬁu_“: 7_‘\__9_@;&32 TEXHOJIOTUS TIepenayun
Senonll) zo%:n npu ultiple C:.qv::. ?:?:AO - Meroj
nuguonn“w ot xm:mmwmw::m CUTHAJIa. TO3BONSONIHIT YBENWIUTH
AR c&,_:nc_ﬁ,_zs_cqn.n , B ,.x,oacmcz repejada JIaHHBIX W TpUEM
A CHCTeMaMM U3 HECKOIIbKHX  AHTCHH.

Il 3HOCST 1K I }
_Hﬂvﬂ diome é
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IJIABA 4. CACTEMbI MOBHJIbHOM CIIYTHUKOBOM CBs3p

qafoTCA B yeTBepTHIN MyHKT ¥ T.1. Takoe mocTpoeHne paanoiaHuu u
aercs n.,E_E_JG_G(:_cs nunuedi ceazu (PPIT) (puc. 4.1), a ycnosHoe

4.1. O0mMe NPHHUMNBI NOCTPOLHH MOOMIILHOT CIIY THHKOBOJ] CBSIay axenyie PUBEIEHO Ha pUC. 4.2.
” OOP .

Cucrempl  MOOMJIBHOH  CIYTHHKOBOM  CBS3H  INpeactas
CPaBHUTEIbHO  HOBBIH, OYeHb  MOIUHBIA, THOKMH H®  ObicTpo
pasBuBaiolMiica BuA MOOMIBHOI cBa3W. Mcnosnb3oBaHue CIyTHUKOR
CHCTEMAX CBA3M Ha4anoch (PakTHYECKH Cpasy e I10C/e 3alycka NepBhix
MCKyccTBeHHBIX cnyTHukoB 3emumn (UC3). _

B nacrosiuee Bpems MPEJICTABISAIOTCS AKTYalbHBIMHM CICAYIOMmNE
obnacty npuMeHeHus MOOMNLHON CIIYTHUKOBOW CBSI3HU: _

- pacmmpenne coToBbiX cereif (cellular extension): ucnonb3oBanue
CIYTHHMKOBOI CBA3W BMECTO COTOBOM B TeX paionax, rie rnocjeaHei noka
HET WIM ee pa3BepThiBaHHe HelenecooOpa3Ho, HanpuMmep, M3-3a HU3K
MJIOTHOCTHU HACENEHHUS;

- nonosiHerMe coTobix cereii (cellular complement): ncnons3oBanue
CITYTHMKOBO CBS3M B JIO/IO/IHEHHE CYLIECTBYIOLIEH COTOBOMH, HAaNpHMEp,
ana obecrieqeHus POyMMHIa NpH HECOBMECTHMMOCTH CTAHNApTOB WM B
KaKuX-/1100 upe3BhIYAMHBIX CUTYALHAX: \

- craunoHapHas 6ecnipoBoanas cBsa3b (fixed wireless), nanpumep, B
MaJIOHACEIEHHBIX pailoHax rnpy OTCYTCTBUM NPOBOJAHOM CBA3M. :

Tem cambiM CHYTHMKOBas CBf3b HE BLICTyNAaer B KayecTBe
KOHKYpeHTa COTOBOH CBA3M, a A0CTATOYHO OpPraHUYHO coYeTaeTcs €
nocnemieii. [TpakTuyeckn BO Beex cucreMax MOOMIbHOlN CITyTHHKOBOH
CBA3M LPEyCMaTpUBAeTCs JOBOJBHO BbICOKAs CTElNeHb MHTerpauuu € -
COTOBO!l CBA3BbIO. B 4acTHOCTH, MOMUMO abDOHEHTCKMX TEepMHUHAJIOB,
npe/Ha3HaYeHHbIX U1 CIyTHUKOBBIX CHCTEM, IpeJiosaraercs Co3AaHue
IBYXPE:.MMHBIX TEPMUHAIOB, NpeAHA3HAYEHHBIX Ani paboThl, KAk BS
CIYTHUKOBOM CHMCTEME, TaK M B KAKOM MO0 M3 COTOBBIX CTAHIApTOB.

Kak ke OCyIeCTBIsIach PaIMOCBA3b Ha GOJbLIME PACCTOAHMA B
NepHo 10 CryTHUKOBOM 31oxu? OcobeHHO, KOraa no 3KOHOMHYECKHM M-
TeXHHYECKUM IIPUYNHAM [IPOBOIHAA CBA3b HA GOMblUME paccTOAHMA ObUIAS
HEBBLOHOMN MM TPYZHO OCYLIECTBAMOI. B 3THX ciiyuasx fanbHsas CBA3L
OCYIUECTBAIACH C IOMOIULI PAJHOPE/ICHHBIX CHCTEM. _

JIMHNS PaaMOCBA3M MOKET COCTONTH H3 HECKOJbKHX WM MHOIHX
OTPe3KOB, B  lpeAenax  KOTOPbIX  Ilepefaya  pajuocHrHaioBs
obecneunBaeTcs KOMIUIEKTAMM NpUEMHO-TIepealomero 06opy0saHmi:
CHrHAIBI M3 OIHOTO MyHKTA [PUHMMAIOTCS B Jpyrom, ycuiupaiorca ¥
nepelaloTCs jaiee B TPeTHH MNyHKT, TaM BHOBb ycunupaiored H
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Puc. 4.2. Cxematnunoe NpeacTaBlieHHe paauopesieitHol THHN

Kak neiicreyer cnyrnukosas csasn? Cursan ¢ oanoii HazeMuoif
ST npuHuMaercs ma MC3, ycwimsaetcs w qepes TepenaTyux
SHYTHNKa NepenaeTcs Ha APYTYIO HA3EMHYKO CTAHIMIO, HaXOoANIYIOCH Ha
O0IBIOM paccrosHum ot nepBoit (puc. 4.3).

MC3

Puc. 4.3. Ciyrunkopas nuHns cesizu




[puuimn aeiicTBus cuctem cnyTHukoBoi cesizu (CCC) ocHoBaH Ha
MCONB30BAHMM TIPOMEKYTOMHOro cnyTHukosoro perpancistopa (CP),
yepes KOTOPBI 0OecneynBaeTCs CsA3b MeX/y 3eMHBIMH CTaHIMAMH (3C)
(puc. 4.4).

Puc. 4.4, ObecnieyeHue CBA3M MEXIY 3eMHbIMU CTAHLMAMM Yepe3
CIYTHUKOBBIA peTpaHciIaTop

B 3aBMCMMOCTH OT HAa3HAYeHMsl CHCTEMbl CIyTHUKOBOW CBi3HU
CBSI3HIBAIOT MIYHKTBI, KOTOpPBIE MOT'YT OBITH PAacIOJIOKEHbI HA ITIOBEPXHOCTH
3emnu, B armocdepe uiaM Kocmoce. B KaxaoOM M3 O3THX IIYHKTOB
ycTaHaB/inBaeTcst 00bIMHO NPHEMHO-TIEPEAAlOIas CBA3HAS PaJNOCTAHLINA
(o7HOKAHABHAS WM MHOTOKAHA/IbHAN), @ HA CIIyTHHKAX — CIyTHHKOBBIH
peTpaHcIsTOp, NPUHUMAIOLIHE PAJMOCHTHAILI OT OJHMX A0OHEHTOB M
PEeTPAHCIMPYIOIEEe 3TH CHrHANBI ApyruM abonentam. B mpocrefiuem
cllydae peTpPaHCHALUMA CBOAMTCH K YCHIEHHIO MOIIHOCTH BXO/JHBIX
CUTHAJIOB U HIEPEHOCY MX CHEKTPOB Ha Apyrue Hecyliue 4acTotsbl. OnHako
B pAZE€ CHCTEM CIYTHUKOBOW CBA3M B CIYTHHKOBBIX PETPAHCIATOpAX
npoussoauTes Gonee cnoxkHas o6paboTKa CHrHANOB, YTOOBI YMEHBIIATH
IepeKpecTHbIe I[OMEXM MEK1y CHUrHajlaMu OT pasIH4HBIX CHCTEM
CIlYTHHKOBOH CBS3d ¥ [OBBICHTh IIOMEXOYCTOHYMBOCTh CHCTeMbl. B
obem ciaydae i odecnevyeHns KavyeCTBEHHOH CBS3M MEXIY BCEMH
nyukTamu (abGoHeHTaMM) CIyTHUKOBBIE PETPAHCIATOPBI  TPUXOAHTCS
pasMeniarh Ha HECKONbLKHMX CIYTHMKAX BPALIAIOUIMXCA HA Pas/IHYHBIX
opburax.
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CHCTEMBI CITyTHUKOBOM CBSI3M Pa3iiMYaloT Mo CTENeHH rIo0aIbHOCTH
M YyHUBEpCalbHOCTH 00cmyknBanus aboHeHToB. CTeneHb riodalibHOCTH
TAKUX CHCTEM XapaKTepusyeTcs IPHHALIEKHOCTBIO M pasMepoM 30HbI
00CITyXHMBaHUA, a YHHBEPCATBHOCTH CHUCTEM CITYTHUKOBOW CBA3W -
HabopoM Kareropuit abOHEHTOB U YHCIIOM BUJIOB MPEOCTABIAEMOi CBA3M.

[To MpUHANEKHOCTH CHCTEMBI CITYTHHKOBO# CBS3H TOAPa3AeNAOTCS
Ha MEKIyHApOIAHble, HAlMOHANbHBIE, KopropatnBueie. Ilo 3oHe
00CITyKMBAHHSA CHCTEMbI CITYTHHKOBOH CBS3M JIensTCS Ha rnobalbHble,
pernoHaJIbHbIE, 30HAJILHBIE,

B cucreMax CIYyTHUKOBOM CBA3M OCYIIECTBISETCH repegaya
clieyIOIMX BHIOB HH(opMaLUn:

- MPOrpaMM TeJeBMIEHHS W 3BYKOBOTO BEIaHWs W JIPYTHX BHIOB
CHMITITEKCHBIX COOOIEHM LIMPKYISPHOTO XapaKkTepd;

- rteneOHHBIX. (aKCHMIIBHBIX, TelerpadReIX  COOOIEHMIt,
BUIEOKOH(pepeH M.

B 3aBUCMMOCTH OT THIIAa 3€MHON CTaWUMK W Ha3HAYeHWS
CIIyTHUKOBOM CHUCTEMBl CBS3U  pa3iMyaloT  CIenylouMe  CiyxObl
paJnOCBA3M:

- (PMKCHPOBAHHYIO CITyTHHKOBYIO CIyk0y - COOTBETCTBYIOIIYIO
PEKAMY PAIHOCBA3H MEXKIY 3EMHBIMH CTAHUMSIMH, PacojioKCHHBIX B
(HKCHPOBAHHBIX TYHKTAX MPU MCIOJIB30BAHAHU OJIHOIO MITH HECKOIIBKMX
CITyTHHKOB,

- MOJABW/KHYIO CITyTHHKOBYIO CITyX0Y - COOTBETCTBYIONIYIO PEKUMY
pPagMoCBA3M  MEXAY  TNOJBMXKHBIMM  3€MHBIMM  CTaHLMSAMM  TIpH
MCTIOTB30BaHMM OJIHOT'O MJIM HECKONBKUX CITy THUKOB;

- PajMOBelIATENbHYI0 CIYTHHKOBYIO ClyXkO0y, COOTBETCTBYHOLLYIO
peXUMY LUMPKYISPHON paauoCBA3H.

4.2. CocTaB ¥ OCHOBHbIE XAPAKTEPHCTHKH
MOOHJILHOM CIYTHHKOBOH CBSI3M

B cocraB cHcTeM CIyTHMKOBOH CBS3U C NMOIBMXHBIMH O0OHEKTAMMU,
CTPYKTypa KOTOpPOif mpuBejeHa Ha pHc. 4.5, BXOUAT Takue KOMITOHEHTHI,
Kak:

- kocMuveckas cravuus  (KC) - npexpcrasnstomias — coboii
CITYTHUKOBEI ~ peTpaHcisTOp (CP), BKIJIOMAIOIIAS B cebs
MpHemMonepeaaioiiee ycTpoiicTBo, aHTeHHbl A TpHeMa M nepenavu
PaaKOCHTHANOB, a TaKKe pAJ cucTeM ofecrneyeHUs sHeprocHabxeHns,
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OpHEHTAllMH AHTCHH W COJIHEYHBIX Qm.—lwbrum, KOPPEKLUHMH TMNOJOXKEHUA
MCKYCCTBCHHOI'O CITYTHHKA 3emin Ha OU@:._,G T
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Puc. 4.5. CrpykTypa CllyTHHKOBOI1 CBS3H C NOABHIKHBIMM 00BEKTaMH

- aDOHEHTCKHE 3eMHbIE CTAaHLMKU - obecrmedmnBalOuIve JIyTUIEKCHbIN
oOMeH nH(popmanuei;

- ueHTpaJbHas (koopaumuupylowas) 3emuas craduus (L3C) -
obecrieyMBaolias  KOHTPOJb 32 pekuMoM paboThl  CITyTHHKOBOIO
perpaHciasTopa W CODMOJGHMEM BaXKHbIX /st  pabOTbl  CHCTEMbI
CIyTHHKOBOM CBSI3M NApaMeTpoB 3eMHBIX cTaHuui (M3iydaemoit
MOIL(HOCTH, HECylIed 4YacTOThbl, BMAA NOJAPH3ALMH XAPAKTEPUCTUK
MO1yIMPYIOLEro curuana u 1.4.);

- [IGHTpa/JbHasl CUCTEMa YIIPaBJEHUS MCKYCCTBEHHBIM CITyTHUKOM
3emmu (LICY UC3) - obecneunBaioman yrnpasieHue BCeMH TEXHHYECKUMHU
cpejcTBamu, pasmenieHHbiMU Ba MC3 M KOHTPONb 332 X COCTOSIHUEM:

- coeanHuTeNnsHble Hazemuble JuHMM (CHIJI) - obecneumBaromue
NOAKIIOYEeHHE 3eMHOM CTAHUMM K MCTOYHMKAM M noTpebuTesnsm
nepexasaemoi undopmainy,

- UEHTP YNpaBleHusi cucreMm cnyTHukoBod ceaszu (LY CCC) -
NPeACTABNAIOLIMI OPraH, OCYeCTB/IAIOUIMA PYKOBOACTBO IKCILTydTaLUeH
CCC u ee pa3BHTHEM.

CyuiecTByrone 1 paszpadbarbiBa€Mble CUCTEMbI CITYTHUKOBOH CBA3H
C NOABMKHBLIMM 00bEKTAMH B 3aBUCMMOCTH OT BBICOTBI OpPOMTBI
MCIIOJIb3YEMbIX B HHMX MCKYCCTBEHHBIX CITYTHMKOB 3eMJIM  MOXKHO
NOApa3s/le/IMTh Ha reocralMoOHapHble, CUCTEMbl CIIYTHHKOBOH CBS3M HA
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VUTANTHYECKUX OpOMTaX M HM3KOOpPOMTaIbHBIE CHCTEMBbl CILYTHMKOBOM
cBs3u (pHc. 4.6).

Hcnoss3osanne B cUCTEMAX CIYTHHKOBOMN CBA3M re0CTallMOHAPHBIX
opbut obecre4nBaeT cieyonme J0CTOMHCTBRA:

JmEn g ecyas
opiTITA N T /

Tyocramonapaan \.
opbura ~—_

Puc. 4.6. Tunel opoUT B cUCTEMAX CIIYTHUKOBO# CBA3H

- CBA3b  OCYIIECTBJIACTCS  HENpPepLIBHO, KpPYyIJOCYyTO4YHO, ©Oe3
[IePexo/I0B ¢ OHOro MCKYCCTBEHHOIO CIlyTHMKA 3eMJIM Ha apyroi n Oes
HEOOXOIMMOCTH OTCNIEKHMBAHUS AHTEHHAMM 110JI0’KEHUS CITYTHHKA,

- obecrnieyMBaeTCs IMOCTOSHHOE 3HAYeHue ocrablieHus CMrHasa Ha
Tpacce MEXIy 3€MHOM CTaHuMeill M CIYTHUKOBBIM PETPAHCIATOPOM,
NOCKOJILKY pacCTOSHUE UMeeT cTabHiIbHOe 3HAYeHHE;

- IPAKTHYECKH OTCYTCTBYET AOIUIEPOBCKHI CABHI YACTOThI CMIHAla
M3J1y4aeMOro MCKYCCTBEHHBIM CITYTHUKOM 3eMIIH;

- 30Ha BUIMMOCTH TeOCTAMOHAPHOrO CIYTHHUKA - OKOJIO TpPeTH
3EMHOM  1OBEPXHOCTH, 4YTO OOYyCHAaBIMBAET BO3MOXKHOCTH CO31aHHSA
rrnodalbHOM CHUCTEMBI CBSI3M IIPU MCIOJIb30BAHMM TPeX CIyTHMKOB (pHC.
4.7).

brarogaps ykazaHHBIM NpeMMYILECTBAM Ie0CTallMOHAPHYIO OpOuTY
HCIIONB3YIOT O4YeHb LIMPOKO. B HacToswmiee Bpemsi reocTalMOHApHAs
OpOuTa HAChIIEHA CIYTHUKAMM CBSI3M Y)Ke [OYTH 10 npegena. [Ipuyem
Hanbonblas HaChILEHHOCTh CO34A€TCS CITYTHMKAMH, OTHOCSILMMUCS K
(pukcupoBaHHOM M OTYacTH paauoBewiaTenbHOl ciyx6am. B macrosmiee
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BpEMS Ha TeocTalMoOHapHoit opbute Haxomutces OGomee 300
MCKYCCTBEHHBIX CITYTHMKOB 3€MJIH pasiiM4HbIX CTpaH (NpU MakCHMaibHO
RBO3MOXKHOM MX uHcie okojo 360). Ecnu ydecTh, 4TO HE BCE MO3UIIMU
YAOOHKI I pa3sMelleHWs CITYTHMKOB B  KOHKPETHBIX —CHCTEMax
CITyTHHUKOBO# CBSI3H, CTAHOBHTCS SCHO, YTO HapauluBaHWe €eMKOCTH
opOMTBl 32 CYET YBENMYEHMS 4YHCIa CIYTHUKOB HE JacT 3aMeTHBIX

pe3ybTaToB. Bonee MOJTHOMY MCTIOJIE30BAHUIO pecypcoB
reocTaliHOHapHoi OpOHMTHI CrOCOGCTBYET JanbHelee pa3BUTHE CHCTEM
CITYTHUKOBOM CBSi3M HA re0CTALHOHAPHBLIX OpOUTAX ITyTeM MHOTOKPaTHOIO
MOBTOpeHUs pabovNX YaCTOT, @ TAKXKe OCBOEHMS 60Jiee BBICOKOYACTOTHBIX
JIMana3oHOoB.
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! Mepexpusacmbie obaacTi

Puc. 4.7. Cxema oxBara 3eMJId TPeMs I'€0CTALlHOHAPHBIMU CITy THUKaAMH

CrnytHukoBelit ~ MiHTEpHET, Kak NpPaBUilo, HCTONL3YET  TaK
Ha3bIBaEMYR0 reocraudoHapHyio opOuty. OCHOBHas 3ajavya CITyTHHKa
3emun Ha 37Ol opbute, sBIseTCS Nepenaya MHGpopMaUK U3 OIHON TOUKH
nnaneTs! (oT 6a30B0OM craHmMM) IS aOOHEHTOB, KOTAa CITYTHHK 3eMIH
HAXOAUTCS B 30HE CIyTHHKA 3eMIIM (3T0 o4eHb DOoJbIlas TeppuTOpys, Kak
MpaBMIIO, COMEPXKUT  Heckonbko  crpaH). (Cxema  opraHusalMu
CITyTHHKOBOIO MHTEpHeTa 3eMIH NpeJiCTaBleHa Ha pucyHke 4.7.

OCHOBHBIM TIPEUMYIIECTBOM JAHHOW TEXHQJIOTHH H#BJIAETCA 30HA
nokpeiThs. OIHA 30Ha MOKPEITHA 6a30BOM CTAHLMW COTOBOrO Oneparopa
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MOKPOET TEPPUTOPHIO, PABHYIO OJHOMY KBapTally I MHKpopaiony. Tem
HE MeHee, JaHHbIE NEPEIAlOTCs BCEM [10/1b30BATENAM OIHOBPEMEHHO.
AboHeHT NOTDKEeH HIaeHTu(HUMPOBATH CBOIO cOOCTBEHHYIO
IEKTPOMArHATHYO BOJIHY A:mowEv_o BOJIHY), HTOGBI MCIIONBL30BATH
orpeJeNeHHbIH KaHa JaHHBIX. ;

ITapamerpsl ' 9TOH  Hecyiled  npegocTaBisieT  IpoBaiizep
cnyrHukosoro Mureprera. Y o:: BKJTIOYAIOT B ceO:

'“gactory necyinedt (MI'n);

- CAMBOLHYIO CKOPOCT (KOHT/C);

- TUNl TONAPU3AaLUMH  DNEKTPOMarHMTHOM BONHBI  (npaBas/neBas,
BEPTHKATbHAS/TOPH3OHTANILHAS).

Kpome Toro, Ha oaHOH Hecyleidl BojiHE, Kak [PaBUIIO,
NPUCYTCTBYIOT  [laHHBIE  HECKOJIbKMX  [osb3oBareneit. Jlns  ux
HIEHTHUMKALMM WCTIONB3YIOTCS Crenmanbabie uaeHrudukatopst (PID,
LID) 1 MAC anpec npueMHo#i kapThl (pecuBepa).

Takxke ani  opraum3auMu Oolee  HaNeXHOro  COEGJUHEHUS
HCTIONB3YIOTCA CIelualibHble IPOrpamMMbl  (aKCeneparopkbl), KOTOpBIE
noMuMo mU(ppoBaHUA Tpaduka, eme U CKUMAKT ero, 4To IKOHOMMT
YaCTOTHBLIM pPecypc CHyTHMKAa M CrnocoOCTBYET YBEIMYEHUIO CKOPOCTH
nepenavy JaHHbIX.

i+

PC + SkyStar

Onepaunonsiit  uewrp
cnyTHukosoro ISP s 4
TV+ HurepreT npucTaBKa

N TN

[

HRrrepuer | N
» W .
,lo{\.\r ..vl...\ ISP

Puc. 4.7. Cxema opranu3anum cimytHukoBoro Mureprera
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CrienManucThl BRIIENSIOT JBa TUTIA TTOAK/TIOUEHUS K CIYTHHUKOBOMY
UHTepHeTy: CUMMETPHYHbIK M acuMMmerpuuHbli. Takoe pasnuune B
NepByI0 OdYepeslb CBA3aNHO ¢ opramsauueil Bxoxsumx (13 Mareprera) u
pexonsmux (nepenada B UHTEpHET) KaHAIOB Tiepeatin Tpaduka.

1. Cummempuunwii oocmyn B WHTEpHET mOJpa3yMeBaeT, 4TO
JAaHHBIE CO' CIyTHWKA ¥ HAa CIIYTHUK MEPENaloTcs C TOMOIULI0 OIXHON
aHTEeHHBI ¥ ABYX (WM OJHOro) nepeaaryuka. M3-3a BBICOKOH CTOMMOCTH
JMAHHBIE THIT [TOAKIIIOYEHUS HE IONB3YeTCs IOMYJISPHOCTBIO Y PANOBBIX
none3oBaTesei.

2. Acummempuynbiti docmyn B VIHTEpHET B 3TOM CMBICJIE HAMHOTO
NOCTYNHEE B CHIy CBOM  9koHOMHYHOCTH. OH noapa3symeBaeT
HCIIO0JIL30BaHHE TOJILKO BXOZASAUIETO COEAMHEHMS yepe3 CIyTHHUK (T.e. ISt
anTeHHbl TpeOyeTcs TONBKO JAENIeBBI TPHEMHMK), a HWCXosuIee
coeMHeHne Opranu3yercs yepes moboi Ha3zeMHbIH KaHall CBA3M.

() PEeKTUBHOCTh TaHHOTO THIA COCIMHEHHS 00BACHAETCH TEM, |TO
[0JIb30BaTE/b Yale BCEro Mcnoib3yeT MHTEpHET 11 cKauWBaHMs Meada
KOHTEHTa, [MPOCMOTPa IMOYTOBHIX  COOOIIEHMH MM  MOCELIEeHHs
couranbHbIX ceredf. T.e. pAHOBOI IMONB30BATENh Yallle BCETO MMOCHIIAET
kopoTkue 3anpocsl B Mureprer, a w3 MurepHera ckauusaer Gojbiune
00BEeMB! JaHHBIX.
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[JIABA S. YT'PO3bl BE3OIIACHOCTH B MOBHJIbHBIX
" CUCTEMAX

5.1. Knacenpuxauust yrpo3s GesonacHoctd HHPOpMALMY
B MOOHJIBHBIX CHCTEMAX

Korna wmei rosopum 06 yrposax 0e30nacHOCTH MOJ ITUM
NOHUMaeTcs JeicTBue HIM COOBITHE, KOTOPOE MOXET IPUBECTH K
HApYIIEHUAM, N3MEHEHNAM M/ HECAHKIIHOHUPOBAHHOMY MCIOIIb30BAHUIO
CeTeBhIX pecypcoB, BK/IOYas 3auMTy, nepegayy M oGpaboTky
uH(pOpMaLMK, a TAKXKE IIPOrPaMMHOIO M aIlllapaTHOro obecnedeHus.

IlpussTro penuth yrpo3sl Ha ciaydaiiHble (HEOCO3HaHHO) M
[Ipe[iHaMepeHHbIe, T.e. cAenansl co3narensHo. Oumbku B mporpaMMHOM
ofecneyeHuy, OTKA3 AamnnapaTtHbIX CPeACTB MAccoBOM uH(OpMALINH,
HENPaBU/ILHOE MOBEJCHUE MOTpeOUTEeNs WM aJMMHUCTPALIMM CETH, BCe
3TO MOXeET ObITh MCTOYHMKOM CIlydaiHBIX yrpo3. Yrpo3a ocyLecTBlIeHHas
npelHaMepeHHo, (OKYyCHpYeT CBOKO 1iellb Ha HaHeceHMu yiepba
1n0Jib30BaTe/sAM ceTv (aboHEHTaM), B CBOIO OYepesb, AeUTCA Ha aKTUBBI U
naccHBHBIE.

Llensio akmusnelx yepoz sBNS€TCA HapylleHMe [pouecca ero
HOPMATHBHOI'O PEryJMpPOBaHMs IIyTE€M LEJIEHANpPaBIEHHOIo0 BO3AeHCTBMsA
Ha amnnapatHele, NpPorpaMMHble M HH(POPMAIMOHHBIE PECYpPChl CCTH.
AKTHBHBIM yrp0o3aM MpHcyLie clieaylouiee:

- HapyuieHue paboTel JIMHHMI CBA3M CETH nepejadyu MalHbIX MIIH
Pa/IM03IEKTPOHHOE TOAABIICHHE;

- HapyumieHue pabGoThl  KOoMmblOTEpa (cepBepa) WM  ero
OIEpaLMOHHON CUCTEMBI;

- MoauMKauus aHHBIX JeHCTBYIOIEH 0a3bl [aHHBIX WJINA
HapylieHHe ceTeBoil uHpopMauum;

- HApYLIEHHEe MM MOJM(DHUKALIMA ONEePAIMOHHOM CUCTeMBI CeTH U Ip.

MCTOYHMKOM TakuX HapylleHWi MOryT OBITb HelmocpeaCTBEHHbIE
ACHCTBUA 3/10yMbININEHHHKA, [IPOrPAMMHBIE BMPYCHI U T.I1.

Ilaccusnwie  yz2po3el, Kak  NpaBUNO, NpelHA3HA4YeHbl Ul
HECaHKIMOHHPOBAHHOI'O UCII0Jb30BAHMA HUHPOPMALMOHHBIX pecypcoB 6e3
yuiepba ansi NpoOM3BOAMTEILHOCTH CeTH. B KadecTBe mnpumepa MOXKHO
NPUBECTH NOMBITKY MOJYYEHHs LMPKYIMpylome B HUX uHOpMauuu
IPOCIyIIMBAHMEM KAHANOB NepeIavM JaHHbIX.

B 3aBucMMOCTH OT MECTOIOJIOKEHHS! HCTOYHNUKA YTPO3bl MOTYT ObITh
BHEWHUMU N GHYMPEHHUMU.
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Brewnum yzpozam uHgopmayuorHou bezonacnocmu CBOUCTBEHHBI
creyrouee:

- JIEATEILHOCTh BHEIMHEN pa3Be/ ki M CIIENHATBHBIX CIlykO;

- JIEATENBHOCTh KOHKYPHPYIOIIMX 2KOHOMUYECKUX CTPYKTYP;

- JIEATEIBHOCTh OTJAENbHBIX JIHIl M TIPECTYNMHBIX TPYIIT BHYTPH
CTpaHBl, HampaBieHHas MPOTHB WHTEPECOB M CTPYKTYp TIpakiaH,
rocyaapcrsa v o0IIecTBa B LEJIOM;

- cTuxuifHOe GeJICTBHE 1 aBapyH.

Brympennum yeposam UHPOPMaAyUOHHOU 6ezonacHocmu
CHOMCTBEHHEI Cllg/ylolee:

- HapyeHue TpeGoBaHMH, yCTaHOBJIEHHBIX B 0611acTH G€30MacHOCTH
uH(pOpPMAIHH, KOTOpOe AOIMYCKAeTcs COTPYIHMKAMHM M I0JIb30BaTEAMH,
MPeAOCTARNAIONIMMH YCITyTH MOOMIBHBIM cHcTeMaM (M0 He3HAHWIO HIH
YMBIILJICHHO);

- OTKa3 W HEeHCMNPaBHOCThL TEXHWYECKMX CPEJCTB, CpPeiCTB
3¢ dexTHBHOrO KOHTpONA IpH 06paboTKe, XpaHEHWH U Niepeiade, CpejICTB
3aIUTE] cOOONIEeHNH (JaHHBIX); 0OHOBIEHKHE MPOrpaMMHOTro obecrneyeHns,
u Mep 1o obecreveHnio d3QGeKTHBHOrO KOHTPOIIS paboThl IPOrpaMMHOro
obecrieuenus.

ITo cnocofy ocCymiecTBICHHS Yrpo3bl MOXKHO pas/IeJIHTh Ha
ClIeyIOIHUe BHbL:

- OpraHu3alloHHbIE,;

- TPOrpaMMHO-MaTeMaTHYECKHE;

- paziio3IeKTPOHBIE;

- huznaeckue.

K opeanusayuonivim suoam yzpos MOXKHO OTHECTH:

- HapymeHue TpeGoBaHWH, NpeabZBAAEMBIX K HH(OpMaIMOHHON
6e30MacHOCTH, KOTOPOE HOIMYCKAeTCs COTPYAHUKAMH M TIONL30BaTEIIMH
MOOMIIBHBIX CHCTEM;

- MaHunyauposaHue nHdopmauueit (neaundopmanns, pacuudposka
VUM U3MEHEHWE UHDOPMALIAH);

- HECAaHKIMOHHPOBaHHOE KOMWPOBaHHWE JaHHBIX B MOOMIBHBIX
CUCTEMAX;

- kpaxa uHGopmaun u3 6a3pl JaHHLIX MOOMIIBHBIX cHcTeM ¥ OaHKa
JIaHHBIX;

- Kpa)ka MallMHHOTO HOCHTENs UH(OpMalHu;

- XMIIEHNE BAXHBIX KpUITorpaduyecky 3alliiIi€HHbIX JOKYMEHTOR;

- yIaanenue win MoauQuKalms JaHHBIX B MOOHIIBHBIX CHCTEMaX.

62

K npozpammuo-mamemamuveckum yeposam HMHGOpPMALMOHHON
0e30nmacHOCTH OTHOCATCA:

- BHE/JIPEHUE BUPYCHBIX IPOrpamm;

- UCTIO/I30BaHKE NPOrPAMMHBIX 3aKJIan0K.

K paduosnekmponneim yzpoiam MHGOPMAUMOHHON Ge3011aCHOCTH
OTHOCATCH:

- yTeuka MH(GOpMALIMK B TEXHHYECKUX KaHA/IaX CBSA3H;

- BHEJPEHME IJIEKTPOHHBIX TEXHHYECKMX CPEACTB  3ALUMTHI
HdopMalMy B MOMELIEHUAX;

- NPUHYAMTENBHO 3aCTAB/ITh NOJNYYaTh JIOKHYIO MHpOpMALMIO B
ceTHX Iepeaiy JJaHHbIX U JIMHUAX CBSA3H,

- paguOdIEeKTPOHHOE IIONABNEHHE JIMHMH CBSA3M M CPEICTB
ynpas/ieHus MOOHJIbHBIX CHCTEM.

K - ¢usuveckum  yeposam  nHpopMaumoHHO  GezonacHoCTH
OTHOCATCH:

- HapyuieHue cpeiacts cbopa, o0paboTKH, Nepejady, 3alLUThI
uH(OpPMALMH, IIeleHaTPaBIeHHOe BHEIPEHHE HEMOJIAI0K;

- paspynieHue UM M0JI0MKa MAMMHHOTO HOCUTEN HH(OpMALLHH,

- HEeraTMBHOC BJIMAHME Ha MOoJb30BaTeneH, O00CIyKHBaAIOMUX
MOOGWILHYIO CHCTEMY C L€Jbi0 BHeApeHus (PU3MYECKHX, MPOrpamMmHO-
MaTeMaTH4eCKHX WM OPraHM3allMOHHBIX YTPO3.

5.2. OcHoBHbIE Yrpo3bl 6e30nacHOCTH HHpOpMaUuH
B MOOMWJIBHBIX CHCTEMAX

WUcnons3osanue GecrnipoBOAHOM  TeXHONOrHMM  Jaer  Gonbumme
npeuMyiecTsa. Ecnm 3Ta TEXHONOrMs [aeT NOJb30BATENAM OllyIICHHE
cBoboHOrO MepemMerenns 6e3 norepy KOHTAKTa, TO AU CO3aTe/Iel CeTH
oHa co3/1aéT 6oJblIME BO3MOXKHOCTY 110 Oprasu3anuu csa3u. Kpome Toro,
3Ta TEXHOJIOTUsi CroCOOGCTBYeT MOABJIEHUIO MHOIMX HOBBIX YCTPOMHCTB.
Opnuako OGecripoBogHas TexHonorus Hecer B cebe Oousblie yrpos mno
CpaBHEHMIO ¢ OOBIMHBIMM NPOBOAHBIMM CeTAMHM. Yrolsl cO3maTh
Ge3onacHoe OecrpoBOJHOE IPHUIIOKEHHE HEOOXOAMMO ONpeIeuTh BCe
Hanpasnenns GecripoBo/iHOM aTtak. K coXaneHuio, MpuioXeHHs HUKOrIa
He OyayT MOJHOCTBIO OEe30MacHBIMH, HO TUIATE/IbHOE M3y4YeHHEe PHUCKOB,
CBA3aHHBIX C OecnpoBOAHBIMH TEXHOJIOTUSAMH, [IOMOXET [10BBICHTh
YpOBeHb MX 3aliuThl. MTaK, rnpoaHann3vMpoBaB BCE BO3MOXKHBIE YIpO3bl,
HEOOXOAUMO MMOCTPOUTh CeTh TaK, 4TOOBI MOKHO ObLI0 ObITH TOTOBLIM K
3allATe OT HECTAHJAPTHBIX YTPO3 H BCEBO3MOXKHBIX "aTak".
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Hexonmponupyemaa meppumopua. | naBHoe OTIHYHME MEKIY
MPOBOAHLIMA U OECTIPOBOAHBIMU  CETAMM  CBA3AHO ¢ abCcoMOTHO
HEKOHTPOJMpYEMOl 06acThi0 MeXIy KOHEHHBIMH TOYKAMH CETH. B
JAOCTATOYHO MIMPOKOM MPOCTPAHCTBE COTOBLIX ceTel GecripoBojiHas cpeaa
HUKaK He KoHTpoimupyercs. CoBpemeHHbie OECIPOBOIHBIE TEXHOIOTMH
MpeJUTaraloT OrpaHMYeHHbIH HAabop CPe/CTB YNpaBieHUs BCeil 001acThIO
pa3BepTHIBAHKMS CeTH. DTO TMO3BONAET AaTaKylOIIMM, HAXOASAUINMCA B
HETOCPe/ICTBEHHOM GAN30CTH OT GeCpOBOIHBIX CTPYKTYP, MPOH3BOIHUTE
LeNBIii paj HanaxeHui, KOTopsie ObUIM HEBO3MOKHEI B [IPOBOIIHOM MHDE.

Cxpsimnoe  noocnywiueanue.  Hambonee  pacnpocTpaHEHHas
npobreMa B TaK¥UX OTKPHITBIX M HEyNpaBIfEMBIX Cpeaax, Kak
GecrpoBOIHEIE CETH, - ‘BO3MOXHOCTh AHOHWMHBIX aTak. AHOHUMHBIE
BpEIMTETH MOIYT TepexBaThiBaTL PaaHOCHIHAN M pacumgpoBsIBaTh
repenaBaeMble JIAHHbIE, KaK IMOKA3aHO Ha pHC. 5.1. Ytobbl mepexBaTUTh
rnepeznady, 3T0yMBIIUIEHHAK J0JKEH HAXOIUTHCA BOJIM3M OT TIepenaTyuka.
TMepexBaThl TAKOrO THIA MPAKTHYECKH HEBO3MOKHO 3aperuCTpHpoBaTh, 1
eme TpyAHee UM romemars. Mcnons3oBanue aHTEHH U ycunurenei JaeT
3TOYMBIILIEHHAKY BO3MOXXHOCTh HAXOJMTHCSA HA 3HATUTEITLHOM yaaneHnn

OT LE/TH B npolecce rnepexnara.

Tovka n0CTyina ceTH .

A ATakylouuit
ot e
Puc. 5.1. CkpbITHOE POCITYLIMBaHUE B GECTIPOBOIHOM CETH

Jlpyroii crioco® MoACTyUIHBAHEA - TIOAKIIOYATECS K OectipoBOAHOI
cetn. AKTHBHOE MOACTyUIMBAHME B JIOKansHON OecripoBOIHON ceTH
(LAN) 06BMHO OCHOBAHO Ha HENPaBHILHOM HCIOIB30BAHHN MPOTOKO/IA
Address Resolution Protocol (ARP). V3HauyansHO 3Ta TEXHOJIOrUA Obiia
co3gana A "mpocnymmnBaHuA" ceTH. B IeHCTBUTEIBHOCTH MBI MMCEM
Jeno ¢ arakoii Tuna "man in the middle" (MITM - "venoBek B cepenune",
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CM. HH)KE) Ha YPOBHE CBS3WM JaHHBIX. ATakyomwii rnoceiraer ARP-
OTBETBI, HA KOTOpLIE He ObUIO 3amnpoca, K UeneBoii cranumi LAN, KOTOpas
OTOpaBisAeT eMy Bechb Npoxoasmuit wepez Hee Tpaduk. 3arem
3JIOYMBIIUICHHUK DY/IeT OTCHITATh MaKeTsl yKa3aHHLIM axpecaraM. Takumm
o0pasoM, 6ecnpoBo/IHAs CTAHLMA MOKET MepexBaThiBaTh TpadyK Apyroro
OecrpoBOAHOrO KIMEHTA (MM MTPOBOIHOTO KIWEHTA B IOKANBLHOI ceTH).

I'nywenue. Tnymenue B CeTSX MPOMCXOANT TOrRAa, KoOrna
npefiHaMepeHHas Wi HelpeJHaMepeHHas WHTepdepeHLls npeRbimaeT
BO3MOXHOCTH OTIpPAaBUTENS WM TIONYYATEe]Is B KaHale CBA3W, TAaKHM
00pa3oM, BBIBOJS 3TOT KaHAI M3 CTPOS. ATaKyIOUIHI MOKET HCTIONB30BATh
pas3JIngHbBIE CTIOCOOB! IITyIIEHHS.

Omxas e obenyoicusanuu. TTONHYI0 TapanH3anuio CceTH MOXeT
BbI3BATH aTaka THna DoS (Denial of Service - otkaz B 06ciyxusanun). Bo
BCel ceTH, BK/tOYas Oa30BBIE CTAHIMKM W KIMEHTCKME TEPMUHATBI,
BO3HMKAET TaKas CHJIbHAs WHTepdeperums, 4YTO CTAaHUMH HE MOTYT
CBA3BIBATECA JPYr ¢ apyrom (puc. 5.2). Dra artaka BBIKIIOYAET BCe
KOMMYHHUKAIHUU B ONpe/ielieHHOM paiione. Ataky DoS Ha GecnpoBoansie
CeTH  TPYAHO  TMPEIOTBPATUTh MIW  OCTAHOBUTH.  BONBIIMHCTBO
GecripoBOIHEIX CETEBBIX TEXHONOHI WCHONB3yeT HeaMNneH3npoBaHHbIe
HacTOThl - CNIEAOBATENBHO, AOMYCTHMA MHTEP(EpeHIN 0T MEeNoro psia

3NIEKTPOHHBIX YCTPOHCTB.

AV

8
Touxa pocryna

Nonssosarten Mywnrens
o ncers

Puc, 5.2. Ataku riymesns B 6€CrpoBOAHBIX KOMMYHRKALIMAX

Inywenue  kauenmos. 1 NylieHWe KIMEHTCKOW CTAHUMM  jaer
BO3MOXHOCTh MOINCHHHUKY MOACTaBUTH cebs Ha MEcCTo 3ariyméHHoro
KIMeHTa, Kak TIOKa3aHo Ha puc. 5.3, Takke IiIymieHue MOryT
MCMONB30BaTh JUIS OTKa3a B OOCTyXMBaHWM KiMeHTa, 4ToOhl eMy He
yAaBajgochk peanu3oBath coeiuHenue. bonee M3OMpeHHBIE  aTaKu
npepuBalT coeanHenne ¢ 0a3oroil cranumeil. 4To0bl 3aTeM ona Obina
NPUCOEAMHEHA K CTAHLIMN 3TI0YMEIIIIICHHUKA.
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ATaxyoumi
Noassosarents Tovea focTyna
ncaTh

Puc. 5.3. Araka rinyiueHus KJIMeHTa AJis epexsaTa CoeJHHeHHs

I'nywenue 6azosou  cmanyuu. I'nymenne 6a30Bol  cTaHuUMM
NPEAOCTaBIAeT BO3MOKHOCTh IOJIMEHMTh €€ aTaKyrollel cTaHluel, Kak
nokasaHo Ha puc. 5.4. Takoe riymenue JIMIIAeT NoJib30BaTENEH OCTYNA K
veiyram, a TeneKOMMYHHKaIlMOHHbIE KOMIAHUH -~ UX TIPUOBUTCH.

Momsaosareny ATaxyaumm Mywurens

Puc. 5.4. Araka rioymenus 6a30Boii cTaHUK
[Tl IepexBaTa CoeIMHeHUs

Kax ormeuanoch Bbliue, OOJBLUIMHCTBO OeCnpOBOLHBIX CETEBBIX
TEXHOJIOr I HUCTI0NB3YET HEeNMIIEH3UPOBaHHbIE YacToThl. [To3Tromy MHOrHe
yCTpoiicTBa - paguorenedoHbl, CHCTEMbl CJEKEHHS M MUKPOBOJIHOBBIE
neyd - MOryT BIMATL Ha pabory OecnpoBOAHBIX CeTel M IJIyNIMTh
OGecnipoBogHoe coeauHeHue. YroObl MNpesOTBPATUTH TaKHe CiTy4au
HernpeaHaMepeHHOro IyIeHus, NpexJIe 4YeM IOKYyNaTh JA0pOrocrosiiee
becripoBosiHOe 000pyAOBaHKE, HAJIO TINATEJILHO [IPOAHANN3NPOBATE MECTO
ero ycraHopku. Takoil ananu3 nomoxer yOeauTsCs B TOM, HYTO Jpyrue
YCTPOMCTBA HUKAK HE NOMELIAIOT KOMMYHUKALUAM, A TAKXKe YIEPKUT Bac
0T GecCMbICNIEHHBIX TpaT.

Bmopowenue u mooupurkayua oannslx. BTop)KeHHE [POMCXOJIMT,
KOrLa 370yMBILUIEHHUK no0aBnser UHGOPMANMIO K CYIIECTBYIOLIEMY
MOTOKY JlaHHbIX, 4YTOORI MNEepexBaTUTh COEJMHEHWE WM IIepechliaTh
JaHHble b0  KOMaHAbl B CBOMX LensX. ATakylluui  MOXKer
MaHHMITYTUPOBATH YTPABIAIOMIMMHA KOMaHIAMH M NOTOKaMK HH(opMalmH,
OTChUIasi MAKeThl MM KOMaHAbl Ha 0a3oByl0 CTaHUMIO, ¥ HA0OOPOT.
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[TomaBas ympasJisiolIie KOMaHIBI B HYXHBIH KaHal YIPaBIEeHUS, MOXHO
N00UTHCA OTCOENMHEHMA MoNb3oBareneii or cerw Bropkenne MoxkeT
MCTIONIB30BATHCA JUIA OTKa3a B 0OCITYyKWBAHHA. ATaKYIOLIMI repenomHser
TOYKY JIOCTyna B CETh KOMaHJaMM coenuHenus, "oOmanys" ee
NpeBBIIEHNEM MaKCMMyMa BO3MOXHBIX obpamienuii, - TakuM obpaszom,
JIPYTHM ITOJIb30BaTeNsM OyAeT 0TKa3aHo B IOCTYTIE.

Amaxa "man in the middle". Araku tuna MITM (man in the
middle - "wemoBex B cepeanHe") AaHAIOIMYHBL! BBIMICOMICAHHBIM
BTOpRGHIAM. OHH MOTYT NMPUHUMATE patuyHbie GOPMBI M HCIOTB3YIOTCSH
JUIS paspyuenus KOH(GHUIEHINAbHOCTH M HEIOCTHOCTH CeaHca CBS3M.
Ataku MITM Gonee croxHbl, 9eM OOJLIIMHCTBO APYTHX aTak: Jns WX
nposefienuss  TpeGyercs  moapobOHas — uHpopmamms O CeTH.
370YMBIIIEHHUK OOBIYHO MOAMEHSeT WICHTHOUKALMIO OJHOro U3
cereBbIX pecypcoB. Korma seprBa arakd WHUIHHPYET COEJAHHEHHE,
MOIIEHHUK TIepeXBaThIBAET €ro W 3aTeM 3aBepIlacT COEIWHEHHE ¢
TpeOyeMBIM pecypcoM, a IIOTOM TMpOIYCKaeT BCE COENAWHEHHUS C 3THM
pecypcoM 4epe3 CBOIO CTAHLMI0, kak 1okazaHo HA puc. 5.5. [Tpy 3tom
aTaKkyIomHKit MOXeT MOCKUIaTh MH(POPMALMIO, U3MEHSATE TIOCITAHHYI0 HITH
MOJICITY ITWBATH BCE MEPEroBOPbI M ITOTOM pacuii(poBHIBATE MX.

Abonenm-womennuxk. Tlocne TmaTensHOro M3yvYeHNS paboThI
aGoHeHTa CeTH aTaKylomuil MoXeT "MPHTBOPUTHCA" UM MITH KIOHMPOBAThH
€ro KJIHEeHTCKHA npouitk, 4TOOB! MOMBITATECA MOTYYHThL AOCTYT K CETH 1
ee ycmyraMm. KpoMe TOro, JOCTaTOMHO YKpPacTh YCTPOUCTBO JUTS JOCTyNa,
yTobBl BOMTH B ceThb. Obecneyenue 6e30macHOCTH BCeX OECnpOBOJHBIX
YCTPOMCTB - IENI0 OMEeHB HENPOCTOE, TIOCKOMBLKY OHM HAMEPEHHO JenarTes
HeOoNBILMMA AN yAoOCTBa MepeBUKEHU 11071b30BaTeIs.

HEOEIONACHIR CETh
{Intermal/Becnposcisan LAN)

SSH-copRup Nonsosareny

Puc. 5.5. Araka tiura MITM
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Joxcnvie mouku docmyna ¢ cems. ONBITHBIA aTaKylOUmMii Moxe
OpraHH30Bath JIOKHYIO TOUKY JOCTYla ¢ MMHTALMEH CeTEBBIX pecypeog
AGOHEHTBI, HHYEro He 110/03pesas, 00palaTCa K TOH NOXKHON To g

Amaxu muna "gauenm-kauenm". TIpakTnaecku Bce abOOHEHTHI
MoryT ObITh aTaKOBaHbI. [Mociie nepBoro ycriexa arakyroului
\

G i SrvuaeT 1IpaBo Ha JlocTyn K KOPTIOpPaTHBHOTMN N
)cryna M cooOuiaior el CBOm  BaxKHbIE pe | " -
AoELy 4 , PEKBU3NTEL, - Halpumep OMMYHUKAIHOHHOH CETH. BONBIIMHCTBO CETEBBIX aIMUHUCTPATOPOB
ayTeHTU(PUKAIMOHHY 10 HHGOPMALMIO. DTOT TUIl ATAK MHOIJIA IPUMEHSIOT BJIEK

: A \ .vﬁgwﬂ..:z%:oﬂc w::Zm::mv.%nnqoanzssv»%:menuo:pn:Ooﬁ_
B COYETaHMM C NPSIMbIM TIYLIEHMEM, YTOOBI «3ArTyiH e i ; (it
overT: p Iy €M, bl IYWATE)  HCTHHHYO  yeraHOBKE EPCOHATBHBIX MEXCeTeBBIX 9kpaHoB (firewalls). [Tosromy
ao._sznJ,:umnﬁ.ivsc.u.av. .v.

uHBie ATaKW HA KJIMCHTOB GECrpOBOIHOM CETH MOTYT OTKpHITH
(UIeHHAKAaM  MMeHa  Tonb3oBaTened W WX maposau, a
qoBaTe/bHO, M JIOCTYIT K JIPYTHM CETEBBIM pecypcam.

/ : Amaxu Ha cemegoe obopyoosanue. Henpasuisno
eKOH(UrypHpOBaHHOE obopynoBaHue - TepBas TpPUManKa JUIA
ﬁ ry

%

w:

&m Ry
;

arakyjournx: OOBIMHO OHO  OTKpEIBaeT mNyTh JUIM JanbHeimero

-l 3 _.ao-.::h:owc_:; B ceTh (JHOI/IA 3[eCh NUCMONL3YIOT MeTahopy «KaMeImKku
T 7] A
el g i o ol et Monsaosarens JUIs mepexojia uepe3 peky»). ITOT myTh MOTYT M36paTh JUIs TOro, 4To0k!
K@ OCTYNa K :
B CETh nocTyna pboltn koHTpoNk jgoctyna. ['aBHple 0ObeKTHl aTak Ha o0opynoBaHue -

! € ceTeBble YCTPOIICTBA, Kak MaplIpyTHU3aTOphl, TNepeKIiovaTeny,
‘CepBeph! /Ul XpPaHEHUSA apXMBOB M CEpBEphl J0CTYTIA.
Taiinvte becnposoonsie kanansl. EcTh eme oauH Gaxkrop, KOTOpPEI

IlonEsonarein, Witiomme nocTyN K :bOmOh:CB CeTH, MOTYT TAKikKe [B30BATECIIH n\.oc:ﬁOmObIEX CHUCTEM [OJIKHBI TIPHHHMATE BO BHUMAaHUe,
co3nasas WITH OucCHHUBasA CEThb. :OOKO:ZA% CTOUMOCTB TCUEK

cnocoGeTBOBATE YCTAHOBIEHMIO JIOKHBIX TOYEK [OCTYNa, HeHAMEPEHHO :
OTKpbIBas ceTh Ans Hanaienuit. MHoraa nonk3osartess ycTaHaBIMBaer 'OECHPOBOAHOro JIOCTYIAa HU3Ka M CO3J1aTh TOYKY I0CTyna Ha ocHose I10,
GecnpoBOHYI0 TOYKY JOCTYNa, CTPeMsch K YJ0OCTBaM, KOTOpBIE Erainaprioro  woyrdyka u NIC-kapret ans  GecnpoBonHOW — cBsi3u
npeaocTaBiseT 0ecnpoBoAHas CBA3b, HO He 3alyMblBasCh O NMpobreMax AOBOILHO  1pocTo, TpeGyeTcs GOMTENBHO OTCIEKHMBATE HEKOPPEKTHO
Gesonacrocin., Ceromss OGOpyIOBAHKE 1S ‘TOMEK HOCTYNA MOXHO MMM:G:QU:UGS:EE WM HEMpOIYMaHHO pa3BepHyTOe GecnpoBOHOE
KYIITS B TI0GOM MAra3uHe 1eKTPOHUKH 32 yMepeHHylo LeHy. DTH TOUKH OpYyloBanue B IpoBOAHOM ceTH (puc. 5.8, rjie noxasan Tak Ha3zbIBaEMEIif
MOTYT OKa3arhes "4epHbIM X0A0M" A/ NPOHUKHOBEHHMS B NPOBOAHYIO HEPHELT xo1 B ceth). D70 06OpyAOBaHME MOXeET npojenatk O4EHb

S3aMeTHhIe " " X )
CeTh, MOCKO/ILKY 00bIMHO OHM YCTAHABIMBAIOTCA B TAKON KOHGMrypauuH, ABIPBI™ B TIDOBOIHOW  WMH(ppacTpykType, Kyaa MOryT

mg. - E:%ro& a’ ; o ac .
KOTOpast N0JIBEPKEHA BCEBOIMOKHEIM aTaKaM. _ oy ATaKyIOIHe C pacCTOSHUA B HECKOJBKO KHAJIOMETPOB OT

Anonumnocms amak. BecniposonHodl goctyn  oOecredMBacT
NOJIHYI0 AHOHMMHOCTH aTakn. Be3 coorpercTByiouiero obopyaoBaHHA B
CCTH, NO3BOJISIONIErO ONpEIeIATh MECTONONOKEHNE, aTaKylonluil MOKET

Puc. 5.6. JloxHas To4ka nocryna

IT =
aonq—vo.mamus:z poymunza. Ewie 0HO BaXKHOE OTIMYME MPOBOAHBIX M
I & ¥ ol i
OIHBIX TEXHOJOTHH 3aKIOYaeTcs B CHOCOGHOCTH MMOTB30BATENS

Hepeasuraryc o
JIerKO COXPaHATL AHOHMMHOCTH M NMPATATHCA L€ YTOAHO Ha TeppuTOpHH , nﬂn_ﬁfom_ﬁnn. MOJIepKHBAs CBA3b ¢ ceThio. KOHIENnuMs poymuHra
e L2 0
aAedcTBus GecnpoBOIHOI ceTu. B TakoM citydae 310yMbllIUIEHHHKA TpyAHO . CDMA Aﬁcaomu_%mwmwm B %mwusa:zx CTaHaapTax GecrpoBOIHOMN CBA3M -
AT : = : ’ ivision Multiple Access), GSM (Global S
foiiMarTs | ele crloKiee nepeiathb €10 B Cyl. Mobile ¢ . p ss), (Global System for
i -Ommunicatj
BajkHO OTMETHTh, YTO MHOIME MOIUEHHMKH M3y4arT CeTH HE A LT ,_.%w\wwc:mv 1 OecripoognoM Ethernet. Muorue ceresbie
arak Ha MX BHYTPEHHHE PECYpchl, a s mojyuenyus OGecriarTHoro T — Tpebytot, uro6hl [P-ampeca cepsepa W KiMeHTa

n-
I3SMEHHBIMH, OIHAKO B IIpoLecce pOyMHUHIa B CeTH aboHeHT

y o ' " T3 7% , TAK T
AHOHMMHOI'O J0CTyIlia B Internet, NPUKPLIBA’ACH KOTOPBIM OHU @ VJO ) guﬂ.:v:o ©<.~O,—, o ar
s KWUIaTe ojHu ee Y4aCTKH W [PHCOCAMHATHCA K

JApYyrHe CeTH.
i .
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Apyrum. Ha 3rom TpeGoBaHMM OCHOBAHO MCIIOJIb30BAHHE MoOMIIbHBIX [P-
anpecoB M JPYrUX MeXaHW3MOB POYMHHIa B 6ECTIPOBOJIHBIX CETAX.

1 leparmonaT en Mapupy Tusa rop
<

Nepwesatp: sianms \

Araxyous

Puc. 5.8. Touka goctyna B Buae "4epHoro xona" B CeTh

["nasHas njaes MOOMIIBHOM [P-cBsi3u - perucrpanus
MECTOHAXOMKISHUA MOIb30BaTENs M NepeHanpasnenue Tpaduka. Azpec,
HE 3aBMCHAMBL OT TOro, rae HaxoauTcs abOHEHT, MpeljHa3HaueH s
nonnepxkku TCP/IP-coequuenus, a BpPeMEHHbI ajpec, 3aBUCALIMH OT
MECTOHAXOXKIEHMs  Mojib30BaTesis, obecneumBaer  COEJHHEHHE C
pecypcamu Jokanenoit cerd. Jlns MoOuisHOl cuctembl IP ecth TpH
JOTIONHUTENBHBIX peryanpylomux tpeGosanns: MoGmibHEI y3en (MY),
JOMAIUIHUI areHT W HMHOCTpaHHbii are’r. MY - 310 OecnpoBoaHOE
ycTpoiicTBo nosnb3osarens, JIA - cepsep, pacnoNOKeHHbIH B JloMaltHei
cet MY, a A - cepsep, pacnosioxeHHbIA B CETH, Ky/J1a MOHIET POYMHHT.
Koraa MY nepexouuT B HOBYIO CeTh, OH nony4aer Bpementbiii IP-ajpec,
sapuCALMil OT MecTonojoxexus, u perucrpupyercs B MA. 3arem UA
caasbiBaeTca ¢ JIA, ysBenomnas ero, 4to MY npucoeAnHeH K HEMY u BCe
[aKeThl JO/DKHBI € ITOr0 MOMEHTA NepeHanpaBasThes Yepes MA-poymMHHr
Ha JIA.

Veposst Kpunmosawumst. B coroBeix cetix CDMA, GSM n
GecnpoBonnoii  Ethernet-ceTn  NPHMEHSIOTCH  KpuuTOrpapuuieckue
cpencTBa s obecreveHus 1ENOCTHOCTH M KOHQWACHUMANbHOCTH
uadopmauuy. ONHAKO  OMJOWIHOCTH  NPUMBOAAT K HAPYLICHHIO
KOMMYHUKaLMii ¥ 310HAMEPEHHOMY HCIIOJb30BAHMIO MHDOPMALHH.
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WEP (Wired Equivalent Privacy - cekpeTHOCTh Ha ypOBHE
IPOBOJIHON CBS3H) - 3TO KpunTorpapuueckuii Mexanusm, Co3jlaHHbIi s
obecrievenns 6e3onacuoctu cereit Tuma 802.11. Oumbku npu BHEAPEHUN
WEP u npobnems! yrnipasieHus Cenaid ero npakTnaeckn 6ecrnoie3nbm.
DTOT MexaHW3M pa3paboTaH ¢ eIMHCTBEHHBIM CTATHYECKHM KIOYOM,
KOTOPEI TIPUMEHSETCA BCEMH MOIb30BATEISIMK. Y TIPaBIAIOMMI 0CTYT K
KJTIOYaM, 4acToe UX W3MeHeHne ¥ obHapykeHHe HapyLUICHUI PaKTHUECKH
HeBo3MOkHBl. Mccnenosanme BHenpenns anroputmMa RC4 B WEP
BBIABMJIO YSI3BUMBIC MECTA, W3-3a KOTOPBIX aTaKyoWwuii MOXKeT NoITHOCTBIO
BOCCTAHOBMTh KJIKOY TTOCJIE 3aXBaTa MHHHUMAITLHOrO cereBoro tpajuxa. B
Internet ecTb cpeacTBa, KOTOPbIE [O3BONAIOT  3JIOYMBIIIIEHHAKY
BOCCTAHOBHThH KIIIOYW B TedeHMe HecKonmbkux wacoB. [Tosatromy ma WEP
Helb3s  IojaraThecs  Kak  Ha  CPeACTBO  ayTeHTHuMKaumu U
KOH(MACHIIMATEHOCTH B OECTTPOBOHON CETH.

5.3. Mopeas napymurens 6ezonacnocTd nadopmanuu

Jlns TpenoTBpamieHHs BO3MOXHBIX yrpo3 (GUPMBI AO0KHLI HeE
TONBKO O0OECNeYNTs 3alIUTy ONEPalMOHHBIX CHCTEM, TPOrpPaMMHOIO
ofecreyeHns U KOHTPOJIb AOCTYTIA, HO M TOTIBITATLCA BBISBUTHL KaTErOpHN
HApYIIATENEH U Te MeTOJIbI, KOTOPBIE OHH HUCTIONL3YIOT.

B 3aBUCMMOCTM OT MOTUBOB, lieJieif W METO/I0B, JAeHCTBUA
HapymmTeneii 6e3onacHOCTH WHGOPMALIMKM MOXHO PA3JIeNUTL Ha 4YeThIpe
KaTeropuu:

— MCKATEeJIN NPUKITHOYEHWIT;

— HiefHbIE XaKephl;

— XaKephI-TpodecCHOHAITBI;

— HeHaJiexKHbIe (HeOIaronony4Hbie) COTPYTHUKH.

Herkamenv npuxnroyenuti, Kak TPaBUIo, MONOI: OYEHb YacTO 3TO
CTYJIEHT WM CTApIIEKJACCHUK, M Y HEro peako uMeetcs npomyMaHHbIH
mman arakd. OH BeiOMpaer uens ciydaifHeiM  o6pazoM W OOBMHO
OTCTYNAeT, CTOJKHYBUIMCH C TpyaHoctsamu. Haiizs aeipy B cucreme
6e3omacHOCTH, OH cTapaercs co0paTh 3aKpeITYI0 WH(HOPMALMI, HO
MpakTHYeCKH HHWKOTJA He TbiTaeTcs ee TaiHO W3MeHnTh. CBOMMHU
nobenaMu Takoii McKareNb TIPUKITIOYEHHH AEUTCs TOIBKO CO CBOMMM
OIIM3KUMH APy 3bAMHU-KOIUIEraMH.

Hoetnwiit xakep - 3TO TOT € WCKaTelb MpUKTIodeHWit, Ho Gonee
uckycHeli. OH yke BbIOMpaer cefe KOHKPETHbIE e/ Ha OCHOBAHWH
cBoux y6exaenuii. Ero u3moOIeHHBEIM BUXOM aTaky SIBNSETCS U3MEHEHHE
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nrdopmanMonHoro Hanonxenus Web-cepsepa win, B Gonee penyy (e HapyLIMTeNns M MX TIpajaluuu 0o CTerneHu

ciiydasix, Onokuposanue paboThl atakyemoro pecypea. [lo CPaBHEHUIQ
HCKaTe/leM NpUKIOYeHHH, MIeiHbli Xakep pacckasbiBaeT 06 ycne
arakax ropaszo 6onee WIMPOKOH ayAMTOPUY.

Xakep-npogpeccuonan  mmeer  HeTKuil  1iaH  gedcTBuii
HAlEINBACTCA HA OnpejeneHHble pecypchl. Ero araku  xopomg
poiyMansl ¥ 00bIMHO OCYLIECTBIIAIOTCS B HECKOJIBKO 3TanoB. CHauana o
cobmpaer npeasapurensHyo undopmawmio (tun OC, npeaocrasnsemsy
CEPBHCHI M TPUMEHsIEMbIE MEPBl 3alUThi). 3aT€M OH COCTaBJIseT
aTaky ¢ yderom coOpaHHbIX JaHHBIX M mnoabupaer (MaM pna
pa3zpabarbiBaeT) COOTBETCTBYIOLIME HHCTPYMEHTEL. Jlanee, nposens a
OH NOJAYYaeT 3aKphITyi0 MHMOPMALMIO, W, HAKOHEL, YHHYTOXAET Boe
cneabl cBoux aAedcTBuii. Takolf atakyrouid npodeccHoHan 0ObMHO
Xopowo ¢uHancupyercs U Moxer paboraTs B OJMHOYKY WJIA B COCTABEe
KOMaH1bl 1podheCcCHOHANOB.

Henadeocnvid compyoHuxk CBOUMH JEHCTBUAMHM MOXKET J0CTaBH
cTonbKO ke npobnem (uwnu naxe 6osbine), CKOJBKO MNPOMBIIIIEHHBIN
WNHOH, K TOMY e ero MpUCYTCTBME OOBIYHO ClOXHee OOHapYKHThb.
Kpome Toro, eMy HpuxXOAMTCA NPeojosieBaTh He BHELIHION 3allUTy CeTH,
a TOJBKO, KaK MNpaBWJIO, MEHee MXECTKYl BHyTpeHHo0. OH HE TaK
M30IIPEH B CMOCOOAX ATAkM, KAK MPOMBILUICHHBIA LIMHOH, W NOITOMY
yafie JI0NnycKaer olnOKM U TEM CaMbIM MOJXKET BbLIATh CBOE IPHCYTCTBHE.
O/1HAKO B 3TOM CJly4ae ONacHOCTh €r0 HEeCAaHKLMOHHPOBAHHOrO AOCTYNA K
KOPIOPATMBHBIM ~ JAHHBIM MHOrO  Bbille, 4YeM J06Oro Apyrore
3710y MBILLIEHHUKA.

[lepeuncnennsie KaTeropuu HapyliTenei He30macHoCTH

BO3MOKHbIE
, oTH M OMacHOCTH,

, gmo“mﬁ:_c:oic:_; 0 ero KaIuukaunm;

' pueHka ero TEXHHYECKOH BOOPYIKEHHOCTH;

_ orpanmueHus PenoaO)KEHHs O xwvmﬁmvm(nnc JIeHCTBHM. -

Jlo HejaBHErO BpEMEHM BBI3bIBANK OECTIOKOWCTBO Clly4ad, KOIia
PYKOBOIMTENIEM  ClIy)Kaulue, 3noynoTpediis  CBOHM
HojOKeHHEM, TOPTHIM CHCTEMBI, JONYCKas K HUM [NOCTOPOHHUX WJIN
ocrapnss  CUCTEMBI Oes mnpucmorpa B paboyeM  COCTOSHHH.
[loByanTebHbIMH MOTHBAMH TAKUX NEUCTBUMN ABIAIOTCA:

— peakilys Ha BBITOBOP HJIM 3aMEYaHHE CO CTOPOHBI PYKOBOAUTEIS;
_ Hen0BOJIBCTBO TEM, YTO UpMa HE OIUIATHIIA CBEPXYPOYHbIE YaChl
paboTsi;
* _ 310/ yMBbICE/ B KAauecTBe, HAlpUMep, peBaHIua ¢ U0 0cl1abuTh
dupMy KaK KOHKYPEHTa Kakoi-mu00 BHOBb co3aBaeMOi (PUPMBI.

HEI0BOJIbHBIE

Hapyumrens 6esonacHoctTi HHQOpMauHK

Texuuyeckan
BOOPYIKEHHOCTh

Havwmnaromyi —”ﬁ Jomawnmii [TK 8 cetn

Ksanndukauns

Hrpossie geficraun
B CeTH

Peakumn na BBITOBOP,

. = 2 ’ [1K a ceTu xa paboie
HHGOPMAIMK MOJKHO CIPYNIUPOBATH MO MX KBaNM(UKaLMK: :wasmEoENﬁ Heynnata sa pabory, K& i e
(uckarens npuKIOYeHuit), cneumanuer (uaelHsIl Xakep, :mmmhov_ﬁvi.__ 310# ymbicen [POrPAMMHPOBAHHSA

coTpyaHuk), npodeccuonan (xakep-npodeccHonan). A ecnd ¢ ITHMH
rpynnamm  COMOCTABHTH MOTMBSI  HapylleHHs GesomacHocTd
TEXHMHECKYI0 OC-HAUIEHHOCTh KAXIOH CPYMNIbl, TO MOXHO HOMyHHTE
06061eHHyI0 MO/Ie/b HapyLuuTens 6e-30nacHocTH uudopmanuy, KaK 310
nokasaso Ha puc. 5.10. 3

Hapywmrens GesonacHocTn uMHQOpMAuuMH, Kak Npapio, sBIAACE
CNeLMATHCTOM ONpeieNneHHoii KBanunUKALNK, NbTaeTcH y3HaTh BOE €
KOMIBIOTEPHBIX CHCTEMAx M CeTsX W, B 9aCTHOCTH, O CpejcTBax HX
3aiThl. [109TOMY MOZIe/b HAPYIUIUTENS ONpenenserT:

— KATEropuy ML, B YHCIe KOTOPBIX MOXET OKA3aThCs HAPYLUATEEs

|

11K nocnensero
NOKOJICHUA B CETH +
apceHa’ COBPEMEHHOI0
1o

Ilpodeccronan

Puc. 5

-10. Monens Hapywmures 6e301acHOCTH HHPOpMaLUK

He; 0 ~ .
mQFE:; BOJILHBIA pyKoBOAMTENEM CITyXKAIMA CO3/1aeT OHY U3 CaMbIX
X ' >
HOMb305, YIpO3  BLI-YHCAMTENLHBIM  CHCTEMaM  KOJUIEKTHBHOIO
al [ e
1A, 310 06ycnoBneHo ewe U TeM, YTO areHTCTBa 10 Gopsbe ¢
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Xakepamu ¢  Oombmeit OX0TOif  OOCHY)XWBAalOT  BIAJENbIIECB
HHIMBH]Y 2IbHBIX KOMIBIOTEPOB. ;

[TpodeccronanbHble  Xakepbl - 3TO KOMIIBIOTEpPHBIE  (haHATEHI,
IPEKPACcCHO 3HAKOIINE BBIYHCITUTENBHYIO TEXHUKY W CHCTeMBI CBsizu. OHH
3aTPaTHIIM Maccy BpeMeHH Ha o0yMbIBaHNE CITOCOOOB MPOHUKHOBEHUS B
cHCTeMBI W elle Goibile, SKCIEPUMEHTUPYS C CAMUMH cucTeMamu. J{ns
BXOJKACHMS B CHCTeMy mpodeccHoHalbl 4Yalle BCero HCHOIb3yIoT
HEXOTOPYIO CHCTEMATHKY W AKCIIEPUMEHTHI, & He PACCUMTHIBAIOT Ha yIady
wnm poraaky. WX uene - BbISBUTL M TPEOZOJETH 3aIUMTY, H3YUYHTh
BO3MOXXHOCTH  BBIYMCIUTEIBHON YCTAaHOBKM M 3aTeM  Y/aJIHThCH,
YTBEPAMBIINCH B BO3MOXHOCTH IOCTHXKeHHs cBoeif wnemn. Braromaps
BBICOKOH KBAJIM(UKALMN TH TIOJIH MMOHUMAKOT, UTO CTENeHb pucKa mana,
TaK KaK OTCYTCTBYIOT MOTHBBI Pa3pylIeHUs I XUILEHUA.

K  kareropum  XakepoB-Tipo(hecCHOHAIOB  OOBIYHO  OTHOCST
CIEAYIOIIUX JTHLL:

— BXOASOIMX B MPECTyNHLIE TPYNIHPOBKH, Mpecieayromnme
MOIUTHYECKIE LIENIH;

— CTpeMAUMXCS TTOIYydATh WH(OPMAIMIO B LEIAX MPOMBIIIIEHHOTO
IITHOHAXKA;

— XaKep WITH TPYMITNPOBKH XAKEPOR, CTPEMSIINXCS K HaXKUBE.

KommeioTepHbie MaXHHALIUH OOBIMHO TIIATENBHO CIUIAHWPOBAHBI H
COBEpIHAIOTCs CO 3HAHWEeM Jena. MOTMBOM HapylUeHWi, Kak IpaBillo,
cirys:at OoJbIINe AEHBIM, KOTOPhIE MOXKHO OBLIO TTONYYUTh, TPAKTHIECKH
He puckys. Boobiuie npodeccruoHalbHbIe MUPaThl CTPEMATCA CBECTH PUCK
K MUHUMYMY. JI5f 3TOTO OHH NMPUBIEKAIOT K COy4acTHIO paboTarouux wiu
HEIABHO YBOJMBIUMXCS € (UPMBI  CIyXallWuX, MOCKOJBLKY s
MOCTOPOHHEro pucK ObITh 0OHAapYKEHHBIM 0OpPH UPOHUKHOBEHWM B
OaHKOBCKHE CUCTEMBI BEChbMa BEJIHK.

Ceronns, korga MHTepHET ye CTyYdTCs B ABEPH KaX)IOTO JOMa,
XaKepbl CTAHOBATCH HACTOSIIMM OENCTBHEM JiIsi T'OCYJapCTBEHHBLIX M
KOPITOPATUBHBIX KOMIIBIOTEPHBIX ceTell.
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IVIABA 6. BE3OITIACHOCTb MOBMJIbHBIX OIIEPAIITMOHHBIX
CUCTEM

6.1. MoOuabHble OnepauHOHHbIE CHCTEMBbI

CylecTByIole Ha AAaHHBIA MOMEHT MOOMIIbHBIE ONEpalMOHHbIE
cucremsl (OC) npenocTaBisioT MOJNL30BATENIAM BO3MOXKHOCTH HE TOJIbKO
10 OCYILECTB/ICHHIO MPUBBIMHBIX U MOOMIBHBIX TenedoHOB JeHCTBHIl,
TAKMX Kak ornpaska SMS-cooOuieHuii ¥ coBepuieHHe TeNedOHHBIX
BBI30BOB, HO M IIMPOKHE BOIMOMHOCTH 110 XPAHEHHUIO, PEIAKTUPOBAHMIO H
obmeHy JaHHBIMH.

[Ipy 3TOM HEKOTOpble M3 CYIIECTBYIOWIMX HA JAHHBIH MOMEHT
mobmwibHelX OC  1pejloCTaBisioT  NOJIB30BATE/HM  JIONOIHUTEILHBIC
BOIMOXKHOCTH [0 3amn(poBaHHOMY XPaHEHHMIO [aHHBIX, 4 TaKKe Mo
y/laJleHHOMY YTIPABJAEHHIO JTAHHLIMM HA MOOUIILHOM YCTPOMCTBE E ClIydae
ero yTepH WJIH KpaxH.

AHAIN3 HanguMs JAHHBIX BO3MOXHOCTEH MOXeT ObITh MpoBeneH
TOBKO B Cilyuae, eciid ucxonbie Kojasl OC MOJHOCTBIO OTKPBIThL.

Takum o6pasom, ais co3jauus knaccuukamuy Mobunbhbix OC
6b1n BBIGpaHs! creyiomue napameTps (puc. 6.1):

- OTKPBITOCTb ONEPALMOHHON CUCTEMBI;

- HaJMYMe cpeacTB 3amuThl nH(opmanuu (C3K);

- HalM4Me CpeacTB KpunTorpauueckodl 3amuThl MHGOpMALHH
(CK3M);

- THIIB! KOHEYHBIX YCTPOHCTB — ILUIAHILETBI, MOOMIIbHBIE TeJle(OHBI.

Jlanee paccCMOTpPeHbl CaMmble pPacrpoCTpaHeHHble OlepauuOHHbIC
cucTeMsl Ui MOGMIBHBIX ycrpoiicTts: Symbian OS, Windows Mobile,
Linux-cuctemsl (Android), Palm OS, iPhone OS, BlackBerry OS.

Symbian OS

Babina camoit nonyasipuoit OC anst MoOHibHbIX yCTpoHCTB Gnaroaaps
noziepkke pupmbl Nokia. BaxkHyio pojib Takke Cbirpaso To, 4To CHCTeMa
uMeeT HeGOJBIION pasMep, a Takxke TO, 4To rpaduteckuil unrepdeiic u
AAPO CHCTEMbI OTAENEHbl APYr OT Jpyra. OTO MO3BOIWIO JIErko
YCTAHAB/MBATE €€ Ui Pa3IMiHbIX MOOH/IBHLIX yCTPO#CTB. [lo3aHee Obina
nobasrieHa MHOr03a1a4HOCTb.

Kaxietit paspaborunk cospaBan cBoit amctpubyTus (Bepcuio) HToi
OrepalMoHHOM CHUCTEMB! B 3aBUCHMMOCTH OT OTpaHMYEHHH AarnrapaTHOMH
nnatdopmel, 10J KOTOpyl oOHa paspabGarbiBanace. Kaxias Bepcus
obnagana CBOMMM OCOOEHHOCTAMH, 4YTO Jenajo HeoOXOAMMBIM MO

75




KKIYI0 BEPCHIO pa3pabaThiBaTh CBOM MPHIOKERNS. D10 GBIIO HeynobHe
noaroMy rmociae nossnedus Windows Mobile, Android n :.ro:nOm,
YTpaTiia CBOK TIONYJSPHOCTE CPeIH MPOMBOAMTENeH MOGHTHHE

JeBaicosB.
W RTR YIS IR

| MoGuasaLIE Onepaunonnbie cHCTeMEI _
i

_ _ _ 1

B - ITo Hanuumio [Tor
ITo oTkpeiTOCTH o samens C3H 18] lo Ty KoHeuHRIX
HCXOIHBIX KOJIOB CK3H yeTpoticrn
[MomsocTsio
- OTKPHITHIC HCXOHBIC OC conepaut OC conepmar L { Tomxo ms
xoma OC scrpoesnsie C3H scrpoctmmie CK3U emaproron
Ormcpurriie Berpoennme C3H Berpoemmie CK3HM| || Tomxo
|| MCXOMHBIC KOJKI OTCYTCTHYIOT otcyTeTRYIOT romarmersmx TTK
OT/IEITRHBIX
xomrroncHTon OC
L_| Jlnx cmaprdoron u
JakphThc raxmersnx [TK
L ‘mexommie koW
OC

Puc. 6.1. Knaccudukauus MOOUIBHBIX ONMepaliOHHBIX CHCTEM

Ha nanHeri MOMEHT W3 KpPYNHBIX NpoW3BoaMTeNell MOOMIBHBIX
nesaifcoB Tonpko kommanus Nokia wucrmomszyer sty OC s CBOMX
cMapT(hOHOB.

Hocmouncmea:

- HA3KHe TpeGOBaHMUs K IAMSTH M TIPOLIECCOpY;

- (hyHxnHs 0cBOOOKAEHUS HEUCTIONB3YEMOIt MaMATH;

- cTabMITBHOCTE;

- MaJioe KOJIMYeCTBO BUPYCOB Ul 3TOif ninardopmel;

- OBICTPO BRIXOAAT HOBBIE BEPCHH M MCIPABIIAIOTCSA HECTaOMITEHOCTH,

- 60J1bLI0E KOTMYECTBO MIPOIPaMM.

Heoocmamxu:

- st cBsi3u ¢ [1K Hy»HO ycTaHaBIMBATh JOTOJHUTELHEI COPT;

- HECOBMECTHMOCTb IIPOI'PAMM JUTS CTApbIX W HOBBIX BEPCHiA.

Windows Mobile
Dra onepaumoHHas cHcTeMa pa3paboTaHa MHPOBBIM JMjiepoM B
NPOM3BOACTBE ONEPALMOHHBIX CUCTeM — Kommanmeli Microsoft. 9718

CHMCTEMA HCTONb3yeT Takoil )Ke NporpaMMHbii HHTepdeiic, yro H B
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X KOMIbIOTEpaX. DTO JIeNaeT HAamMCaHue nporpamm Oonee
)1b30BATENAM HPABUTCH yAOOHBIA M NMOHATHLIA HHTEP)EiC,
¢ wmacronbhoit Windows. Windows Mobile sBnsercs
KOMIIOHEHTHOH, z:oﬂodmhm;:nwm, w_zo_,o:oqc;:cm u
MporonaTGOpMEHHO ONePalMOHHOH CHCTEMOH. mzm_;gmcm ITOMY OHa
chICKA/A LUIMPOKOE PACIIPOCTPAHCHHE Ha MOOH/IBHBIX YCTPOHCTBAX.

Jlocmouncmad:

- CXOJKeCTh C HACTOJIbHOI BepCHeii,

- yo0HaA CUHXPOHU3ALUS;

- B KOMILIEKTE HIYT ODHCHBIE POIPAMMBL;.

- MHOT'03a/1a4HOCTb.

Heoocmamku:

- BpicokHe TpeboBaHMA K 000pY/10BaHUIO;

- Hanuuue GOJBILIOro YUCia BUPYCOB,

- necrabuibHOCTH B pabore.

Android

Android - ogHa u3 cambix MoJi016IX MOOUNIBHBIX OC, OCHOBaHHasA Ha
Gaze onepauMoOHHOM cucreMsl Linux u pazpaGateiBaemas Open Handset
Alliance (OHA) npu noanepxke Google. McxonHslii kKox Haxoaures B
OTKPLITOM A0CTyIie, 6narozaps yemy Jo60i pa3paboTuukK MOXKET CO3/1aTh
CBot0 Bepcuto 3toit MoOmnbHoit OC. Paszpaboruumkam IpuiioKeHUi
BLUIBUHYTO HeOOJbIIOE KOJIMYECTBO OrpaHuyenuii, Onarogaps demy
CYHIECTBYET MHOXKECTBO KaK IUIATHBIX, TAK M OECIUIATHBIX NPHIIOXKEHUN,
KOTOpble MOKHO ya00HO 3arpy3uts ¢ Android Market.

Hocmouncmea:

- TMOKOCTD;

- OTKPBIThIE HCXO/HbIE KOJIbI;

= MHOXKECTBO [pPOrpamm;

- BbiCOKoe OpicTpoaeiicTBue;

- ya0bHoe B3auMozielicTsue ¢ cepsucamu ot Google;

= MHOI'03a1a4HOCTb.

Heoocmamiu: )

- MHOXECTBO aKTyaJbHbIX BEPCHH — JUIi MHOTHMX YCTPOHCTB HOBas
m.nvo:x BXOIUT C/IMMIKOM NO3AHO MM HE MOSBIAETCH BOBCE, NOITOMY
mmﬁwmm.h_&_wmz npuxoauTcs paspabaTbiBaTh MPUIOKEHUSA, OPHEHTUPYSIChH

jiee crapele Bepcuu;

R BBICOKAs mnpenpacnonokeHHOCTh K XaKepCKMM arakaM M3-3a
:,Ur_._ OCTH _AODN“

=onnc:m.i.:r
HpOCTHIM, a nc
u:mzczzm UM

- 104TH Beeraa TpeByer 10paGoTOK.
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ioS

MobuneHas onepauMoHHas chcTeMa OT Kommaduu Apple. Jlannas
CHCTEMa IOTy4H/ia pacrpoCTpaHeHne TOMBKO Ha MPOAYKTaX KOMIAHHH
Apple. Tlpumensiercs B cmaprdonax iPhone, mieepax iPod, mmanmerax
iPad a Taxke TeneBn3nonHolM npuctaske Apple TV,

Hocmouncmea:

- y106CTBO NONbL30BaHMA,

- Ka9eCTBeHHas ciry)k0a MomIepikKKu;

- peryispHbIe OOHOBJICHWSA, YCTPaHAIONIME MHOTHE Npo6ieMbl B
pabore;

- BO3MOXHOCTE KYIHTE B App Store MHOXECTBO pasiiM9HBIX
nporpamm. ,

Heoocmamxku:

- (HeoOXomuMocTh Jokainbpelika IS yCTaHOBKH HeodHIMaNbHBIX
TIPUTIOKEHHUIH,

- 3abnoknpoBanHkif Xapakrep OC;

- OTCYTCTBUE MHOT033]1a4HOCTH;

- HET BCTPOEHHOT0 peZlakTopa JOKYMEHTOB.

Palm OS

Hannas onepaumonnas cucrema mnosBunack B 1996  romy.
[Tpumensnmace B KITK. Beuta oweHs pacmpocTpaHeHa W3-3a IIMPOKHX
BO3MOKHOCTEH W ynoGcrTBa monesoareneii. K Hactosimemy MomeHty
MPaKTHIECKN HE NPUMEHSANACh, HO B 3TOM IOy pa3paboTdMKa MOrioTuiia
komnauus HP. Braropaps 3ToMy nosBHINCh HafleXAbi Ha BOCKpelIeHHE
Hekoraa normyusprol cpenu KITK onepanvoHHO#M cHCTEMEL.

Jocmourcmsa:

- HeTpeboBaTeNlbHa K pecypcam;

- 04eHsb y00HbI HHTepdeiic mons3oBares;

- ynobnas canxponusanms ¢ [TK;

- HaJIe)KHOCTh.

Henocrarku:

- OTCYTCTBYET IOJIHOUEHHAss MHOI03a/1a9HOCTh;

- HE Pa3BUTHI MYJIbTHMCAUHHBIC (YHKLIH.,

BlackBerry OS

Ornepauvonnas cucrema paboTaeT HCKITIOYUTENBHO HA yeTpolcTBax,
BBIIIYCKAEMBIX ~ KoMnanuel Research In  Motion  Limited (RIM).
OpuenTHpoBaHa Ha KOPHOPATUBHEIX Mojk3oBateneil. CBoe HazBaHue
MOJy4nsia OT cMapTHOHOB JUIS KOTOPAIX CO3aBaNach, TaK Kak KIiaBUaTypa
cMapThoHOB OblIM MOXOXKH Ha SATOAY eXeBUKH. CMapToHBI .¢ 37Ol
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ONEepPalMOHHOM CHUCTEMOM MOJIYy4M/IHM PacnpoCTpaHeHHe B KOPNOPAaTHBHOM
cpeze, Gnaroaaps ClIOXHOCTH TlepexBaTa cooOiueHuii.

Hocmouncmea:

- y106HO€ MoIb30BaHUE NEKTPOHHOI MOYTOM;

- Jlerkas CiHXpoHu3auus ¢ ITK;

- LIMPOKHE BO3MOXXHOCTH HacTpoek 6e30nacHOCTH.

Hedocmamxku:

- ONTHMHM3MpOBaHa /ULl BLIBOAA TOJBKO TEKCTOBOH HHOpopmauuu,
Ka4ecTBO paboThl € rpadMKoif He 04eHb XOpolLIee; :

- He O4eHb y100Hk1# Opaysep.

Kak BuauMm, TeXHHYECKHE XapaKTePUCTUKH YCTPOMCTBA - OTHIOAbL HE
rlaBHbIi napamerp npu Bbibope MOOWIBHOIrO nesaiica. Beib cMEICHa OT
annapara, KOTOPbIii HAmUYKaH CAaMbIM COBPEMEHHBIM JKENe30M, HO
KOTOpbIi paboTaeT Ha OnNepalMOHHOH cucTeMe ¢  HeOOoJIbIIMMH
BO3MOXXHOCTAMH, MUHIMAJIEH. _

6.2. besonacHoCcTh MOOHMIBLHBIX ONEPALIHOHHBIX CHCTEM
H MEeXaHHM3Mbl ee peain3auuu

PaspurHe MexaHM3MOB 6e30IaCHOCTM A MOOWIBHBIX YCTPOMHCTB
LUI0 10 APYroMYy IIYyTH, HEXeNM /Ul NEePCOHAJIbHBIX KOMIILIOTEPOR.
Mexanu3mel Ge3onacHOCTH JI0KHBI ObiIM o6ecnieuuBars Gosiee KecTKHe
TpebOBaHMA K 3aIMILIEHHOCTH MOOHIBHOTO yCTPOMCTBA.

OTH KecTkue TpeGOBaHUs K 3AIMILEHHOCTH J0/DKHBI 00€CeunTh:

- uaeHTuuKkaumio ycrpoiicrea (International Mobile Equipment
[dentifier, IMEI), T.e. ycTpoHCTBO J0/OKHO OBITH 3aIIMIEHO OT
"MaHMOyJsAUMA M M3MEHeHWH JUOOBIMM  CpPeACTBAMM,  BKJOYAs
MeXaHHYECKHUE, JIEKTPUYECKHE 1 NporpaMMHbie";

- 3aMMIIEeHHOE XpaHeHue pPazMOYacTOTHBIX HACTpOEK,
oTKa1MOpOBaHHBIE Ha JTalle [POU3BOJICTBA MOOHIILHOIO yCTPOHCTBA;

- HAJE)KHOCTh  ONEPAlMOHHOM  CHCTeMBI, He  JOIyCKalouei
TNOSAB/IEHUA KPUTHYECKOH OmMOKM CHCTEMBl, NPUCYILEH B ONepanHoHHOlM
cucreme Windows, Tak HasbiBaeMblif "CHHMII 3KpaH cMeprH", mocne
kotopoii OC yxoaut B nepesarpysky, Tepsis BCe HECOXPaHEHHEIE JaHHbIE;

- IOCTYIIHOCTh CHCTEMHOIO pasjeia TOJNbKO JUIA YTEHUA M
pasrpaHu4eHue BEITOJIHAEMBIX IPOLIECCOB HA YPOBHE spa.

OcHoBHbIE pa3nH4Hsi B MeXaHu3Max Ge30I1aCHOCTH OIepaLMOHHbIX
cucreM Android u iOS cneayrommue:
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- pa3IMaHBIe TPAHIUTB pasrpaHAYEHUs J0CTylia Ha YpoBHE siapa
OrnepalnoHHOI CHCTEMBI,

- pasJMYHbIE MOJIEIH Tponecca BepupHKALNK ,mﬂvwianz_cﬁo B
Mara3MHbl IPOrPaMMHOT0 oOecIieueHus

- pa3ugHbIe MPUHIMITBI KOHTPOJIA NMpaB J0CTyNa yCTaHaBIMBaeMbIX
NPUITOKEHMIH.

Yro6bl 00ecned|Th BhioNHeHHe 3THX TpeboBannii Ol co3/1aHEl 1
BHEJIPEHEI 3alINTHEIE MeXaHU3Mbl MPOrPAMMHOTO U annapaTHoOro ypoBHS.

PacmorpuM Gonee noapodHO 3alIMTHBEIE MEXaHU3MbI POrPAMMHOTO
M annapaTHOrO VPOBHA Ha TPUMEpPE I[IHPOKO PacrpoCTpaHEHHOTOo
npoueccopa ARM  TrustZone. DTOT Mpoueccop HMeEEeT apXUTEKTYypy
Advanced -RISC Machine (ARM) c cokpamieHHEIM HabopoM KOMaH
(RISC), koTophlil ycranaimpaercs B GONbIIMHCTBE CMapTPOHOB W
TUTAHIIETOR.

3alMTHBIE MEXaHU3MBI IPOrPAMMHOTO YPOBHS B NIPOIlECCOpax TUIA
TrustZone.

B ocnore koHuenimy ARM TrustZone nexur pasieleHue Ha
YPOBHE aNmapaTypsl Cpejibl BEITONHEHHS Ha 3amuiuenHyto (trusted), wmm
uHave Gesonacnas cpeda ucnoawenuss TEE) w wesammulenHywo (non-
trusted), nim unaue docmynnas cpeda ucnonnenus REE (puc. 6.2).

ITOT MOAXOI 3aTparvBaeT HEe TONLKO TPOLECCOp, HO M MaMAThb,
TpaH3aKOMM Ha IUWHAX, NpepbBaHus, nepudepuiinpic ycrpolictBa B
pamkax "cucremul-Ha-gume"  System-on-a-Chip  (SoC),  kortopkie
MCMONL3YIOT HECKONBKO MHOIOS/IEPHBIX MPOLIECCOPOB, Npe/IHa3HaYeHHbIX
JUI  BCTpauBaeMblx npunoxkenuii. SoC - 3T0 3JeKTPOHHAs cXema,
BBIMOJHSIONAs (PYHKUMM TENOTo YCTPOHCTBA (HanpuMep, KOMILIOTepa) 1
pa3MelleHHas Ha OIHOM UHTErpalbHOM CXeMe.

Jlnst ynoGerBa 00bACHEHM BBEIEM TEPMUHOJIOTHUIO!

Rich OS - mnonHodyHKIMOHANILHAS ~ONeEpalMoHHas  CHCTEMa,
paGoraiomas B goctymHoi cpene REE — sro nabop Gubnmorex, cepsucos
M ycnyr, Kortopsle ofecreumBaioT OOlme (QYHKIMM | ynpaBieHus
KOMITOHEHTAMH CHCTEMBI - BHYTPEHHAX H CTOPOHHUX MPHIOKEHHIA.

Secure OS - noBepeHHas OrepalMOHHas CHCTeMa, paboTaiomas B
GesonacHoif cpene ucronnenns TEE u orpanuyenHas B GyHKUMAX pany
6esonmacnoctu. Cpena TEE  peanusyercst ¢ HCMOJIb30BaHHEM
3AUMINEHHOTO pekuma paboTel ITpoleccopa.

Trustlet — npoBepeHHOe NpuUIIoXKenue, 3anyuieHHoe B Secure OS,
KOTOPOE MOXKET GBITH MPEIOCTABIIEHO CTOPOHHUMH Pa3paboTIHKaMK.
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Mob6unsHoe yerpoiictso ¢ noaaepxkoii TrustZone
n. e ———————-— l_ = — e m e m e e ——————
: Jocmynnas cpeda ucnonvenun RE E _ ] I _FEQ:E HaR cpeda ue noamenus :;»l_ I
1 —— 1
1 1
e I 5 I
1 | Rich OS I, [Secure OS |
| J ' I
I ! 1 |
] _ ITpunoxenne _ _ Ipunoxenne _ | 1 |
| 1 Jlosepeunsie
" : : | I'| Hosepennsie npraoxerns | |
: | I | npuioxkenus (Trustlet) I
1 _ [Tpnioxenne |_ — [Tpunoxenne _ | " “
1 "y Bryrtpennnit API TEE w 6ubanorera| |
1 h ANTOPHTMOB LIMdipoBaHAS |
| MoGunsnas onepaunonnas cuctema | | ' "
I
! § ' I Jlosepennas onepaiMoHHas 1
" API TEE 6Gu6nnorexa TrustZone _ 1 cHCTeMa 1
Ao gl g . <o pa—y, gy gy
Monitor Mode

Puc. 6.2. ApxurexTypa nporpaMMHoro obecrnedenus MoOHILHBIX
yerpoiteTs ¢ nopiepxkkoif TrustZone

TEE - »sro Trusted Execution Environments, COBOKYNHOCTb
anmnapatHeix (TrustZone) m nporpaMMHbix (Secure OS + npunoxenvs)
cpencts obecrieveHns 6e30MaCHOCTH KPUTHYECKH BaXKHBIX KOMIOHEHTOR.

REE — 1o Rich Execution Environment, Mo6mibHas onepanuoHHas
cicrema, kotopas paboTaer ¢ npuiIoXeHUIMH MOOHILHOI 0 YCTPOICTRA.

Cpena TEE obecrieunBaeT HeTOCTHOCTh MIaT(hOPMEI TTPH 3arpysKe,
JaNIUIIEHHOE  XpaHeHWe  JaHHbIX,  WACHTU(UKAUUI0  YCTPOHCTE,
M30JJMPOBAHHOE  BBHITIONHEHWE  IPOrpaMMHOr0  Kkoia M (YHKINH
ayTeHTH(UKaLMK ycTpoiicTsa.

Tak uTo e npencrasigoT coboif 3TH cpeusl ucrnonmnenus - TEE n
REE? ITo GombmoMmy c4dery, pasHuibl ocoboil Her. B o0omx ecTh Bce
BO3MOKHBIE PEeXUMBI TpoleccopoB (supervisor, user, data abort u T.1.)
uckirouas Monitor Mode, KoTopelif Beerzia 3aimmiieH.

Monitor mode npeacrasnger coboif MOUIHBIE MHCTPYMEHT JUIS
MOHHTOPUHATA MOOMIIEHOM cucTeMbl. C ero noMOLIbIO MOKHO:

- KOHTPOJIMPOBATh IPONECCH], T.e. MPOCMAaTPUBATL BCE 3allylIeHHbIE

MMPOIEeCChl C BOBMOXHOCTBHO @Zn%ﬁOw._ OCTaHOBKH HEHYXHBIX;
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- OCYIUECTBIATL ~ MOHMTOPMHI  CeTeBbiX  UHTep(eiicoB, T.e.
npocMaTpueaTh BCE HCIIOJIB3YEMBIE Ha JAaHHBIF MOMEHT CeTEBbIe
uHTephencnl.

- IpOCMaTpuBaTh M OCYIUECTBJIATH ~ MOHMTOPHHI  CETEBOi
AKTUBHOCTH, T.e. NPEAOCTAB/IATH JCTANbHYI0 HH(OPMALMIO O KakKIAOM
MOAKNOYEeHHH, MH(OpMauno o cereBom IP-aupece, ucnoib3yeMoM IpH
MOAK/THO I€HUY:

- ocyuiecTsaaTh c¢bop uHpopmaumu 06 HCmONB3yemoii namsrTu,
3apsie akKymynsaTopa, cocTosHus (ailyioBoit cuctemsr;

- IPOCMATpPUBAaTh BCE CHCTEMHbIE COOOIMEHHs B pealbHOM BPEMEHH.

[Ipouenypa 3arpysxn n paszjenenus cpen (TEE mnu REE) o6brano
BBRINJUIIMT Tak.

[Tpoueccop crapryer B pexxume Monitor Mode, To ects, HAXOAUTCS B
Gesonachoit cpeae uciosnenns TEE, n nauuunpyer 3arpy3sky Bootloader
(3arpysuunk BL - bootloader — nporpamma, koTopasi KOHTPOIHPYET AAPO
OMnepaudoOHHON CUCTEMBI, YTOOBI MPOLECC 3arpy3kd el B HOPMalbHOM
pexume) B, Tak HaibiBaeMoii, Secure OS, koTopas Oy/eT OCHOBOi HalIero
TEE. TEE nacrpausaer BCio HEOOX0AMMYIO0 0e30MacHyi0 KOH(PUrypauuio
cucremsl. Hanpumep, oHa 3aKkpbIBaeT ckaHep OTNeYaTKOB NaibleB M YacTh
OriepaTuBHON mmamsATH OoT goctyna u3 aoctynuoi cpeaesl REE. [Tocne sroro
ununuupyerca nepexoa B TEE, rne yxe apyroii 3arpy3uuk, Hanpumep
GRUB (GRand Unified Bootloader) - 3arpy34mk onepaunoHHO#i CHCTEMBI,
1I03BO/ISI€T  IONB30BATENI0  HMMETb  HECKOIbKO  YCTAHOBJIEHHBIX
OMepaloOHHbIX CUCTEM M NpH BKIIOYEHHH KOMIIbIOTepa BbIOMpaTh O1HY
U3 HuX s 3arpy3kd. Jlanee samyckaercs Rich OS B oObiunHOM mnopsiake.
Yrpoier b1 alropuTM 3Toro npoiecca WueTpupyer puc. 6.3.

Takum obpazom, ARM TrustZone ofecneunBaeT 3amMIEHHOE
XpaHeHnue JaHHbIX B 3amM(poOBaHHOM BHIE, [EHEPALMIO KIOYel Ha
ocHoBe 0aszoBoro Kmoda W obecneyuBaeT [pPOBEPKY MOIMHCE.
Krnaccudeckue NpuUMepbl HMCMONL30BAHUA - ITO 3alATA 3JIEKTPOHHBIX
I1aTexeHn, IPOTIPMETAPHOTO  T.e.  4acTHOrO,  IATEHTOBAHHOIO
gporpammHoro  obecrieyenus  (proprietary  software), Buneo/ayauo
KOHTEHTA, ayTeHTU(UKAUMA BCEBO3MOMXHBIX JaHHBIX.
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Monitor bezonacnasn cpeda Jocmynuas cpeda
Mode ucnoanenus TEE ucnhonnwenus REE
(Secure OS) (Rich OS)
~T i il B -
- ~
s’ N
{ u ) o
Secure OS Bootloader Rich OS (Linux)
BL I . (TEE) (GRUB) *  (Non-trusted)

Puc. 6.3. YripouleHHbIH aJI'OPUTM NPOLEyphl 3aIPy3KH
u pasnenenus cpea Ha REE n TEE

wQ.:::::EQ MeXaHu3ImMbl annapamHozo yposHs 6 npoyeccopax muna
TrustZone peann3oBaHbl —cleaylomum — obpazom. B MOOMIBHBIX
yCTpoliCTBAX MEXaHW3M aNfapaTHOW 3alMThl HHOOPMALUH COCTOMT W3
IEHTPATLHOTO  MpoLeccopa, WMelomero  Hebombmoe — KOTHYECTBO
MOCTOSHHOM M ONepaTMBHON MaMATH, KOHTPOJIIEPOB nepudepHitibix
ycTpolfcTB M mpephiBaHMil, a Takke TMOPTOB OTJAIKW W TPacCHpOBKH,
KOTOpble MHTErpUPOBAHBI B CIMHOM, [JABHOM 49wie. DIeMEeHTLI,
BCTPOEHHBIE B TAKOW MPOLECCcOp, COeAHHEHbl 00LeH WHHOM. OcrajibHbIE
KOMTIOHEHTHI MOOHIBHOTO YCTpOWCTBA: OCHOBHAS ONepaTruBHAS MaMATh,
(rdm-namMATh, AMCIUICH, aHTEHHA W T. J., PeaIn30BaHbl OTAC/BHO OT
riaBHoro yuna (puc. 6.4).

Vnpassierne JOCTYNOM K anmaparHbiM 2JIeMeHTaM pea30BaHo ¢
MOMONIBIO  (hn@ea  COCMOAHUA, ONPENENsIOMero pekum  paGoTsl
npoueccopa: 3alMIeH bl WM WTarHeii. @ar coCTOAHUA nepeaeTcs
10 KOMMYHMKaUMOHHOM IIHHE UEHTPAJILHOTO [1poLeccopa.

LlenTpanbHBIi  npoleccop MoxkeT paforaTh B OOBMHOM WM
JAMIMIIEHHOM PeXiIMax, NpeaHa3sHadeHHbX cooTsercTBenHo 11 REE n
TEE. B 3ammmentom pexume (TEE) mponcxoast 3arpysxa w HacTpoika,
a sareM BKJrowaercs HopMmanbHbii peiuMm (REE). Tlpu BhimoiHeHnn
ONpe/IeNleHHEIX KOMAHI BO3MOXHBI TIEPEKITIOUEHHs B  3alMIICHHBIA
PemnM.

Jlosepennsie npunokenus (Trustlet) BeinonHsloTCA, KaK yXe
ckazatio, B TEE, nzommposannoii ot REE.

MoGuisHas onepauuonHas cuctema u3 REE  obpamaercs K
cepucam TEE ¢ nomoursio 6ubimorexn TrustZone yepes Monitor Mode.
B TEE noBepennble NPUIOKEHUS BBIMOIHAIOTCA B Cpele AOBEpeHHOM
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OlEPAMOHHOA CHCTEMBl C MUHHMAIbHOU ()YHKUMOHAJIBHOCTBIO, T.E.
LEHTPAJIbHBIM  [POLECCOPOM  MEXaHH3Ma  anmnaparHod  3auyThl
HHpopMalMu. DTa onepauMOHHAs CHUCTeMa MOpeocTaBiser coboii
BHYTpeHHHH nnrepgeiic nporpammupopanus TEE, koTOpbIM 10BepeHHEbIE
MPHIOXKCHHA MOTYT I10JIb30BaThCs [UlA CBA3M ¢ npuioxenusMu REE, a
TAKIKE A1 BbI30Ba QYHKILMI KpUnTorpaduu 1 3allHILEHHOrO XPAHEHHs.

Berpoennas namsts
npoueccopa
Miisicat Annapatbiit mexanuam | ([locTosnnas namsts lleHTpanbHblit
YHpaBieHHi AVCTYNOM C 3a1Py3HHKOM npoueccop
1 . _ f
. A BuyTpeHHas wuHa
AnnaparHeii MexaHinM ANNApaTHEI MEXAHHIM b x e :.m EPMETERAS
VIIPABIICHNA IGCTYIOM YOPABJIEHHUA JIOCTYTIOM (hopsppet domr cocmasue)
, = Cain [lepumeTp cHCTeMbI
— KonTponep namars _ T/c: rposiep :Ee:ﬂ Ha KpHCTanne
Buenpoueccopuan {lepudepuiinsie
NaMATh yCTpoHCTBa
Puc. 6.4. Ilpumep annapatHoii kou(purypauun
MoGMIILHOrO yerpoiictsa ¢ TrustZone
IToaxonmbl K obecneuyenunio 6e3onacHocTy CTAHOBATCSH
KOMIUIEKCHBIMH M OXBaTblBalOT QvaEvso HacTeb CHUCTEMBbI - Kak

nMporpaMMHbie, Tak M annaparsble moayind. KomnnekcHeli moaxon
obecnie4nBaeT HEOCTHKUMYIO paHee rHOKOCTb NPOrPaMMHOIO MOAX0/a ¢
HaZEKHOU 3alMTOll CO CTOpPOHBI annapaTHoOd 4vacTv. DTO 1aer
BO3MOXHOCTE HE OrpaHMYMBaTLCS  3apaHee  YCTAHOBNEHHBLIM  Ha
ycrpoiicTBo Habopom (yHKuMH, a nporpaMmHo M Ge30macHo 06HOBIATH
CHCTEMY €O BPEMEHEM.
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6.3. CpaBauTe bHLIN AHAIN3 MEXaHW3MOB obecneyenns
fezonacnocTi B Android un iOS

Bcex  3aMHTEpECOBAHHLIX B 3AMWIIEHHOCTH  MOGHIJILHBIX
cMapTGOHOB MONKHO YCIOBHO pPa3bMTh Ha TPH KAaTErOpPAM: KOMIAHHH-
pa3paboOTYMKHM, PAJOBBIC ITONB30BATENH, JMGO BIANENBUBI NPOAYKTA W
Kopropauuu. PaccMoTpiuM OCHOBHbBIE MEXAHU3MbI 3ALATE ONEPALMOHHbIX
cuctem Android u iOS 1 ux 3(GEKTUBHOCTE ¢ TOYKH 3peHHS Kax oM W3
CTOPOH.

1. C Toyku 3peHHs KOMMaHWH-pa3pabOTYNKOB OCHOBHON pHCK
6e30MacHOCTH - B3JIOM. MX TPWIOKEHUA M, KaK CIENCTBWE, II0TEps
KIMEHTOB M Ou3Heca. Eciam paccMarpuBath CIIOCOOHOCTE MOOMIBHBIX
NPUIOKEHWI MPOTHBOCTOATH JIOKAIIbHBIM M Beb-atakam, T0 06e
onepanMoHHble cucTeMbl kak Android, Tak u iOS HaxouaTcs NpUMepHO B
PaBHBIX YCIIOBUSX.

2. Tlpunoxenus ansa Android mpexacraBisioT cofoii nporpamMMel,
HalMcaHHble Ha sA3bike Java, KOTOpbIH HEBOCHPUMMYMB K arakaM Ha
nepenoyiHenue Gydepa, B OTIHYKE OT NporpamMm Ui 10S, HaTMCaHHBIX HA
saeike  Objective-C.  Tlpuitoxenns, Hanmcanusie: nHa - Objective-C,
MOTEHIMANIBHO YA3BUMBI K miepernoyiHenuio Oydepa, onHako B apceHane
iOS-pa3paboTyuKOB  NPUCYTCTBYIOT *  HeOOXOAMMEIE  MEXAHW3MBbI,
criocobHblE NPEAOTBPAaTHTh Takue ya3BUMocTH. K TakuM MmexaHusMawm,
npexjie BCEro, OTHOCATCS MapaMeTphl KOMIHIAIMHW, Takue kak PIE
(Position Independent Executable), SSP (Stack Smashing Protection) u
ARC  (Automatic  Reference Counting).  JlanHble  mapameTpsl
obecrnieunBaloT 3(pGexTHBHOE  ynpaBieHHe MaMATHIO M OTCYTCTBHE
ommbOoK, KOTOphle NPUBOIAT K nepenosiHenusm Oydepa. B aononuenue k
3TOMY Ha Ipe3eHTalun BocbMOH BepcuM 10S Obul mpencraBiieH HOBBLIH
A3BIK porpaMMupoBanus Swift, npu3sanHblf 3ameHnTh co60ii Objective-
C. Ilo 3asBnenusm kommanunm Apple, HOBBI s3bIK sBIsercs Ooee
IIPOCTBIM B U3YYEHUH 1 Goliee 6e30MacHbIM, HeM ero MpeiecTBEHHHK,

Takum obpazom, Android- n iOS-npunoxerus Moryr ObITh
OJIMHAKOBO XOpOWIO 3alIMINEHHBIMM, W BEpPOSTHOCTH B3JOMAa STHUX
NPHIIOKEHHI HAMTPAMYIO 3aBHCHT OT MacTepCTBa paspadboTIHKOB.

3. bezonacHOCTL PSNOBBIX TONb3oBaTeNeil MOGMIILHEIX YCTPOWCTB
3aBucuT oT GeszonacHocTy MobGmieHON OC, KOTOPOW OHM TOIB3YHOTCH.
Haxce ecnu Ha tMmapT(oHe YCTAHOBJIEHBl TOJNBLKO XOPOMIO 3aLKOIEHHEIE
NPUIIOKEHUA, KOHEYHbIE TIONB30BATENN BCE PABHO MOTYT OBITH YCIIEIIHO
aTakoBaHbl depe3 Opemm B camMoil onmepaunoHHoii cucreme. Ecnu mno
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KPMTEPHIO 3aIMILEHHOCTH MOOWILHBIX Npuiox)enuii o6e OC HaxoaaTcs
HA NIPUMEPHO OJHHAKOBOM YPOBHE, TO € MOYKU 3peHus besonacrocmu
camoti cucmembr Android u iOS 3nawumenvHo pasnudaOMcs MenHcoy
cobou.

4. B mexaumsmax 3ammursl AByX OC, CTOUT OTMETHUTH HAJIM4Me B HHUX
§a30BbIX < MPHHIMNOOB  0€30NMacHOCTH, TaKHX KaK  0oCmynHocms
CUCMEMHO20 ﬁbw@ﬁch MonbkO Ois YMEHUA U paseparuvenue BbINOJTHAEMBIX
npoyeccos na ypoene sopa. 1 B Android, n 8 108 cucremubiil paszien He
NOCTYNEH JUIA  3anmucW, 4T0  [peloTBpaiiaer cay4aifHoe nubo
leneHanpasieHioe u3menenve aito cucremsl. Taxke B ob6oux OC
peanmu3osad npuHumMn "necodHuibl” (sandbox). DTO 3HAYMT, YTO Kaka0e
npuioxedue pabotaer B HM30IMPOBAHHOM KOHTEHHepe M He HMeeT
J0CTYna K cUCTeMHbIM (haiiiam n1ubo pecypcam ApyruxX MpUIOKeHHi.

5. OcHoBHBIE paznuunsi B Mexanu3max Gesonacnoctn Android u i0S
OTHOCATCA K NPUHIMIIAM pasrpaHuyeHdst JOCTYIa Ha YpPOBHE sapa, K
npoueccy Bepuukaiuy 3arpyxaeMoro B marasunbl [10 u Kk npuHLmnam
KOHTPOJIs NPAB JOCTYIA YCTAHABINBAECMbIX TPHII0KEHHH.

6. Mepbi, npearnipuHMMaeMble pa3paboTHMKamMu 1O OOecrneveHuIo
OTCYTCTBHS BPeIOHOCHOTO [POrPaMMHOro obecneyeHms:

- B MarasuHe npuioxeduit App Store. iOS-npunoxeHns TIIATENIBHO
[POBEPAIOTCS HA HATUYME YS3BUMOCTEH M HA COOTBETCTBHE CTaHJapTam
paspaborkn Apple. Kaxnoe npunoxkense, ycranasinsaemoe Ha i0S,
[O/IIMChIBAETCS YHHKANIbHLIM cepTaukaTtom nporpammsl "iOS Developer
Program”, kovopeiii BbiZaercs Komnanueit Apple ToabkO nocre
HeoOXoaMBIX Bepupukanuil pazpaboryuka. B iOS paznava npas jgocryna
MpUIOKeHUsM peann3opana rubko. Kaxnas xareropus aoctyna, Oyae 10
nocryn k kamepe wi k GPS, nomkna Obrre noarsepxkaena nubo
OTKJIOHEHA I10J1b30BATE/IEM;

- 8 Google Play nepen 3arpy3Kkoil MpHJIOJKeHUsi HE NPOBEPAIOTCS, HO
MPOBOANTCS Pery/ispHble CKAaHMPOBaHWS CBOEro MarasnHa Ha rnpeamer
Hasmuua noreHunanbHo BpenonocHoro I1O. Ilpu ycranoBke HOBOro
npuiaoKeHus Ha ycrpoiicteo noz ynpasneuueMm Android monbsoparesnno
OK43bIBAETCS MOJIHBIA MepeyeHs npaB JocTyna, TpeOyeMbIX HaHHOMY
npwiokeHnio. 1o 3TOMy NEpeuHio INOJb30BATeNb MOKET ONpPEeAC/IMTh
NoTeHUMaNbHO BperoHocHoe 1O ¥ 0TMEHHTH €ro YCTaHOBKY.

7. YA3BUMOCTH CaMMX ONEPAMOHHLIX CUCTEM:

- i0S, HecMOTps HA TO, 4TO OHa NOJNHOCTHIO 3akpwhitas OC, oHa
onepexkaer Android no kommuectBy wusBecTHbIX ys3Bumocteil (CVE),
npUYeM MPEeBOCXOACTBO 3TO J0BOJIBHO 3HAYMTENbHOE: Ha cepeauny 2014
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r. i0S Bcex Bepcuit cyMMapHO HacYWTHIBAeT 335 ya3BHMOCTEH, TOra Kak
Android Tonbko 36.

KonuuecTBo ysa3BuMocTeil B onepauvonHoil cucreme Apple B cBf3u
¢ mnpesenTtaumedi Oera-Bepcuu i0S-8 BBIPOCIHM - TOSBHINCH HOBBIE
BEKTOPBI JUIS aTaku: CTOPOHHWE KIIABMATYPhl, MHOKECTBO HOBLIX API-
BEI30BOB (MHTEpelica MporpaMMUpoBaHNs MPIIIOKeHNH) B HOBOM SDK 1
cucTeMa ymnpasieHHus «yMHbIM aoMom» HomeKit. HecMotps Ha Takoe
OosbIoe  KONMYECTBO ys3BMMOCTell, mojp3oBatesnsamM iOS He CTOMT
OecnokouThECs O CBOEH 3alMIMIEHHOCTH, Tak kak Apple, kak npasuio,
3aKPhIBAET HOBBIE YSI3BHMOCTH A0CTATOMHO OhICTPO;

- Google, B cBOI0 ouepenk, Takke JeNaeT YNop Ha YyCHIEHHe
OesormacHocTH cBoeif orepalimoHHOI cuctemsl. B Android Bepchm 4.4
nosgBunacs Moaynb SELinux, KOTOpBIA B NpPHHYAWTEILHOM pekiMe
OCYIUECTBJISET KOHTPONb JIOCTYNa Ha ypoBHe sapa. JaHHBI MOAYIb
paboTaer He3aBUCUMO oT 6a3zoBoit Mozenu GezonacHocTu Linux.

Takum obpasoM, & kowmekcme cobemeernou bezonacHocmu
ONEPayuUoOHHOU cucmemsl nobedumenem He seriemca Hu ooua uz 0gyx OC.
M Android, n iOS uMeroT MOIIHBIE MEXaHW3MBI 3aUIMTHI OT XaKEPCKHX
atak, n obe xommanuu, Google w Apple, yunensior 6e30MacHOCTH CBOUX
CHCTEM TOBBLIIIEHHOE BHUMAHUE.

8. B nmocneguue roabl axkTHBHO pacTeT YHCIO TMONb30BaTENEH,
KOTOPbIE MCMONB3YIOT CBOM JIMYHbIe MOOMIbLHBIC AeBalChl s
BRITIOJIHEHUS pabouyX 3ajgad. OTa TeHAeHIWs, MOJydYHBIIas HazBaHWe
BYOD (Bring Your Own Device), Hecer B ceGe onpeaeleHHBIE PUCKH
OesonacHocTH Juist Kopriopaimid. TIpu nomomu ys3sumoro Jimbo mpocto
YTEpAHHOro cMmaproHa WIH I[UIAHIIETA 3JI0YMBIUUTEHHUKH MOTYT
MOJYYUTh HECAHKIIMOHMPOBAHHBIA NOCTYN K CEeKPETHOW AOKYyMEHTaluuu
KOMMaHuK JTH0O0 K €€ BHYTPEHHUM pecypcaM, HanpuMep K noure. B cBs3u
C 3THM BO3HWKaeT NMOTpebHOCTh B MCIONB30BAHMA perennit Tnua MDM
(Mobile Device Management), NO3BONAIOMMX  LEHTPAIU3OBAHHO
YIpaBisTh  JIOJMTHKAMH  Ge30IacHOCTH  MOOGWIIBHBIX  YCTPOICTB,
paboTalommx B CETAX KOMITaHHH.

C Touku 3peHus 6e3ormacHoOCcTH Ha yposHe kopriopaunu OC ot Apple
uMeeT psa npeumymiecTs nepea Android. iOS umeer B cBoeM apcenale
MOLIHBIE CPEJICTBA UIS LEHTPAJIM30BAHHOIO YIpaBleHUs JeBalicami,
Takue Kak npopuim KOH(GUTypaluuu, BOMOKHOCTE YIAJIEHHOIO MOJHOTO
cbpoca u BeTpoeHHas noaaepxka ctopoHinx MDM-pewmennit. Android B
YHCTOM BWJIe TAaKUX BO3MOXKHOCTelH He umeet. s waterpanmwn ¢ MDM-
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cucteMamMd Ha Android HeoOXomuMMmO [peaBapHUTENIBHO YCTAHABIMBATH
crienuansHoe 110,

CTONT OTJICJIBHO OTMETHTh, YTO KOMIAHMs Samsung yluuia JajeKko
BrepeJ B BOIPOCAX KOPNopaTHBHOH 0e30macHOCTM [0 CPAaBHEHHIO C
ApyruMM npou3sopurensmMp  yctpoicts Ha Android. Peus wuzer o
nporpamme SAFE (Samsung For Enterprise) m mancrpoiike KNOX,
KOTOpas fpeicTaBisier coboif Xopomo 3alMIIeHHbIH KOHTelnep 11 Beex
pabouux aKTMBHOCTEll 10;1b30BaTenel ¢ NoMuIepxKKoii croposHnx MDM-
CHCTEM.

Bce annapatel oT Samsung, paGoraiomue Ha Android 4.3 n Bbite,
NOIHOCTLI COOTBETCTBYIOT NPHMHLUMNAM 3amulienHoro 6usneca. Tem He
MeHee, Apple uMeeT ropasno MEHBIUIYIO JIMHEHKY NPOAYKTOB, HEXENH
npoussonurenn Android-ycrpoiicTs, mosToMy el He cocTaB/ieT Tpyda
00ecHeu Th MOUIEPIKKY CHCTEM KOPropaTuBHOH 6e30macHoCTi s BCeX
cBOUX cMapTOHOB, IUIAHLIETOB U akTyalbHbiX Bepcuit OC. B kareropuu
Hanbosee ©6E30MACHON UL MCIONB30BAHUS HAa YPOBHE KOMIIAHUH
orepaioHHOl cucTeMbl nobeaurenemM Bexoaut iOS.

PesiomupyeM OCHOBHBIC [JIIOCBI M MHHYCBl [ABYX OIEPaLHOHHBIX
CHCTEM ¢ TOUKH 3peHHs 6e30M1acHOCTH:

Android

ITnocer:

- OTKPBITOCTL JUIS HeclieioBaTesieli 6e30macHoCTH;

- HMMYHHTET [PWIOKEeHUH K nepenoaHennsm Oydepa;

- CTpOruit KOHTPOIL JocTyna Ha yposue aapa (SELinux).

Munycer:

- GonblIOE KOJMYECTBO MNOTEHIMaNbHO BpenoHocHoro I1O0 B
marazune Google Play;

- cnabble  BO3MOXKHOCTM B obecrneyeHuM  KOprOpaTHBHOM
6e30MacHOCTH;

- 6osnpiioe yucno Bepcuii OC u mojeneil JieBaiicoB OT pasiiMYHBIX
MPOM3BOANTENCH, YTO YCIOKHACT CTAHAAPTH3ALMIO METOIOB 3AIUNTbL.

i0S

ITniocer:

- TIIATEJIbHBLA KOHTPOIb 3arpyskaemMbiX B App Store npuioKeHui, u,
KAK C/IeACTBUE, NPAKTHHECKH MONHOe OTCYTCTBHE BpenoHocHoro [10 B
mMara3uHe Npui0KeHHil;

- 6picTpas peakuus Apple Ha nHIMAEHTHI GE30IIACHOCTH,

- 6o/blIME BO3MOKHOCTH MO TOJUIEPXKKE CUCTEM KOPIOpaTUBHOH
6e30nacHoOCTH.
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Munycer:

- GonplIOe KOJMYECTBO M3BECTHBIX YA3BMMOCTEH B |/ CAMOH
onepauroHHON CUCTEME;

- POCT 4MC/Aa BO3MOXKHBIX BEKTOPOB Ul aTaku (MHTerpauus B
skocucremy Apple, cuctema HomeKit).

B 3akii04eHHe MOXHO CKa3aTh, YTO HA CaMOM JIeNleé CCroJHs Majo
kro Oyner BeiOupars TenedoH, Y4YMThIBasS €ro 3allMIIEHHOCTh Kak
OCHOBHOM KpuTepuii. M 310 npaBuiibsHO, noTOMY 4TO chctembl Android u
i0S 110 BO3MOKHOCTAM 3alLWThI CBOMX I0JIb30BaTE/eH CCrojiHsa HAXOAATCA
HA O/IHOM YPOBHE.
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ITTABA 7. ¥AI3BUMOCTHU B MOBWJIBHBIX ITPHUJIOXKEHUSX
7.1. Knaccundgukauns MoOGHILHBIX NPHIOKEHHH

[Tox MOOMIABLHBIMH NPHUIIOXEHUAMH ITOHUMAIOT KOMIBIOTEPHBIE
TIpOorpaMMBel, CO3JIaHHBIE CTIEHHAIBHO AN WCTOJIL30BaHUS B MOOWIILHOM
tenedone, cMaprdoHe WM KOMMYHHKATOpE, KOTOpbIE TpeaHa3HaueHb!
JUISE BBITIOJIHEHUS TOM WU MHOM 3a1a4n.

CymecTByer HECKOJIBKO MOIXO0B K KAacCHPUKALMU TTPHIIOKEHNI
JUIs MODMITBHBIX YCTPOHCTR.

ITo cnocoby ycmanogxu: nnarieie u GecruiaTHbIE,

ITo muny Kommenma:  pasBiekaTenbHbie (MyJbTHMEIHITHBIE),
KOMMYHUKaUHOHHbBIE, HABATALIMOHHEIE, CIIPABOYHLIE H ITPHKIIA/IHEIE.

o cnocoby paspaboTku:

- HATUBHBIE TIPHII0KEHUS,

- MOOMIIbHBIE CalfThI, BeO-TIPHIIOKEHHS;

- THOPUIHLIE MPUTOKEHMSA.

Hamuenwie npunoowcenuss (Native Apps). Hatusuble — 370
NIPHIIOKEHUSA, KOTOpbie TpebyroT ycraHoBKM. Takne npHIIOKEHWs
JIOCTYITHBI Yepe3 MKOHKW Ha 3KpaHe cMmaptdoHa. OHM yCTaHABIMBAIOTCS
gyepes MarasuH upuinoxkenwnit (Google Play wnu  App  Store).
PazpabareiBatoTcs cneuuanbHe MOJ KOHKPETHYH mnuardopMmy v HMeEIoT
JOCTYNT KO BceM (yHKUHMAM ycTpoiictBa - ¢orokamepe, GPS,
aKCeaepoMETpy, KOMIacy, CIIMCKY KOHTAKTOB U T. 1. Takue npuiiokeHus
MOTYT MCIIOJIb30BaThL CHCTEMY OTIIPABKM YBEJOMJIEHHH U MoryT paboTath
B 4BTOHOMHOM pexuMe (0es jgocryna Kk MHTEpHETY). DTO camblii
pecypcoeMKkHif THII NPUIOXKEHUH, HO TIPH 3TOM OH [03BOJIAET
MAaKCUMAJIbHO MCIONb30BaTh BO3MOXHOCTH, TNpeajaraeMele Kakaoii
konkpetHoi OC. HaruBHBIE TNPHIOKEHHA BBIMIPHIBAIOT Kak 110
(yHKIMOHANY, TaK M MO CKOPOCTH paboThl y APYIrUX TUMNOB MOOMIIBHBIX
MPUITOKEHUH.

Mobunenvie  caiimol/6e6-RPUNONCEHUA. SIBnsroTCs CaMbIMH
pacnpoCTpaHEHHBIMH THITAMH TIPUIOKEHUH JUI MOGMITBHBIX YCTPOKUCTB W
TpeCTaBAAIOT coOOH MHHM-CAliThl, KOTOpBIE, BO MHOTNOM ITOXOXH Ha
HATHUBHBIEC NIPUIOKEHHA, HO OTJIMYal0TCA OT HuX. OHU 3ammycKaloTes Jepes
Opaysep n Hamucanbl Ha s3bike HTMLS. Tlons3oBareny moyqaioT 1ocTyi
K HUM TEM Xe f1yTeM, Kak K ;mobomy BeO-caifTy: OHU MPOXOJAT 110 CChUIKE,
a 3aTeM YCTAHABIMBAIOT MX Ha JKpaHe, COo3/laBas 3aKkJIaliKy s 9Toi
CTpaHulbl. BeO-puiokeHus ONTUMallbHbl  JUIS  CTapTanoB: OHH

CC

NO3BOJIAIOT JOCTUYH OOJBIIOrO pe3ysibTaTa 3a MajleHbKue NeHbrM N B
KopoTkue cpokd. Eie oaus nmoc MoOWILHOrO caita B CPaBHEHHH C
JAPYTMMH THITAMH TIPHIOKEHHH — 3TO KPOCCIIaTOpMEHHOCT.

T'ubpuonvie npunoscenus. T'wOpunHble [PHIOKEHHA ABIAIOTCA
YaCTHYHO HATHBHBIMH, 44aCTUYHO Beb-mpunoxenuamu. Tak ke, Kak
HATHBHbIE MMPUIOKEHHs, OHU PACIOJIOKEHBl B MarasuHe NPHIOKCSHUH H
MMEIOT J0CTYIl KO MHOruM ¢yHkumam ycrpoiicrsa. Kak u  BeG-
npuIOKeHus, oHH ocHosawel Ha HTML, ¢ orosopkoii, 9ro Opaysep
BCTPOEH B IPHIIOKEHHE.

B Konmexcme bezonacnocmu NPUNOAHCEHUR MOMKHO
KiacCH(UUMPOBATE MO MECTY PaClONOXEHHs HPWIOKEHHS U IO THIY
MCII0J1b3yeMOi TEXHOIOTUH [iepeaayn JaHHbIX.

I1o mecmy pacnonojcenus NPUAONCEHUA !

- SIM-nipuioxesus — npuiaoxenne Ha SIM-kapTe, HanucaHdoe B
cooTsercTBuM co cranzaprom SIM Application Toolkit (STK);

- Web-npunoxeHnus - crieuaisHbie Bepcuu 1ia Web-caiiTos;

- MOOMIIBHBIE IPHIOXKEH s, pa3paborannble jns korkpeTHoi OC.

Mo6uibHble Tipuinoxenus 1 koakperHoi OC pa3pabareiBaloTCs ©
UCIoNbp30BaHMeM uHTep(elica npuiiaaHoro nporpammupoBanus API
(application programming interface). APl - 310 nabop rotTossix npoueayp,
GyHKUMIH, CTPYKTYpP M KOHCTaHT, NPEIOCTABIAEMBIX IPUIOKEHHEM
(6ubnmoTekol, CcepBMCOM) MM  ONEPalMOHHONH  CHUCTEMOW  uid
MCIONB30BAHMSA BO BHELLIHHX [POrpaMMHbIX NPOAYKTAX,
yCTaHaBJIMBAEMOro B CMapT(OH.

Ilo muny ucnonb3yemou mexHoio2uu 63aumo0eucmeus ¢ Cepeepom.

- CEeTeBble IPWIOKEHUA — HCIIONBL3YIOT COOCTBEHHBIH MPOTOKON
o6wmenus nosepx TCP/IP, nanpumep HTTP;
- SMS-npuioxkeHus - MpuioKeHus Ha ocHoBe SMS (Short

Messaging Service);

- IPHIOXKEeHUs 1J1si 0OOMeHa ¢ cepBepoM (B BAIE KOPOTKHX TEKCTOBLIX
coo011eHHi);

- USSD-npuiioxkenuss - mnpuioxkeHus Ha ocHoBe USSD
(Unstructured Supplementary Service Data). CepBuc OCHOBBIBaeTCsl Ha
nepejaye KOPOTKHX COoOIeHMH, cXoxux ¢ SMS, HO umeowMx psa
OTIIHYMIA;

- IVR-npuiokeHus — npuiiokeHus, 6asupyrommecs Ha TeXHOJIOIMH
IVR (Interactive Voice Response). Cucrema ocHOBaHa Ha 3apaHee
3AIUCAHHBIX TOJIOCOBBIX COOOIIEHMIX M TOHAIbHOM Habope.
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7.2. TunoBbie yA3BUMOCTH MOOHJIBLHBIX NMPHIOKEHHIT
H cnoco0bl 3aIHTHLI 0T HHX

KoMnauui W OpraHM3alid Bce d9amle WCMoNb3yioT MOOWIBHBIE
TEXHOJIOrUH, 9TOOB! MOBBICHTH IIPOM3BOAMUTEILHOCTE TPYAd COTPYAHHUKOB
v 3¢ ¢exTHBHOCTS KOPNOpAaTHBHON cHcTeMbl - OIHAKO XaKephl HaXOIAT
HOBbIE'  CHOCOOBL ' JIDOHUKHOBEHUA M MOIYYeHHMS ' JOCTyHAa K
KoHpUIeHMansHOR  uHpOpMAMA  Wepe3 MOOMALHBIE | IPHIIOKEHHUS.
Pa3paboTunky ¢ noib30BaTENH MPUIOKEHUH 0OHapyRHBAXOT HapylleHus
fe3onacHOCTH MOOWILHEIX YCTPOMCTEB, KOTOpEIC SBASAIOTCA pe3yIBTaTOM
HeNpaBWIILHON KoHQUTypauum MOOMIBHEIX THpHioxeHuit. Peus waer o
MHOXECTBE TIpOOENoOB B 3alUT¢ TPHIOKEHHIH, KOTOpEIE CYIIECTBEHHO
camkaromme obmyr  6e3onacHocTh  MOOMIBLHONM  cHecrembl. D10
MPOMCXOIMUT M3-3a TOrO, YTO MOOMIIBHEIE [TPUITOKEHUS BBIXOIAT HA PHIHOK
0e3 MoJHoI NpoBEpKH Koja M KoHurypauuu Ha GezonacHocts. [Toatomy
pa3paboTyMkaM W  TONB30BATENSIM  BaXXHO 3HaTL O  Haubonee
pacrpoCTpaHEeHHBIX YA3BUMOCTAX MOOMJIBHBIX YCTpoicTB M HaubOonee
COBEpILEHHEIX criocobax MmoBceaHeBHOR 60pLOBI ¢ HUMMU.

B cooTBeTCTBMM ¢ KiaccHpuUKaumeil OTKPHITOrO  MNpoekTa
obecticuenunss  OesomacHoctH npuiaoxkennit OWASP  (Open Web
Application' Security Project), BeuiBuaM 10 OCHOBHBIX Yys3BUMOCTEIA,
KOTOPEIM 1O/IBEpkKEeHBI MOOHIIBHAIE IPHIIOKEHUS W YCTPOICTBA B LIETOM:

M1 O6xo0 apxumexmypnuvix oeparuvenuti (Improper Platform
Usage)

"'Dra katéropus OXBaThiBaeT 3l0ynorpebieHUe O0COOEHHOCTAMM
margopmel, 00XoAa OrpaHUYEeHHI MWW  HEUCIIONL30BAHUS CHUCTEM
KOHTPOIS ynpasiieHus Oe3onacHocTH miardopmbl. XapakTepHO Kak Ui
margopmel  Android, ana iOS (o6xox orpanuuenuit Touch ID u
Keychain) u apyrux mob6uinsHbix OC. 3arparuBaer CHCTEMBl KOHTPOIISA
6e30MacHOCTH, KOTOphIE SBIISIOTCH 4YacTbi0 MOOUNBLHOM onepanvoHHOI
CHCTEMBI,

Pexomenoayuu. B cepBepHOM 4YacTH MOOMIBHOIO IPHIIOKEHHUSA
JIOJDKHEL 'FIPHMEHSATHCA Oe30macHble METOJAbl HAaIlACaHUsS IPOrpaMMHOr0
kona u KoHburypupoBanus. B wactroctn, APIl-unrepdeiic momxen
HAIEXHO - POBEPATh WAEHTHU(GUKALMIO M [OJHOMOYMS JIMUA, €ro
BBI3BIBAIOIIETO.

M2 Hebeszonacroe xpanenue dannvix (Insecure Data Storage)

Komauasl pa3paboTYHKOB MCXOUAT U3 TOrO, YTO IOJIL30BATENN HIIU
BPEIOHOCHEIH KOJI He noJryyar noctyna K (aiiosoii cucreme MoGMILHOTO
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YCTPOMCTBa, rje XpaHuTcs KoHpuAeHUuManbHas HHpopMmauus. OzHAKO
€cTb HeMaJslo croco6oB 00x0/1a 1 NPOHMKHOBEHHUA K (aiinoBoit cucteme:

- HEKOPPEKTHOEe HazHaveHue rpas aoctyma ans daiios, koropoe
cosnaér npuinoxenue. Ha srame TecTMpoBaHus pa3paloTHMKM HacTO
HEKOPPEKTHO Ha3HAYAlOT IpaBa JOCTYNa M 3a0bIBAIOT PelaKTUPOBAThL HX
npd (GUHATEHOM BBIYCKE NPOrPAaMMHOrO [POAYKTA, B CBA3U C 9YeM, y

37I0YMBIIUIEHHUKOB MOSABIIAIOTCA
HECAHKIIMOHMPOBAHHOIO AOCTYIIA;

- XpaHeHHWEe BaXHBIX JaHHbIX Ha SD-kapre. Yacto monb3oBaresiu
XpaHaT BaxkHble JaHHble Ha SD-kapre, 3a0biBas, 4TO 3TH [aHHBIE
JOCTYITHBI JUTS BCEX MPUIIOKEHUH 110 YMOIHAHHUIO;

- norupoBanue. JIorn npeiacraBnsioT codoit (aiinsl perncrpaiiu,
conepxaiipe 3anucu 060 BceX COOBITUAX, NMPOMCXONAUIMX B MOOUIBHOM
onepaumMonHo#i cucreme. B Android moGoe npuiioxxenue npi ycTraHoBKe
MOXET 3alpoCHTh [IpaBa JAOCTyHAa HA YTEHHE JIOroB. Muorue
OJIb30BaTeM He 00palmanT BHUMAHMA HA 3TOT 3alpOC, HO OMNACHOCTH
3aKJI0YAeTCA B TOM, YTO JH000€ YCTaHABIMBAEMOE NPHUIIOKEHHE, KOTOPOE
3aMIPOCKIIO IOCTYIT K YTEHMIO JIOTOB, U MPH ITOM HOJIYYHIIO 000peHne co
CTOPOHBI M0Jb30BATEIISA, IOJYYUT MPaBO YTeHHA Bcell MHPOpMaLnH,
KOTOpO€ NPHJIOKEHHUE 3aHOCUT B JIOTH, €CJIH JIOTHPOBAHKE HE BBIKJIFOYEHO
110J1b30BaTe/IEM. 3a4acTy0 B JIOTH [ONAAAET BCA OTNAN04YHAS UHOPMALUS
1 [IepCOHabHbIE JlaHHble 6e3 mupoBaHus;

- MONy4YeHHe IpaB Cynepnoib3oBarens (aaMuHucTpaTopa). Yacrto
NOJIL30BaTENM CMAPT(OHOB CTPEMATCH K NOJYHEHHIO TIOJHOrO A0CTYIa K
¢aiinopoit cucreme ycrpoiicTsa, 4To0bl OGECHEYMTH BO3MOMKHOCTH
YCTAHOBKH CTOPOHHHMX NPWIOXKEHWH (He M3 O(MUMAIBHBIX Mara3uMHOB
AppStore wm Google Play Market). Ha moGunbHbIX ycTpoiicTsax
komnanunu Apple sTa mpouenypa HassiBaetcs Jail Break, a Ha Android-
cmaprdonax — mnomydenne Root-npaB (HWiM npaB Cynepriosb3oBarens).
Crout ormernth, 4ro jail-break mnm root — 310 KOMDpomeTauus Bcei
CHCTeMbl 6€30MaCHOCTH YCTPOMCTBA, @ HE MMPOCTO OMLUSA, PACIIUPAIOMIAs
BO3MOJKHOCTH cMapT¢oHa.

Pexomendayuu. Mepbl, KOTOpblE CleAyeT UpeIIpHHAMATh JUIs
3al0MThl  NEPCOHAIBHBIX  [JAHHBIX  MOOMJIBHOrO  YCTPOMCTBA  OT
HEeCaHKIIMOHMPOBAHHOTI'O JIOCTYNA:

- HE [I0ITyCKAaTh XpPaHEeHMs BaXKHbIX IaHHBIX Ha SD-kapre;

=~ OTKJIOYHTH JIOFMPOBAHUE I1EPE/l YCTAHOBKON MPHIIOKEHUIA;

BO3MOXHOCTH A
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- mpu paspaboTke mnpuiiokeHn#t HEoOXOAMMO HACTPOWTHL IIpaBa
JIOCTYIIa C yYETOM TOro, 4TO MOOMIILHOE YCTPOMCTBO NOJIL30BATENS MOKET
OBITH CKOMITIPOMETHPOBAHO rOOt-TIpaBaMH;

- TEPUOANYECKH IPOCMaTpHBaTh KOH(HUrypauuoHHble (aiiiel Ha
mpeaMeT 3abBITBIX OTVIANOYHBIX CTPOK KOJA, MO3BOJIAIOIIMX TMOJYYHTH
HECAHKIIMOHUPOBAHHLIN JOCTYN K TEepPCOHANLHBIM AaHHbM. Ecimi ke
Ousnec Tpebyer XpaHeHus KOH(puAeHUManbHOM uHpOpmMaumu Ha
MOOUIBEHOM yCTpoiicTRe, HEOOXOAMMO NIMpPE UCITONB30BaTh MU pPOBaHKE.

M3 Hebesonacnan nepedaua 0auHlx (Hedocmamounas 3auyuma Ha
mpancnopmuom ypogne) (Insecure Communication)

HenocrarouHoe MOATBEP)KIEHHE TO0CTOBEPHOCTH HCTOYHHKOB CBS3H,
HeBepHble Bepcunm SSL, HexpcrarouHas TpoBepKa  COTJIacOBaHUS,
nepenaya 4yBCTBHTENILHBIX JAHHBIX B OTKPBITOM BHIE H T.J.

OcHOBHBIE IPOGIEMBI:

- He UCTOoNb3yeTcs WHdpoBaHUe TPy niepeaaye JaHHbIX (Hanpumep,
MCI0Ib30BaHNe npoTokoia http BMecTo https);

- npv mepejade JAHHBIX UCIMONB3YIOTCS  CaMOTMOAMHCAHHbIE
cepTH(UKATEI;

Pexomendayuu. Mepsl 1o  obecrievennio  MHMOpPMALMOHHO
6e30nacHoOCTH:

- IpoBepka Tpapuka MOOHIBHOTO MPAIIOKEHHS;

- ucnone3oBaHue web-cauddepa, xoropelii OyaeT aHaIU3MPOBATH
Tpaduk MOOMIBHBIX TMPHIOKEHUH ¥ NMPOBEPATEH. YTOOLI BakKHbie JaHHBIE
YXOJIWUTH B 3aIM(POBAHHOM BHIIE 110 NPOTOKOTTY https;

- HCHoNb30BaHMe cepTH(UKATOB, MOANMMUCAHHBIX JIOBEPEHHBIMM
LIEHTPamH;

- TP HCIONL30BAHNM KOHTEHT-IPOBAiiepOB (IpEeAOCTaBIISIONINX
aoctyn « ¢aiinav wim 0azaM JaHHBIX JUIA  APYTHX TIPUIIOXKEHHI)
IIPOBEPATH ¥ IPOMMCHIBATH MPAB A0CTYIIA.

M4 Hebesonacnaa aymenmudghuxayus (Insecure Authentication)

KoHIEeHTpHpYACh HA 3aIMUTE JAQHHBIX, 9aCTO HCXOJAT H3 THIIMYHBIX
cilydaeB TpUMEHEHHs MOOHIIBHBIX TPWIOKEHMH W IBITAIOTCS 3allUTHTH
JIAHHBIC TIPEMEHMTEIbHO K HuM. Ho HMCTHHAa B TOM, 4YTO CYHIIECTBYET
MHOXECTBO APYrMX CHTyallWi, KOrJa Balld JaHHBIE IPOCMATPHBAIOT,
KOIUPYIOT, KIIUPYIOT, PErMCcTPHPYIOT, CO3[Al0T CHUMKM 3KpaHa u
pe3epBHbIE KOIMHH.

OTta Kareropus OTHOCHTCA K  ayTeHTH(QHKAlMH  KOHEYHOro
110NB30BaTENs WM HEBEpHOe yIpaBlicHWe ceaHcaMu. Bximouaer
ClleAyIOIIMe ITyHKTHI:
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- aHouuMHas pabora ¢ npunoxenuem. TpeGosamms K
3AIUIIEHHOCTH MOOMIIBHBIX TNPHIIOKEHHIT He Takue, Kak K web-
npunoxenuam. Ilpeanonaraercs, uro nosip3oBarTenk Moxer paboTars
odnaiin, MOITOMY YACTO HMCNOIB3YeTCA OHJIAiiH-aBTOpM3ALMA  C
MOC/IEAYIOIMM XPAaHEHHEM JIaHHbIX B CECCHOHHBIX cookie-ainax. [Tocne
TOro Kak ObUTM BBEJEHbI MAeHTH(HKAIMOHHbIE AaHHBIe (JIOTHH M Naposib)
W MPATOKEHUE  aBTOPU3OBANO  MONB30OBATENA, OHO  COXpaHAET
cnennajibHeli MAeHTHUKATOP, KOTOPBIX B JanbHEHIeM IpeNbABIAeTCA
cepBepy INpH KaX[AOM 3arnpoce, MOCTynawineM oT npuioxenus. Ecmm
3JI0YMBIIUIEHHHK NOJYYH1 MASHTU(UKATOP MOJL30BATENsd H NPU 3TOM B
cucreme He ObUIM peanuM3oBaHbl Npoueaypsl nposepku IP-agpeca ceccnn
HIM  Hamuuus ©Oolee  OJHOTO COCJMHEHUS B Mpeaesiax CeccHH,
3OYMBILUIEHHUK CMOJXKET TMOJYy4YUTh [OCTYN B CHCTEMY C IpaBaMu
aKKayHTa [oJib30BaTesis;

- cnabele maposu. Cumraercs, 4T0 B MOOHMIBHBIX TPHAOKEHKHX
Mapojy He JO0JUKHBI ObITh JUIMHHBIMM, W OONBIIMHCTBO NPUIOKEHHH
paspelraer co3/jaBaTh IMapoiK OT YeThIpeX CUMBOJIOB. [IpH 3TOM maposiu B
OosibluMHCTBE ciaydaeB He wmudpywTcs M nomewatorcs B 6Gazy B
XeUIMPOBAaHHOM BHIE. ECIM 3M0yMBIIUIEHHHK MOJy4YMs J0cTyn K Gase
NAHHBIX, TO € MOMOMIBIO FOTOBBIX X2MI-TabnuL pacim@poBaTh Maponu M3
YeThbIpeX CHMBOJIOB JUIS HEro — TpMBMalbHas 3ajada, Tpebyloiuas
He3HaYMTE/IbHBIX BpEMEHHBIX 3aTparT.

Pexomenoayuu. Mepel 3alUThl NIPY AAHHOM THIIE YS3BUMOCTH:

- ayreHT(uKkaums B  MOOWJIBHOM  INPHIOKEHMHM  NMOJDKHA
COOTBETCTBOBAThH TAKOBOM B web-Bepcuu;

- noxanpHas ayTeHTH(HKalMs J0/KHa paborate uepe3 cookie
(haitsiel TOJIBKO 110CIIE AaBTOPH3ALMM HA CepBepe;

- CO3/laHKe CJIOKHBIX napoeii miuHo#i 6oee 6 CHMBOJIOB.

- KOHTPOJIMPOBaTh YCTPOMCTBA C [OMOILGIO pelueHHs s
ynpaeiaeHus MoOwibHBIMH ycTpoMcTBamm (mobile-device management,
MDM) wumm  moOuibHbiIMH  mpwiokeHusmu  (mobile-application
management, MAM).

M5  Caabas  kpunmoepagpuueckas  cmoiikocms  (Insufficient
Cryptography).

Mo6uIbHOE NPHUIIOKEHHE MOMKeT BKIIOYATh WIM UCHOJb30BaTh
anroput™  wudpopanns/femudpoBanms, Kotopelit cnab no  cBoei
npUpose ¥ MoXKeT ObITh HANMPAMYIO BCKPHIT BpaxJAeOHBIMH CHJIAaMH M3-32
TOro, 4T0 pa3paboTaHHas apXUTEKTypa MMeEeT NMPUHLMIIUAIIBHBIE H3bAHBI
MJIM MPOLIECCHI YIIPABNEHUS KITIOYAMH TT0X0 OPraHU30BAHBIL.
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Pexomendayuu. Heobxoammo  UpUMEHATh  Oosiee  CIIOKHBIE
MpoleIypsi KpUnTorpadpudeckne Npoueaypbl 3aluThl HHGOPMALHH.

M6 Heb6ezonacnas asmopuzayus (Insecure Authorization)

KaTeropusi ONMCHIBAET HEJIOCTATKM aBTOpH3aumuy  (IpoBepka
(BayMaLMsA) HA CTOPOHE KIWEeHTa, NMPUHYAMTENBHBIA MpoCMOTp H T.JL.).
Taxue coOBITHS OTAMYUAIOTCA OT NpobieM ayTeHTH(UKAIUM (HampuMmep,
ycTpoiicTsa perucTpauui, HieHTHGuKaunu nons3oparened u T.1.).

Pexomendayuu. TlpuiioxkeHue JIOJKHO — TPOXOINT  [POBEPKY
OJUTMHHOCTH TOb30Bareseli (HanpuMep, He NpeaocTaBIsTh aHOHUMHBIN
JOCTYN K HEKOTOphIM pecypcaM WM  ciyxkbam 0e3 NpoBepkH
[IOUTMHHOCTH M 3ampeTa HeCAaHKIIMOHUPOBAHHOIO OCTYTA).

M7 Koumpons codepocumozo knuenmekux npunoxcenui (Client
Code Quality)

TTpo6nieMa 3akmoyaeTcs B OCOOCHHOCTSX peaM3alidy TeXHOIOrHit
HANUCAHWA TPOTPaMMHOrO Kojaa B  KIMEHT-Call  NPUIOKEHUAX,
OT/IMYAKOIIHecs OT HalmHMCaHUs KOJa W €ero peajiu3alud B cepBep-caiill
npunokernax. K vuM ortHocaTes: mepenonnenue Oydepa, format string
YA3BUMOCTH, a Takxke jipyrme omubku Ha yposHe koia. PemenneM
sBisieTcs HeoOXOAMMOCTh IlepermcaTh KOJ, KOTOphlif paboraer Ha
MOOHIIBHOM YCTPOHCTBE.

Illnpoko pacripocTpaneHo 3abmyxuenue, GyATO BPEJOHOCHLIA KON
He MOXEeT M3MEeHSTh MOOMJIbHBIE TPHUIOXKEHHUs (HanphMep, NMOAMEHATh
GHOMMOTEKN HITM BHEAPATH KOJ B PHIIOKEHHS).

Pexomenoayuu. 3aUTHTE TPUIIOKEHNS OT B3JIOMA, KaK B CTaTHIHOM
COCTOSHMHM, TaK M BO BpeMs wHcrmoiHeHus. IIpousBoAMTE IIPOBEPKY
BXONHBIX JAHHBIX npwiokenuit u  APl-untepdeiicos, nposepsiite
HENOCTHOCT KOH(HIEHIHATBHON HHPOPMALAH 1 Gy IbTE OCTOPOXKHBI ITPH
pcnonb3oBannd WebView, .1TOCKOJIBKY 3TO MOXET CO3/aTh yS3BHMOCTH
BpoJe MexkcaliToBoro ckpuntunra (XSS).

M8 Moougpuxayus oannwix (Code Tampering)

Jra KaTeropms OIMCHIBAET W3MEHEHHE HCIONHAEMBIX (alinos,
JIOKAJTEHBIX PECYpCOB, NIepexBaT BEI30BOB CTOPOHHMX ITPOLECCOB, OAMEHA
runtime MeTOJI0B ¥ IMHAMHYECKYIO MOIMPUKALMIO TAMATH.

[Mocsie YyCTAHOBKM TIPHIOKEHHS, €0 KOA OCTAeTCs PE3HIEHTHBIM B
MaMsSTH  ycTpoiicTBa. ITO MO3BONAET 3JIOBPEIHOMY NPHUIOKCHHIO
M3MEHATH KOJI, COAEPKUMOE MaMATH, H3MEHATE WIIM 3aMEHATh CHCTEMHBIE
metonbl API, H3MeHATL JaHHBIE M pecypcsl Npunokenus. Bee sto moser
obecreunTs  3JIOYMBINUIEHHAKY ~ BO3MO)KHOCTH — MaHWITYJIMPOBaHMS
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CTOPOHHUMH MPUITOKEHUAMH JIS COBEPHICHHS HEJIErHTHMHBIX ASHCTBHIA,
KpaXK¥ JJaHHBIX WY U3BJIeYeHUS UHOI GHUHAHCOBOIT BBIFO/INI.

Pexomenoayuu. Hwuxorma #He wWcxoaute W3 TOrO, STO ITHM
MCTOYHUKAM JaHHBIX MOXHO HOBEPATh, U LODKHEIM 06pa3zoM 3aniuTHTe
uX oT (hanbcnduxanmit n 3n0ymorpebaennii, B T. 4. ¢ MCIONB30BaHHEM
ayTeHTH(WKALMK, aBTOPU3ANMH, NMPOBEPOK LENOCTHOCTH, MHPPOBAHAS
WJTH JIPYTHX MEXaHHU3MOB.

MY Ananus ucxoonozo koda (Reverse Engineering)

ATakKyioune MOryT WCMONb30BaTh YYETHble JAHHBIE CECCHH MpU
ayTeHTH(UKAUMK JUIA JI0CTYTIa K CEPBEPHBIM CEPBHCAM M OCYIIECTBIATH
JIEHCTBUA OT UMEHUM KOHKPETHOTO MOMB30BATEIS.

Pexomenoayuu. TIpuMeHsiiTe MeXaHW3M OPPaHWYEHHS BPEMEHH
nefcTBHs cookie IUis ceccHif, Kak Ha cepBepe, Tak U Ha KaiteHte. B oGuem
cilydae peKOMEHIYEeTCs OrpaHuYuTh BpPeMs OJHHM 4YacoM WIH MeHee.
[Tpocneanre, 9ToOB! Ball cepBep OTKPhIBA HOBYIO CECCHMIO IS KAXKIOTO
nojb30BaTeNs  BCSKMH  pa3, Kkorna Tpefyercs  avreHTHQMKAIMs.
Y6enurecs, 4TO Ha cepsepe [pexHue 1 CECCUM
YHUUTOXAIOTCS/00BABAIOTCA HeIeWCTBHTETLHBIMHI JUIS TIPEAOTBPAIICHUS
TTOBTOPHOI0 HCIOJIL30BAHMUA.

M10 Cxpoimerii pynxyuonan (Extraneous Functionality)

HYacto pa3paGoT4MKH BKTIOWAIOT B KOA TIPHIOXKEHWH CKpBITHIC
(GyHKUVOHANBHBIE BO3MOXKHOCTH, O3KIOPEI WIM JpPYrHe MEXaHW3MBI,
(YHKIMOHAIBHOCTE KOTOPBIX npeJHazHaveHa IS obmero
ucronb30BaHus. [10j1 3Ty Kareropuio MOAXOIMT W3BECTHOE ONpeeneHue
“security through obscurity" (GesonmacHocts Yepes HernoHsTHOCT). B
ycTax xakepa 9TO 03HaJaeT [pPaKTHKYeMblli MHOTMMM MpOJaBLiaMK
ONEPalHOHHEIX CHCTEM CTHIIb, KOTOpbI 3aKkimiodaeTcs B mpojake
CUCTEMbl C OCTaBJEHHBIMH B HEW IbipaMH B cHcreMe 6e30nacHOCTH.
EctectBenno, 06 3TMX JbIpax HET HM ClOBA B JOKYMEHTALMIL, H9TO
MO3BOJIAET NpOJAAaBLAM CYHTaTh, 9TO MX Bpoje Obl ¥ Her BooOme. [Tpu
3TOM OHW HaWBHO BEpPAT, YTO HUKTO M3 TOKyrareneil He CMOXer wux
obHapyxute. Ho Takue JBIpBI HE MOIYT JIOJTO  OCT2BATHCH
HEe3aMEYeHHBIMH, H PaHO MIH MO3JHO BCEr/la HalJIeTcs Xakep, KOTOPOMY
3axX04eTcs BOCIOIb30BATECA TAKOH JBIPOIA.

Pexomenoayuu. OcoGEHHOCTH 3aWMTHl NPHIOKEHHIT 3aBUCAT OT
Xapakrepa yrpo3 ¥ 0T MoOWIbHON rardopmel. JIng Toro 4ToOHI
npuiIokeHus ObUTM 3alNMINEHbl B TpOLIecCe MCNOJHeHWs, Heobxonnuma
IIpOBEpPKa LEIOCTHOCTH, KOTOpas MOXET NMPeAoTBPATHTE MOUMPHKALINIO
pecypcoB H UCXOAHOTO KOIa.

97




IVIABA 8. TEXHOJIOT UM OBECHEYEHUA BE3ONACHOCTH
BECHPOBOJHbLIX U MOBWJIbHBIX CETEH

8.1. Bazossiii cranaapTt Ajast GecnpoBoAHbIX ¥ MOOHIBLHBIX CeTeH

CyuiecTByeT MHOJKECTBO TEXHOJOrHH, TMPU3BAHHBIX TOBBICUTD
cereBylo Ge3onacHocTs, Bee oHM npeanaraloT peuieHns Ui BakHeHImx
KOMIIOHEHTOB MOJMTHKN B OGJACTH 3alllMThl NAHHLIX: ayTeHTU(UKaLNHM,
[O/UICPIKAHNA LIJIOCTHOCTH JAHHBIX U AKTHBHOM IIPOBEPKH.

[lon ayrentuuxaupell  nojgpasymesaeTcs — ayTeHTH(HKaUMA
[10/1b30BATENsl WM KOHEMHOro YCTpOHCTBA (XOCT KIMEHTa, CepBep,
KOMMYTATOp, MapUIPYyTHU3aTOp, MeEKCeTeBOW 3KpaH M T.J.) M ero
MEeCTONOJNIOKEHNs C [ocienyliueii apropu3alueid rMojbs3oBaTeneil H
KOHEYHbIX YCTPOHCTB.

[lesoCTHOCT, — AAHHBLIX — BKJIIOMAET  TakKWe  CTPYKTYypbl  Kak
fe3onacHOCTs cereBoii MHGpacTpyKTyphl, 0€30MacHOCTh Mepumerpa M
KOH(DHICHIMAIBHOCTE JaHHbIX.

AKIMBHas T[pOBEpKa [OMOraeT YAOCTOBEPUTLCA B TOM, HTO
yCTaHOBNEHHAs [OJINTUKA B 00nacTi 0e30MacHOCTH BbIAEPKUBACTCA Ha
NpaKTHKe, W OTCNEANTh BCE aHOMAbHbie Cly4an M  [OMNBITKH
HeCaHKLHOHMPOBAHHOTO J10CTYNA.

Jlna obecnevenns mnepesaun uHpopManuu B OeCHpPOBOIHBIX U
MOOUIBHBIX ceTsax OazoseiM cranaaprom ssiierca IEEE 802.11 (Wi-Fi
802.11), KoTopklii sBageTcs HaOOPOM IPOTOKOJIOB JUIA Nepeiaiy JaHHbIX
(transfer).

Crannapr IEEE 802.11 ¢ tpaanunonHoii 6esonackoctsio (Tradition
Security  Network, TSN) npeaycmarpusaeT  [1Ba  MeXaHM3Ma
ayTeHTU(UKALIMH OECrPOBOAHBIX KIMEHTOB:

- OTKpBITYIO ayTenTH(uKkanuio (Open Authentication);

- aytentndukaumo ¢ obmmm knovom (Shared Key Authentication).

Omkpeiman aymenmugpukayuss HE TO3BOJIAET TOYKE J0CTyna
ONpese/uTh, paspelieH JM KIWEHTY JOCTYN K CeTH Wid Her. 370
CTAHOBMTCS YS3BHMbIM MECTOM B cucTeMe 0e30macHOCTH B TOM Clyuae,
ecad B OecrpoOBOJHOM WM MOOMNBLHOW  CETH HE MCIONB3YeTCs Tak
Haspisaemoe WEP-tungposanne.

Craupapt IEEE 802.11 tpebyer nepenauu MAC-aipecoB kiHeHTa H
TOYKM paJHONOCTYNa B OTKpbiTOM BuMae. B pesynbrate 3toro B
GecnpoBoaHOil ceTH, ucnonbsyoweii ayrenruuraumo no MAC-anpecy,

98

3OYMBIIUIEHHUK MOXeT O0MaHyTh METOd ayTeHTH(UKAIUN [yTEM
noamMeHsl cBoero MAC-azipeca Ha pa3penieHHBbIi.

Aymenmugpuxayus ¢ obwgum KaOHOM SBASETCS BTOPBIM METO;10M
ayreatndukanmm crangapra IEEE 802.11. Tlponecc ayreRTudmkaunu c
o6IMM KIIIOYOM aHaJOTHUeH TPOLECcCY OTKPLITONW ayTeHTn(HUKanwu, HO
OTIMMAeTCs OT TMOCHEQHEr0 TeM, YTO MeTol TpeOyeT HaCTpONKM
craTnueckoro kmoua mmdposanus WEP (Wired Equivalent Privacy).

B orimuaue ot npoBoAnoii ceTH, ayTenTH(HKamys B cranaapre IEEE
802.11 opueHTMpOBaHAa Ha ayTeHTH(QUKALMIO KIMEHTCKOro yCTpolicTea
pajMo0CTyIa, a He KOHKPETHOTO KIMEHTA Kak TO0Nb30BATENs CETEBHIX
pecypcos.

Ilpouecc ayrentudukammu B Oecriposoaroit cetn IEEE 802.11
MPOMIUIFOCTPUPOBAH Ha pUCyHKe 8.1 W COCTOMT U3 CIIEAYIONIUX 3TarnoB!

1. Knuent noceiiaer kaap (dpeiim) 3anpoca Probe Request Bo Bce
paanoKaHarsl.

2. Kaxnas touka pamnojoctyna (Access Point, AP), B 3ome paanyca
JIeCTBUS KOTOpOi#l HaXOAWTCs KIMEHT, mochizaer B otBeT hpeiim Probe
Response.

3. Kiuent BeIOMpaeT MPENNOYTHTENBHYIO JUIA HEro TOYKY
PaaMOAOCTYTIa U NOChUIACT B OOCITYKWBAeMBIil €10 paMoKaHall 3anpoc Ha
ayrenTudukaumnio Authentication Request.

4, Touka pamMonocTyna noceinaer NOATBEPKICHHE
ayrentndukaunn Authentication Reply.

5. B cinyyae ycnemHoii ayTeHTH(GUKAUMU KIMEHT [10CKUIAET TOYKE
JIOCTYIIA 3aTIpoC Ha coemHeHue (accollmupoBanne) Association Request.

6. Touka jocryna moceulaeT B oTBer (peiiM NOATBEPKIACHUS
accoumauyu Association Response.

7. KiueHT MOXeT Terepb OCYIIECTBIIATh 0OMEH MCTb30BaTebCKUM
TpaIKOM C TOWKOI paiHop0CcTyIIa.

PaspaGotko# cranpaproB WiFi 802.11 3auumaerca oprand3ainns
IEEE (Institute of Electrical and Electronic Engineers).

B nacrosmee Bpems IEEE 802.11 mnpencraBnger cobo¥ rpymity
CTAH/IapTOB, TO3BONAIONIMX OCYLIECTBIATH TMepeaady JaHHBIX Ha
Pa3AYHBIX CKOPOCTSX, HaCTOTHBIX AWAIa30HaX W C Pa3IHYHON CTENEHBIO
ceTeBoii 6e3011acHOCTH.

IEEE 802.11a — onmceIBaeT BBICOKHE CKOPOCTW IIepeiaadm veM
802.11b. Mcnonb3yloTcs 4acTOTHBIE KaHaabl B yacToTHOM criekrpe 5 [T
[Tporokon He coBmecTM ¢ 802.11b.
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Touka gocryna 1

1. ®peim Probe Request —_—
2. Dpeim Probe Responce ———
3. AYTeHTHOUKAUMA, 2ANPOC =i
4. AyTeHTgHKaUMA, oTEeT _
S. ACCOUMMPODBEHIE, JATNPOC i

6. AccouMmnposanns, oTesT

Touka gocryna 2

Puc. 8.1. Ayrentudukanmus no cranaapry 802.11

IEEE 802.11b — onuceiBaer Gonblune CKOPOCTH Mepeaavind ¥ BBOIAUT
GosiblIe  TEXHOJIIOTMYECKHMX OrpaHHueHuid. DTOT CTaHAapT IHMPOKO
npoasurancs co cropousl WECA (Wireless. Ethernet Compatibility
Alliance) m wu3HayanbHO HaseBaiacs Wi-Fi. Mcnonb3yroTcs 4YacToTHbIE
kanasei B criexrpe 2.4 I'f'u.

IEEE 802.11g — onucblBaeT CKOpOCTH Iepena4yd JIaHHBIX
skBuBanenTHsie 802.11a. Mcnonb3yroTess 4acTOTHBIE KaHajlbl B CIIEKTpe
2.4 I'Tu. IIporokon coBmectum ¢ 802.11b.

IEEE 802.11n — camblii nepesoBoii kommepyeckuii Wi-Fi-cranaapr.
B 802.11n Mcrnons3yloTcs 4acTOTHbIE KaHAJAbl B 4YacTOTHBIX CHEKTpax
WiFi 241Tu »n 5ITu. Cosmectum ¢ 11b/11a/llg. Ilonnepxusaiorcs
yactoTHble KaHansl Wi-Fi umpunoit 20 MI'u n 40 MI'n (2 x 20 MI'n). Dra
pazuodacToTHas TexHonorus HassiBaerci OFDM (Orthogonal frequency-
division multiplexing) - MyJAbTHIUIEKCMPOBAHHE C OPTOrOHAMLHBIM
YACTOTHBIM pasfeneHdeM KaHanoB. Mcnonb3yercs Takxke TeXHOJIOrHs
OFDM MIMO (Multiple Input Multiple Output) - MHOroanTeHHas
nepejaya BIJOTh 40 YpoBHA 4 X 4 (4 nepenarumka u 4 npueMHuka). I1pu
3TOM MMHMMYM 2 IepeaTdMka Ha TOYKY J0CTyna M | mepejaTduk Ha
0J1630BaATEIILCKOE YCTPOUCTBO.

IEEE 802.11i - nanGonee 3ammmieHHbii BapuasT cranaapra 802.11.

Ha cmeny WEP npumén craugapr IEEE 802.11i, npeacrasisiomuii
c060if KOMIUIEKCHYK) cucteMy obecnedeHns Ge30nacHOCTH. DTa CHCTEMa
BKIIOUaeT B cebs cucTeMbl ayTeHTU(UKAIMK, CO3[aHUs HOBBIX Kilodel
AN KKI0# ceccuy, ynpaBiaeHus kaoyamu (Ha 6ase Texuosnoruy Remote
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Access Dial-In User Service, RADIUS), npoBepks MOUTHHHOCTH NAKEeTOB
U T.A.

PaspaGoranuniif crannapr IEEE 802.111 npwasan  pacmmputs
BO3MOXKHOCTH mporokona [EEE  802.11, mnpeaycmorpeB cpemcrsa
wipoBaHus TepelaBaeMbIX JIaHHBIX, a4 TaKkKe UEHTPAITH30BaAHHOI
ayTeHTH(UKALMY 1oTk30BaTenel u pabounx cTanIwil.

Opraun3auuy, ywacTBylomme B pa3paboTke W 1POABHKERHN
craigapros Wi-Fi (Wi-Fi Alliance w JEEE), anoncmpopamm cTaHapt
WPA (Wi-Fi Protected Access, sammuenuntii jocryn Wi-Fi), kotopsiii
cTan coctaBHOM wacteto crangapra IEEE  802.11i. On rawke
obecnevnBaer COBMECTUMOCTh obopynoBaHUA pazAuYHEIX
MIPOU3BOAUTENEH.

Homwiii  craunapr Gezomachoctn  WPA  ofecneun YpOBEHb
GesonacHocTH Kyja Gonbimii, yem Moxer npeanoxuts WEP, n umeer To
MPeHMyIecTBO, HTO MporpaMMHOEe obecrieyenue  Gonee CTaporo
000pyaOBaHHS MOKET ObITh 3aMeHeHOo 03 BHECEHMs aruapaTHEIX
H3MEHEHHIA.

A moszxe Obu1 paspaGotan W yTBepiueH crammapt WDPAZ2,
obecneynBaromit eute Gosee BHICOKHIT ypOBEHb (E30MACHOCTH, HeM
nepsas Bepcus WPA. WPA/WPA2 npexncrasnser cofoif 0GHOENEHHYIO
nporpaMmy cepTruKaLH YCTPOHCTB GecirpoBoIHOIN CBSI3H.
IMpenmymecrBaMmu WPA SBISIOTCA ycHIleHHAs GE30NMacHOCTh JIAHHBIX W
YKECTOYEHHBIH KOHTPOJb A0CTYNa K 6ECTipOBOAHBIM CETAM.

HM3navannio WPA ocHoseiBancs na nporokone TKIP (Temporal
Key Integrity Protocol), ucnoneayromwmii meron wmmdpopanns RC4.
Mexay tem WPA2 wucnonesyer HoBbiit Meton umdpopanus CCMP
(Counter-Mode with CBC-MAC Protocol), ocrosaumwii Ha 6ojee
momHoM, 9eM RC4, anropurme mmpposanus AES (Advanced Encryption
Standard). Kpome Toro, B WPA/WPA2 o6ecnevena mnomepxka
craigaproB [EEE 802.1x, mporokona EAP (Extensible Authentication
Protocol — pacmmpseMsii NPOTOKON AyTCHTHOMKALMK) M 1IPOBEPKA
uesnoctHocTH coobmennii MIC (Message Integrity Check). 802.1x - ato
CTaHJAPT, KOTOPBIY MCTONB3YeTCA IS AyTEHTHQUKAIMA U aBTOPH3IAIHN
noJb3oBarenell ¥ pabouMX CTaHUMH B CeTH nepenayw AaHHbIX. Braromaps
cranzapty 802.1X MOXHO MPENOCTARUTE MONB30BATENSM IIPaBa A0CTYNa K
KOPITOpaTUBHON CETM H €€ CepBHCAM B 3aBHCHMOCTH OT TPYIITbl W
3aHUMaeMONl  JIOJDKHOCTH, KOTOPOM  NPUMHAMIEKHUT TOT MK HHOI
MONTb30BATEb.
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Wi-Fi Alliance naert cieayoulyio GopMyIiy i orpeaeneHus CyTH
WPA:

WPA = [EEE 802.1x + TKIP + EAP + MIC

M3 atoii popmyast Buano, yro WPA, no cyru, aBnsercs CyMMOi
HECKONBKUX TEXHOJIOTHIA.

WPA  moxer paborare B IByX pexumax: Enterprise
(kopnoparusHsiii) u Pre-Shared Key (nepconansHblif).

B mepBom ciydae, XpaHeHue ©0a3sl JaHHBIX M TIpOBepKa
ayrentuunoctd no cranaapry [EEE 802.1x B Gonbmux cersx 0BbIMHO
OCYLECTBIAIOTCH ClEeUHanbibiM cepBepoM, daiue Bcero RADIUS,

Bo BropoMm ciydae mnoppasymeBaercs npumeHenne WPA Bcemu
KaTeropusivm  noijb3oBareneii  O6ecnpoBOAHBIX  ceTel, T.e. HMeeT
YHPOULEHHBI PexXUM, He TpeOYIOUMA COKHBIX MEXaHM3MOB. ITOT
pexum HassiBaetcss WPA-PSK  (Pre-Shared Key) u mnpeamnonaraer
BBEJEHME OJHOTO MApOJsIi HA Kaxablii y3en GecripoBopnol ceTd (TOYKY
nocryna, 0ecrIpoBOJHON MapLIpyTH3aTOp, KJINEHTCKHI azanrtep, MOCT).
Jlo Tex mop moxa naposid COBNANAKT, KInueHTy OyIeT paspeiieH A0CTYIl B
cerb. MOXHO 3aMeTHTh, YTO NOJAXOJ C MCIOJIB30BAaHHEM IapoJis AesaeT
WPA-PSK y43BUMBIM /115 aTaki METOAOM 101060pa, 0AHAKO 3TOT PEXHUM
u3basnger or nyraHuubl ¢ kuoyamd WEP, 3amenss mX UENOCTHOH H
4eTKOM CHCTeMOIll Ha ocHOBe LM(PPOOYKBEHHOIO MAPOJIS.

JIpyrum BaXKHbIM MEXaHM3MOM ayTeHTH(UKALMU SBISETCH NPOBEPKa
iesoctrocTin coobuennii MIC (Message Integrity Check). Mexanusm
HCHONbL3YIOT AN NpPefOoTBpalleHus [epexsara [1aKeTOB  JaHHBIX,
CO/IEpKAHME KOTOPBIX MOXeT ObiThb M3MEHEHO, a MOAM(pHULMPOBAHHBIH
NnakeT BHOBH MEpesaH Mo CeTH.

802.11i (WPA2) — 3t0 HauGonee ycroduuBoe M Oe3onacHoe
pelueHne, TpeAHA3HAYSHHOE B NEpBYId ouepeab Ui OOJBIIMX
DpeanpUATHM, TOe yNpaBieHHe KNOYaMH ¥ aJIMUHMCTPUpOBaHHE ObLiH
rnasroi ronosHoil 600, WPA2 sisnsieTcs o0f3aTe/IbHbIM YCIOBUEM JUis
scex cepruduumpoBanubix Wi-Fi ycTpoicTs.

802.11ac. Hoesii cranaapr Wi-Fi, kotopbiif paboraer TO/NBKO B
yacrotHo#t nonoce STITu m obecneuuBaer 3HAYMTENIBHO OousbInme
CKOPOCTH Kak Ha uHanBuiayanbHoro xkinenta Wi-Fi, Tak ¥ Ha TOuUKy
jgoctyna Wi-Fi. Haxoautes B cranuu BHeAPEHHS.

[Tomumo ocHoBHeix ctanaaproB Wi-Fi 802.11a, b, g, n, cymectByior
M UCMONbL3YKTEH  NONOJHWUTENbHbIE CFAHAAPTBl - JUIA  peaJlu3auuu
pasIM4HLIX cepsucHbIX dyskumii (802.11d, 802.11e, 802.11f, 802.11h,
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802.11k, 802.11m, 802.11p, 802.11r, 802.11s, 802.11t, 802.11u, 802.11v,
802.11y, 802.11w).

IMepBeIM cmanoapmom wugpposarus oanHeix B HeCIIPOBOAHBIX CETAX
cran Beime ynoMsanyTsiit nporokon WEP. ®opmatr WEP-kanpa npusenen
Ha puc. 8.2.

[Tpoueaypa WEP-mudpoBanus BuIDISINT cleayommm ofpa3oM.
IlepBoHayanbHO nepenaBaeMble B TakeTe JaHHbIE MPOBEPSIOTCS Ha
uenoctHocTh (anroputm CRC-32) g nojaydeHus 3Ha49eHns KOHTPOs
uenoctnocty (Integrity Check Value, ICV), nmobaBnsemoro B KoHen
ucxogHoro coobuienuns. Jlanee reHepupyercs 24-OUTHBIH  BekTOp
paumuamusamun IV (Initialization vector), mnpencrasnsiomuit  coGoit
MPOHU3BOJILHOE HHCIIO, KOTOpOe MOXeT ObITh HCHOIB30BAHO BMECTE C
cekpeTHeIM 40- wnu 104-GHTHBIM KIIFOWOM JUIS IH(POBAHNS TaHHBIX.
[Tonyqennstit Takum obpazom 64- wiy 128-6uTHBIN Kmow ¥ ABIIgETCS
VCXOIHBIM KIIIOYOM IS FeHepaluy TICEeBIOCAY4aiiHoro WHCNa, KOTOopoe
WCTIONB3yeTcs JUIA MU(poBaHuA NaHHBIX. Janee maHHBIE CMENIMBAFOTCH
(mudpyrorcst) ¢ nomombio  joruyeckod  omepaumn  XOR - ¢
TIceBAOCTyHaifHOM KITIOYERO MOCNeI0BaTENLHOCTEHI0, MOCHE ATOTO BEKTOp
VHULMATH3alun nobasnsercs B ciyxebHoe none kaupa.

3aronoBok r
AHHBIC CV
802.11 b . ICy

y—

IIndipyemas qacts kaupa

Puc. 8.2. ®opmar WEP-kanpa

Kak u mobast apyras cucrema 0e30nacHOCTH Ha OCHOBE maposteii,
HanexHocts WEP 3aBHCHT OT JUIMHBI H COCTaBa KIIK0TA, a TAKXKE HaCTOThI
ero cMeHs!. [TepBelit cepbe3HbIil HENOCTATOK — NPUMEHEHME CTATUYECKOTO
KJTIOYa — 3@ OTHOCHUTENILHO HebGONBIIoe BpeMsi KUY MOXKHO 1ojiobparh
nepebopom. nu BTOpOii HEN0CTaTOK WEP-umdpoBanus  —
CAMOCHHXPOHHW3AlMA JUIS KaXI0oro coobmieHus, IOCKONbKY BEKTOp
WHHIMAM3AlMA  Tiepefaercs He3amM(pPOBaHHBIM TEKCTOM C  KaXJIbhIM
nakeToM M Yepe3 HeGOMBIION NPOMEKYTOK BpeMeHH OH morTopsercs. B
pesynbrare npotokon mupposarus WEP Ha ocrose anroputva RC4 ne
ABJIAETCSA CTOMKUM.



Jnas ayrenrupuxkaumy B 0eCnpOBOAHBIX CeTSX TAKKE IIMPOKO
UCIIONIB3YIOTCS [1BA JIPYTMX MEXaHM3Ma, KOTOpPble He SB/AIOTCH 4acTbio
cranaapra 802.11, a umenso:

- HasHa4yeHue uaeHTH(UKaTropa OecnpoBOIHON JIOKAJBHOM CeTH
(Service Set Identifier, SSID);

- aytenTdukauus xamesrta no erc MAC-anpecy (MAC Address
Authentication).

Hasnauenue udenmugpukamopa 6Gecnposoonou 10KkaibHOU cemu
(SSID) mupencrasisier coboii  arpubyr OGecnpoBoaHoii cetH  (Tak
HA3bIBAEMOE UM CETH), N03BOJISIOLUMI TOMMYeCKH OTIHYATE CETH APYI OT
apyra. [1pu nonsiTke nojL3oBaTesist BOHTH B CeTh OeCnpOBOAHOI afganTep
CKaHHPYeT TNPOCTPAHCTBO HA NPEJAMET HaiMyusi B Hell GecrpoBOIAHBIX
cereii. [lpn ckaHnpoBanuy B pexiMMe CKPHITOrO WICHTH(HKATOPA CeTh HE
oTobpaKaercs B CAMCKE JOCTYIHbIX ceTeil. [ToAKIMOYATECS K Hel MOXKHO
TOJGKO B TOM Clyyae, ecii, BO-NepBhiX, TOYHO u3Becten ee SSID, a Bo-
BTOPBIX, 3apaHee Co3AaH NpodIb MOAKIIONEHUS K ITOH CeTH.

Hnertndukarop SSID  perynsipHo  nepegaeTcsi  TOYKAMH
panmoaocryna B cneuManbHeix ¢peiimax - 6ukonax (beacon) - curnansmix
kaapax - OAHOro n3 pambonee BaxHbIX (¢peiiMoB ynpasnenus. Touka
PAAMOJ0CTYIIA EPUOAMHECKN OTMpaBiseT OMKOHbI AN aHOHCHPOBAHMS
CBOET0 [PHCYTCTBHA M [PeoCTaBlierus HeoOXoauMOoil uHpOpmalmm
(SSID, wacToTHblii KaHan, BpeMeHHblE MapKepbl JJis CHHXPOHH3AIMH
YCTPOMCTB 10 BPEMEHH, NONJIEP)KUBAEMBIE CKOPOCTH, BO3MOkHOCTH QOS -
(pynkunin  obecrievenus KayecTBa OOCHYXKMBAHMS M T.I.) BCEM
YCTPOHCTBAM B 30HE €€ NOKPbITHS.

JIrwbaa npuemo-nepejaonias CraHLMs, PacloioKeHHas B pajuyce
JEHCTBHSA M nojaepxusatoian crannapr 802.11, MoxeT onpeaelHTh
SSID ¢ nemompio aHanusaTopa Tpaguka nporokosna 802.11. Hekoropsie
TOYKM  paquoj0CTyna  N03BOJAIOT  aAMHMHHUCTPATHBHO  3aUPETUTh
lMpokoselnarensiyto  nepegady SSID  Buyrpum  dpeitmMoB-GHKOHaX.
Oanaxo 1 B 3TOM ciyyae SSID MOXKHO JIerko Onpejie/uTh MMyTeM 3axBara
¢peiimos Probe response frame - ¢pefiMOB-OTBETOB Ha MOMyYeHHbLI
¢peiim-3amnpoc. Dpeiim-oTBe1 CONEPHKHUT uH(popMaLHIO 0
(yHRKUNMOHANLHOCTH, NOAAEPKUBAEMBIX CKOPOCTSX MEpeayd JaHHBIX M
[.0., [OChbIMaeMbiX Todkamu paauojgoctyna. SSID He obecneumsaer
7.::%::»::—SP:V:CP:_.V JaHHbIX, Z_JCZC ITOro, OTKJIIOYEeHHE
lIMpOKoBelate/pHOit nepenayn SSID ToukaMM pajMo0OCTyIIa MOXKET
CepLEIHO OTPA3HTLCA HA COBMECTMMOCTH 00OpyaoBaHHs GecripoBOAHBIX

104

ceTedl pa3zMMYHBIX IPOM3BOAUTENEH NPU MX MCIONb30BAHMM B OJHOM
GecripoBOIHO# ceTH.

Aymenmudpuxayus ~ xauenma no eco  MAC-aopecy. - Ilpu
ayrenTuukauun 1o MAC-anpecy npoucxoaur cpaBHeHne MAC-anpeca
KJIeHTa JIMb0 CO CIMCKOM pa3pelleHHBIX (MM 3anpejleHHbIX) aapecoB
KJIMEHTOB, BHeceHHbIM B MAC-tabnuiy touku goctyna, nubo c
OMOILBI0  BHELIHEro  cepsepa  ayreHTHukauuu . (puc, . 8.3).
Ayrentudukauus no MAC-agpecy HCMONb3yeTcss B JONOJHEHHE K
OTKPBITON ayTeHTHHUKALMM Uil YMEHbIUEHHS BEpPOATHOCTH JIOCTYIa
IOCTOPOHHHUX I10JIb30BATEIEH.

2. MAC-anpec
e AOOHCHTA OTTIPABIIEH weifis
B BHIE 3anpoca

e 1. 3anpoc » /

ayTeHTHhUKALHK

BN
g* 4, lNonrsepxnenne e
o

ACCOLMHPOBAHMA

- 3 lonsepxnenne
3anpoca

Kamenr Cepsep
Puc. 8.3. Ayrenruduxaums kimenta no ero MAC-aapecy

8.2. Cranpaptel EAP, IEEE 802.1x n IPSec

[IpoGieMpl, €  KOTOPbIMH  CTOJIKHYJIHChL  pa3pabdoOTYMKH U
nmosib3oBarenu cereif Ha ocHose crtangapra IEEE 802.11, BeiHyauin
YICKATh HOBBIE PellieHuns 3aiuThl 6ecrpoBOAHBIX ceTei.

BbuiM  BBISBJIEHBI ~ KOMIIOHEHTBI,  BJMAIONIME HA  CUCTEMBI
6e3onacHoCTH OECIPOBOIHOM CeTH:

- apXMTEKTYypa ayTeHTH()UKANY;

- MeXaHU3M ayTeHTH(UKALUH;

- MexaHu3Mm obecrieveHnsi KOH(PMICHUMAIBHOCTH M LEJIOCTHOCTH
JNaHHBIX.

B cBasu c 9tuM, Obul pa3paboTaH anropuT™M 'pacliMpsieMbli
nportokon ayreHTndukamun EAP".

CywmectByer mHokecTBo Bepcuit EAP. OHn 00bIMHO OT/IMYAIOTCH
CJIOKHOCTBIO U CTENEeHbI0 6e30M1acHOCTH BBINOJIHAEMOTO rpouecca.

Hekoropsie mnpouecchl o0paboTku 3ampoca Ha ayTeHTH(HKALMIO
BBIMOJIHAIOTCSA K/IMEHTOM, B TO BpeMs Kak Ipyrue IpejlyCMaTpHBaroT
JIBYCTOPOHHIOW  ayTeHTU(MKaLMIO KJIMeHTa M cerd. Hekoropsle
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HCITOITB3YIOT mudpoBanue 3arpocoB u OTBETOB. Cawmere
pacnipoctpanénnsie THnel EAP — 370 Te, KOTOpBIE BCTPOEHEI B
KOMMYTATOPbI, MApIIPYTH34aTOPBI M ONEPAMOHHBIE CHCTEMBI, TTOCKOIBKY
MX Jlerde BCEro BHEIPHTb.

Anzopumm aymenmugpuxayuu EAP (Extensible Authentication
Protocol - pacmmpseMsiii  TIPOTOKON WAEHTH(DHUKALMH) - MOIEITh
HAEHTH(UKALNH, KOTOpas MOAEPKUBACT MHOXKECTBO METOIOB MIPOBEPKH.
EAP o00bMHO padoTaeT HeNoCpeiCTBEHHO Ha 0asze IPOTOKOJIOB
kaHansHoro yposHs tuna PPP wmu IEEE 802 w me Ttpebyer
UCTIOTh30BaHMsA NTpoTokoa IP.

EAP  momnepHBaeT  NEHTPAIN30BAHHYK  ayTeHTH(MKALMIO
371EMEHTOB HH(pacTpyKTyphl GecrpoBoIHOI ceTn u eé mosnb3oBaTeeli ¢
BO3MOKHOCTBIO IMHAMUYECKOM reHepamu Kirodei mmudposanms.

EAP MoxeT wucnonb3oBaThCs Ha BBIJENEHHBIX KaHalaXx M B
KOMMYTHPYEMBIX YCTPOHCTBAX, KaK B MPOBOAHBIX, Tak W B GECPOBOAHBIX
cpenax. B nacrosmee Bpems nmpotokon EAP peanmzoBan Ha xocrax u
mapiipytusaropax. [IpoTokon Takke Moxker OBITH peaM30BaH B
KOMMYTaTopax ¥ TOYKax A0CTyTa, ucnomb3yrwomux mporokonsl IEEE-802.
Wakancynsuns EAP B npoBomusix cpenax IEEE 802 onucana B cranmapre
IEEE-802.1x, a uukancynsuus B OGeClpoOBOIHBIX CETAX - B CTaHIapTe
IEEE 802.11i.

, OnHuM n3 npeuMymiecTB apXuTekTypsl EAP sBnsercss ee rubGkocTs.
EAP cryxur ans Bei6opa KOHKPETHOTO MEXaHH3Ma ayTeHTH(HKAIMH.
MexaunsM ‘ayrentndukauuu mo nporokony EAP peaimsyercs B jaBa
atana. |

IlepBriii sTan - MONBL30BATENb TOCKIIAET 3aNpoc ayTeHTH(HKALHA
qun:a_:e:::a‘o_:on cropone (Hanpumep, RADIUS-cepgepy).

Bropo#i 3rtan - ayTeHTHOMUHMPYIOIIA® CTOPOHA 3anpalldBaeT
JIOTIONTHHATEILHYI0  WH(pOpMAUMIO - KaKol  KOHKPeTHBIH  MeToj
ayTeHTH(UKAUMN MCIIONIB30Bal nonb3osatens? [locie noiydenus orsera
CO CTOPOHBI ITOJIL30BATENS AYTEHTH(HUIMPYIOMAS CTOPOHA  JaeT
paspelieHne aBTOPH3UPOBATLCA M MOJMYYHTh MpaBa Ha nepenaady CeTeBoro
Tpaduka.

Cmanoapm IEEE 802.1X wucnions3yeTcs IS ayTeHTHQHUKAUUW M
aBTOpU3alMM Tnoak3oBatenelf ¥ paboyux CcTaHUMii B ceTH MNepenaym
nauHeiX. bnaromaps  crammapry 802.1X  MOXHO  NpeaoCTaBHTh
110J1b30BaTeIsM MpaBa J0CTyMa K CeTH H €e CepBHCaM B 3aBUCHMOCTH OT
rPYTITLI MITH 3aHHMAaeMOM. JIOJDKHOCTH, KOTOPO# NPMHAIUIEKHT TOT WIIU
WHOI None30BaTeNs.
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Ayrentndukanms crangapra [EEE 802.1X mnst GecrnipoBOAHBIX
ceTeil MMeeT TPH INIaBHbIX KOMIIOHEHTA!

- GecnpoBOAHOMN KineHT (nmporpaMmHoe obecneveHne KIMEHTCKOro
yCTpoiicTBa),

- ayreHTA(QUKaTOp (TOUKA A0CTYIIA);

- cepsep ayrentudukanuu (RADIUS).

3amura ayTenTudukanun crannapra 802.1X HHHIMMPYET 3a0poc Ha
ayTeHTHUKANMIO OT KaueHTa GecnpoBOAHON CeTH B TOYKY AOCTyMa,
KOTOpas YCTaHABNMBAeT €ro IOJIMHHOCTh vepe3 nporokon EAP B
coorsercrytonieM cepsepe RADIUS. Cepsep RADIUS moxer
BHINOJIHMTH ayTeHTH(HKALMIO MONb30BaTeNs (C MOMOLUBIO Mapons WM
ceprudpukata) wim  KoMmbioTepa  (C IOMOIIBIO MAC-anpeca).
TeopeTHyeckH, KIMeHT GecnpoBONHON CeTH HE MOXET BOHTH B CEeTh 0

3apepIueHns TpaH3akuuu (puc. 8.4).

=N

SN 3anpoc ayTeHTH(HKALMH
’ 3anpoc Ha ayTeHTH H-

F= Kalio xauenTa |
KJIMEHT 1 —
f"f ...

ABTOpPH3ALMA KIHEHTA | 1
paspeliesme Ha nepesaqy
ceresoro Tpaduka

Tonrsepxenne sanpoca™

Touxa Ethernet

aocryna

3anpoc ay reHTHHKaLMH Jaiipoc i syresTadie

o KALHIO KiuenTa 2 .
N -~ RADIUS-
L) OTK/I0HEHHE 3a1POCA KAHCHTA —— cepsep
o SR TRPIT 8 TP OTKNOHEHHE 3anpPoca
KJIMEHT 2 ceresoro Tpajuxa

Puc. 8.4. Ilpouecc ayTeHTHOHKALNH B 802.1x/EAP

IEEE 802.1x npenoctaiiseT KjIMeHTYy GecnpoBOIHOM JOKaIbHOM
CeTH JIMINB CPeICTBa nepeauy aTrpubyToB K cepepy ayTeHTH(UKALMK U
NOMYCKAaeT WCMONb30BaHWE PA3/MYHBIX METOJOB M AIrOPUTMOB
ayreHTH(uKaumK. 3azadell  cepsepa  ayTeHTH(QHKALMHM  ABJIACTCA
nonjepxka TpeOyeMbIX MOJMTUKON ceTeBOH 0e30MacHOCTH METOAOB
ayTeHTH(UKALMK.

AyTtentudukarop (TOuKa J0CTyna) cO3Aaér JOrHYecKuit nopr A
KaX/JIOr0 K/IMEHTa Ha OCHOBE ero uaeHTH(dHuKaTropa accOLUMHPOBAHMA.
JloTUYecknit - moOpT MMeeT [Ba KaHana JUis - OOMeHa [JaHHBIMM -
HEKOHTPOIMpYEeMEIH # KOHTpOIMpYeMblii KaHaubl. HekoHTpOIMpyeMbIi
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3amuTa Ha KaHaJILHOM YPOBHE UMEET Psijl HEJOCTATKOB (CIIOKHOCTE
KOHQWUIypHpOBaHUA,  yIpaBleHWs  KIOYaMM, HeGOIBLION Habop
peanusyeMbix (ynkimit GesomacHocTH). ONTHMaNLHOE COOTHOIUIEHWE
MEXy MPO3pavHOCTBIO M KA4YeCTBOM 3alMUThl JOCTHTAETCS NPy
hopmuposanuu sauguujennvix eupmyansneix xananos (VPN-kanaios) na

cemesom yposre (puc. 8.5).

"
&

Kopnopatiesers
NPUIOXEHHA |

Tyuuems [PSec

Q AR Y T L OV R DY e )

o, . Ynaneuuuit
102 YacTHOM NONL3OBATENL

BHPTYANLHOM CeTH

,
Cepeep anexTponsoit
no4THL

Puc. 8.5. IPSec VPN-TyHHens
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IVIABA 9. OBECTIEYEHHME BE30IACHOCTH B MOBIJIBHOU
KOMMEPIIUH

9.1. Moaesin MOOMABLHBLIX (PHHAHCOBLIX YCJIYT

CoBpeMeHHas CHCTeMa OILIATHI OCPEICTBOM MOOMIIbHBIX [UTATekKeH
CTPOUTBCS B OCHOBHOM 110 CXeMe, NIPHBeIeHHO Ha pucyHke 9.1.

Perncrpa-
3anpoc H AsTOpUH3a- MNoaraepm-
umn (6ank, P a P : ATBEP Omiero
nepesog UM d nexne
nNaTemHan nnarexe
cpeacre nnarema naarexa
cucTema)

Puc. 9.1. Cxema ocyiuectBiieHus MOOMIbHBIX GUHAHCOBBIX YCIyT

B nacrosiiee BpeMsi CYLIECTBYIOT pa3/nuHble MOAENH (pUHAHCOBBIX
yCayr:

- rarexu Ha 6aze Premium-SMS;

- MOOMJIBHAA KOMMEPLIMSA;

IMnamexcu wna 6aze  Premium-SMS - 5T0  OTAEIBHO
tapuduuupyemsiii THn SMS, HCronb3yemslit JUIA NONyYeHns Kakux-mubo
nnateeX  yenyr.  Premium-SMS  ceituac  sBisiorcs  Haubonee
pacpOCTPaHEHHBIM THIIOM OIUIaThl B Pa3sIMYHbIX CEPBUCAX MOOHIBHBIX
(hMHAHCOBBIX YCIYT.

Jlna onnare! aGOHEHT OTNPABIET COOOIIEHHE HA KCPOTKMI HOMEP
orepaTtopa, Oneparop nepeducnaser co cuera aboHeHT2 HEOOXO0IHMYIO
cymmy aeHer (rpeaBapMTeNbHO yOeJMBIIMCh, YTO HA CYeTe JOCTATOYHO
CPeAICTB /U OCYIUECTB/ICHHs ONEpalyuu) npoaasuy, 1ocie 9ero aboHeHT
NoJy4aeT AOCTYII K CAlTy MM KO/ [ aKTUBALIMK yCIyIH.

CoobuLieHde OrlayMBaeTcs [0 CHEeUMaTbHOMY Tapudy 1pu
otnpasfieHHy (00BIMHO CYUIECTBEHHO NOPOXKE CTOMMOCTH CTAHIAPTHOro
SMS). ITnatex MOXeT MHHLMHUPOBAThL Kak cam aboHeHT (oTmpaBus SMS
WM 3alpoc 4epe3 caifr), Tak M nojiydarelib CPEJCTB - B 3TOM Cllydyae
tpebyercs mnoarsepxaenue abouenta. Ilocne ormpasku M CriMCaHHs
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CPeIICTB ¢ JIMIeBOro cuéra, abOHEHT mojy¥aer jnoctyn k yenyre. MHoraa
Premium-SMS wucnons3ytorcs U Ul CEPBHCOB, HE MUMEIOIIMX TMPAMOTO
OTHOLIEHUS K MOOMIBHOW CBA3M, Hanpumep, Juls ormiarsl B MHTepHET-
pecypcax, ing pa3THIHbIX FoJIOCOBaHUI 1 T L.

CxeMa seimonHenust SMS nnaresxeit npezcrapiena Ha pucyHke 9.2.

i Barkn =:=ho:r:n:4
|
5 Jl
‘6

= = = - B ¥ =

. s | S eIV
| ‘Oneparopm | 3 Llentp obcmyxirnamis = Pacersit newp
| coromoft caasn iy 4~ | MOGRITEREIX rraTER MR .g

6

e S et )

% h | _iﬁm Bankn npoxasuos

_ [Tponastms ! »
|- oneparopsr cotomoit cawsR
L& " = parop ksl
|- npeanpusTie Toproaam
e . - M_
| - su6op TpefyeMOro TOBApa HAR YCIYTH 4 — ynemommenne o6 onnare
2 — cHeT Ha OTUTATY TOBAPA WA YCTYTH 5 — dunancosas urhopmaims
3 — NOATHEPAIEHIE OMANTH KIHENTOM 6 — epeMMCIEHTe AeHEr

Puc. 9.2. Cxema ssmosrHenus SMS nnarexeit

B Takoii Mojie/IM CyIIECTBYET ABa BHIa TapH(puKalmu:

- MO-mapujduxayus ~ ("Mobile  Originated"”).  CronMocTs
CITRCHIBAeTCA co cuéra aboHeHTa B MOMEHT oTnpaBku SMS-coobmenus Ha
orpejiefIeHHbI! KOpOTKHI HOMEp;

- MT-mapugpuxayus ("Mobile Terminated"). CrouMocTh
cruchiBaeTcs co cuéra aboHeHTa B MOMEHT Tonyuerus SMS-coobmenus.
Crauana noJjes3oBarens orceuraeT SMS Ha xOpOTKHil HOMEp (JeHBrH 3a
3TO HE B3UMAIOTCH), 34TeM IPOBepsercs, AOCTaTOYHO JH Yy aboHeHTa
neHer, 4yrobGel OMIATHTH yClyry, ¥ TOTOB JIM MpOJaBel HAHHYIO YCIYTy
npenocrasuTh. Ecim Bce Xopomo, To aGOHEHTY OTChUIacTCs coobmenue,
3a KOTOpOe ¥ B3UMaeTC rijara.

Tlmocer Takoro cmocoba miareka —  [ONB30BATENl0  HET
HeoOXO0AMMOCTH BBOIAMTE CBOM NIUYHBIE NaHHBIC Ha caliTe mpoaasua, He
TpeGyerca pernctpauns B kakoi-nubo ruiatexHo# cucreme, ynobeH npu
¢MOHTaHHON MOKYTIKE. 3aHAMaeT MHHUMAITEHOE KOJIMIECTBO BPEMEHH LS
OCYUIECTBIIEHNA TMOKYNKW. Takxke B Tumioce’ ocTaeTcs W cam 'orieparop,
KOTOpBI uMeeT ¢ 3Toro 30-60% KOMHUCCHH.
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Kakoii uMenHO BuI TapupuUKaLM¥ MCIIONB3YETCS B KOHKPETHOM
cry4ae, 3aBUCHT OT CTPaHbl, OIIEPaTopa, KOPOTKOro HOMEpA.

Mobunvras rommepyun (mCommerce) — o00UIee dazRawue I
Pa3sUYHBIX KOMMEPYECKHMX CEpPBMCOB, WCIMOAB3YIONMX MOOGHTLHEIN
TenedoH B KadecTBEe OCHOBHOTC MHTepdeiica nosms3oBaTens.

Pasmmua ¢ Premium-SMS 3axmioyaercs B TOM, WTO RO3MOXHO
OryaThkl MPOMU3BOILHON CyMMBI MIaTexa B LWIHMPOKOM JIMANa3oHe, Toria
Kak npu oruiate yepes Premium-SMS rapudy va onnary xecrko npusszan
K KOPOTKOMY HOMEpY.

[pouecc ocyumiecTBaseTcs ¢ MOMOUIBIO KapPMaHHBIX KOMITBIOTECPOR
i cmaprdonos depes ynanenHoe (Mareprer, GPRS 1 1.11.) coennnenue.
MobunbHas komMmepims, mnpexacrasiser coboit cMmeck Premium-SMS u
OTUIATHI € TIOMOWILIO TUIACTHKOBOM KapThl, peaiM30BaHHAS B [(POrPAMMHO-
anmnapaTHOM peHleHHH 110 aBTOMATH3AIMK [TPOLIECCOB B3aMMOIEHCTBUA ¢
yAaneHHbIMH  nonb3osatensmMd. Ot Premium-SMS  texuosiorus
yHacnenosana paboty uepes SMS, a oT mmacTHKOBBIX KapT cBoGojny B
BEIOOpE CYMMBI IJ1aTeXa W HHCTPYMEHTHI [10 OTCIICKHBAHHMIO €r0 CTATyCA.

Mob6unbHas kommepuus obbeIMHIIa B ce6e TepeloBhie TeXHONOrWH
MOGHIILHOM CBA3M M MOAPA3NENACTCS HA JBA HANPABIICAIS

- MOOUNbHbill  OAHKUHZ - TIPH  OCYIIECTBIEHWM  TUIATEKHBIX
TPaH3aKUMK MCMONB3YIOTCA JEHEXKHbIE CpejicTBa, HAXOAALIHecs Ha
0aHKOBCKOM CYETE, YNpaBlIsATh KOTOPEIM MOKHO C TTOMOIIbI MOOHABHOIO
TenegoHa;

- MOOUAbHBIL naamedic - OCYUIECTBIACTCA 6e3 WMCrojib30BaHMA
GaHKOBCKMX CYETOB TONIL30BATENS W AOCTYITHEI A00HEHTAM. HE WMEOIINM
co6¢cTBEeHHOro 6aHKOBCKOIO CYeTa.

Mobunsuebiit  6ankunz — 3TO cvcTeMa, AAOMAs BO3MOKHOCTH
nojydeHuss MHGOpPMALMM M YNpaBieHHs CpencTBAaMM Ha GaHKOBCKOM
cyeTe ¢ MoOMOUILI0 MOGHIIBHOTO TenedoHa.

B Ganke npu noakmouveHuMm  yeuyrd  "mobunenwiii  6ank"
MOMB30BATETHO NPeNoCTaBIIsAeTCs BO3MOXHOCTh pacropskaThes
CpeiCTBAMM, HAXOMAWMMMMUCA Ha ero OaHKOBCKOM CYeTe, ¢ MOMOIIbIO
MoOunbHOro Tenedona. IMonk3oBaTells MOXET HMOMOIHWTE CBON cyeT Ha
MOOMITEHOM YCTpOHCTBE, cueT Apyroro aboHEHTa, epeBecTH CPeCTBa CO
cBoero GaHKOBCKOIo cyera Ha GAHKOBCKHIl CYET APYroro mojb30BaTels.
Taxxe ecTh ycioyra aBTOMATHYECKOTO TIOMOJHEHMSI CYeTa MOOHIBHOIO
reneona. Heobxomumo nuweb otnpasute SMS ¢ cymmoii nopora, npu
JIOCTHXKEHWM KOTOpPOTro cYeT MOOMIBLHOro orepatopa OyaeT TONONHEH
aBTOMATHYECKHU.

113




[Tpeurtywjecm8a ucnonb3068anus MobunbHo20 bankun2a:

- docmynnocms. MoOuIIbHBIE YCTPOICTBA €CTh y BCEX, @ 3HAYMT
YCIYTOM MOKET MOIB30BATHCA KX IbIi;

- npocmoma 6 ucnonvb3oeanuu. He HYKHO oOnajzarh KakMMH-TO
crneurPuHecK My 3HAHUAMM, Y4TOOB! COBEPIIATE ILIATEX HIIH NEPEBO/L;

- axonomuveckan 6vtzooa. Tapudbl Ha HCIIOJIB30BAHMA AAHHOTO po/a
YCIIyraM# 3HAYUTeNbHO HIKE, 4eM NPH (u3u9ecKoM nocemenin Oanka.

- Oononnumeavnas uxngopmayus. MoOUNbHBH GaHKMHT — 3TO He
TOJIBKO BO3MOXKHOCTS JIEJIaTh PAa3NIMHHbIC IUIATEXKH. ITO el U OTIHIHAs
BO3MMXHOCTB [IONTy4aTh Pa3IMuHOro poaa MHHOpMaHOHHBIE YCIIYTH.

Hedocmamku ucnonb308aHus MobuibH020 bankunza:

- camoti Gonbwoi yzpo3on Gezonacnocmu 6 MOOUILHOM Dankunze
seasemcs  He3auwm@poBaHHOCTH  CEpBEpOB  MPOBAiiAepoOB  COTOBOM
rene(OHHON CBAMN. Xaxep-aKcnepm cModcem  CPAGHUMENbHO  1€2KO
ROAYNUMY UHGOPMAYUIO O cHeme unu 0eOemoebiX U KpeoumHelx Kapmax
NONb30BGMEN ;!

- coobwenun, noayuennvie om 6ankos, He wugppyiomcs. ITO
03HAYaeT, YTO 3TV MH(POPMAUUK MOXKHO JIErKO [epeXBaTUTh IIPH
nepenade yepes oneparopa MoOHILHOMN CBA3M;

- ecan mobuneupii  Tenedon Oyaer ykpanen, HHGopmaums,
Xpanumas B cOOOGIIeHMsIX, MOXET ObITh JIErKO MCHo/b30BaHa NAPYIUM
JTHLIOM;

- MOGu b Hbie TeneOHE!, KOTOPBIE MCNOJIL3YIOT HHTEpHeT-Opay3epsl,
HC HE MMEKT AHTHBUPYCHOMW 3alllWThl, MOIBEPXeHbl O4YEHb BBICOKOMY
pMCKY B3/0Ma KOH(MICHIMANLHON HHOPMALIUH.

C pocrom cmpoca Ha cMapTQOHbI ¥ TOABJIEHHEM BO3MOXHOCTH
A0CTYNA K BBICOKOCKOPOCTHOMY HHTepHeTy uepe3 cOTOBbIH TeneoH,
MOOM/IBHBIN OaHKMHI CTAj CJENYIOIMM OYEBHIHBIM TEXHONOTHYECKUM
maroM. BHe BCSKOro comHeHMs, OH obecneunpaeT KOMQOpPTHBIH M
Gecrpobiemustii goctyn k cueram. Ho ¢ To4KH 3penus WHPOPMALHOHHOH
6e3011aCHOCTH OH Ofpee/IeHHO OCTaBIAeT Kearh Jyduwero. [loaromy 10
rex nop, noka Oankn He upuaymamd 100% OGesonacHeii crocob
MOOMILHOTO OAHKMHIA, Jydlle II0JIb30BATHCA MM B CaMbiX KpailHMX
Clyu4asx, KOraa 310 abconoTHo HeoOX0ANMO.

Mobunvubilt naaméxc - 3T0 OnepaLus ¢ JeHEeXHbIMH Cpe/ICTBaMHu,
ocymectBNéHHas c [IOMOLLBIO ycTpoiicTBa MOOUIBHOM
TeJIEKOMMYHMKAIMOHHOH ceTH. DTO [IaTek € COToBOro TejedoHa,
ocyliecTBIAeMblil KaK 4vepe3d NuuUeBOH cyeT aboHeHTa, Tak M 4epe3
GAHKOBCKYIO KapTy, KOTOPbIH JaeT BO3MOXHOCTh OIIa4MBaTh NIMPOKMH
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CIIEKTP YCAYr - YCIAVIH CBA3H, mWTpadbl, KOMMYHahHEIE [IaTEWH,
KPEeINThl, Ipoe3/l B OOUIECTBEHHOM TpaHCIOpPTE, aBWa, A/I OGHIersl,
oriaTa B TOYKAaX PO3HMYHOI TOProOBIIM M HA aBTO3aNPABOMHLIX CTAHLIMAX
(puc. 9.3).

I[To criocofy peanusain MOOMITBHBIE TUTATEXU OBIBAIOT yoanenHeie v
beckonmaxmuwie (cm. NFC (Near Field Communication).

Yoanennvie mobuavnore naamedsicu. TenegoH HCNonb3yercs Kak
CPEICTBO Ul OpraHu3aluy yIaleHHOro J10CTyra KiMeHta X ero cuery. B
Ka4yecTBe cyera KIMEHTa MCNONb3YKTCH CUeT KiaMeHTa B OUILIMHIOBOM
CUCTEME €ro omnepatopa. YIaJeHHBbIe TUIATeXU - cucreMa MoOWIEHOMN
KomMmepluH, obpabarkiBaiomias onepaluy JJIEKTPOHHOIT KOMMEpIHN ¢
MOAEPIKKOH MH(pacTPYKTYphl GecrpoBOAHEIX ceTeif u GeclpoBONHOTO
Wureprera. B otiimdue OT cucreM HHTEpPHET-INATEXeH, MCIONb3YHOIIMX
uH(ppacTpykTypy cetd MHTepHer, OeclpOBOIHBIE TUIATEXHBIC CHCTEMBI
o0pabareiBalOT 3anpockl 0T MOOMIBHBEIX YCTPOICTB M NPUBA3AHHBIX K
ONMpeAeIeHHOMY MEeCTY TEepMHHAJIOB. 3ITH CHCTEMLI  0O6beAMHAIOT
clenyromue oco6eHHOCTH:

OcHosHue
Herounmk cpencrs Onnara ¢ mobuasHOroO TENCGOHR HOMTYHRTEN (IATCKA

T e 4

Onnara yenyr

JInuesoit cuer CBAZN
Vananewusie [rpadi
NIATEHRM
e l..L _A:Z;—v.:..r:.‘__-_ﬂ
beckoHTakTHble
T’ JIATEXKH (BKIHOYAR S
NFC) COutecTsenHulit

Tpanciopr
ISR
ABHaluieTst
#/1 Guernt

Bankosckax kapra o

Enarorsopdreins-
HOCTS

v e o et e e

Puc. 9.3. Ctpykrypa MOOIWIBHOIO raTexa

- BOAMOXHOCTE OTUIATHI C TIOMOIIBI MOGHIIBHOTIO yCTpoiicTRa;
- BO3MOXxHOCcTHM 00paboTkn Tpansakumii ¢ nomoigro  POS-
tepmuHanoB (Point Of Sale - Touka mnpogaxu) - ITEKTPOHHOTO
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NPOrpaMMHO-TEXHIYECKOe YCTPOiicTBa IS MPHEMa K OTUIaTe IUIATERHbIX
KapT, OHO MOXET MPUHUMATE KapThl C YMIIOM, MarHMUTHOH MoJyiocoit u
GecKOHTAKTHbIE  Kaprel), To4ek  oOC/HyXKHBaHMA, reorpapuyecku
MPHUBA3AHHBIX TPan3aKiuii;

- O230uacHble 1IPOTOKOIIEl 6ECNPOBOAHBIX ILTATEXEH.

B MOOWILHOM [1arexke MOryT ObIThb 3a7€HCTBOBaHbI HECKOJIBKO
CTOPOR:

- pokynareab, Bnaeomwuit  MOOWIBLHBIM - YCTPOHCTBOM, H
OI1/1a4MBAIOLINIT TOBAPBI U YCJIYTH;

- MpoAaBeLL WK NOCTaBIMK (PH3HUecKoe MO0 MK OPraHH3als );

. JIOBEPEHHAs TPEThA CTOPOHA, OCYILECTBIAIOUIAs ayTeHTHUKauns
M ABTOPM3ALMIO TPaH3aKUUH, Hanpumep OaHK, ONepaTop COTOBOH CBs3H,
oneparop KpeauTHEIX KapT;

- [OCTABIMK YCIYr no MOOMIbHbIM IuaTexam. Orseuaer 3a
NpoBeAeHKe crepauui.

Beckonmaxmueie  mobunsnwie naamexcu NFC  (Near Field
Communication).

NFC — TexHosorus 6ecnpoBoiHoit BLICOKOYACTOTHON CBA3H MAJloro
pazuyca JeiiCTBuA, KOTOpas /aeT BO3MOMKHOCTh OOMEHA JaHHLIMU MEKIY
YCTPOMCTBAMY, HAXOSIUMMHCS HA PACCTOAHUM 0K0J10 10 caHTUMETpOB.

[TpeumyniecTBa onuiatel ¢ noMowpio NFC:

- BO3MOXHOCTb COBEpLUCHHA NOKYIIOK B MarasmHax, OMJIAThl CYETOB
KOMMYHAQIBHBIX YCAVI, [F1ATHOrO TENEBUIEHUS;

- 3AMEHa HANMMYHOTO pacuera Ha Ge3nannunslii, B cepax, rae paHee
310 GBLT0 HEBO3MOKHO (Hanpumep. Onjiata npoesza B OOLIECTBEHHOM
TPAHCIIOPTE).

Jinsn wucnonszosanus ceppuca NFC HeoOXonuM BCTPOEHHBIH B
resieOH CrenManbHabie /I0N0IHUTENbHbIE yCTpolicTBa, Takue kak NFC-
cmurepuvr u NFC-mooyau.

NFC-emurzpor 6b1BAIOT NTACCUBHBIE ¥ AKTHBHBIC.

[laccuBurie NFC-cmuxepsr He MOTYT OCYIIECTBIATH OOMeH
JAHHBIME ¢ MOOMITbHBIM Teinedonom. OHH He Jal0T BO3MOYKHOCTH 3aIlHCH
upopmaiuy B NFC-ycrpoiicTBO 110 KaHanam CBi3M MOOMWIBHOIO
oneparopa (4epe3 SMS niau yepes moGunbHbiii Mareprer).

Axtusupie NFC-cmuxeper ucnons3yior kanan ceasym Wi-Fi wm
Bluetooth /15 ¢Bsi3u ¢ TesieOHOM.

B NFC-woOyre ecTh MHUKpOmpoLeccop, KoTopbii obecrieuusaet
HAZEWHOE XpaHEHME CEPBUCHBIX [PUIOKEHHH, KpUNTOrpadHyecKyro
WAMMETY 1 NOANEPXKUBACT TPU OCHOBHBIX KaHasa CBA3M:
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- kaHai NFC jns 6ecKOHTaKTHBIX TPaH3aKUIii;

- unpopmanmonnsiit morok ¢ TSM (Trusted Service Manager). T.e.
co ciryxk0oif, KOoTOpas NO3BONSET THOCTABUIMKAM YCIYr M MOOMABHLIM
orepaTopaM  YMpaBisiTh CBOMMH  OECKOHTAKTHBIMHM  TIPUIOKEHHIMH
yaanendo, obecreumBas JOCTYN K 3aWIMINEHHBIM  3JIEMEHTaM Ha
TepMUHaNax ¢ nojuepxkkoit NFC.

- 06MEH JIaHHBIMK C TOJIb30BATENIEM UYepes MOOKILHOE NPUITOKeHHe
renedona.

B NFC-mo0yae 3anucansl Cep8ucHvie npuioscedusd — nporpaMmHeIe
MOAynM (TJIaTeXHbIe, TPAHCIOPTHBIE W JPYIHE). HMEIT CHCTEMY
6e30macHOCTH, 3alMIIEHHBIE KIYAMH  OT HECaHKUHOHHPOBAHHOIO
J0CTyMa.

Tenedpon ¢ NFC-mooyrem yCTAHABIMBAET COCAMHCHHE C [UIATEKHBIM
TepMHUHAJIOM. B pesynbTate COeAMHEHMsS CO cueTa abOHEHTa CIIMCHIBAETCH
CTOUMOCTh YCITYTH.

CyuiecTByrOT TpH OCHOBHBEIX 0b1acTi npumenenis NFC:

- amynayus kapm: yerpoifictBo NFC Bener cefs kak cyillecTByrOIias
DecKOHTaKTHas KapTa;

- pescum cyumwmganus: ycrpotictBo NFC sBigercs axTuBHBIM H
cyuTeiBaer naccuBHyro RFID wmerky, wanpumep Uit MATERakTHBHCH
peKIIaMBl;

- pexcum P2P - nBa yctpoiictBa NFC Bmecte ceasniBaiotcs M
obmenmBaroTcs nHdopmanmei.

Bo3MmoKHBL U 1pyrie crnocobsl npumenennit NFC-mooyna

- HNIEKTPOHHAA MOKy1Ka OuseTor (aBuabuiiersl, OMIIETH Ha KOHIEPT,
W ZIpyrue);

- MoOuUIbHAS TOKYNka OWIeTOB B OOMIECTBEHHOM TpaHCIOpTE —
pacmMpenue cynecTByomnei 6eCKOHTakTHOH MH(pPacTPYKTYpbi;

- MOOWIIBHBIE TUIATEXH — YCTpOcTBO jeiicTBYeT Kak ruiaTémyas
Kapra;

- 3JIEKTPOHHAS J0CKa — MOOMNBHBIN Teje(oH MCroIL3yeTes s
yrerust RFID MeToK, ¢ YITHYHBIX JI0COK [Ulst 0OnhsBiieHuil, 9To0kI Ha Xomy
T10JTy4aTh MHGOPMALIKIO.

Ha cerogHsmHwWii NeHb YCIYr¥W TI0 [NPHHOMIY MOOHILHOI
KOMMEPLMH NIPENOCTABIIAIOT BCE OnepaTopsl Yibekucrana.
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9.2. Yu3BHMOCTH MOOHIbHBIX IJaTexeil
H cnocofbl 32U THI 0T HHX

Bee  ysa3suMocTH  MOOMIILHBIX — [IATEXedl MOXKHO  pa3/le/iuTh,
COrnacHO YPOBHIO MX peasiM3allu, Ha: .

- YA3BMMOCTH TPOTOKO/IOB Nepeady JaHHbIX;

- ya3BEMocTH TexHosoruu nepeaaun (RFID);

- YA3BMMOCTH MOOMIILHOM ONepalMOHHON CHCTEMBI;

Yazeumocmu npomokonoe nepeoayu OanHbLx.

Coropbi#t renedon unm "MOOWNIBHBIA TepMUHaN" NOAKMIOYAETCA K
cerw oneparopa 4epe3 Oasopble crannmu. Oppa 6azoBas CTaHUMA
00CaYKMBAET OJHOBPEMEHHO HECKOJIBKO MOOMJIbHBIX TEPMHHAIOB U
apnasercs  cBoeoOpasHbiv  "HunO30M", Yepe3  KOTOpBIA  IPOXOMIAT
r0.IOCOBbIE Pa3rOBOPbl, MHTEPHET MJaHHble M Jpyras CBsA3aHHas C
KOHKpeTHbIM 200HenTeM HHGOpManus.

B orkpwirom paauesdupe moOnibHBI TepMuHan u  6Gaszosas
cTa4uus, NpeyCMOTPUTENLHO mudpyrorcs pH NOMOIIH
CreLNANU3SMPOBAHHBIX ATOPUTMOB cemeiicTBa AS. IX HeCKOJIbKO:

~ A5/0 (Ge3 wudpoBanus);

- AS/] (HanOonee MaccoBblii, 64-0UTHLIA Kt0Y);

- A5/2 (cnaboe wndposanue);

- A3/3 (hanGonee ycTounBbii MeToA, Kiitou 128 6uT).

IIpobsema B Tom, 4ro AS5/1 n A5/2 by pazpaboTansl JOCTATOYHO
JABHO ¥ € TeX [10P CHIILHO ycTapesn. DTH cXeMbl LIM(POBAHUS B3JIOMAHBI,
a IHAYUT, 3IOYMBIUIUICHHMK, 001aJaloluuii OnpeaeeHHbIM CelralbHbIM
MPOrpaMMHBLIM 00€CreyYeHUEM H He CIIMUIKOM AOpPOroH TEXHUKOH, MOXET
nepexsarsiBats SMS nons3oBateneif npamMo M3 paauospupa psaoM c
MECTOM CBOEI0 HAXOKIEHHS.

boaee cmexui aaroputm  AS/3  cuuTaercsi HaAEKHBIM -
[MIOATBEPKIEHHBIX CllyYaeB €ro B3/ioMa He U3BECTHO.

OyunamenTanbias npobnema cucreMbl 6€30NacHOCTH MOOHIIBHOTO
OaHKUHIAa CBA3ana ¢ TeM, Y70 [IpM PperdcTpalud B CEeTH anmnapar
NPOBEPAETCS CErbl0 HA TNPUHALIEKHOCTh K Hel, a BOT cam TesnedoH
IIPOBEPUTHL CETh Ha AlEKBATHOCTL HE MOXKET, YeM YCIENIHO M I0JIb3YIOTCH
3noyMblIeHHuk. OHM  CTaBAT B HENOCPEACTBEHHOH OnM3ocTH OT
aoHeHTa HMCTOYHMK  MOLLHONO  CHrHAJa, MACKMPYIOIIMHCH  1n0x
crangaptTHyio (asoByi craHimio coroBoil cetu. Tenedon "Buamt"
CTAHUMIO M, TaK KaK CHMrHas y Takoid crtaHumum Oosee MOLUHBIHA,
NOJK/IIOYAETCS K HEel, Takasi CXema Ipe/icTaBiieHa na puc. 9.4,
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T'enedormniit :
anmapar “ oo ——————————— .o, P
abonenTa
dansinmusas 6asonas CTaHUNA Bazamas crar

olcpateopa COTOBC

Puc. 9.4. Cxema rnepexsaTa 3BOHKOB
U coobuennii ¢ anmapara aboneHTa

[Tocne MOAKIMOYEHAs, CTAHUUA "KOMaHAyeT" Tenedony nepeiTH Ha
anroput™ AS5/0, TO ecTh OTKMOYWTL WH(pOBaHue, Mpu ITOM Tenedon
o0s3aH MOM4MHUTHLCA. Termepb Bce pasroBopel © SMS ¢ Hero, moka
anmapar HaxXoAWTCs B 30He JeifcTBus QambmuBoi 6a3o0Boi craHuwM, B
OTKPBITOM BHJE MPOXOUAT Hepe3 CHCTEMY 3JIOyMBIieHHuKa. Huuero
B3/IAMBIBATH HE HANO0: TeJe(OH CNero BLIMONHAET KOMAaH/bi HEHACTOALIEH
6a30BOl CTAaHIMM M OTKIIOYaeT MmuQpoBanme, a OCTaJEHOE - IEJ0
TEXHUKH.

[Tpu TakoMm crocobe B3jI0Ma 3JIOYMBINUICHHUK JI0IKeH BCeria
HaXOIMTBCS B  HENOCPEACTBEHHOM OnuzocTH, drolel anmapar He
MOAKMIOUMNCS K Hacrosmed cranuuu, @anvumbas 6azoBas CTAHUMK HE
MOXeT TpHHAMATh BXxoasmue SMS u  3BOHKM, Tak Kak T[Ipy
repeHanpaBieHNH BRICREUNBAETCA HENIPaBHIIBHBIN HOMeEp.

B Hacrosiiee Bpems OOIBIIMHCTBO  COTOBBIX  OMEPATOPOB
uHpopMupyloT abOHEHTa B TOM, 4YTO WH(POBaHHE OTKIMOYCHO
CreIMaTbHON MMKTOrPaMMOii HIIH TEKCTOM,

Cospemennsie 3G- u LTE-cetu ropasno aydmie 3amyineHel o1
nepexsata. [Ipo6aeMbl 3alUTBl PEIIAIOTCA 3@ CYET BIEJPEHMS HOBLIX
TexHosoraii  (amropurM  mudpoaHuas  AS5/3, Oomnce 3allMIEHHbIE
anropUTMBI ayTeHTH(OHKaUMH, ycuienne nporokona AS/1).

Yazeumocmu mexnonozuu nepeoaqu (RFID)

RFID — Meroj aBTOMatWdeckoil uucHTH(wkanuy o0bekTon
MOCPEACTBOM  PaJMOCHIHAIOB, B  KOTOPOM  CHWTBIBAIOTCS W/
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JANMCBHIBAIOTCA JAHHbIE, XpaHsnimecs B, Tak HaspiBaeMbX RFID-meTkax.
Jlobas RFID-cucTema cocTouT M3 CUMTHIBAIOLIEro ycTpoicTsa (puaep, OH
e cuureisares) H RFID-metku. RFID-MeTKa cCOCTOUT M3 ABYX HACTEi:
- MHTSTPAILHON cxeMbl (MHKpo4YHMNa) Ul XpaHeHus W oOpaboTkm
AHQOPMALIMM, MOIYJUPOBAHUS H JIEMOJYIMPOBAHUA DPAAMO4ACTOTHOIO
cHryana;

- QHTEHHBI [P NpUeMa Y [epeaayuy curiana.

Crnoxmiock HeCKo/IbKO crnocobos cucrematuzaumu RFID-meTok u
cucreM — no padodeil wacrore, MCTOYHMKY NHUTAHUA, THITY TAMATH M
bopm-paxropy

[To Tenmy wucnonslyemoil mamaTu pasznuuarT ciaepytomme RFID-
MEeTKH:

- RW (Read and Write) — Takne MeTKU CojiepKaT MAEHTU(PHUKATOP K
ONOK namsaTé A urenusy/3anucn uadopmannn. JfaHHble B HUX MOIYT
OrITh Nepesankcalbl MHOIOKPaTHO;

- WORM (Write Once Read Many) — KpoMe YyHHKaJbHOIO
uneHTuduKaropa  TakMe  METKM  cogepxkar  OJIOK  OJJHOKPATHO
3aMMChIBAEMOI AMSATH, KOTOPYIO B AanbHEHIleM MOXXHO MHOIOKPATHO
YUTATh;

- RO (Read Only) — nanHble 3anuchiBalOTCH JIMILL OJMH pas, [pH
u3roroBienun. Takue MeTKH MNPMroAHbl TOIBKO Uil MIAEHTH(QMKALUM.
Hukaky:0 HOBYI0 uHPOpPMAUMIO B HHMX 3alMCaTh HEMb3sA, ¥ MX
[IPAKTHYECKY HeBO3MOXKHO MO11eNaTh.

Ceromust Haubonee IMMPOKO PpacrpocTpaHeHbl naccuenvie RFID-
Memyu, He MMEIIMEe BCTPOSHHOIO MCTOMHMKA sHepruu. Pabora Takoro
Ydna-MeTKY, ¥ Iepenayd OTBETHOro CHuruaja obecrnevuBaloTcsi 3a cuer
3NEKIPOTOKA, HHAYNUPYEMOI'O B aHTEHHE JJIEKTPOMArHMUTHBIM CHIHAJIOM
o1 cunTsiearens. Ilaccusuple RFID-meTkm 0OBIMHO BCTpPamBalOTCA B
crrkep (Hakieiiky Ha TOBap B MarasMHe) WM UMILIAHTUPYIOTCS IO KOXKY.
MakcumMasihHas AUCTAHIHS CYNTHIBAHMS 1aCCHBHBIX METOK — OT 10 cm 110
HECKOJILKUX METPOB, B 3aBHCMMOCTH OT BbIOpPaHHOM 4acTOThl M pa3mepoB
AHTEHHEL.

AxmusHote RFID-ynemku uMeroT coOCTBEHHbI MCTOYHMK MHUTAHUA.
COOTBETCTBEHHO, CUI'HAJl ¢ HUX CYUTHIBAETCA Ha OOJIBINIOM PAacCTOSHHUHM, A
camMM  4unbl  puMeT  OonbiuMe  pasmepsl M MOIYT  OCHAIAThCH
JOMOAHUTELHO 3JIEKTPOHNKOM.

AxrnsHpie MeTkn Oosiee HaleKHbl, YeM [MACCUBHbIC, TAK KaK B HMX
HCOOMB3YIOTCH 0COObIE CeCCHM CBS3H MEXIY METKOH M CUMTBIBATEJIEM.
Kpome Toro, aKTUBHbIE METKH 3a C4eT COOCTBEHHOI0 UCTOYHHMKA NUTAHUA,
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JAIOT BBIXOAHOM curHas OOJBIIErO YPOBHA, [eM I1aCCHBHbIE. ITO
NO3BOJISET IMPUMEHSTh MX B BOe, Te/e JIIoJAeH M KHUBOTHBIX, METalax
(kopabenbHble KOHTEHHEPLI, aBTOMOOKIN), UIA OOIBIIMX PACCTOAHUM HA
BO31yXe. AKTHBHbBIE MeTku Oosiee HNOpPOrd B MPOM3BOACTBE M HMEIOT
OoJbIIME pa3MEPBI. .

ITpeumywecmea mexnonozuu nepedawu RFID:

- goamoocHocme nepesanucu. Xpansipecs B RFID-uunax AanHbie
MOTYT MHOPOKPaTHO [epe3anuchlBaThCid M AONONHATHCH, TEM CaMbIM
COXpaHAs CBOIO aKTyalIbHOCTb;

- Bonvwoii obvem xpanumolx oanneix. RFID-meTka MOXKET XpaHHTh
BO MHOTO pa3 Gosbiue nHOpMALMH, HeM WTPUX-KOoA. Ha 4nne naomaisio
B 1 oM’ MOXeT xpauuthes o 10000 Gaiit uudopmanun, B TO BpeMs Kak
IITPHXOBLIE KOIbI MOTYT BMECTHTh €IMHMILbI OaiT;

- Hem HyJjcObl 8 NpAMou euoumocmu. B OTIMYHE OT WUTPUX-KOAA,
B3aMMHAs OPHEHTALMA METKW M CUMTHIBATENs HE MIPaeT pojiM — METKe
JIOCTATOYHO HEHAJIOJI'O MONACTh B 30HY PErHCTpailMH, Nepemellasich, B
TOM 4YHCIE M Ha JOBOJbHO OonbmoN ckopocTH. Merku Moryr
CUMTBIBATECSA CKBO3b YNAKOBKY, UTO IO3BOJISET Pa3MeLIaTh HX CKPBITHO;

- bonvwoe paccmosnue wmenus. RFID-MeTka MOKET CUMTBHIBATHCA
HA 3HAYUTENHHO OOJbIIEM PACCTOAHWM, YeM INTPHX-KoA. B 3aBucuMocTH
OT MOJIEJIN METKH M CYHTHIBATE/IA, PAJIMYC CYHTHIBAHUA MOXKET COCTABIATE
JI0 HECKOJIBKHX COTE€H METPOB.

- ycmouwusocme K 6030€UCmEUI0  GHEULHUX  pakmopos.
Cneumansubie RFID-meTrku 061anaioT 3HaYMTENbHON [MPOYHOCTHIO H
CONPOTHBJISEMOCTBIO JKECTKHM yCIoBHAM paGoueii cpeasl. B Tex cdepax
NPUMEHEHHs, T/le OJMH W TOT ke OO0BeKT MOXKeT HCHOIb30BaAThCA
MHOJKECTBO pa3, paJuovacTOTHAd MEeTKa OKa3bIBAETCH IKOHOMMUECKH
CaMbIM * BHIFOIHBIM CpeiACcTBOM uiaeHTHHKanmu. A naccusebie RFID-
METKM M BOBCE MMEIOT [PaKTHYeCKM HEOrpaHM4eHHBIA  CpOK
IKCIUTyaTaLMH;

- unmennekmyarohocms. RFID-MeTka MOXET He TOJILKO NIEPEHOCHTh
[aHHBIE, HO M BHINOJHATH Jpyrue 3ajzaud. JlaHHble Ha MeTKe MOTyT
mmpposarses. PanmouactoTHas MeTKa MOJXKET 3aKpbiBaTh I1apoJieM
orepaiMyu 3anucH M CUMTHIBAHWA NAHHBIX, @ TAaKkKe 3alM(ppOBBIBATE HX
nepejady. B oHOM MeTKe MOXKHO OIHOBPEMEHHO XPaHHTh OTKPHIThIE M
3aKpbIThlE JAHHBIE.

Hedocmamxu mexnonozuu nepeoavu RFID:

- CPABHUTENBHO BBICOKAs CTOMMOCTb CHCTEMBI]

- YS3BUMOCTb K BO3JCHCTBHIO 3JIEKTPOMArHUTHBIX [TOMEX;
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- BO3MOXHOCTH ucnonbizoBauug RFID Ui He3akoHHOTO cbopa
uHdopManmm o Nasx.

Vazeumocmu mobunwvnoi onepayuonnou cucmemot

Cospemennple  cMapTGOHBl WMEIOT UENbii pal  yA3BUMOCTEIH,
Hanpumep, HemaBHO oOHapykeHa KpuTHHeckas ys3BUMocTh Android-
cmaprponoB Ha Oaze mpomeccopoB Exynos 4210 u 4412. Beuio
obHapyx)eHo, 4To Habop cucTeMHbIX OuGmorek (deviexynos-mem),
KOTOpble paboTaroT ¢ (GU3NIecKoit MaMATLI0 YCTPOMCTRA, UMEIOT ILIPY B
cucreme 6e30MacHOCTH, HUCNONB3YS KOTOPYIO 3NOYMBILIIEHHHK WIIN
BPEZIOHOCHOE MPWIOKEHUE MOXKET TMONYyYUTh root JOCTYNn KO Beeid
(usneckoif maMaTn cMapT(doHa.

Wmes mnpaBa root jgocTyma Xakep WIH BHPYC MOTYT CHAeNaTh
MPaKTHYECKH YTO YroaHo ¢ (Hu3ndeckoi namsTbio MOGHIBHOrO
ycrpoiicta. Peub MJIeT He TONBKO O BO3BMOXKHOCTH KpPaXXW BCEX JaHHBIX,
KOTOphIE XpaHSATCA Ha cMapToHe, HO M TONHOM (hOpMaTHPOBAHUM
NaMsTH YCTpOHCTBA.

CymectByroT # 6ojiee XUTpble B UCKYCHBIE CITOCOOBI NCIOIIB30BaAHUA
root noctyna. K npumMepy, 310yMBIIUIEHHHK MOXET 3acTaBUTh TeledoH
HabupaTh ONpeeeHHbIC HOMEPA W OTIPABJIATE COOGIIEHHS HA KOPOTKHE
HOMepa ¢ TOBBILEHHON Tapuiukamueif, ¥ TeM CaMbIM, IPOCTO KPacTh
nedbr. Taxxke HaGpaB cBOM HOMep, 3JTOYMBILIEHHUK CMOXET CIyIHaTh
BCE, YTO IMPOMCXOAMT BOKpyr Baulero TenedoHa, a YCTaHOBMB
NPOrpaMMHBIA UIMI03 TJOMYYAT BO3MOKHOCTE [POCTYIOWBAThH BAIIK
3BOHKH. B 2TOM cityqae MoOuibHbIH TenedoH npeBpaTHThCs B "Ky4oK"
NPOCITYIIKH W CIEXKKH.

Android-cmaprdonsr ¢ moxyneM NFC Tawke MMEHOT HEKOTOpPbIE
npobiieMsl  Oe3onmacHocTH.  OTH  ABIPEl  JaBaJl  BO3MOXKHOCTH
3JIOYMBILIIEHHNKAM 3arpykath BPeIOHOCHBIE TIPOrpamMMbl Ha Telne(OHBI
moms3oBaTenelt B GOHOBOM pexuMe, ucrons3ys kanan NFC.

OnHolt M3 mocneaHux ys3BuMocTeil, oGHapyxkenusix B Android-
cMapTdoHax, no3BojseT J060MY MPHIOKEHHIO, MMEIOIIeMy pa3perieHue
Ha gnoctyn B HWHrepHer, cobupaTh M repeaaBaTh JIMYHBIE JAHHbIC
none3osatens, B ToMm uucie xanHele CMC: Homepa TenedoHOB H
sanmppoBaHHbI TekeT cOOOMEHNIA.

IToMumo nporpammel, coduparomeif Juis KOMIaHWA TIPOU3BOAMTENS
MOJIb30BATEILCKNE JTaHHBIE, B HOBBIX IMPOIIWBKAX TaKKe MPHCYTCTBYET
NPUIOKEHUE, HE TOIBKO UMEKoIee A0CTYI KO Beell BhilernepeyncieHHoM
vHpopMalK, HO W crmocobHOe — MpeaocTaBuTh e moboMmy
HEaBTOPU30BAHHOMY MMOJIL30BATEIIIO 10 3aMpocy Ha JOKallbHBIH MOPT, IPH
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yroM He TpeOyeTcs HHKaKHX CHelMallbHbIX paspeiietnii, Kpome 10cTyna B
Wureper. DTO pa3pellerye, MOMHUMO BCEro Mpo4ero, NO3BOJIMT NepeaaTh
[1osTydeHHbIe JAaHHbIE KY/Ia U KOMY YTOIHO.

. [Tp4 MCNONB30BAHUM MOGMIILHOIO TeneOHa KaK CPeicTBa Omlarhl
TOBAPOB H YCIIYT, PEKOMEH/IYEeTCS NPHJIEPHKUBATECA HEKOTOPBIX IPaBUIL:

- NpH TONYYEHHMHM COOOMIEHMS, KOTOpOe COAEPKHUT CChUIKY Ha
MHTepHET-CTPAHMI MM Tpock0y OTnpasuTh cOooOLICHHE HAa KOPOTKHH
HOMED, HE BbINOJIHATE HUKAKUX JeHCTBYM, €C/IM Bbl HE 3aKajhiBalu TOBAD
HIIH YCIIYTY,

- mepejl OTHPABKOW COOOIIeHUA HA KOPOTKM HOMep, HeoOXoaumo
yTOYHHTh Y ONEPAaTOpa U Ha CIELMANH3UPOBAHHBIX PECypcax CTOMMOCTh
OTIIPaBKM COOOLIEHUs ‘

- nepell 3aKa3oM TOBApa MIIM YCJAYr'M BHUMATEJIbHO YUTaTh YCIOBHS
MX [PeJ0CTABIEHMs, a TakkKe NHPOPMALNIO, PA3MEILEHHYI0 C CHMBOJIOM
R,

- [pekae, 4eM [epeBOJUTh JIEHbIHM Ha 4dyod aboHEHTCKMH cuer,
HeoOxoAnMo pas3obpaThcs, KOMY HMEHHO OKa3biBETCs MarepHalbHas
HOMOLUb.

- He y4acTBOBaTh B He3HAaKOMbIX SMS-koHkypcax u SMS-
pO3BIrphbIIIAX;

- HE BBOJAMTH HOMEp CBOEro TenedoHa Ha NoJ03PUTENbHBIX caiiTax;

- [IPH HCIOJB30BAaHUM YCIyrd "MOOWIbHBIH 1eperoa” HEoOX0auMO
ObITh BHUMATEbLHBIM IIpH Habope HoMmepa TenedoHa;

- He nepeaasath TeJe(OH B PYKH TPETLUM JIMIIAM;

- Bpikitoyats Bluetooth u Wi-Fi, ecnu Her HeobXxonumocTd B MX
HCIIOJIB30BAHHH.

PexoMenpmauuii npu MCNONb30BaHMM NPOTOKO/I0B, TEXHOJIOIHI,
OIEPALIMOHHBIX CHACTEM M MNPOrpaMMHOr0 odecredyeHus A Mepenayvu
JAaHHBIX ¢ MOOUIBHOrO TenedoHa:

- ecnu KpunTorpaduueckas 3aiiura nepejaiu JaHHbIX OTKIIOYEHa,
OOJILIIMHCTBO ONEPaTOpPOB ONOBELIAIOT CBOMX Aa0OHEHTOB 00 3TOM
HaTHYMEM COOTBETCTBYIOLIEH UKOHKM Ha dKpaHe TenedoHa. Ipu Hanuuuu
TAKOH HKOHKH, PEKOMEH/Iy€eTCsl IPEKPAaTHTh UCTIOJIb30BaHue Tenedona as
3BOHKOB, nepenayu cooOlieHuii 1 BbIXOJa B UHTEPHET.

- IPU HCIIOJIb30BAaHUM TEXHOMOrMM mnepenayu gaHHbiX RFID He
CllefyeT ucronb3oBaTh CBOM TenedoH 1A nepenadn uudopMalmg yepes
loxospurensusle cuuTbiBatenn. Moaynu NFC cieayer nokynarb TOJbKO
Y Clieunanu3npoBaHbIX, POBEPEHHBIX TPOX3BOUTENEH.




- ans obecrieyeHus 3alIUThLl OMEPAllMOHHON CHCTEMBI MOGWIBHOTO
Tese)oHa NepBoe, YTO HEOOXOAMMO C/IeNaTh - YCTAHOBHTL aHTHBUPYCHOE
nporpaMmHoe obecrieqenue. He cToOUT CKaunBaTh €ro ¢ MOAO3PUTENLHEIX
CEpBEPOB, Y KaXJOro IPOU3BOAUTENIA MOOWIIBHBEIX OIEepaniMOHHBIX
cucTeM, ectb MHTEpHET-pECypec ¢ KOTOPOTO MOXKHO CKa4aTh MPOBEPEHHOE
nporpaMMHoe obecneyenne. Ilpm sToM Jake B ciiywae Kpaxku
MepCoOHaNbHBIX  JaHHBIX MOXKHO Oymer B cynebHOM  mnopsjke
KOMIIEHCHPOBAaTh HaHECEHHBLIX MarepuanbHbii ymepb. B 90% cnywaes
cxayuBas MOOMJILHOE TPHJIOXKEHWE CO CTOPOHHEro caiiTa, MOXHO
NOMY4UTh BUPYC HITH APYTYIO BPEJIOHOCHYIO TPOTpamMMy.

- riasHas "mpobieMa" MOOMIBHBIX IIaTexeil — 3T0, coGCTBEHHO,
HaNmMuie YKpaJeHHOro cOTOBOrQ TeiieOHa B pyKax 3MOYMBIILICHHUKA.
Jina GnoxupoBanus geiicTBuil 310yMBIIUIEHHUKA NPH Kpaxe TenedoHa,
HeoOXxonMMo HesamemTenbHO 3abnokuposath SIM kapry. Takke mpu
YCTaHOBJICHHOM Ha YKpPaJeHHOM MOOMILHOM Tene)OHe MPHIOKEHUH JUIs
onepanuii ¢ MOOMIBHEIM OGaHKOM, PEKOMEHIYETCS CMEHWTh Mapoib Ha
J0CTyN K MOOHIIEHOMY OaHKY.

- cretyeT MOMHUTE, 4To eci TenedoH ObUI B3TOMaH Malo MpoCTo
CMEHUTh HOMep, Tak kak #HoMmep SIM kaprer npuBszan k IMEI
wienTudukaropy Teneona. Yswas IMEI, 30yMBIIJIEHHUKA CMOTYT
06HapyKHUTEL YCTPOHCTBO, Kakoi-0bl HOMEpP HEe HCHOJIB30BAJICS.
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[JIABA 10. METOJABI OBECIIEYEHHS BE3OIIACHOCTH
UHOOPMALIMU B OBJIAMHbIX BHIYMHCJIEHUAX

10.1. ApXHTEKTYPa B3aHMOAeHCTBHS MOOHILHBIX PHJIOKEHHH H
006.1a4HbIX BBIYHCIHTEIbHBIX CHCTEM

OGnauHble BBIYMCIEHMS - CepBEpHl, XPaHHIMINA AaHHBIX, Oa3skl
JaHHBIX, CETH, mporpammuoe ofecrneyeHne M /JAp. - MPEAOCTABICHHE
RBIYMCIHTENBHBIBX yeuyr vepe3 Murepuer ("obnako").

O06a4yHble BBIMHCIICHAS B YIPOIIEHHOM BHJIE MOXKHO IPEICTaBHThH
kak Gpay3epHoe NpHJIOKEHHE, PACHOJNIOKEHHOE HA YNAJICHHOM CepBepe.
Jlpyrumu  cioBaMH, "oGnaumbie BhIYMCHEHMA" - ITO NpEACTaBICHHE
[OCTABIIMKOM Y/QJ€HHbIX BbIYMC/IMTENLHLIX pPECcypcoB IO 3arpocy
norpedurens. s 06s14HOro nojib30Baress 3TOro 10CTaToiHo 3HaHMH 00
o6naunblX BbMUCIEHHAX. Ha camoM ke nene, BO3MOMKHOCTH 00Ja4HbIX
BHIYUCIICHMI OrPOMHBL: 3TO CHOCOOHOCTh HEOONBIIMX OpraHM3aluii
YACTHBIX JIMIl KOHKYPHPOBaThL C OYEeHb KPYIHBIMH KOMITAHHIMH,
3HAYUTE/IbHAs IKOHOMMS (uHAHCOBBIX 3arpar, IKOHOMHS
yHepromnoTpebierus B pouecce BbiMUCICHHH.

OnHO M3 caMbIX OOJBUIMX NPEHMMYLUECTB O0NAYHBIX BbIYUCICHHN
spasercs XpaHenme Gosbworo obbema uHpopmauuu. B kauecrse
NpUMepa MOXKHO TIPUBECTH IPeIOCTABICHHUE YCIYT JNEKTPOHHOU NOUTHI B
Murepuere. DTH  TMOYTOBBIE  CEPBMCHI  4HacTO  IIPEAOCTABIAIOT
1101p30BaTe/sM O0JIbLIOE XPAHUIIHMILE NAMATH, MCIIONb3Yys POCTPAHCTBO,
KOTOpOe MOXHO HalTH B obJsiake, MOTOMY 9TO 3T0 OOXOAMTCS ropaszio
newiesne. B pesysibTaTe MCKIIOYAETCs BO3MOKHOCTH MMOTEPH JaHHbIX. B
NOCJIeHME robl BO MHOTMX KPYMHbIX OaHKaX BCe Yallie roBOpAT O HoTepe
BaXHOI MH(pOPMALMK, O HEyIOBJAETBOPEHHOCTH KiueHToB. Eciu Obl 3Ta
uupopmauns xpanunack B 0651auHoIl cpeae, BEpOATHOCTD NOTEPH JaHHBIX
SHAYMTEIILHO YMEHbLIMNIAch Obl.

Mcnons3oBanme MOOMJIBHBIX IPWIOKEHMH ABJIACTCA  BAXKHBIM
dakropom B pazsuTuu 06nauHbpiX TexHonoruii. I[lpu nNpHMEHEHHH
O0Jla4yHBIX ~ TEXHOJIOTHi MO/Ib30BaTENb  MOXET 0OMeHHUBaAThCH
HHpOpMaLmeit n NpUIOKEeHHSIMH 0€3 KanuTadbHbIX 3aTPaT Ha annaparHble
cpejcTsa i mporpammruoe obecrievenne. [T0CKobKY BCe BbIYUCIUTENIbHBIE
BO3MOXHOCTH OyayT peanu3oBanbi B obnake, norpebHOCTH B 3aKyIke
BBICOKOTEXHOJIOMMYECKOro o0ypyJOBaHMs W anmnaparHeiX CpeicTB He
Oynyr. B pesyabrare CIOMMOCTH MOOMJIBHBIX — YCTPOHCTB  AJs
NoJib3oBaresneil OyayT HU3KHMH.
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\Im pucyrke 10.1 mokazaHa apxuTekTypa B3aMMOJIeHCTBHS
MOOHIIBHBIX TIPHJIOKEHUH M OONAYHBIX BBIYHCIUTENLHBIX CHCTEM Ha
npuMepe oTKpEIToit niardopmsl Open Source (Open Source Mobile Cloud
Platform).
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Puc. 10.1. Apxurexrypa rnatpopmst OpenMobster

N.W:SQEN caveonl, Heobxodumwvie co CHIOPOHBI  MOBUIbHO20
ycmpoucmea:

Cayocba cunxponusayuu - 3ta cnyx6a nepenaer Bce M3MEHEHHS,
MPOM3BEACHHEIE Ha MOOWJILHOM ycTpoiicTBe o6paTHO Ha o6nagHBIH
cepsep.

Cnyacba OfflineApp - sra ciyx6a no3Bonser co3aarh KOOp/IHHALIHIO
B paboTe HU3KOYPOBHEBbIX CTyk0, Takux kak Sync u Push: ocBoGoxaaer
MporpaMMHCTa  OT HAlMMCAHHS KOJAA BBINONHEHUS CHHXPOHU3ALMH,
TIOCKONLKY 5Ta cmyk0a cama pemaer, Kakoi MeXaHW3M CHHXPOHW3AIHH
JTyqumiaM o0pa3oM IOIXOMMT Ul JaHHOM cuTyaumu. B MOMeHT, Korja
YCTAHOBIEH KaHan Jiepeiadn NaHHbIX, push-yBenommnenus u .«\momci:c::x
O CHHXpOHH3aUHK aBTOMaTHYeckn obpabareiBatorcsa Offline App.
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nanHas cnyxkba obecneduBaeT HM3KOYPOBHEBOE
NPUIOKEHMSMH,  YCTaHOBJICHHBIMU'  Ha

InterApp Bus:
B3aNMOJIEHCTBHE MEXNY
yCTPOHACTBE. . _

Cnyocba ceme6ozo 63auUMOOCUCMEUn - ycTaHdBMBaer ' kKaHall
nepeaatu, HeoOXOMUMBIH U NOJTyHeH s push-yBezoMiienuii or cepaepa;
[03BOJISIET ABTOMATHYECKM YCTAHABIMBATH CBA3b MEXIY YCTPOHCTBOM M
cepsepoM.  OTO  HHU3KOYPOBHEBAA ciyx6a; , jaluinaer  odoe
HU3KOYPOBHEBOE  YCTAHOBJIEHHE  COCJMHEHMs,  JACTAlH  NPOTOKO/IA
Ge30NACHOCTH, GJ1aronaps BLICOKOMY YPOBHIO HHTepdeiica niargopmsi.

Push  cnyxc6a:  ynpasnser OOHOBNEHMAMH,  PAaCChUIACMBIMU
006nayHbIM CEpPBHCOM; Yyiyylnaer paboTy mNOAb30BaTe/ls, M[OCKOIbKY
[OJIB30BATEN0 HE HYKHO CaMOCTOSITENbHO NPOBEPATh HAIMYMEe HOBOH
uHpopMaluu. . B

Cnyscba 6asel  Oawnbix - TPEACTABiseT COOOH  NOKaNIbHOE
XPAHWIMLIE JAHHBIX Ui MOOWIBHBIX MPHIOKEHHH; B 3aBMCHMOCTH OT
naaThOpMbl  MCTIONB3YIOTCH — COOTBETCTBYIOIIME  BO3MOXHOCTH LA
xpanenns. OCHOBHas 3aja4a 3Toi CykObl — XpaHeHWe H obecmedenue
6e30MacHoro  OJHOBpeMeHHoro jgoctyma K jansbiM. Kak u Network,
SIBJIAETCS HU3KOYPOBHEBOM C1yKOOH.

Tunoesie cayxnchot, Heobxo0uMble CO CIOPOHYI OONAYHOU CPedbl:

Chyacba Secure Socket-Based Data Service: B 3aBUCHMOCTH OT
TpebyeMoro —npuiaokeHueM ypoBHs GesomacHocT  9Ta  Ciyk0a
obecnieyuBaeT  ypoBeHb  3AUIMIIEHHOCTH COkeToB  (uHTepdeiicoB
MEJKITPOIIECCOPHOTo B3auMozeiicTBus) npocToro coketa (plain socket) iy
SSL, socket, T.e. Gonee GesonacHyw cBsi3b. SSL socket ucnomszyer
ACMMMETPHUHYIO KpunTorpaduio uis ayTeHTHuKaunu knoveil obmena,
CHMMETpUYHOE IIH(pOBAHHE JA COXPaHEHMs KOH(PHIEHUNAILHOCTH,
KO/1bl ayTeHTH(UKALMA COOBIICHMH U1 LENOCTHOCTH COOOLEHHI.

Konconv ynpaenenus - Kaxasplit o0na4Hbli cepBep IODKEH HMETh
clieumanbHoe  MpHIOXKEHHe, KOTopoe obecreddBaeT  I10Jb30BATENIO
BO3MOKHOCTM YNpABJICHMS U AJAMUHMCTPMPOBAHMS CHCTEMBI, HanpuMmep.
JMCTAHLMOHHOE y/1aNeH1e JaHHbIX, AMCTAHUHOHHAs 0I0KMPOBKa U JIp.

Besonacrocme - 3TOT KOMIIOHEHT 00ecrequBaeT ayTeHTHPHUKALUIO I
ABTOPH3alMIO, TEM CaMbIM JaBas yOeIHTHCA B TOM, YTO IOJK/IIOUCHHBIE K
ofnaunomy cepsucy MOOMIBHBIE YCTpOMCTBA AEHCTBHTEIBHO HMEIOT K
Hemy goctyn. Kaknoe ycTpONCTBO — JOKHO — CHa4asa  NPOHTH
perucrpanmio. 3areM, Mpy aKTUBALMM, YCTPOKCTBO NPOXOAMT MpPOLELYPY
ayTeHTHU()UKALIMI/ABTOPU3ALMM M JIMIIL [IOTOM TOJy4Yaer JOCTYIl K
cepsepy.
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Syne cayvocba (Cloud MSNQE:.ND:UQ - TeXHONMOrKyg
ABTOMaTuyeckoro 06HOBNeHNY ?::xno:_:mcsi NaHHEBIY,
paconoxenugrx g obraunom XpaHumIe (sBastoumelicy B laHHOM ciryyge
" CCPBEPHOI wacThio) ¢ JAaHHEIMM, PACTIONOXeHHBIMY 1a MOGHITBHONM
YcrpoiicTee! Noe30Bareny,

Push  caywcéa - CepBepHas 1:m:-n5¥mw OTClIe)HBaer KaHajg
Nepenayv  nanmprg AN obHOBnenuii, B MOMeHT OOHapykenus
00HOBITeHNIT, COOTBETCTBYIOMm R YBeIoMitenue OTChLIaeTcy YCTpoiictgy,
Ecim no kaxoii-ro fpu4nne yerpoiicrpo OTKITIOYeHO OT cery, ciyx6a
OKHIAeT u 3arem, gak TOITBKO  yeTpoiicTro NoJicoeMuuTC Y 3aHOROQ,

10.2. Mpo6aeme; obaunbix BbITHCIeHNI| B MOOHILHBIX
TEXHOJIOrusAX B py pemenns

O6naungre BEITHCIICHUS HMejor e TONIBKO  TTIOCKT (beckonevnag
pacumpsemocts, o0bema, Hu3KpE H3IepKKH HCIOMb30BaNuy, HU3KHe
WHBECTULIMN 1 PUCK), HO W PAA cocrasnsromy HeOOXonnMEIX, g
Npenocrarnenusy XOpOmHX o6naynky yenyr:

BOIMOXHOCTE  pas6uenng byHK M NpuiIoxenns co CTOPOHBI
obnaka n co CTOPOHBI yeTpoticTaa;

— HH3Kast nateHTHOCTS cery Jutst Gonee GricTporo OTBeTa;

— BBICOKas mpomnycknag CIOCObHOCTE cery A5 boiiee OwicTpoit
Nepenayu panupr Mexny obiakom i YCTpoiicTBom:

3aTpar;
~ NOCTOAHHOE cerepoe CoennHenue g KOHTpons kanasna;
BO3MOXKHOCTE NOMIEpKUBATE coenupenye 10 3anpocy:;
~ MIMETH BO3MOXHOCTE, BEIGOpa cetn ¢ y4yerom SHeproappexrnroCTH

Jlaunsie TpeboBaHns Hanaraior PAL OTrpanuyennit ya HCITONIb30BaHHSA
00ayHEIX PECYPCOB, u npusonut K Py mpo6iem, KoTopere Tpe6yror
pelerns:

Omcymemeye OMKpBIMbIX o6uenpusnanyy cmandapmos.
Mobunsnocty u B3aumoneiictepe MEXITY nposaiinepam obnaunbIx ycnyr
HEBO3IMOXHEI, YT 3aTPyIHAeT mmpokoe HCTIONB30Balne p bricTpoe
PasBuTHE  o6mayppx TEXHONorujj. [onk3osareny C  Heoxoroif
TpaHchopMupyror oy TEKymme neroynuxy ¢ NAaHHBIMU Ha o6naynkle
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naarpopmer, noTomy yrg OcTaercs pgy
npobnem Ha sty nnathopmay.
Ocpanuvennag .:nn.Sizo.Sc.nﬁ:cmSo. Gonkiuncrpg
061a4HBIX YEIYr 3asBisior, yrg OHH  npenocrasnsor chxo:mxzfo
Macmrabupyemocrs; ya CaMoM fere ¢ WHpOkuM Pacnpoctpanenney
00/1a4HBIX BBIYHCIIeHHI] y ObICTpEIM POCTOM yucria MOlb30BaTenel, Ko
"3 10oCTaBuIHKOR 06naun kX Yenyr we g COCTOSHUN YROBJIETBOpHTH
3a1pockl Beey Nons30Baresne;;,
Henaoescnocm, 8 docmynnocmy Yenyeu: Bpemenmsie Henosnaaku
"TPOHCXonHY B pagore MHOTHX 06naypyx CHCTEM, B ToM yicje Amazon,
Google, Microsoft. 3aBucumocty, or YCnyr onmoro MocTaBumka Moxer
CTaThb y3kUM Mectom g Cilyqae nonomku, rax Kak
epeMecTuThCy K Apyromy TocTaBumky 00navHEIX yve sy Y3
1TpoCTo nepecrayer fipenocrasnsaTyey.
broxupogka nposaudepom Yeaye:  orcyrerpye
no3Bosser MPHNOXeHHIO g JaHHEIM
NMOCTaBIHKa 06naypyy yeayr Apyromy.
imm:w:px.zenia Uchonszosanysy yeaye
Cucmem: g HacToswee Bpemg lipunoxenns ye MOTYT Mcnonszomary,
BO3MOXHOCTH PA3AYIHBIX 06nayngx BBIYHCIHTE T i1y CHCTEM, Tax kak

Z@vz\_c\ pasnu YHbIMK® ZOQ—.mmE:XwZ: Om.:mcz-u; ycayr HeT
nOmeO._.SKOQ:.—.

IGUEZGIIEK TeXHHuyec KHX

moct ABIINKOB

MOGHTEHOCTH He
nepememarycy OT  oaHoOro

Pasiuynex obnavmx

WOGZOEIEZ PCllennenm ITUX Mpobnem ABNgeTcy
,_,GJ,IO.QQ—‘:I Zcmx:rzr;. areHTOoB,

Mo6ungupis areur (MA) -
Mail.ry Agent nng MOOHTE B Tenedonop, I
nonnepsxupary, CBA3b ¢ abonenTamy TZe 6v1 OHM i ya

Ha ceronug T2 nmporpamma HCMonb3yercy g

zoZ:Zo.:,.nmx, Kak cpencrro OH-naltn obmwenyg
:Ue:oo.ﬁmm:mr.ﬁ wOwZOvz:OOﬂ: K

Pacceky TEKCTOBRIK coobmenuit

MA umeer PRI mpenmymecrg, Tomumo obimenus y pacceinky
Coobwennt, 5y, porpamasa no3BoJIReT KOHTpoHpoBary, Tpaduk,
HCMOME3y g BO3MOHOCTY, CBOET0  MoGuMLHOr Ofepatopa, Camg
Mporpamma abcomoryg Gecnnarna, g ACHBMH cnuckiBaorey CC cyera

TONkko JIHIIL B OOOﬂwnua,Oq.w:S C #mﬁ:@:r:ﬁ nnavom JC‘:rwcww.wobx - 3TO

:O:Ohrucwmrxe

MHOIMx
1o Bcemy Mupy. OHa
aK ronocoBoii, Tax H BUZeo cpgay,

ot

Oniara ::mSaTOva Tpaduka
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BaM cjenars "pe3epBHYIO KONMHIO" Tene(OHHON 3anMCHONW KHVIKKA M
XpaHUTh €€ HA CepBepe Ha cilyyall yTepu annapara.

Takum ofpazom, MA - 93TO nporpaMMmHbiii MOJyJib, KOTOPbIH
aBTOHOMHO IMepeMellaeTcs MexJy KOMIMbIOTepamMu B IeTeporeHHOH
KOMIBIOTEPHOMH CeTH, B3aUMOJEHCTBY A C CEpBMCAMU Ha KaXIOH MallMHe
ONs BHINONHEHMs [OCTABJEHHON nonb3oBaTeneM 3agayun. MA Moryt
6bITh HMCIIOAB30BaHbl KAaK [OCPEAHMKM MEXAY MOJb30BaTeNAMH H
TeXHH4YeckuMu ycrpoictsamu. K npumepy, ecnu nosib3osareib XO4er
YIpaBiATE yCTPOHCTBOM, HO He obnamaer coorsercrsyowum [10, on
MOXeT ckadars MA, 3Hawoumero nporokon ob6meHa JaHHBIMH.
Hcenenosanus B obnactyu MA 060cHOBaHbI Ha CO3JaHHMM C MX MOMOLULIO
pacrpeenéHHbIX CHCTeM, o0nanarolmMx OnpeaeeHHbIMUA CBOHCTBaMH,
TAKMMM KakK: [pPeoHOJIeHHe CeTeBOH 3alepXku, CrnocobHOCTh K
aCHHXPOHHOH M aBTOHOMHO{ paboTe, IMHAMHYHOCTb, KOONEPAaTHBHOCTh,
KUBYYECTh, MPHIOKEHUAX i TOproBn¥ no MHurepHery, CEHCOPHBIX
ceTsiX U OeCTIPOBOIHLIX CETHX.

B Hacrosiiiee BpeMsi 3Ta TEXHOJIOTMA MpPHBJIEKAET MCcclenoBarene,
paboralomux B OONAYHLIX BLIYMCIEHHHAX, TaK KaK OHA NPEAOCTABIAET
pelueHus npobnem, cymecTsyromux B 3Toi obnactu. Hccienosarenu
YK€ OCO3HAKT, YTO MPUMEHEHHE MOOMIIBHBIX areHToB B 3TOH MOAenu
BbIuMCIenuil obecnevndBaer nyyniee pewienue npobaem, npeobnagaromwmx
B 370l obnactu.

Kak npaBuno, nonb30BaTeNbCKHE 3allpOCHl MOCHUIAKOTCA HANPAMYIO
u3 obnaka B UHTEpHeT, 4TO MPHUBOAMT K MOBBILIEHHIO CKOPOCTH CETEBOro
TpadMKa N YMEHBILEHHIO BDEMEHH OTKIIMKA.

Mo6unpHbli areHT, ABIAACh KOMOMHaLMeH 1aHHBIX U TTPOrpaMMHOr0
odecrnieyeHHs, KOTOPas MOXKET MUIpPMpOBaTh M3 OQHOH cpeibl B Ipyrylo
6e3 norepu AAHHBIX, CIOCOOEH BBIIOJIHATE HEOOXOLMMBIE BBIMUC/ICHHA B
HOBO# 061a4HOI cpene.

B 6a30BOii AapXMTEKTYpe CHCTeMbi MpeACTaBleHHus O00na4HbIX
BBIYMCNICHNIT € NOMOLWIBIO  MOOWJIBHBIX  AreHTOB  HMCMOJB3YETCH
LeHTpanW30oBaHublil noaxoa, ocHosaHHbli Ha Task manager. Kaxbiid
aIMMHHCTPATUBHbIN 0MEH MMeeT y MOCTaBIIMKA 00/1a4HbIX YC/Iyr CBOIO
BUpTyanbHylo MawuHy 1 MAP(Mobile Agent Place - mecTo MOGH/IBHOrO
arenta). OHA M3 BUPTyalbHblX MallMH BhiOMpaerca kak task manager,
KOTOPBIii BBINONHAET MHOXECTBO (DYHKLHMIA, CpeAn KOTOPbIX — HHACKCALIMA
pecypca, ayrentmduxaums, GesomacHocTh, OMUTMHI, — aBapuiHOe
BOCCTAHOBJIeHUE, OOECTeyeHHe 0TKa30yCTOHYHBOCTH.

.
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3ajaua [oNb30BaTeNd, nNpeicTannesHas B MA  Kax Crpyxrypa
NaHWBIX, OTTIpasisercss B obnako. MAP nonywaer Bce npucraspmie or
mobunpHOro arenrta naunsie. MAP undopmupyer Task manager eriz
3aBHCHMOCTH OT TOTO, TIOMYyHYeHBI WIH HeT JaHHkIe OT MOOIIEHOTO
arenra. O6men nanHbIMI Mexay MAP u Task manager nmocrosuen.

Mcrions3ys JauHEN MOOMITLHO-aTEHTHBII [TOIX0M, MOKHO BBLISTATE
CIEAYIONLYI0 MOTHDHLUMPOBAHHYIO aPXUTEKTYPY CHCTEMbI pacrpeaeieHns
BBIYMCIIUTEIILHBIX PECYPCOB M BBITIOJIIHEHHS MOOWILHBIX AreHToR B
o6naunoii cpeae (puc. 10.2).

[TpetokeHHas — apXuTeKTypa cnoco0Ha  peurnTh  HeKOTOPbIS
CYNIECTBYIOIIHAE MPOOIEMbI COBMECTHOIO MCIIONE30BAHUS MOGHILHEIX
TEXHONOTHH ¥ OONaYHBIX BBIYMCIMTENBHBIX CHCTEM {1 Jd4eT  psll
MpeHMylIeCTB!

Iopmamuernocme.  MoOOWIBHBIR  areHT,  nepesalommii Ko
MPUIOKEHNS WIN TI0JIb30BATENILCKHE 3a7a4M, MOXKET NEPEMELIAThCs OT
onaoro MAP k apyromy MAP BHe 3aBUCHMOCTH OT crieti(Gukn o6ragHoil
CHCTE€MBI - TE€M CaMbiM  pPeajM3yercss IOPTarHBHOCThL  CPeiM
MHOTOUHCIIEHHBIX 00/1aYHBIX BEITHCITHTEIBHBIX CHCTEM.

Cmanoapmusayust ~ cemegoco  @3aumodenicmaus.  Yuuduxaums
B3aUMOJICHCTBUS NS PasNMYHRIX  KIMEHTOB U A3 THLIX
BLIYHCITHTENBHLIX CHCTEM [TO3BOJAET:

- crabumm3npoBaTh paboTy CHCTEMBI NPU HeCTaOMIIKHOCTH CETERBOro
KaHasa;

- HOpManu3upoBaTh paboTy CHCTeMbI T1PH  BBICOKOW CereBoif
JIATEHTHOCTH;

= CO31aTh TEXHONOrWveckuii 0Oasuc Ang pa3BUTUSA  IACTHYHBIX
MoOuIBHBIX npuitoxkenuit (Elastic Mobile Applications).

Onactnynble (rnbkie) MOOGWIBHBIE NPUIOKEHMS HE OrpaHHYIEHb!
BO3MOKHOCTAMU MOOGHIBHOTO  YCTpOiicTRa. Ecin Tpebyercs
AOTIONTHUTENILHAS BBIYMCITUTEbHAS MOUIHOCTh WIIH MECTa AN XpaHeHus,
X MOXHO TO3anMmcTBORaTE Yy o6iaka. CeTeBoe BlawMojelfcirue
_c_r_ﬂ%wm_”w, ._,_A.uﬂzhww@526::: cam_:_muaz_._m CETEBLIX  IPOTOKONOR

(S), JanHerX W APL. Dto gaer 6ompmyro rudKocTs s
yCTpoiicTBa.
zoo_:._u.uwmh_._._H.w_c %_o.m«._:rrzo MPUIOKEHAS MOTYT OBITh 3arylieHbl Ha
ot .Ev_:_nv“_z_mo. 19 BE .=H;= B o0Jlake ¥ MOTYT ITepeMemarscs Mexiuy

MOCTH OT CUTYallMH WIH NPEANOYTEH U NOL30BaTENs.

ApPXHTEKTYpa 3nacTHHHEIX NPHITOKEHHIT  COACPNKNUT  CICIYIONINC

KOMIOHEHTHI (puc 10.3): j
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Puc. 10.2. MoauduuupoBaHHas apXMTEKTypa CHCTEMbI BEIYMCIICHHS MOOHIILHBIX aAreHTOB B

- anacmuyHoe npunodceHue — BHIOUPAETCS TICNE30BaTeNeM W
sanyckaercs Ha o6oii nnardopMe B COOTBETCTBHM C OrpaHHYueHHSMM
MOOHITBHOTO yCTPOMCTBA;

- MeHedolcep daAcMuYHOCMu - 3allycKaeTes Ha  YCTpoifcTBe.
KOHTPONMPYET M YIpPaBjseT pecypcaMu, HeoOXoauMbMu 11a weblet
(nporpaMmHOro mMomyns Ha s3sike WIDL - mpunoxenmne, cocrosiee n3
nabopa (YHKUHOHAJIBHO HE3aBMCHUMBIX K B3aMMOACHCTBYIOWMX €IMHHMIL,
Ha3bIBaeMbIX BebJieTamMn);

- ucnemuep - IPUHUMAET pelIeHHs O TOM, IJie 1poTeKaeT MMpoLecc:
Ha ycTpoilcTBe WiM B objake, 3arycKaeT ONTUMH3ATOP JUlA ONpeIeTeHus
sHeprun, Heobxonumon juta weblet, u BEIGUpaeT onTHMaiLHE BapyanHT:

- Mapwpymuzamop — MPOMEXYTOYHEIH YpOBEHb. TICIYUAET 3A1TPOCH]
OT TOIB30BaTeNbCKOro WHTepdeiica u  nepemaer Hx Bebrer,
MPOMEKYTOUHBIN YpoBeHbh HEOOXOAMM, MOCKONLKY HepeMmenienne Bebier
JIOKHO OBITH HE3AMETHO JUIS TIONB30BaTEIbCKOro nrTepdelica.
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- cepeuc 3nqcmuMHOCMU 0OnaKa - pacnpeisiadeT pecypeel K
pebneravu. COCTOMT W3 MeHe/pKepa NpuiokeHnid, KoHduryparopa
obsaka 1 MeHekepa obnaka:

- Menedvcep  npunoxcenuu -  obecrneuuBaeT  BO3MOXHOCTE
YCTANABIMBATE M 3allyCKaTh NPUIOKEHHE HA MOOMIIBHOM YCTPOHCTBE;

- menedncep obnaka - coxpauser MHPOPMALUNO 00 HUCMOIB30BAHKH
Pa3/THUHBIX YaCTed NMPHIOKEHHMS, 3aIyCKaeMOro Ha obake;

- Konghuzypamop obnaka - OCYWECTBASET cOOp OnepaTHBHBIX
JIaHHbIX HA oOnake;
- menedcep ysna - paboraer Ha Kaxaom y3ne obuaka,

HETNOCPE/ACTBEHHO B3aUMOIEHCTBYET C MEHEIDKEpOM IPHIOKEHUH U
meHenxepom obnaxa,

Taxum 06pazoM, KOHIenus 00/1a4HbIX BRIYHCICHUA MPEJI0CTABIIACT
HOBBIE BO3MOKHOCTH JUN Pa3BHTHA MOOMIBHbLIX IPHIOKEHUH, TaK Kak
NepeseLaloT poNecchl Bh4ucIeHuit n 06paboTku B BUPTYAILHYIO CPeay.

10.3. Yrpo3si 061a9HBLIX BBIYHCIICHAH
H cnocolbl 32aIHThI OT HHX

TpeGopanus Kk  OesonacHocT  0ONAYHBIX — BbIYMC/ICHMA — HE
OTiMuAIOTCs 0T TpeGoBanuii Ge30nacHoCTH K UeHTpaM 06paboTku AaHHbIX
(LLOJ). Oauaxo, supryammsanus L[1O]J] n nepexox K 001adHbIM cpenam
MPHBOIAT K TOABIEHMIO HOBLIX YI'PO3.

Jlas coxpaHewus LEJOCTHOCTH JaHHBIX M OOecneyeHns 3alluThl
PACCMOT)MM OCHOBHBIE H3BECTHBIE YIPO3bI JUIA 00/IAYHBIX BBIYACICHUH.

— mpy OHoOCMU npu nepemeuyeH uu 00bIYHBIX n.mﬁvmmﬁcm 8
gbivucaumensnoe oonaxo. B 6onsmuacTse TpamiuuonHsix LIOJ] goctyn
MHKEHEPOB K CEpBEpaM KOHTPONMpyercs Ha (U3MYeCKOM YpPOBHE, B
001auHbIX cpeaax oHu padboraiot yepes MnTepHeT,

- OuUHAMUYHOCNb QR\ZZ.«.Q.\&:EH MAULUH. —w:ﬂ.—.v&br—_r—n MaLIMHBI
AuHaMisisl. CO31aTh HOBYIO MAliMHY, OCTAHOBUTH ee pabory, 3anyCTuTh
32HOBO, MOYKHO OCYILECTBUTH 3a KOpoTkoe Bpemsi. OHM KIOHMPYIOTCA M
NOIYT ObITh NEpeMElleHbl Mexay (usnMyeckumu cepsepamn. JlaHHas
M3MEHYMBOCThL TPYJHO BIMAET Ha pa3paboTKy UEJIOCTHOCTH CHCTEMBb
GesonacHocTn. OnHAKO YA3BMMOCTA  ONEpaLMOHOH  cUcTeMbl  MIH
NPUIIOAEHUI B BUPTYAJILHOI Cpeae pacnpocTpaHstoTes GeCKOHTPOILHO U
4aCTO TPOSABAAIOTCA MOCJE [POM3BOJBHOIO TNPOMEXKYTKa BpeMEHH
(Hanpumep, NpY BOCCTAHOBJEHHH M3 pe3epBHOH konuu). B cpenax
000a4HBIX EBIYHCICHHAX BAKHO HAZEXKHO 3aHKCHMpPOBATH COCTOSHHUE
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3ALATHI CUCTEMBI, TIPH 3TOM 3TO HEC JIOJTXKHO 3aBUCHUTH OT eC COCTOARWS 1!

MECTOMOMOKEHUSA]

- yAzeuMocmu eHympu  eupmyansHoit cpeost. Cepsepbl o00aauHBIX
BBIUMCTEHWH W JIOKQTBHBIE CEPBEPhl  HCMOAB3VIOT OIHKH MW TC Ke
orepallMonHbIe CHCTeMBl W nipusioxkerns. JLis ob6nadHbix cucTeM yrpoza
y1aneHHOTO B37IOMa HIH 3apaxkenus BpelonockbM [0 Beicoka. Prek st
BUPTYQIbHBIX CUCTEM Takke Bbicok. [lapaniensitie Bupryanhiibie
MalIHHbI yBeTWYHUBaeT "aTaKkyeMyio MOBEPXHOCTE". Cncrema
oGHapyKEHUS W NPeJOTBPALUEHUs BTOPKEHHIT 10mkHa ObiTh cnocoGHa
0fHapyKHBATh BPCJOHOCHYIO aKTUBHOCTH HA YPOBHE BHPTYANLHBIX
MALUHH. BHE 3aBUCMMOCTH OT MX pPaclofiokeHus B odnauwnoii cpene;

- 3auuma  6e30eucmayIonux  BUPMVANLHBIX  MAULUH Korna
BUPTYQIbHAS MalIWHa BbIK/TIOYEHA, OHA4 MNOABEPracTcs  VIACHOCTH
japakenns. Jloctyna Kk XpaHuiuiLy o0pa3oB BUPTYaTbHbIX MAIIUI uepes
ceTh A0CTaTOYRO. Ha BbIKIHOUEHHOIH BAPTYanbHOH Malluie abcomoTho
HEBO3MOKHO 3aITYCTUTH 3aiHTHOE NIporpaMMHoe obecnedenns. B 1anHom
criyvae J10%Ha ObITb peanu3oBaHa 3alliTa He TCAbKO BHYTPH Kaxloif
BUPTYANLHON MAIIMHBI, HO IT Ha YPOBHE MTepBH3opa:

- 3auguma nepumempa u pazepanuverue cemu. lpu HCMoIb30BaHNUN
00MauHBIX BLIMUCIIEHWH NMEPUMETp CeTH pa3MbIBaeTCs WIIH Weuesaer. DTo
MPUBOJANT K TOMY, 4YTO 3aUlUTa MEHee 3aulMIUeHHCN YacTH  CeTy
onpenenser oOumit ypoBeHb 3awiiuieHHocTn. [l pasrpannyeHvis
CErMEHTOB C pa3HLIMU YPOBHAMH J0Bepus B 0o0Jlake BUPTYyasbHbIE
MallHLl  A0NMXHLI  camMu  obecneunpath cedst  3aulnTol, nepemMewtas
ceteBoit  mepumerp K caMoit  BupTyaideHoil  mawwue (puc  10.4.).
Kopnoparususiii  firewall — OCHOBHOI KOMIOHEHT s BHEApe "
MOJIMTHKA UHHOPMALIHOHHON BE301IaCHOCTH W PArpaHIYeHKS Cerme:
CETH, HE B COCTOSTHUM MOBJIHATL Ha CEPBEPLI, pasMeIteHPLie § oGnay
cpenax.

o Haubonee sddekrusnpiMn cnocobamu cdecrencnms Oe3eiasn
ODJIAYHBIX TEXHOMOTHIT" ABNAIOTCH:

- M poBarmue;
3aUUTa NaHHbIX TIPH nepejade;

- AyTeHTHUKaUmMs;

= U307 LU noNnb3oBareneit.

Hlugpposarnue — oamn M3 caMmbix IPPHEKTUBHBIX CITOCOOOR 3IUNTHI
AaHHBIX. Tlposaiinep, npenocTaBAfIOWMI AOCTYN K AdaHHBIM, JOKEH
_:,_:Eu::mi. undopmanuio  kavenrta, xpausutyloes 8 O (Llenrp
O0PadOTKK NaHHBLIX — COBOKYIMHOCTh CEPREPOR, Pa3MEILEHHBIX Ha OTHOUI
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niaomanke € UEIbK MMOBBILLCHHWSA u%%m?xa:mzoqﬂ: M 3alUMLIEHHOCTH), a
TaKXe B ciy4ae OTCYTCTBHUA HEeoOX0/IMMOCTH, @n.wmc.;ﬁmﬂzo YAANATD.

OCHOBaH Ha peXuMax Joctyrna ¢ mu(poBaHNEM NpH TIOMOUIM IBYX
witoueii Ha 6a3e nporokona Secure Sockets Layer (SSL).

= k.nm

—%

[pasuia
pasrpaHHyeHmus
N0CTYHA

Q@

"Mocmasuyux”
6 obnayHbIX
yenye (CSP)

O6naunsii

O6mauHwIil

-—

Obnayusii

Cy6vex - Jlucneruep A OObekr
nocTyna i nocTyna "l aocryna
. -
Kypuan A .
perucTpaiis .mw.

Puc. 10.4. Cxema paboTbl MexaHH3Ma pasrpaHMueHus 10cTyna

[Ipu mudpoBanun aaHHbIX Beerja BO3HUKAeT Bonpoc o kmoyax. Mx
XpaHenue Ha 00Ja4yHOM CepBepe HELenecoo0pa3Ho, MOCKOJIbKY Kaxbi,
KTO MMeeT A0CTyn K o0/JauHbiM cepBepaM wiad wadnonam, mor Obl
MOMY4MTh JOCTYI K KIKOYY, @ 3HAYMT, U K paclin(poBaHHLIM IaHHBIM.
HaGop napons mpu 3anycke CHCTEMbl, KaK 3TO MPUHATO B JIOKANbHBIX
peleHnax ans WwudpoBaHUA JaHHbIX, 3aTPYJHEH B CBA3M C OTCYTCTBHEM
HacToAIlell KOHCONM, ONHAKO Maes Henuoxa. @u3nyeckuil BBOA Kilo4a
3aMEHsETCs 3anpocoM, KOTOpPbII 00/1a4HbIi CEpPBEP OTNPABIIAET BHELLHEMY
MCTOYHMKY - cepBepy ympasienus kaovamu (Key Management Server,
KMS).

Pewawownm daktopom ans odecnevenus 0e30MacHOCTH TAKOro
pelieHus #BJISeTCs pasfefbHas JKcniyartauns ofnayHoro cepsepa M
cepBepa yIpaB/eHus KNo4amu: ecnd o6a pasmelleHsl y (0AHOro M TOro
Ke€) nposaiiaepa 001a4HbIX CEpPBMCOB, TO BCA WH(oOpmauus CHOBA
okasbiBaeTcs cobpanHO#i B onHOM mecte (puc. 10.5).

Jawpuma Oanneix npu nepedave. Jns GesonacHoit oO6paboTku
naHHbIX 0053aTeNbHBLIM YCIOBUEM siBAsSETCS MX wwndpyemas nepenaua. B
LeasiX 3aluThl NaHHLIX B NyOnMuHOM oO0/aKke HCrnonb3yercs TyHHelb
BUpTyanbHoOi yactHoi cetu (VPN), cBa3piBaloilieil KIMEHTa U ceppep 114
nonyuyenus nyoamunbix obmauHbix ycnyr. VPN-TynHens cnocoGcTByer
0e30MacHbIM COEIMHEHNAM U MO3BONAET MCMOJb30BaTh €IHHOE HMA H
naposib s JI0OCTYNna K pasHeiM  obnauHbiM - pecypcam. B kauectse
CpeAcTBa repeia4u NaHHbIX B nyOnuuHbX obnakax VPN - coeanHeHune
ucnonb3yer o0lenoCTyNnHble pecypebl, Takne kak Wutepuer. [lpouecc

136

cepeep A cepsep b | cepsep cepeep
K e e .00 o A
O 1aunbii I
6pokep
Janpoc
! Kmoua/oTeer ¢ RDP/SSH

KOMOM

Ynpasneuue Godpanamil (o of AD/LDAP

KIIOMaMM BOCHTAYHCH

m Paspemerme
Mons3o8amens Momaosarens/ Mons3osartens/
pons A pans b

| S—— —

Puc. 10.5. Cxema B3auMoaeiCTBUA 110J1b30BATENA, CepBEpa yIpaBieHus
kntouamu 1 obnaunoro cepsepa. (RDP/SSH - nporokon Remote Desktop
Protocol (RDP) nns cBazu ¢ cepsepom vepes mmo3 SSH; LDAP

(Lightweight Directory Access Protocol) - "odnerderustit" npotokos
I0CTYNa K Karanoram.

bonewuueTBo nporokonoB SSL - VPN B kauecTBe ONUWU
MO/UIepAKUBAIOT  MCMONb30BaHHE  UMGPPOBLIX  cepTUdUKATOB I
ayTeHTHhUKALNK, MOCPEACTBOM KOTOPbIX npoBepseTcs
WaeHTH(GUKAaIMOHHA WHOPMaUMs APYrofi CTOPOHBL MpUYeM elle 10
Havaia nepemayu naHHeIX. Takue uNpoBBIE CepTHHUKATHI MOTYT
XPaHUTBLCS Ha BUPTYaslbHbIX JKECTKMX AMCKaX B 3allnpOBaHHOM BUAE, W
HCTTONTL3YIOTCSA OHKU TOJTBKO [10C/IE TOTO, Kak cepBep yNpaBieHus KIoyaMu
MPOBEPHT HAEHTH(HUKALIMOHHYIO HHPOPMALMIO U LEIOCTHOCTL CHCTEMBI.
Crienosarensio, Takas uenouka — B3aMMO3aBUCHMOCTel  TO3BOIHUT
ll€peaaBary naHHble TONLKO TeM 00Na4yHbIM cepBepaM, KOTOpLIe MPOULIU
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Np2aBapuIeibHy0 NpoBepky. 3alwin(poBaHHbie NaHHbie [PH nepenate
JOMKHBL OblTh JOCTYIIHLI TONLKO 0cie ayTeHTHGMKaMH.

Aymenmuduxayus. JAna obecnevenus 60nee BbICOKOI HANEKHOCTH,
HECTO IPUOErAOT K TAKHUM CPeACTBAaM, K4K TOKCHbI (3JIeKTPOHHbIH K104
ol JoeTyna Kooyemy-nu6o) u o ceprudukarsl. Haunbonee npoctoit n
NOCTATOMHO  HANSKHbIE METo) ayrTedTH(UKALMH -— ITO TEeXHOJIOrus
onnopazosbix napo:eit (One Time password, OTP). Takne naponu moryT
reHepUpOBATHCH anbo CreuHalbHbIMH nporpaMmamu, 6o
LOTIONMHNTENLIBIMKH - yCTpoiicTBaMK, MO0 cepBuCaMK, € MNEpeCchUIKOM
nMonp3oBaremo 110 SMS. OcHoBhoe oTnuiHe 00na4yHoil HHPPACTPYKTYpbl
sakmovaeres B O0oabiuoil  mMacwrTadbupyemoctd n 6ojee  LIMPOKO#
reorpagnieckoil  pacnpenenednoctd. Ha  nepsbli mnaH  BBIXOIMT
MCIONBL3OBANKE JUI%  1IO/1YYEHMS OJHOPA30BLIX Mnaposied MOOMIbHBIX
[AAKETOB, KOTOPbIC CerO/IHsl eCTb NpPakTH4ecKW y Kax:ioro. B camom
NPOC1OM  CAyqae  onHopasosblii  naposib  Oyner  creHepuposan
crieuMantibiM - cepBepoM  ayreHtMdukauMM W Bbicnan B SMS  ua
MOOMAbHLI  TenedoH nonb3oBaTeNs  [OCAe  BBOAA  NPaBUILHOIO
CTATHUHECKOrO 11APOs Ha CTpaHMUy A0CTyna K obaauHomy cepeucy. Jlna
[PO3PaYHOro B3aMMO/ICHCTBHA [IpOBaiiiepa ¢ CHCTeMON MAEHTH(HKALMK
MpH ABTOPU3EILMA, TAKAKE PEKOMEHAYETCA MCIIONb30BaTh nporokon LDAP
(Lightweight Directory Access Protocol) ¥ 3biK nporpaMMupoBaHus
SAML (Security Assertion Markup Language).

Hzoaayusn noavsosameneu. HexoTopele nposaiiepbl NOMEWANT
JaHHbIe BCEX KIMEHTOB B €AMHYI0O NPOrpaMMHYK Cpedy W 3a cuel
H3MEHEeHUI B €€ KO/e MbITAOTCA M30JUpPOBaTh JaHHbIE 3aKA34MKOB [ApYr
T Apyra. Takod NOAXOA ONpoMeTHWB M HeHajaexxeH. Bo-nepsbix,
310VMBILUIEHHMK MOKET HailTu Opellb B HECTAHAAPTHOM KOIE, KOTOPblii
RO3ROAUT My NOAYYMTL NOCTYN K [aHHbIM, KOTOpbIE OH HE NOJIKEH
Buie1h. Bo-BTOPLIX, OlInbKa B KOAE MOKET [IPUBECTH K TOMY, YTO OAMH
KJIMEHT CHYYAHHO «YBHAWT» NaHHbIE ApYroro. 3a mnocneiHee Bpems
BCTpedanues u re, ¥ aApyrue ciayvad. [lodtomy ans pasrpaHvueHus
N0NL30BATENLCKUX NAHHBIX IPUMEHEHUE PasHbIX BUPTYaIbHbIX MALUMH U
BUPTYa/ibHBIX ceTell ABngeTcs 001ee pa3yMHbIM LLIAroM.

M B 3aknouedue Xo4uercs ckasarth, 4uTo 06€30MacHOCTL He Beeria
odecrneynsaeTes TONbKO 3aumToil. OHa MoXeT ObiTh JOCTHIHYTa Takke
COOTBETCTBYIOLMMH TIPABKIAMHU [IOBEACHNA M B3aUMOIeicTBUA 00BEKTOB,
BBICOKOH npodeccnoHansHoi NoaroToBKoOi nepcotana, 6e30TKa3HoOCTbLIO
paboTbl TEXHHKM,  HANEKHOCTHLK ~ BCex  BMIOB  obecneyenus
dyHKIAORLDOEAHNA 00bekTOB MHPOPMALIHOHHON 6€30MacCHOCTH.
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IJIABA 11. AYAUT U MOHUTOPHUHI _\—IGOWZ\»::O::CS
BE30INNACHOCTHU BECIIPOBOJJHOHN CETH

11.1. AyanT undopmaunonnoii 6esonacnoctn GecnpoBoanoii cern

Ayoum becnpoeoonoil cemu - NpoUENypa, NPH3BAHHAA ONPEAENHTD
TeKyliee coctogHHe OecrnpoBOAHON ceTH W Ha OCHOBE TNOJYyYeHHbIX
A4aHHBIX ChOPMUPOBATL MAKET PEKOMEH/IALMI N0 ee ONTUMHU3ALNH,

B 3aBucumoctu 0T ueneii, ayauT OecrnpoBOAHBIX CETEH MOKET
paznuuarbes  macwtabamu.  HeiHauurennHbie  npodaemsl, - MOXHO
NI0KANIM30BATh MaJIbIMM YCHIIMAMY, C NOMOLIBI0 CODCTBEHHOIO MEepcoHana
KOMIAaHHH, B Clyya€ k€ CMCTeMaTH4ecKOoil HecTabunbHOI paboThl CeTH,
Ay4lIMM BbIXoaom Oy[eT npurialleHHe CTOPOHHUX CHELHANUCTOS 11
KOMIUIEKCHOIO ayauTa.

Bclo npoueaypy npoBeaeHus ayauTa 3alNLIeHHOCTH TAKKE MOKHO
NOApa3AenuTh Ha HECKOLKO 3Tanos (puc. 11.1):

- aHanu3 6ecnpoBOAHOI CETU B COOTBETCTBHE C CUCTEMON KpUTEPHUEB
OLEHKH 3aLIHILEHHOCTH C LEJABI BbIABJCHHUA MEXAHM3IMOB 3aLUMTBI,
peai30BaHHbIX B COOTBETCTBUE CO CTAHAApTaAMK;

- aHasn3 6ecnpoBOIHON CETH C LE/bIO BbIABACHUA JOMNONHHTE IbHbIX
MEXaHW3MOB 3alUThl MH(pOpMaLK;

- MCClIENOBAHME OCHOBHBIX MEXaHM3MOB 3alUMTbi C  LEJbIO
onpenenenns yposHs aosepus (Y/l) k GecnpoBoaHOii ceTn Ha OCHOBE
pa3paboTaHHOIi CHUCTEMBI ypoBHeil  noBepus OTIAETbHO  TI0
kpunrtorpapuyeckum GyHKUMAM 1 GyHKUMAM ayTeHTU(DHKALMM;

- onpeneneHue TNpPOMEXKYTOMHOIO YpOBHA [OBepHs K 0OObeKTy
oueHku (00);

- onpeaenenue uctuuuoro Y/l k BC (6ecnpoBonHoii ceTH) ¢ yHETOM
peanu30BaHHbIX AOMNOIHUTENbHbIX MEXAHU3MOB 3aLLUTbL B HEii;

- BbIMMCNIEHHE IKOHOMHUHECKOH 11enecoobpa3HocTH peain3oBaHHOM
cucTeMbl 3aluThl vHGopmauuu B OO;

- QHAJIN3 MONY4EeHHbIX Pe3ybTAaTOB C LE/bI0O OLUEHKH 3aLUMULEHHOCTH
BC u npu HeoOxoAMMOCTH pa3paboTKyn pelueHHi Ul U3MEHEHHS CUCTEMbL
3awmThl BC B COOTBETCTBMM ¢ TPeOOBAHMAMY 3aKa34HKa.

Ha nepBom 3Tane HeOOXOAMMO NpPOBECTH [ACCHBHbIH ayaWT
3ALMIIEHHOCTH CETH, KOTOPbIH npeicrasiser codoi uccnejposanme OO n
BbISB/lEHME peanu30BaHHLIX B HEM MEXaHM3MOB 3alMThl MH(OpPMaLIMK,
UCXO/s M3 BO3MOXKHOCTEH MMeroluerocs o6opyaoBaHus M Leneil U 3aaad,
KOTOpble OblIM MOCTaB/IEHbl NpU pa3pepTbiBauun BC, npu OTCYTCTBHH
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MOJIETHPOBAHUs BO3MOXHBIX yrpo3 W aTak Ha pecypesl ceth. Bcio
npouenypy )KenaTesbHO NpOBOAUTH no KpUTEPUSM OLIEHKH
3aIIWIIEHHOCTH, TaK KaK B JajibHeHIeM 3TO 3HAYUTE]IbHO YIIPOCTHT M
YCKOPWUT TPOLECCHI OTpesieNieHHs ypoBHA JIOBEPUS K CETH W MOCTPOCHUs
npoduns  3aWMTBL U Hee. JlanHas pekoMeHJauus He ABISeTCH
obs3aTebHONM NpPH  BHITIONHEHWH ayauTa B COOTBETCTBHH . € JIaHHOM
MEeTOAMKOM.

Ananni OO B COOTBETCTRUM C
KPHTEPUAMH OLEHKH 3aLUHILEHHOCTH bC

CoBYOKYNHOCTE CoBOKyNHOCTS
JOMOTHUTETBHBIX

MEXAHHUIMOB

CosokynHocTts
KpUITorpadHueckux ayTeHTHHHKALHOHHBIX
MCXAHH3MOB 3aULHTHI MEXAHHIMOB AU TH

ﬁ |

Wccenopasme COBOKYTTHOCTER MexaHH3MoB 3auutst OO

| _

Y Ya

e

Wl = min{Wli,, Wi, )

.\

Onpenenenne Y1k 0O

i

Cpastienne V]I ¢ Tpebyembim

|

Pacuet YKOHOMMHECKOR
uenecoobpazHocTH peanu3oBaHHoN
CHCTEMB! 3aUIHTHI

1

Pa3paboTka pekoMeHIALHA 115
cuctems 3ammTel OO

Puc. 11.1. TIpouecc npoBeaeHns ayuTa 3allHILIEHHOCTH
GecnpoBOAHO CETH
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Bropoii 3Tan, no CyTH, NPEACTaBIAET cofoii MposoIKEHHEM
NepBOro M SBISETCA €ro 4YacThio C TeM JIMilb YCTOBHEM, HTO OCHOBHOE
BHUMAHME  YIEINeTcs  JONOJHMTENbHBIM  MeXaHu3MaM  3aliuThbl
undopmaumy, BHeapenHbiv B BC B KayecTBe KOHTPMEP onpeaeneHHbIM
BMIAM yIpo3 WIIM aTak.

Ha cneaywowem 3Tane HeoOXOLMMO [pOBECTH CpaBHUTE/IbHbIH
aHaiM3 MOJYYEHHOH COBOKYNHOCTH MEXaHW3MOB 3alUMThl C  LEJIbIO
onpenenexus yposHs nosepus K cetd. Kak u B ciy4ae NOCTPOCHHA ns3
s BC, n3HauanbHo onpeaenserca Y/l no Kaxaoi rpynne MexaHu3mMoB
JAlLMTHl, @ NOTOM HA OCHOBAHMM TONYHYEHHbIX AAHHBIX — OOLIMA
npomesxyTouHbiit V1.

[locne 3TOro HEOOGXOAMMO TPOBECTH COMOCTABIEHHE MOJY4EeHHOH
COBOKYMHOCTH JIONOHUTEbHbIX MexXaHU3MOB 3alMThI c
¢yHKUMOHANBHBIMY TPeOOBAHHAMH 6ezonacHoctu (PTH). [laxe, ecnu B
nanbHeiilieM He MUAHMPYETCs TPOBOAMTL  CEpPTH(QHMKALIMIO aubo
arrectauio OO 3TOMY npoueccy CTOHT YACNUTh N0/DKHOE BHUMAHKE, TaK
KaK OT TOYHOCTHM €ro pe3y/ibTaToB BO MHOrOM 3aBMCHT ONpeAeiCHHE
uctnunoro YJ1 k BC Ha cienyiouleM 3tarne M B UEJIOM KOPPEKTHOCTDb
cyxaeHuii 00 ypoBHe ee 3alMIIEHHOCTH.

[Mocne onpenenenus uctunxoro Y/l k BC HeoOxonumo CpaBHMTH
ero ¢ TeM YPOBHEM, KOTOpBIi, M0 MHEHMIO 3aKa3iuka, A0JKEH ObITb
peanu30BaH 10 OTHOLWIEHNIO K OObEKTY OLEHKH. Bnonxe 3aKxOHOMEPHBIMH
ABNAKOTCA TPH BO3MOKHbBIX Pe3y/bTaTa:

.(.\N > .(RN:; N
(Q& = V\\Qus. s
VA< Vs

rne Y/,o - TpeGyemblii b0 npeanonaraemblid ypoBeHb N0BEpUA K
0OBEKTY OLIEHKH, N0 MHEHHIO 3aKa3unKa.

MaeanbHOil MpeACTaBIAETCAs CHUTyauus, Koraa BbisBNeHHbI Y]]
paBeH TOMY, KOTOpOMY, MO MHEHWIO 3aKa3uuka, M NOJIKHA
cooreercTBoBaTh 3awmuentocts BC. Ho, k coxanennio, BEpOATHOCTDL €€
we3nauMTenbHa.  3avactylo  peanpHbiii Y1 OO He  paBeH
npeanonaraeMomy.. . B aTom ciyuae HeoOX0aMMO  paccuuTaTth
HKOHOMHUHYECKY IO Le1eCO00Pa3HOCTh Pean30BaHHON CUCTEMb! 3ALLHTDI.

Ha OCHOBAaHMM TNOJIyYEHHbIX PEe3yIbTaTOB W B COOTBETCTBMM C
TpeGOBAHMAMH 3aKA3UMKA, MOKHO JaTh PEKOMEHAALHH N0 M3MEHCHHIO
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VMeXaHW3IMOB 3allMThl, Hcnoib3ylomux B BC, A4 COOTBETCTBUS ee
TpeGyeMOMY YPOBHIO 3aLIMILEHHOCTH.

ITpn HEOOXOAMMOCTH YCHIIEHHA nbo ocnabiieHus CUCTEMBI 3aLUUThI
CTOWT 0OPAaTHTL BHHMAHWC Ha YPOBHH J0BEPUH, TIOTYHEHHBIE A pa3HBIX
TPYNM  MEeXaHW3MOa 3auHThl. BriofHe BO3MOXHA CHUTyauus, Koraa
WAMEHEHWI0 MOXHO OyaeT TNOABEPrHyTh He BCIO CHCTEMY 3alluThHl
[IOHOCTLIO, @ TONLKO Ty €€ 4acTb, KOTOpas OTBEHacT wudposaHue
nepe/iaBaeMbiX JaHRbIX JIHO0 33 KOHTPOIIL 10CTYMA K CETH.

11.2. MoHkTOpHHT H€30MACHOCTH OGecnipoBOAHOI CeTH

MOHHTOPUHT Ge3onacHocTH GecrnpoBOHOM CceTi HeoOxonuM JUIs
obecnevenns MaKCHMaJIbHO ek TUBHOM paboThl BCEX
AHGOPMALIMOHHBIX  TTPOIECCOB. [lposepka ceTH  MOXeT  ObITh
NepUOINYECKOH WM pasoBOi. [Mepuoanueckoe obcne0BaHNE CETH, Kak
TIpaBUIIO, HATIPABJIEHO Ha MPE/IOTBpallleHHE BO3HWKHOBEHUS TpobIieM, B
TO Bpemsi Kak OAHOMOMECHTHOE obcieioBaHNe feilaeTcs ANS Toro, YToobl
CIeNaTh BHIBOJAKI: B CITyvae BOIHHKHOBEHUA HEXETaTelIbHBIX cuTyauuit 8
GecrnpoBOAHOM CeTH, MOMEHTHI BOIHWKHOBEHHA, W IPH BO3HUKHOBEHUH
TAKWX CHTYALMi - JIOKAIH3auus CyuecTByolnX Hapy weHuii.

[To »ToW TNpHYHHE Ppa3nHyalT | "rayOuny"  Bepudukaunn.
[Tepuoandeckas MpoBepka 4acTo NPOBOANTCA [IOBEPXHOCTHO, B TO BpeMsl
Kak ONHOpa3oBas TPOBEpKa COCPEAOTAUMBACTCHA  Ha MaKCHMaTbHO
noapoOHOM ayIuTe HeucrnpaBHocTe 6ecipoBOaHOI CeTH.

MoXeT <BO3HMKHYTH HEOOXOAUMOCTb MOHWTOPHHIE Ha PasHBIX
sTanax pa3BuTHA OECTpOBOIHON  CETH. Ha artane npoekTUpoBaHHs
HCCNEIOBAHHE PAIMONOMEX TOMOraeT MpaBiibHO  PasMEcTHTD TOUKY
AocTyna B clydac COeAMHEHWs ¢ BO3MONKHBIMM nomexamu. Taxas
npoBepka MOXeT MOHAL0OHTLCA W Ha JTane pa3BUTHUS CETH (pacmMpeHns
Becripooanoil ceTH). Ouenka Tekyulero cocTosHus GecnpoBOAHON CeTH
cHUMAET TTPoGJiemMy clauy B apeHIy HOBOH TOMKI I0CTYTA.

PaaMOMOHWTOPUHT  GecrnpoBOJHONH  CETH HeoOXOMM  TIpH
obecrieueHnn Hosee BEICOKOTO YPOBHA GE30MacHOCTH 6ecrpoBoIHON CeTH

OpraHu3ainm.
Huxke. B KauecTse MpUMepa, NPUBOAATCS CBENEHUA O NMpOrpaMMHO=
annaparHoM KOMTIIeKCE 30/IUAK, pa3zpaboTaHblit KaK

creuMaiM3upoBaHHblil  MHCTPYMEHT — aBTOMAaTH3UpOBAHHOTO KOHTPOJA
KaHana yTeukn HH(opMaumnH 1o 6ecnipoBOAHBIM CETAM.
B03MOKHOCTH NPOrpaMMHO-annapaTHoro KOMIUIEKca 30/IMAK:
142

- MOHUTOPHHI an:UOwaZZX ceTeif B AKTHBHOM H IIACCHBHOM

peXHMax;

- KOHTpOJIb NAPaMeTpoB YCTPOHCTB M COCAMHEHHH B pexume
peabHOTO BPEMEHH;

. ABTOMATHM3MPOBAHHOE OTCIIEKHBAHME MNAPAMETPOB "ornacHeIX"
coueTaHuii yCTpOHCTB]

- O/IHOBPEMEHHbIf MOHMTOPMHI HEOTPAHHYEHHOrO KOITMYECTBa
yCTPOICTB H CeTei;

- onpe/esieHHe CKPHITHIX KIMEHTOB M TOYEK A0CTyMa, KOTOpbIE HE
BHLHBI IPM IPOrPAMMHOM MOHHTOPHHIE CETEBOIO TpaduKa;

- MOJUIEP’KKA MHOTOYPOBHEBOH CeTeBoi KOH(pUIYypaLiH;

- Onpe/ieNieHie MECTONOIOKEeHAsA 00HAPY KEHHBIX yCTPOHCTB.

MOHUTOPHHT GeCIIPOBOIHBIX CeTeil B AKTUBHOM H NACCHBHOM pexumax:

- IACCHBHbI MOHMTOPHMHI NAKeTOB (KOMIUIEKC TO/IBKO MNpUHAMACT 1
AHATN3UPYET NAKETHhI);

. aKTHBHBI TOMCK, MNpH KOTOPOM KOMIUIEKC NPOBOLMPYET
AKTHBHOCTb "CKpBITHIX" K/IMEHTOB M TOYEK JOCTYIA, MOChUIAf MAKEThI
creinaabHOi GopMbl. B 3TOM pexuMe KOMIUIEKC MOMKET 0OHapyXHBaTh
yCTpOicTBa, "HEBUAMMBIE" B [IACCHBHOM PEKHUME.

Konmpons napamempos ycmpoucme u COCOUHEHULl & PeNCUME
peanbrozo epemeny. B pexnme peanbHOro BpeMEHM KOMILICKE ynpaBiser
C/IEAYIOIUMMHY [TapaMeTpamMu:

- onpejeneHHe ajpeca CeTeBOro ananTepa;

- onpe/iefieHHe UMEHH CeTH JUTA TOYKH A0CTyIa;

Bpems 0OHapyKeHUA;

- cTerneHb aKTUBHOCTH;

- KONIMYECTBO aKTHBHBIX COEANHEHHH;

- peskM paboThbl yCTPOHCTBA;

- YPOBHH CHIHA/IOB, [0CTYNAIOLLMX OT YCTPOHCTBA.

Asmomamusupoeantoe — omenedxcusanue "onacneix"  covemanuu
napamempos ycmpoiicme. B KOMIUIEKCE peajM3OBAHO CPEACTBO 1
PAaBUIBHOTO  OnpejeneHus  "ONacHmIX" coueTanudit  napamerpos
ycrpoiicts. Onu GuKCHpYIOT "onacHbie" COYeTaHus napameTpos npubopa,
MOHHTOPMHI OCYILIECTB/SETC B ABTOMATHUUECKOM PEXHME H C NOMOMbIO
oneparopa komruiekca. TTpu Onpe/ieleH!H TakuX NapaMeTpoB, KOMIIEKC
JAIUCHIBACT PUCKH M BBINOJIHACT 3apaHee yCTaHOB/ICHHBIC neucTBus.

[IpaBuna MoryT ObITh HCHOJB30BAHBI JUIA HACTPOMKY (QuILTPALMH
YCTPOWCTB M CCBUIOK HA CIMCKHM 10 KOHKPETHBIM HA0OpaM MapameTpos.
D10  naeT BO3MOKHOCTH ONTHMM3NPOBATH aHAIM3  HH(OpMaiHM,
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HampuMep, B ciiydae "HEaKTHBHOCTH" YCTPOICTB MM "BEICOKOI'O CETEeBOif
aKTHBHOCTH".

Qonospemennblit. MOHUMOPUHZ HEOZPAHUYEHHO20 YUCIA YCmpOoucmas
u cemel. B KOMIIIEKce peasn30BaH MHOTOPEXKUMHBI MOHUTOPHHI W
aHaJn3 MNOTB30BATEILCKUX MAKETOB, B TOM YHMCIE CKPHITBIX ceTel (TpH
YCNOBHH JOCTYITHOCTH 1aporis). .

Onpeodenernue cKkpeimublX KIUEHMOE U MOYEK QOCMYNA, HeGUOUMBIX
npozpamme MOHUMOPUHZA CeMeBo20 mpaghuxa. Komiuiekc nmpuHAMaeT
aHaJNM3MpyeT TMakeTel JIaHHBIX, [MOCTYNAIOMMUX OT BCeX YCTPOMCTB
GecripoBofiHOM ceTH B 30He pamuoriepenauu. Ha ocHoBe mnonyueHHOM
HHPOPMAILINH COCTABAIOTCS KOMIUIEKCHBIE CITUCKH aKTHBHBIX YCTpPOMCTB
M TepeYHH WX MNapaMeTpoB. AHAlW3 TOMYYEHHBIX MAKETOB IO3BOJISET
BBIABATH KJIINCHTOB ceTelf ¥ TOYKU JOCTYTa He TONBKO 30He pajnonpuema,
HO B MOIpaHUYHBIX 001acTaX.

Iloooepacka MHO20YpOBHe80l cemesou KoHghuzypayuu.
WUndpopmaums o CTPYKType CeTH TpeicTaBiseTcs B BHIE JepeBa
B3aUMOCBA3aHHBIX YCTPOHCTB. DTO IMO3BOJISET CIEOUTH 3a TIOABJICHHEM
HOBBIX YCTPOJCTB NPH MOJAKITIONEHHH HX B PEXKHUME PEalbHOTO BPEMEHH.

Onpedenenue  mecmononoxcenun obhapyscennuix yempoiicme. Jins
nokanAzauuy 6ecrpoBOIHBIX CETEBRIX KJIMEHTOR C pa3peiuerreM 10 M Ha
KPYTHBIX 00BekTax, TomansX Wik 3Taxax opraHu3yercs MHOI030HHAas
KOH(HUrypanms KOMIJIeKCa.

3opmak paspaboraH W I8 TOro, HTOOBI MAEHTH(ULIHPOBATH
TexHuueckne 3aknaaku. [lo stoit nmpuuuHe on mozsonseT (dexTHBHO
obnapyxuBark "omnacusie" ycrpolicTBa, 0cOOEHHO B YCIIOBHSIX BEICOKHX
HArPY30K CUrHAJIAMH OT JIETMTUMHO BENIAIOIINX YCTPOHCTB.

3oaMak MOKET UCMONb30BATHCH KaK CTalMOHAPHbLIA KOMIUIEKC MpH
pPaTMOMOHMTOPHHTE WHOPACTPYKTYphl OECrpOBOAHBIX ceTei, Tak ¥ B
KayecTBE MOOMIBLHOTO WHCTPYMEHTA TPH MNPOBEIEHWH CHEeNUaTbHOro
o0crienoBanus 1TOMeIeHuii.

144

HNCITOJIb30OBAHHAS JIMTEPATYPA

1. 3y6kos K. H., Juacamumze C. B. IlpoGnemsl 3ammtsl HHGOpManuu B
[PHIOKEHHAX JUIA MOGHILHBIX cucreM. K. MHTejuleKTyalbHble TEXHONOMMH Ha
rpauicniopre. 2017. Ne 2.

2.A. C. A. Myrxanna, A. A. Ares, M. U. Omwmmonosa. HMccnenosanue
0bnauHBIX BBIYHCIEHHH B COTOBBIX ceTsx. HMHpopManmoHHbIE TEXHOJOTHH H
renexommysnkanus. 2017, T. 5. Ne 3. Canxr-IlerepGypr.

3.Cxabuos H. "Ayaur GesomacHoctn HHGPOPMALMOHHBIX — CHCTEM".
Mznarensckuit qjom "Tlarep”, 2017 r.

4. C.K. I'anues, M.M.Kapumos, 3.T.Xynaiikynos, M.M.Kansipos." Tonxosbii
C/I0Bapb TEPMHHOB M MOHATHH 10 06e30nacHoCTH HHQOPMAUKM HA PYCCKOM,
va6eKckoM M aHrMickoM s3bikax-T.: "Iqtisod-moliya” - 2017. 480 c.

. 5. Cadun JI. K. Uccnegosanne HHPOPMAIMOHHO# 3aMUINEHHOCTH MOOHIBHBIX
npuaoxennit. K. Boupocsl kuGepbesonacuocty Ned(12) - 2015,

6. BesonacHocTh MOOWILHBIX TEXHOJIOTHHA B KOPHOPATHBHOM cexktope obLuue
pexoMennaumy.  Accoumanms — pykosoaureneid  ciayxG  mH(OpPMALMOHHOH
6ezonacHocTH. Mocksa, 2015.

7. Jlykawos P. B. «AHaiu3 OnbiTa pasBHTHA MOOHJIBHBIX [UIATEXEH B MUDE)
3A0 "Uurepsaitn", Poccuiickas ®enepanus, 2014 r.

8. ITpecron Koxc (Preston Cox). MobGuibubie o6nauHble BbISHCICHHUS:
Yerpoiictsa, Tennennus, npobiaemsl u rexnonorun. IBM, Developer Woks. 2014/

9. MoOuisHble  miarexu. [Daextponnsli  pecype]. Jlara oOHOBNEHUMS:
03.12.2012. — URL.: http://ru.wikipedia.org/Mobunbubie_nnarexu (snara obpaluesHus:
10.03.2013).

10. Mobunsnsie naatexu B koutekcre CTO BP UBBC u tpe6osanuii no Ub B
HIIC. [Daextpouusiit pecypc]. Jlara o6uosnenns: 23.04.2012. - URL:
http:/slideshare.net/lukatsky/ss-12660626 (nata obpamenus: 10.03.2013).

11. SMS-uatexun: kak 9210 paboraer. [DaekTponusii pecype]. Jlara
obuopaenns: 11.02.2013. — URL: http:/habrahabr.ru/post/168987/ (nara obpamenus:
15.03.2013).

12. MobGunbHas kommepuus. [DiaekTponHbiii pecypc]. Jlara oGHOBAEHMS:
5.05.2011. — URL: http://habrahabr.ru/sandbox/28612/  (nara oOpaweHus:

(

13. beckonTakTHeie naarexu. [DnekTpoHHbid pecype]. Jlata oOHOBiIeHHA:
30.04.2012, — URL: http://habrahabr.ru/company/blog/128564/ (iara oGpamienus:
18.03.2013).

14, [Tnaresxxn ¢ MUCHOJL30BAHWEM MOOHIBHOrO TeidedoHa. [DIeKTPOHHBIH
pecypce]. Hara 0GHOBICHUA: 12.06.2012. - URL:
http://mgovservice.ru/technologies/payment/ (nara o6paienus: 25.03.2013).

15. Mobuibnpiii - Gankuur, [DnektponHsiii  pecype]. [lara oOHOBieHHS:
31.08.2011. — URL: http://bankir.ru/publikacii/s/mobilnyi-banking-10000394/ (nara
obpauienns: 16.03.2013).




16. Near Field Communication. [Duextponusiii pecypc). [lara obHoBieHus:
18.04.2012. — URL: http:/nfctime.ru/topic/chto-takoe-nfc/ (nara obpamenus:
18.03.2013).

17. Texuonorus NFC u ee npumencuue. [Dnextpounsif pecypc]. [lara
obrosrenns: 12.08.2012. — URL: http://rfidsolutions.ru/94.htm] (nara obpainenus:
28.03.2013).

18. Baiom cotoseix ceteit GSM. [Dnextponnsnii pecype)]. Jlata o6HOBNCHUS:
9.08.2010. - URL: http:/news.tut.by/it/193253.html (1ara o6pamenus: 1.04.2013),

19. Paguouacrorias wnentudukauns (RFID). [Dnexrponnsif pecype]. Jlara
obuosienns:  10.04.2013. — URL: http:/ru.wikipedia.org/wiki/RFID  (aara
obpamenus: 2.04.2013).

20. Vassumocts cMmapThoHoB Ha Oase Exynos. [Dnektponnsii pecype]. ara
ooHoBnenus: 16.11.2012. — URL: http:/www.jammer.su/214.html (y1ata oGpaienus:
9.04.2013). '

21. Munoxenko A. Epgokumos JI. Axanus GeszomacHoctd GaHKOBCKMX
npunoxennii. X Digital Security. 2012. .

22.10.P. Axumun, B.H. Yepnukos, B.O®. DBbapabGanos. Hcnonszosanue
pecypcoB 00;Ta4HBIX BEIMHCITHTENBHBIX CHCTEM H MOOHIIBHBIX ar¢HTOB IPH PELICHHH
3aad  MOOMIBHBIX TexHojorui. BectHumk BopoHexckoro rocyaapcTBeEHHOTO
texpubeckoro yausepentera. 2012, T.8. Ne 12. C. 66-68.

23. Crenanenko B. MoOuiisHEIC TexHOJIO0THH / MoOuiabHEIe TulaTexu, — M.:
KAPT BJIAHILI, Nes, 2010. - C.4-5

24, Usamyx W. KO. Mozxens m Metoj yoctpoenns cemedictsa npoduneH
sammuTLl Ans OecnpoBoaHoi cetd. Artopedepar auce. kanj. Cankt-ITerepOypr.
2010.

25. barpop E.B. Monutopusr n ayant WHGOpMalHoHHOM Ge30nacHoCTH Ha
npeanpustin. Becthuk Bonl'Y. Cepust 10. Bem. 5. 2011,

26. Tyxunxnn O.B., Yysbikun b.B. CHCTeMB MOHHTOPMHIA' Ha OCHOBE
GecnposBoaneix cetedl. Masectns FO®V. Texnwueckne Hayku. Tpyisl HaywHO-
MCCNEI0BATENLCKOT0 HHCTHTYTA (usudeckux uamepenwuit, I, Tlensa.

27. CK. Fauuen, M.M.Kapumos, K.A. Tamen. AxGopoT xancHsnira. Vkyn
xy:uranma T., "Alogachi”, 2008, 382 Ger.

28. "Ax6Gopor TexHonorusuiapu. AxGopor Xasheusznuru. Aramarap Ba
raspudmap”. Vadexucran Jlasnar crangapra. 0'z DSt ISO/IEC 2382-8:2007.

29. B.I'. Oandep. 3auwmra undopmaunn npu pabore 8 Uurepuer// Connect. -
2002, -Ne 11.

30. H.A. Omudep. Tudpdpepenunporannas 3ammra tpapuka cpencreamu IPSec
//LAN.-2001.":7R)4; http://www.osp.ru/lan/ 2001/04/ 024 .htm.

31. HA. Omudep [TpoTokoE! IPSec. //LAN.-2001.-M03;
http://www.osp.ruw/lan/2001/03/024 .htm.

32. I'eitep, Jlxum. Becniposonnsie cetu. Ileppoiif mar: Ilep. ¢ auri. -
Hanarensckuii 1om "Bunesame", 2005. 192 c.: un. — TTapan. THT. anri.

33. CyTHUKOBBIE CHCTEMBI HaBuraunu. Yuednoe nocobue. Knes. 2008 1.

146

34. Makcum M. BeszonacHocts Gecnipooambix cered / Meppurt Makcum,
Jlasua oo | [lep. ¢ aurn. Cemenosa A. B. - M. : Komnauus AiiTn ; JIMK
Ipecc, 2004. - 288 c.: 1. - (UndopMailHOHHBIE TEXHOJIOMHH JUIA HIDKCHEPOB).

35. Cronmuure B. BecnpoBojukie nuHHH cBA3M U ceTH.: Ilep. ¢ anrn. — M.:
Wanarensckui goM "Bunesamc”, 2003. — 640 c.

36. Buiudescku#t  B., Jlaxos A., [loptao#t C., lilaxnosua H.
111#poKonoaocHbIe OECNPOBOAHbIE CETH lI€peaayH uHdopmauuu. - M.:Dko-Tpenns,
2005. - 592 c.

37. I'puropses B.A., Jlaryrenko O.W., Pacnaes 10.A. Cern n cuctemsl
pazuo/locTy . — M.:3xko-Tpenas, 2005. - 384 c.

38. Poiuan [Tepkman, Jluopu [[xonarad. OCHOBBI NOCTpoeHHA 6ECPOBOAHBIX
nokanbhbix ceredt cranpapra 802.11.: Ilep. ¢ auri. - M.: H3snarensckuii 10M
"Buabamc", 2004. — 304 c.

39, Jloctyn k GecnposoakbIM cetsm u GesonacHocTs cered crannapra 802.1X:
mudbl 1 axrel. Texnuueckoe onucanne. www.flukenetworks.com

40. PacuuupsieMbIi nporokon  uaedtndukaumu  (EAP)  (Extensible
Authentication  Protocol (EAP). Duuukinonenums  CeTe€BbIX  NPOTOKOJOB.
www.protocols.ru

41. H.A. benses. Opranuszauus 6e30macHbIX BoIMHCICHHH HA pacrpee/leHHbIX
MOOHIBHBIX — ycTpoicTBaX. HoBOCHOMpCKMH  rocyaapcTBeHHbIH  TEXHHYECKHH
yHuusepcurer, HoBocHOGHpCK.

42. Jle-boauk I'. MobunbHble coobuiesns: ciayxObl 1 TexHonoruu SMS, EMS
1 MMS / Iep. ¢ anrin. - M.: KYIULI-OBPA3, 2005. — 448 c.

HurepHeT-HCTOYHHKH

1. http://www.tayle.com — caiiT komnanun TAHJIE.
2. http://www.airdata.ru — caitt komnansn Air Data Communications.
3. http://www.dlink.ru — ca#ir komnanuu D-LINK.
. http://wifi-wiki.ru
. http://www,wireless.bape3.org

6. http://www.alpha-teleport.info — caiit komnanun alpha-teleport.info.

7. http://www.ixbt.com — ur$pOpManHOHHLIH nopTa.

8. http://www.wireless.ru — creuuaJM3MpOBaHHbI NOpTaN, NOCEALIEHHBIHA
BeCnpPOBOAHBIM TEXHONOTHAM.

9. http://www.umd.ru — caitt komnasnu YMJI npoekr.

10. http://www.ferra.ru — uropMatnoHHBIH mopTalL.

Il http://ru.wikipedia.org — Bukuneans, pycckuit mnpoexT CcBOGOJHOH
MHOTOA3BIYHOH IHLMKIONEAMH.

12. htip://pcweek.ru — caiit sxypuana PCWeek Russian Edition.
_ 13. http://www.thg.ru — Pycckuii Tom's Hardware Guide, nudopmaudonbii
10opTan,

W A

147




